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Introduction

• The term, “Internet of Things” was coined in 1999 by Kevin Ashton when he was 
working in the Media Center at the Massachusetts Institute of Technology.

• The Internet of Things (IoT) is an area of Information Technology that is exploding 
with promise and possibilities because of the rapid proliferation of inexpensive, 
yet powerful technologies both in hardware and in software.  In fact, it has 
heralded a new paradigm shift in Internet-enabled computing, adding to and 
enhancing the present state of complex digital infrastructures.

• Still, IoT rapid adoption has also revealed its weaknesses in the areas of security, 
lack of privacy, and manageability.

• The Mirai Botnet Attack of October 2016 used known security weaknesses in tens 
of thousands of Internet of Things (IoT) Devices to launch massive Distributed 
Denial of Services Attacks against DYN, which is a major DNS Service provider.  
The result was a notable performance degrades in tens of thousands of 
businesses who rely heavily on the Internet

• This presentation will briefly  examine the implications of IoT and the Mirai 
Botnet attacks of 2016.
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WHY Is This Presentation Important??

• The Internet has been business critical since 1997.

• The Internet and the World Wide Web, and the applications, 
data, resources they represent are considered by many to be 
critical infrastructure.

• The Internet of Things that plays a major role in this saga,  
continues to grow exponentially in popularity and in capability.

• Outages (any) can cost money, lost customers, and even brand 
damage.

• Everyone who uses the Internet in a business capacity should 
be aware of the DDoS Threat that the Mirai Botnet and similar 
programs represent.
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How Big is the “Internet of Things”?
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IoT Ecosystem
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IoT Enabling Technologies
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• The Internet

• The Cloud

• High bandwidth

• Web technologies

• Switching technologies

• High performance networking

• Lower cost, high-power CPUs

• Low-cost or no-cost operating systems

• Development tools

• Service Oriented Architecture

• Data Centers

• Network security

• Related management technologies



IoT Devices

• CCTV cameras

• DVRs

• Digital TVs

• Home routers

• Printers

• Alexa

• Security systems

• Garage doors

• Industrial systems

• Medical systems

• Home appliances

• Cars

• Other stuff
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IoT at Work
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Hidden IoT at Work
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Developers and IoT
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IT professionals and IoT
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IoT Architecture Diagram

Internet of Things
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IoT Application Architecture

Internet of Things
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Business Value

and the Internet of Things
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Business Value

and the Internet of Things
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Business Investments

and the Internet of Things
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Consumer Interest 

in the Internet of Things
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Internet of Things: 

Hierarchy of Needs
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Rasberry Pi

Buy a
Raspberry  
Pi CanaKit

Connect

Power up 
and Go!
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easyRadio Integrated Controller (eRIC)
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eROS

easyRadio Operating System
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The Security Economics of

Internet of Things (IoT)

Sources: https://www.schneier.com/blog/archives/2016/10/security_econom_1.html

Excellent 
Commentary about 
IoT, Economics, and Security 
by internationally known 
Security Writer and 
Researcher, 
Dr. Bruce Schneier

Bruce Schneier
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What is a Botnet?
• A botnet is a number of Internet-

connected devices used by a botnet 
owner to perform various tasks. Botnets 
can be used to perform Distributed 
Denial Of Service Attack, steal data, 
send spam, allow the attacker access to 
the device and its connection. The 
owner can control the botnet using 
command and control (C&C) software. 
The word botnet is a combination of 
the words robot and network. The term 
is usually used with a negative or 
malicious connotation.

• Botnets have been around since 2004.

• Attacker machines are usually running 
the Linux operating system.

Sources: 
Wikipedia https://en.wikipedia.org/wiki/Botnet
Cheng, G. (2005) . http://www.giac.org/paper/gcih/229/analysis-ddos-tool-stacheldraht-v1666/102150

Stachledraht 
DDoS Attack
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DDoS Attacks

Source: 
AWS Best Practices for DDoS Resiliency
https://d0.awsstatic.com/whitepapers/Security/DDoS_White_Paper.pdf
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DDoS Attack Costs

Money, Time and Risk Brand Damage

Source: 
Kaspersky

April 13, 2017 Internet of Things - William Favre Slater, III 27



DDoS Attacks of October 21, 2016

The Internet 
didn’t 
“break” on 
October 21, 
2016, but the 
attackers who 
launched the 
DDoS attacks 
against Dyn 
exploited a 
known DNS 
Weakness that 
negatively 
impacted MANY 
Internet-related 
businesses and 
millions of 
users.
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WHAT DID THE MIRAI BOTNET 

DO IN OCTOBER 2016?
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DDoS Attacks of October 21, 2016 –

The Major Internet-Related Businesses Affected
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How Did Mirai Work?

DDoS Attacks of October 21, 2016
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How Can an Organization Protect Against 

Mirai and Other DDoS Attacks?

• Take this seriously

• Read up on the DHS Strategic Principles for 
Securing IoT

• Actively design, engineer, and implement 
security, from the beginning, not after the fact

• Set or Change the default passwords on IoT 
devices

• Have an alternate DNS provider

• Add DDoS attack scenarios into your Incident 
Management and Response Plans

• Use DDoS scenarios in your Disaster Recovery / 
Business Continuity Exercises

• Simulate DDoS attacks on your digital 
infrastructure to stress-test, evaluate, and 
continually improve your digital infrastructure
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Read: DHS Strategic Principles for 

Securing Internet of Things

Source:
https://www.dhs.gov/sites/default/files/publications/Strategic_Principle
s_for_Securing_the_Internet_of_Things-2016-1115-FINAL_v2-dg11.pdf

Published about 25 
days AFTER the  Mirai 
Botnet attack…
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Read: DHS Strategic Principles for 

Securing Internet of Things

Source:  DHS IoT Factsheet
https://www.dhs.gov/sites/default/files/publicati
ons/IOT%20fact%20sheet_11162016.pdf

Published about 25 days 
AFTER the  Mirai Botnet 
attack…
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Staying Secure 

in the World of Internet of Things
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The Mirai Botnet Five Takeaways

1. Not just one attack

2. The attack was sophisticated

3. IoT is to blame

4. This isn't the end

5. The IoT industry needs stricter standards

Source:
http://www.techrepublic.com/article/dyn-ddos-attack-5-takeaways-on-what-we-know-and-why-it-matters/

April 13, 2017 Internet of Things - William Favre Slater, III 36

http://www.techrepublic.com/article/dyn-ddos-attack-5-takeaways-on-what-we-know-and-why-it-matters/


Conclusion

• The Internet of Things (IoT) represents one of the greatest opportunities as well as 
the greatest challenges in modern computing.

• IoT devices are becoming ubiquitous and are in everything from CCTVs, to medical 
devices, to everyday home appliances and even cars.

• The Mirai Botnet made history because of its size, power, bandwidth consumption, 
and impact the Internet-based businesses and people connected to the Internet.

• Because the Mirai has been shared as Open Source and has been openly shared on 
the web, it is being studied and is evolving.

• The rapid evolution and spread of IoT Devices provides Mirai and its variants an 
ever-expanding target-rich environment 

• The more people and organizations pay attention to the Mirai Botnet code and how 
to survive DDoS attacks, the better off we will be as an Internet-connected Society.

• Remember that CIA (Confidentiality, Integrity, and Availability) are the simplest 
principles of Security, and that Mirai and DDoS attacks can and will reduce the 
Availability of your digital infrastructure.
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Questions
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William Favre Slater, II

William Favre Slater, III
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 312-758-0307

 slater@billslater.com 

 williamslater@gmail.com

 http://billslater.com/interview

 1515 W. Haddon Ave., Unit 309
Chicago, IL  60642
United States of America
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Thank You!
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