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Introduction

• Mirai is the Japanese word for “The Future”

• The Mirai Botnet Attack of October 2016 used known security weaknesses in 
tens of millions of Internet of Things (IoT) Devices to launch massive 
Distributed Denial of Services Attacks against DYN, which is a major DNS 
Service provider.  The result was a notable performance degrades in tens of 
thousands of businesses who rely heavily on the Internet, and millions of 
users who used these services.  A short time before the attack, the Mirai 
Botnet code was shared on the Internet as it was placed into Open Source.  
With the exponential rise of the population of IoT devices, what does the 
Mirai Botnet attack mean for the future of Internet Security?  

• This presentation will examine the implications of the Mirai Botnet code and 
the explosion of IoT.
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WHY Is this Presentation Important??
• The Internet has been business critical since 1997

• The Internet, the World Wide Web, web applications, data, and 
resources they represent are often considered by many to be critical 
infrastructure

• Outages (any) can cost money, lost customers, and even brand 
damage

• Everyone who uses the Internet in a business capacity should be 
aware of the DDoS Threat that the Mirai Botnet and similar 
programs represent

• The Internet of Things that plays a major role in this saga,  continues 
to grow exponentially in popularity and in capability
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How Big is the “Internet of Things”?
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Typical IoT Devices

• CCTV cameras

• DVRs

• Digital TVs

• Home routers

• Printers

• Alexa

• Security systems

• Garage doors

• Industrial systems

• Medical systems

• Home appliances

• Smart Utility Meters

• Cars

• Other stuff
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Often “Internet of Things” Devices and Typically Cell 

Phones are Accessing the Internet Via IPv6
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Comparing IPv4 and IPv6
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What is a Botnet?
• A botnet is a number of Internet-

connected devices used by a botnet 
owner to perform various tasks. Botnets 
can be used to perform Distributed 
Denial Of Service Attack, steal data, 
send spam, allow the attacker access to 
the device and its connection. The 
owner can control the botnet using 
command and control (C&C) software. 
The word botnet is a combination of 
the words robot and network. The term 
is usually used with a negative or 
malicious connotation.

• Botnets have been around since 2004.

• Attacker machines are usually running 
the Linux operating system.

Sources: 
Wikipedia https://en.wikipedia.org/wiki/Botnet
Cheng, G. (2005) . http://www.giac.org/paper/gcih/229/analysis-ddos-tool-stacheldraht-v1666/102150

Stachledraht 
DDoS Attack
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Sources: 
Wikipedia https://en.wikipedia.org/wiki/Botnet
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DDoS Attacks

Source: 
AWS Best Practices for DDoS Resiliency
https://d0.awsstatic.com/whitepapers/Security/DDoS_White_Paper.pdf
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Types of DDoS Attacks

• HTTP Floods

• DNS Query Floods

• SSL Abuse

• TCP SYN Floods

• TCP ACK Floods

• TCP NULL Floods

• Stream Flood

• UDP Flood

• UDP Reflection

• Smurf Attack

• ICMP PING Floods

• GRE IP Floods

• GRE ETH Floods

Sources: 
AWS Best Practices for DDoS Resiliency
https://d0.awsstatic.com/whitepapers/Security/DDoS_White_Paper.pdf
Cheng, G. (2005). http://www.giac.org/paper/gcih/229/analysis-ddos-tool-stacheldraht-
v1666/102150
Herzberg, B., Bekerman, D., and  Zeifman, I
https://www.incapsula.com/blog/malware-analysis-mirai-ddos-botnet.html.

The Mirai Botnet infected and 
harnessed millions of IoT Devices to 
attack 17 DYN DNS Provider Data 
Centers and impair their ability to 
resolve DNS requests.

Mirai is designed and was 
implemented to employ SEVERAL of 
these DDoS attack methods. 
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Types of DDoS Attacks

Source: 
AWS Best Practices for DDoS Resiliency
https://d0.awsstatic.com/whitepapers/Security/DDoS_White_Paper.pdf
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DDoS Attack Costs

Money, Time and Risk Brand Damage

Source: 
Kaspersky
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Little-Known Roots 

of the Mirai Botnet

• The 2012 Carna Botnet Census exploited over public-facing 420,000 IPv4 devices that 
had no passwords or weak passwords

• Of the 4.3 billion possible IPv4 addresses, Carna Botnet found a total of 1.3 billion 
addresses in use, including 141 million that were behind a firewall and 729 million that 
returned reverse domain name system records. The remaining 2.3 billion IPv4 addresses 
are probably not used. [Wikipedia]

• The website at http://internetcensus2012.github.io/InternetCensus2012/paper.html
shows the paper written which describes the methods used and data collected

• The author admitted in his paper that he enjoyed the “feeling of power” being able to 
simultaneously control over 400,000 devices from a single desktop.

• Over 4 TB of device data and IP addresses were collected

• This data remains a standard for “check up” to ensure that administrators have no public 
facing insecure devices

• The author, who remains a secret, could face prosecution in every country that has 
applicable network intrusion laws
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Source:  
Carna Botnet Census of 2012
http://census2012.sourceforge.net/paper.html
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Little Known Roots 

of the Mirai Botnet

Source:  
https://web.archive.org/web/20130324015330/htt
p://gawker.com:80/5991667/this-illegally-made-
incredibly-mesmerizing-animated-gif-is-what-the-
internet-looks-like
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Pre-Attack Events

• August 2016 - Bruce Schneier predicts, based on his 

research and observations that a DDoS attack or 

series of attacks would take down the Internet

• September 2016 - Brian Krebs’ website and his 

Provider were hit with DDoS attacks at about 665 Gbs

• October 2016 - Mirai Source Code placed in Open 

Source
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DDoS Attack Prediction 

in September 2016 by Bruce Schneier

• Someone Is Learning How to Take Down the Internet - by Bruce Schneier, Excerpt: 
“What can we do about this? Nothing, really. We don't know where the attacks 
come from. The data I see suggests China, an assessment shared by the people I 
spoke with. On the other hand, it's possible to disguise the country of origin for 
these sorts of attacks. The NSA, which has more surveillance in the Internet 
backbone than everyone else combined, probably has a better idea, but unless 
the US decides to make an international incident over this, we won't see any 
attribution.  But this is happening. And people should know.”
– https://www.schneier.com/blog/archives/2016/09/someone_is_lear.html

Bruce Schneier

Note: When Dr. Bruce Schneier says something, I believe it.  
He is one of the greatest Cybersecurity Researchers and 
Writers in the World.
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The Security Economics of

Internet of Things (IoT)

Sources: https://www.schneier.com/blog/archives/2016/10/security_econom_1.html

Excellent 
Commentary about 
IoT, Economics,
And Security by
Internationally known 
Security writer and 
Researcher, 
Dr. Bruce Schneier

Bruce Schneier
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DDoS Attack on Brian Krebs’ Website

• KrebsOnSecurity Hit With Record DDoS
– https://krebsonsecurity.com/2016/09/krebsonsecurity-hit-with-record-ddos/

• DDoS attack takes down Brian Krebs' site - www.krebsonsecurity.com . At 665 Gbps of traffic it was the 
largest DDoS Attack in Internet History - Attack was so powerful that Akamai threw up its hands
– http://www.csoonline.com/article/3123785/security/largest-ddos-attack-ever-delivered-by-botnet-of-hijacked-iot-devices.html

• Will IoT folks learn from DDoS attack on Krebs’ Web site?
– http://www.csoonline.com/article/3124436/security/will-iot-folks-learn-from-ddos-attack-on-krebs-web-site.html

• Someone, whom he subsequently spent months working to track down, had seized control of 
hundreds of thousands of internet-connected devices, including home routers, video cameras, 
DVRs, and printers, to create a botnet, a sort of digital zombie army.
– https://hub.jhu.edu/magazine/2017/spring/internet-personal-cyberattacks/

Brian Krebs

Note: When Brian Krebs, of www.krebsonsecurity.com
writes about Cybersecurity, and then gets hit with the 
Internet’s largest DDoS attack ever, it gets everyone’s 
attention, especially Cybersecurity Researchers.
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WHAT DID THE MIRAI BOTNET 

DO IN OCTOBER 2016?
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DDoS Attacks of October 21, 2016

The Internet 
didn’t 
“break” on 
October 21, 
2016, but the 
attackers who 
launched the 
DDoS attacks 
against Dyn 
exploited a 
known DNS 
Weakness that 
negatively 
impacted MANY 
Internet-related 
businesses and 
millions of 
users.

Screenshots from:
http://downdetector.com/
Hint:  A GREAT Resource! 
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DDoS Attacks of October 21, 2016 –

The Major Internet-Related Businesses Affected
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DDoS Attacks of October 21, 2016

The Internet 
didn’t 
“break” on 
October 21, 
2016, but the 
attackers who 
launched the 
DDoS attacks 
against Dyn 
exploited a 
known DNS 
Weakness that 
negatively 
impacted MANY 
Internet-related 
businesses and 
millions of 
users.

Note: 
Oracle bought DYN in November 2016
Source: 
https://www.wired.com/2016/11/ora
cle-just-bought-dyn-company-
brought-internet/
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DDoS Attacks of October 21, 2016

The Internet 
didn’t 
“break” on 
October 21, 
2016, but the 
attackers who 
launched the 
DDoS attacks 
against Dyn 
exploited a 
known DNS 
Weakness that 
negatively 
impacted MANY 
Internet-related 
businesses and 
millions of 
users.

Note: 
Oracle bought DYN in November 2016
Source: https://www.wired.com/2016/11/oracle-just-
bought-dyn-company-brought-internet/
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How Did Mirai Work?

DDoS Attacks of October 21, 2016
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How Did Mirai Work?

DDoS Attacks of October 21, 2016

Infected IoT 
Devices:
1) Launch DDoS 

Attacks
2) Report data to 

C2 Servers
3) Infect other IoT 

Devices
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How Did Mirai Work?

DDoS Attacks of October 21, 2016

• The Mirai Internet of Things (IoT) botnet has been using STOMP 
(Simple Text Oriented Messaging Protocol) floods to hit targets, a 
protocol that isn’t normally associated with distributed denial of 
service (DDoS) attacks.

• Mirai has been responsible for taking major websites offline for 
many users by targeting the Dyn DNS service, in addition to hosting 
firm OVH in attacks that surpassed 1.2 Tbps (terabits per second). 
Mirai was also in an attack against Brian Krebs’ blog in a 665 Gbps+ 
(gigabits per second) assault. The botnet uses various attack vectors 
to power these massive attacks, including STOMP floods.

Source:
http://www.securityweek.com/mirai-used-stomp-floods-recent-ddos-attacks
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Mirai’s Purposes and 

Some Source Code 

Analysis

Source:
https://www.incapsula.com/blog/malware-analysis-mirai-ddos-botnet.html
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Mirai’s “Don’t Mess 

With” List and a look 

at the Coder’s 

Psyche

Source:
https://www.incapsula.com/blog/malware-analysis-mirai-ddos-botnet.html
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Where were the Mirai Botnet Attacks Coming 

From on October 21, 2016?

Source:
https://www.incapsula.com/blog/malware-analysis-mirai-ddos-botnet.html
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Post-Attack Events

• October 2016 - Twitter Account to Monitor Mirai in Real-Time

• November 2016 - Chinese claim Mirai Botnet attack hit Chinese-

made IoT Devices, especially CCTVs

• November 2016 - DHS published guideline documents for 

implementing Secure IoT devices

• Windows Mirai botnet variant identified in 2017
– The Windows variant of the infamous Mirai Linux botnet is the offspring of a more 

experienced bot herder, possibly of Chinese origin, Kaspersky Lab security researchers warn.

– Recently detailed by Doctor Web, its main functionality is to spread the Mirai botnet to 
embedded Linux-based devices. The malware also abuses Windows Management 
Instrumentation (WMI) to execute commands on remote hosts, and targets Microsoft SQL 
Server and MySQL servers to create admin accounts and abuse their privileges.
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Post-Attack Events

Follow @miraiattacks 
on  Twitter.com to see
Real-time Mirai 
Attacks.
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The Basics:

How to Protect our IoT Devices Against Mirai and 

Other Botnet Attacks

• Change Your Password. This is not only good advice for those of us who shop online or who have 
been notified that the e-commerce site we recently shopped on has been breached, but likewise for 
IoT devices. In fact, according to this report, these better credentials can be used to provide a bulwark 
against botnet attacks like Mirai by substituting the hard-coded username and password with ones 
that are unique to your organization and not, of course, easily guessed.

• Turn them off. For currently deployed IoT devices, turn them off when not in use. If the Mirai botnet 
does infect a device, the password must be reset and the system rebooted to get rid of it.

• Disable all remote access to them. To protect devices from Mirai and other botnets, users should not 
only shield TCP/23 and TCP/2323 access to those devices, but also to disable all remote (WAN) access 
to them.

• Research Your Purchase. Before you even buy a product, research what you are buying and make sure 
that you know how to update any software associated with the device. Look for devices, systems, and 
services that make it easy to update the device and inform the end user when updates are available.

• Use It or Lose It. Once the product is in your office, turn off the functions you’re are not using. Enabled 
functionality usually comes with increased security risks. Again, make sure you review that before you 
even bring the product into the workplace. If it’s already there, don’t be shy about calling customer 
service and walking through the steps needed to shut down any unused functions.
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How Can an Organization Protect Against 

Mirai and Other Botnet Attacks?

• Take this seriously

• Read up on the DHS Principles on Securing IoT

• Learn about IPv6 – it’s a BIG Deal 
(http://ipv6.he.net) 

• Actively design, engineer, and implement 
security, from the beginning, not after the fact

• Set or Change the default passwords on IoT

• Have an alternate DNS provider

• Add DDoS attack scenarios into your Incident 
Management and Response Plans

• Use DDoS scenarios in your Exercises

• Simulate DDoS attacks on your digital 
infrastructure to stress-test, evaluate, and 
continually improve your digital infrastructure
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More Recommendations to Protect 

Against Mirai and Other Botnet Attacks
• The IoT threat is a serious one but one that can be simply resolved. 

While it’s almost impossible to educate everyone on how to change 
their user name and passwords on these devices, it is possible for 
manufacturers to incorporate security features into the design and 
production of these devices, in particular security telnet 
communication and its associated ports. Default passwords must be 
random and users should be advised with simple instructions on how 
to change them.

• We also recommend home users take these four steps to better 
prepare:

– Stay current – Update firmware and software regularly

– Authentication – Use unique credentials for each device

– Configuration – Close unnecessary ports and disable unnecessary 
services

– Segment – Create separate network zones for your IoT systems

Source:
https://blog.radware.com/security/2017/03/expansion-iot-since-mirai/
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Read: DHS Strategic Principles for 

Securing Internet of Things

Source:
https://www.dhs.gov/sites/default/files/publications/Strategic_Principle
s_for_Securing_the_Internet_of_Things-2016-1115-FINAL_v2-dg11.pdf

Published about 25 
days AFTER the  Mirai 
Botnet attack…
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Read: DHS Strategic Principles for 

Securing Internet of Things

Source:  DHS IoT Factsheet
https://www.dhs.gov/sites/default/files/publicati
ons/IOT%20fact%20sheet_11162016.pdf

Published about 25 days 
AFTER the  Mirai Botnet 
attack…
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The Mirai Botnet Five Takeaways

1. Not just one attack

2. The attack was sophisticated

3. IoT is to blame

4. This isn't the end

5. The IoT industry needs stricter standards

Source:
http://www.techrepublic.com/article/dyn-ddos-attack-5-takeaways-on-what-we-know-and-why-it-matters/
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HAJIME! 

Some Recent “Good News”
A new, more powerful IoT decentralized worm, Hajime, is spreading faster and more effectively than Mirai.

 Hajime is a Japanese word for “Begin!” or “Beginning”

 First identified and analyzed, and written up in October 2016 by Sam Edwards and Ioannis Profetis of Rapidity 
Networks Security Research Group

 Later announced April 18, 2017 by Symantec

 Written in C

 Platforms:  ARMv5, ARMv7, Intel x86-64, MIPS (little endian) 

 Brute force authentication

 Spreads independently via Peer-to-Peer, without using C2

 Infects mostly DVRs and CCTV devices

 Once in control of a target it several blocks ports used by its rival, Mirai

 Only scans about 86% of the IPv4 address space

 Mostly in Asia, Russia, Brazil and Argentina

 Writes benign message “Stay Sharp”

 Thought to be from a “White Hat”, Vigilante Hacker, who prefers English

 Thought to be competing against Mirai

 Cautionary Note: Like Mirai, still breaking the Law and if Hajime or its variants turn “evil” it could be worse than 
Mirai.

Sources:
http://news.softpedia.com/news/hajime-iot-worm-considerably-more-sophisticated-than-mirai-509423.shtml
http://linkis.com/www.cio.co.nz/articl/2dpeg
https://nakedsecurity.sophos.com/2017/04/20/the-iot-malware-that-plays-cat-and-mouse-with-mirai
https://security.rapiditynetworks.com/publications/2016-10-16/hajime.pdf  Technical Analysis Report by Edwards & Profetis
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Actual Hajime IoT Worm Message
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Top 10 Countries with Hajime Infections

Sources:
http://news.softpedia.com/news/hajime-iot-worm-considerably-more-sophisticated-than-mirai-509423.shtml
http://linkis.com/www.cio.co.nz/articl/2dpeg
https://security.rapiditynetworks.com/publications/2016-10-16/hajime.pdf  Technical Report by Edwards & Profetis
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Conclusion

• The Mirai Botnet made history because of its size, power, bandwidth 
consumption, and impact the Internet-based businesses and people 
connected to the Internet.

• Because Mirai and Hajime source code have been shared as Open Source 
on the web, they are being studied and they are evolving.

• The rapid evolution and spread of IoT Devices provides Mirai and Hajime 
and its variants an ever-expanding target-rich environment 

• The more people and organizations pay attention to the Mirai Botnet code 
and how to survive DDoS attacks, the better off we will be as an Internet-
connected Society.

• Remember that presently, Hajime is P2P and power powerful than Mirai

• Remember that CIA (Confidentiality, Integrity, and Availability) are the 
simplest principles of Security, and that Mirai and DDoS attacks can and will 
reduce the Availability of your digital infrastructure.
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Questions
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