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Strategic Comparative Analysis in Cyberwarfare and Cyberdeterrence 

This brief paper will present a strategic comparative analysis of the present state of cyberwarfare 

and cyberdeterrence issues. 

 

What Other Countries / Regions of the World Are Concerned with This Same Threat 

Issue? 

The countries that are primarily concerned with cyberwarfare and cyberdeterrence threat 

issues are the same countries that already have the greatest cyberwarfare capabilities and also the 

most to lose in the event of a full-scale cyberwarfare attack.  

 

 The diagram below from 2009 shows the comparative cyberwar capabilities of the 66 

largest countries in the world. 
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Table 1 – Country Cyber Capabilities Ratings (Technolytics, 2012) 
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Countries Regions of the World  That Do Not Place a High Priority on This Threat Issue 

Countries that are more focused on the survival and welfare of their citizens, coupled 

with the fact that they are largely consumers of Internet and computer capabilities versus being 

able to afford to channel resources into the development of cyberweapons or the resources 

required to develop a credible cyberdeterrence strategy.  It is also ironic that the U.K. with its 

stature and status does not rank higher on the list shown in table 1. 

 

Some of the Current Policies Being Employed by These Other States / Regions in Regards 

to the Threat 

 China, Russia, and India, each of which are in the top four of the countries listed in Table 

1, have well-defined cyberwarfare policies and strategies.  Ironically, the U.S., which occupies 

the number 2 position in that same table, does not yet have well-defined cyberwarfare policies 

and strategies.  For comparison, Table 2 below shows a summary of the policies and strategies of 

China, Russia and India. 

 

Country Policy Strategy 

China China supports cyberwarfare capabilities, 
especially providing such capabilities in 

the People’s Liberation Army.  

The Chinese will wage unrestricted 
warfare and these are the principles: 

Omni-directionality 

Synchrony 

Limited objectives 

Unlimited measures 

Asymmetry 

Minimal consumption 

Multi-dimensional coordination 

Adjustment, control of the entire 
process 

(Hagestad, 2012). 
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Country Policy Strategy 

Russia Russia supports cyberwarfare 

capabilities, especially providing such 
capabilities in the Russian Army. 

The nature of cyberwarfare and 

information warfare requires that the 

development of a response to these 

challenges must be organized on an 
interdisciplinary basis and include 

researchers from different branches – 

political analysts, sociologists, 
psychologists, military specialists, and 

media representatives (Fayutkin, 2012).. 

The ability to achieve cyber superiority 

is essential to victory in cyberspace.  
(Fayutkin, 2012). 

India India supports cyberwarfare capabilities, 

especially providing such capabilities in 
the Indian Army. 

"It is essential for efficient and effective 

conduct of war including cyber-war. The 

war book therefore needs to specify as 

how to maintain no-contact cyber war 
and when the government decide to go 

for full-contact or partial-contact war 

then how cyber war will be integrated to 
meet overall war objectives  (Saini, 

2012).”  

Strategies are still under development, 

but will follow the guidance of policies 
related to the conduct of war. 

(Saini, 2012) 

Table 2 – Summary of Cyberwarfare Policies and Strategies of China, Russia, and India 

 

Successes and Failures of the Various Alternative Policies Around the Globe 

 Despite some of the negative press from the Stuxnet virus, this collaborative effort by the 

U.S. and Israel has been looked at with both fascination and as an event that has quickly and 

successfully heralded in a new age of warfare, the age of cyberwarfare.  However, many still feel 

that in the absence of publically defined policies and strategies by the Obama Administration, it 

invites a secretive and even random appearance of and the continued use of cyberweapons 

(Sanger, 2012). 
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Areas of Joint Communication / Operation / Cooperation that Exist or Should Exist Across 

Countries Dealing with This Threat Issue 

 Apparently, the U.S. has already created cyberweapons with the help of Israeli 

cyberweapon experts.  At least one of these cyberweapons was effectively used to impede the 

development of Iran’s nuclear material refinement program from 2009 to 2010. 

 

 It is likely however, that through the auspices of the United Nations, or perhaps some 

G20 accord, there may be some general consensus on the importance of defining the appropriate 

uses cyberweapons.  There also needs to be some agreement on types of response to 

cyberattacks, and effective methods of cyberdeterrence. 

 

Is There One State in Particular That Seems to Be Doing a Better Job Than the United 

States Related to Dealing with This Threat Issue? 

China is probably doing a better job than the realm of cyberwarfare for three reasons: 1) 

the government has invested considerable resources into their cyberwarfare capabilities; 2) the 

number of personnel devoted to cyberwarfare efforts is reportedly in the tens of thousands; and 

3) the Chinese government is able to easily operate under a cloak of secrecy and conduct 

operations without fear of cyberwarfare activities being leaked to Chinese press agencies. 

 

Recommendations for the U.S. 

 In August 1945, the dramatic destruction of both Hiroshima and Nagasaki not only 

resulted in the surrender of Japan and effectively ended World War II, it ushered in the age of 
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nuclear warfare.  Yet, it was years until the U.S. had the policy and unified strategic plan, the 

SIOP, with which to centrally control the use of nuclear weapons in wartime situations, as well 

as conduct a national policy of strategic nuclear deterrence.   

It is not unreasonable to assume that the path towards a cohesive U.S. policy and set of 

strategies regarding the use of cyberweapons will follow a path that is similar to the strategic war 

plan maturity path from Hiroshima to the SIOP.  Today, in the absence of any clear policy on the 

use of cyberweapons, Crosston advocates the agreement on a policy of “Mutually Assured 

Debilitation” in which everyone with cyberweapons would come to a general understanding that 

the use of these weapons would result in the expectation that massive destruction would be 

unleashed on every participant’s assets (Crosston, 2011).  This makes perfect sense considering 

that the “Mutually Assured Destruction” nuclear deterrence policy was effective and worked 

well during the Cold War from the 1950s to 1980s. 

Yet, today, I believe that once a cohesive U.S. policy on cyberwarfare and cyberweapons 

is defined by the National Command Authorities, there is an eight-step process that could result 

in the development and rapid maturation of a strong national strategy U.S. Cyberwarfare: 

1) Define the doctrines and principles related to cyberwarfare and the needs under 

which cyberwarfare would be conducted. 

2) Create the policies that embody these doctrines and principles. 

3) Conduct the intelligence gathering to accurately understand the landscape of the 

cyber battlefield. 

4)  Perform the analysis to create the strategy 

5) Create the strategic plan and tactics 
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6) Conduct regular war games, at least twice yearly to test the strategic plan and 

tactics 

7) Analyze and document the results of the cyberwarfare war games. 

8) Refine the strategies and tactics for cyberwarfare and cyberdeterrence based on 

the results of analyzing the outcomes of the cyberwarfare war games 

 

Note that it is also essential to continually assess the capabilities of Information 

Technology so that tools that our cyberwarfare fighters are using are state of the art and that they 

are effective and perform well as they are integrated into the cyberwar war fighting environment. 

 

Conclusion 

 This paper has presented a brief strategic comparative analysis of countries with 

cyberwarfare capability and presented a set of processes by which the U.S. can quickly catch up 

where it is lagging behind in policies and strategies that will define its ability to conduct 

cyberwarfare and cyberdeterrence in the future. 
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