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Agenda il Day 1 & Day 2

High-level Outline:

Day1

Topic 1: History of Money and Conventional Ledger Functions

Topic 2: Bitcoin Basics

Topic 3: Tokenized Economy and Crypto Currency Concepts

Topic 4: Blockchain Technology

Topic 5: Ethereum Blockchain Technology

Topic 6: Blockchain Beyond Bitcoin

Topic 7: Blockchain Limits and Challenges

Topic 8: Blockchain Security

Topic 9: Examples of Real-world Blockchain Applications

Topic 10: The Ethereum EVM, Smart Contracts, and Solidity

Topic 11: How to Design and Implement a Blockchain Solution Project — an Organized High-Level Step-
by-Step Approach

Topic 12: How to Help your Organization Rapidly Ramp Up Skills and Readiness for Blockchain
Application Development
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Day 2

Topic 1: Getting started with Blockchain Application Development — Setting up the Workbench
Topic 2: Truffle Framework Introduction

Topic 3: Example DApp using Truffle, HTML, CSS, Solidity, the EVM and Ethereum Blockchain
Topic 4: Solidity and Ethereum Blockchain Fundamentals

Topic 5: Javascript and Ethereum Blockchain Fundamentals

Topic 6: Example DApp using HTML, CSS, Solidity the EVM and the Ethereum Blockchain

Topic 7: Blockchain and Auditing

Topic 8: How to Secure Blockchain infrastructure and applications

Topic 9: How to perform Secure Software Development for Blockchain applications by design, coding
practices, testing and verification

Topic 10: Concepts of Auditing the Data and Transactions in Blockchain Data Structures

Topic 11: Automating the Auditing of Blockchains and Blockchain Applications
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Topic 4: Blockchain Technology

Topic 5: Ethereum Blockchain Technology

Topic 6: Blockchain Beyond Bitcoin

Topic 7: Blockchain Limits and Challenges

Topic 8: Blockchain Security

Topic 9: Examples of Real-world Blockchain Applications
Topic 10: The Ethereum EVM, Smart Contracts, and Solidity
Topic 11: How to Design and Implement a Blockchain Solution
Project T an Organized High-Level Step-by-Step Approach
Topic 12: How to Help your Organization Rapidly Ramp Up
Skills and Readiness for Blockchain Application Development
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Topic 1 : History of Money and
Conventional Ledger Functions




Brief History of Money

HISTORY

Ovwer its vast history, money haos been central fo developing
our modern international frade networks. However new

research has revealed that history is coming
full circle, with 80% of people admilting
to bartering with @ business

rather than using money.

9000:c
Eorly man would barter goods H’!ey &=
./-hod in surplus for ones they lacked.

Grain and cattle were
popular goods to barter.

~lv'\’4 ﬁ "

_‘_ 6003c
The first ‘official’ currency qu
minted by King Alyattes of
Lydia in modern day Turkey.

A standardised coinage
allowed trade to flourish
across the mediterrean

EeSesmaasr—

world.

Bartering
was first recorded in Eqypt.

/é’

O 1100. v

In China, people started
using small replicas of
goods cast from bronze.

® f \Varcehsifasractcal

Coastal regions around
the Indian Ocean sow
the use of cowrie shells

in trade as early os 1200s:

129040
The travels of Marco Polo ./-]QSOAD

to China introduced
the idea of paper
money to Europeans.. .

The Florin, a gold coin
minted in Florence,

was widely cccepfed
across Europe, encouraging
international commerce.

166140

..however Paperimoney,
paper money was great for
didn't catch businesses because

S it could be moss produced
on for quite

without relying on raw metals like

some time with the first . gold and silver.
bank notes being printed

in Sweden.

]
\- 18600 %

(: o
Industry qiants, Western Union, 194640 w‘?" =
sPe( J John Blgglns Invenf?d
with electronic fund B the ‘Charg-It card,
the first credit card.

transfer via ‘lelegrom

\ 5 European banks began
‘-' o“ermg mob||e banl(lng
with primitive smart phones.

TR .
o~ B @ 1599,
-
-

2008+

Contactless payment

cards were issued in the
UK for the first time. /-

O- 201440 Barclayeard trialled ‘wearable:

With a constant demand for ways contactless wristbands.
to ensure businesses can trade easily

new innovations are cons}unﬂy being /
introduced and refined.. \

History comes full circle

with Bartercard offering APP"P"“/ was announced
W S or iPhone usemito shobla

Batter sirplusgoodsiand

fhem fo pay for things

\) with their handsets.

infogrop}\ic compiled by:

b bartercard

The Euro began to
circulate in 2002

services worldwide.

Bitcoins entered the 3
mainstream, the first
fully implemented
decentralized |
cryplocurrency.

Sources

earningca  britishmuseumorg

bbcco.uk
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https://www.telegraph.co.uk/finance/businessclub/money/11174013/The-history-of-money-from-barter-to-bitcoin.html

Conventional vs. Distributed Ledger

EMBEDDING DISTRIBUTED
LEDGER TECHNOLOGY

FINANCIAL FINANCIAL
INSTITUTION INSTITUTION

FINANCIAL
INSTITUTION

1

FINANCIAL (
INSTITUTION

I

A\
‘ S FINANCIAL
s INSTITUTION

FINANCIAL ‘
INSTITUTION !

<@§

i

FINANCIAL
INSTITUTION

FINANCIAL
INSTITUTION

CENTRALISED DISTRIBUTED
LEDGER LEDGER

https://codeburst.io/distributedledgertechnologyfundamentalsyou-mustknow-2d0f82628258 NORTH AMERICA
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https://codeburst.io/distributed-ledger-technology-fundamentals-you-must-know-2d0f82628258

History of Conventional Ledger Functions

The biggest problems with our existing
accounting ledgers are:

Inefficient to manage

Resource Intensive and expensive
Duplicate Entry Pops Up

Can be manipulated

Can be hacked

Lack of transparency

Data corruption, fraud, leading to
disputes

Too J>o T To To Do I

General Ledger

Sheeat

of

Account Number:

Addrass:

General Ledger Template

Account Name:

Date

Details

Charges

Credits

Charges Credits

Sourcehttps://codeburst.io/distributedledgertechnologyfundamentalsyou-mustknow-2d0f82628258
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Distributed Ledger Taxonomy
@
Distributed Ledger Taxonomy K’SACA

How many copies ———3) One —————————3 | Traditional ledger eg a
of the ledger? personal bank account

Permissioned, private
Whocanuse | o Owner . |ghared ledger eg

these copies? group Bankchain, a clearing
and settlement network
v
Anyone
Trusted ledger Permissioned, public
owners of ——3 | shared ledger (ie a
<+ actors, by distributed ledger) eg
validation Ripple, a global financial
Who maintains transactions system
integrity of the
ledger?
Any user, by Unpermissioned, public
untrusted —3 shared ledger eg Bitcoin,
consensus a cryptocurrency

Figure courtesy of Dave Birch (Consult Hyperion)

Sourcehttps://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/492978Bdsdistributed-ledge-technology. pdf NORTH AMERICA
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https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/492972/gs-16-1-distributed-ledger-technology.pdf
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What Is the Bitcoin? KQSAL‘A

A Digital Currency

A A Decentralized, Peer-to-Peer Payment Network

A Requires the Internet and software to operate

A (Pseudo) Anonymous, untraceable financial transactions

A A standardized Acryptocurrencyo
and a private key

NORTH AMERICA
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Bitcoin Characteristics

o Po Po Do Do Do Do Io Io Io Io Io I

Open Source

Supported by the Bitcoin Foundation
Bitcoin (BTC)

http://bitcoin.org/ or http://www.bitcoin.com
New blocks every 10 min

Bitcoin supply 21 million coins will be available until about
2040

Difficulty adjustment 1015 blocks, after 6 days
Hashing algorithm SHA256d
Initial Reward 50 Bitcoins per block

Current reward: 12.5 Bitcoins. In June 2020, it will be
halved again to 6.25 Bitcoins

Market Cap: $65 Billion (January 2, 2019)
Over 248,000 Transactions / day
Launch Date: January 3, 2009

Copyright © 2019 Information Systems Audit and Control Association, Inc. All rights reserved.
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Total Bitcoins in Circulation SQS‘ACA

Bitcoins in circulation

The total number of bitcoins that have already been mined; in other words, the current supply of bitcoing on the network.

Source: blockchain.com

20,000,000
18,000,000

16,000,000

Almost 18 million
as of April 12,2019

14,000,000
12,000,000
10,000,000

8,000,000

6.000,000

Note: By definition,
21 million is the
maximum number
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https://www.blockchain.com/charts/total-bitcoins?timespan=all

Bitcoin Market Capitalization i 12 Months
KQS'A(:A

Market Capitalization = No. of Bitcoin times the Current Price

Market Capitalization

The total USD value of bitcoin supply in circulation, as calculated by the daily average market price across major exchanges

Source: blockchain.com
180,000,000,000
170,000,0:00,000
160,000,000,000
150,000,0:00,000
140,000,0:00,000
130,000,000,000
120,000,0:00,000
110,000,0:00,000
100,000,000,000

50,000.000,000
B0,000,000,000
70,000.000,000

60,000.0:00,000

9. Apr 23. Apr 7. May 21. May 4. Jun 18. Jun 2. Jul 16 Jul 30 Jul 13 Aug 27. Aug 10.5ap 24 Sap & Oct 22.Oct 5. Now 19. Nov 3. Dec 17. Dec 31. Dec 14 Jzn 28.Jan 11. Feb 25. Feb 11. Mar 25 Mar 8. Apr

2019
NORTH AMERICA

CACS

AN ISACA EVENT

Sourcenttps://www.blockchain.com/charts/market-cap

Copyright © 2019 Information Systems Audit and Control Association, Inc. All rights reserved. #NACACS f ¥ in



https://www.blockchain.com/charts/market-cap

Bitcoin Market Capitalization 7 All Time

Market Capitalization = No. of Bitcoin times the Current Price

Market Capitalization

The total USD value of bitcoin supply in circulation, as calculated by the daily average market price across major exchanges.

Source: blockchain.com

350,000,000,000
325,000.000,000
300, 000,000,000
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https://www.blockchain.com/charts/market-cap

Bitcoin Value in U.S. Dollars

22,000
20,000
18,000
16,000
14,000

12,000

uso

10,000

£,000

6,000

4,000

2,000

%S‘ACA

Market Price (USD)

Average USD market price across majer bitcoin exchanges.

Source: blockehain.com

124 months
January 200¢; April 12, 2019
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Why Does Bitcoin Have Value/

A Built-in security via its design

A You can buy good and services with it
A Investors speculate in it

A Scarcity

A People (still) believe in it

A Good reputation, mostly

A Technophiles love it

Altos fAcool o

Copyright © 2019 Information Systems Audit and Control Association, Inc. All rights reserved.
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KQS'A(:A"

Bob, an online merchant, decides to begin accepting bitcoins as payment.
Alice, a buyer, has bitcoins and wants to purchase merchandise from Bob.

It's ternpting to think of addresses as bark
BCCoUNTS. Bt they work 3 bit diMerently. Bacon
USers Can create a5 many addresses as they wish
Private Public and in fact are encouraged 10 (reate & few o0
ey key for every Dew LEaNSACtIon 10 NCRISe Prvacy.
Solong 4500 one knows which addresses are
ASce's, her anonymity b protected

Public Key Cryp
When Bob creates & new address,

what he's really dong is generating a
“ayptographic key par.” composed of
aprivatekey and a public key ¥ you sgn
2 message with a private bey (which only
¥ou krow), & can be verified by using the
ratching pubic key (which & known

1o anyone), Bob's new Sicoin address
represents 3 urique public by, and the
comesponding pervate key s stored inhs
waliet. The pubiic key aliows ampone to
werify that a message sgned with the
private ey is vabd

o
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Understanding a bitcoin transaction

HOW BLOCKCHAIN TECHNOLOGY POWERS BITCOIN

Alice wants to send Bob two bitcoin. O

She sends a TRANSACTION REQUEST to the ISACA
Bitcoin blockchain, a distributed database

running on thousands of computers globally.

Computers known as MINERS
verify this transaction (e.g. check
Alice's balance) and compete to place

itinto a BLOCK with other transactions.

Once the answer
is VERIFIED - when
a majority of miners

2 .

in the network . All this computational To append a block to the

approve the block - power PROTECTS THE chain of prior blocks

the miner who BLOCKCHAIN against (hence: "blockchain"),

solved t'he. pu.zzle. hackers — it would be miners solve a MATH

gets paid in bitcoin. Others in the difficult and expensiveto  PUZZLE that requires a
network check falsify transactions or lot of computational
the miner's work. attack the network. power to solve.

Bob receives
two bitcoin.

Alice’s transaction
gets ADDED TO THE
BLOCKCHAIN along
with the others.

source cb insights via @mikequindazzi B2 CBINSIGHTS

: 2019
Source CBInsights.com
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Some Bitcoin Terms

Explanation &

AES SHA-256 The 256-bit encryption algorithm that is AES standard used for Bitcoin keys.

Bitcoin Network The Internet-connected network comprised of the software and data that supports Bitcoin transactioms

Blockchain The Bitcoin ledger of past transactions.

Difficulty The measure of how difficult it is to find a new block compared to the easiest it can ever be

Exchange A place that sells can buys Bitcoins, like a stock exchange.

AFul | No d e 0 Afull node is a node that is configured to mine blocks on the blockchain (this applies to Ethereum also)

Hash It is a standard algorithmic function for the generation and verification of currency

Mining Bitcoin mining serves 2 purposes, it creates the general ledger of Bitcoin transactions and it provides security.

Private Key The secret cryptopgraphic key that is used to protect your Bitcoin account

Proof of Work An economic time-stamped measure to deter service abuses on a network by requiring some work
from the service requester, usually meaning processing time by a computer.

Public Key The public (shared) cryptopgraphic key that is used to protect your Bitcoin account

Transaction 1) Use of the Bitcoin to purchase good or services, or the purchase of sale of a Bitcoin, or fractional part of Bitcoin.

2) Transaction also refers to Blockchain transactions that are stored in Merkel Tree data structures that are hashed and
added to each Block in the Blockchain.

Wallet A service that will safely store your Bitcoin account (public and private keys) for you.

NOI?TH AMERICA
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How Does the Bitcoin Network Operate? SQS\ACA

1. New transactions are broadcast to all nodes.
2. Each node collects new transactions into a block.

3. Each node works on finding a difficult proof-of-work for its
block.

4. When a node finds a proof-of-work, it broadcasts the block
to all nodes.

5. Nodes accept the block only if transactions in it are valid
and not already spent.

6. Nodes express their acceptance of the block by working on
creating the next block, using the accepted block as the
previous hash.

‘ Source: Bitcoin: A Peg&iPeer Electronic Cash System by Satoshi Nakanmttios://bitcoin.org/bitcoin.pdf o

_ NORTH AMERICA
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Bitcoin Actors

%S‘ACA

| Bitcoin User | | Bitcoin Exchange

emeeeee———)
o

S
@

Private Key Public Key Private Key Public Key
Bitcoin Database

o
x
o

___Merchant who accepts Bitcoin | . Bitcoin Miner |

Private Key Public Key Private Key Public Key
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How Does a Bitcoin Trade Work?

Assume: the Bitcoin user has a legitimate Bitcoin
account and knows their balance

The Bitcoin user finds a business that accepts
payments in Bitcoins.

The Bitcoin user submits their public Bitcoin ID
Information

The Bitcoin authorized merchant processes the
payment

The Bitcoin user receives the goods or services

Do o I P Do

Copyright © 2019 Information Systems Audit and Control Association, Inc. All rights reserved.
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How does Bitcoin Mining Work?

A Mining programs work to perform processing to insert a Bitcoin securely
Into a valid block chain.

A Processing is very computationally intensive, and uses a lot of CPU time,
and a lot of electrical power.

A Rewards:

0 When a block is discovered, the discoverer may award themselves a certain
number of bitcoins, which is agreed-upon by everyone in the network. Currently
this bounty is 12.5 bitcoins; this value will halve every 210,000 blocks. The
next halving is in June 2020, and the new reward will be 6.25 bitcoins.

o0 Additionally, the miner is awarded the fees paid by users sending transactions.
The fee is an incentive for the miner to include the transaction in their block. In
the future, as the number of new Bitcoins miners are allowed to create in each
block dwindles, the fees will make up a much more important percentage of
mining income.

2019
s NORTH AMERICA
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How Does a Bitcoin Mining Work?

Transaction pool

e

|

|

|

|

Y

Miner g] 1

Most recent
block header

Block header )

Prior block 1D, version, timestamp, etc

Transaction list

Block

——_—————

Candidate block

A simplified overview of the mining process

Block

SourceBlockchain Enabled Applications: Understand the Blockchain Ecosystem and How to

Make it Work for Youby VikramDhillon, David Metcalf, Max Hooper

Copyright © 2019 Information Systems Audit and Control Association, Inc. All rights reserved.
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Comparing Bitcoin to Paypal

PayPaI vs Bitcoin Comparison of online payment methods

iol}lll}'ll

PayPal

The defender, PayPal, an American-based company established in 1998 with revenue
exceeding $2 billion.

@) Bitcoin

The Challenger, Bitcoin , the first decentralized digital currency. Released in 2009 by Satoshi
Nakamoto is the firstimplementation of kind however can it overcome the barriers needed to

achieve widespread adoption?

Security
For most people using PayPal is an acceptably secure way to 0 - 1
pay online. Importantly the service shields your financial
details from the seller and they offer both Security Keys and
MTAN. However PayPal is a common target of phishing
emails which can be very sophisticated and easy to fall prey
to. If your account is compromised it will likely be sold on the
black market to the highest bidder and worse could leak your
bank account or credit card details.

For Customers

PayPal has had years to refine it's user interface and 1 - 1
checkout procedure. Payments can be made instantly with

any credit or debit card and requires no intermediary or

exchanged. PayPal also has a chargeback policy which

favours Buyers over Sellers providing more protection for

Users in event of problem with their purchase.

PayPal has a large advantage here.

For Merchants
PayPal provides a full range of Merchant API's and is 1 - 2
supported by all major shopping cart software. However
PayPal's chargeback policy can unfairly penalize merchants
who sell digitial goods or other virtual items. A plethora of
horror stories are available from merchants who have had
malicious chargebacks cripple their business or who have
had their funds frozen by PayPal for no reason.

Famously PayPal blocked donations to the whistleblowing
site Wikileaks which made it difficult for them to fund their
operations. Fortunately they were able to begin accepting

Sourcehttps://blockchain.info/wallet/paypaivs-bitcoin

SRR

Information Systems Audit and Control Association, Inc. All rights reserved.

Atits core Bitcoin promises to be the most secure Payment
method available, there is no database to leak or accounts to
be hacked. However Bitcoin transfers a lot of the
responsibility for Security into the hands of the User which
can be dangerous for those who don't know what they are
doing. A Bitcoin wallet holds all the information needed to
make transactions from a particular account and is now a
target for thieves and viruses. However with the advent of
encrypted Wallets and a new breed of online-wallets such as
My Walletitis now much easier for the average user to keep
their wallet safe and secure.

The usability of bitcoin is severly hampered by the need to
exchange the User's domestic currency into Bitcoins before a
purchase. As Bitcoins do not support chargebacks this
typically makes it difficult for exchanges to accept deposits by
instant payment methods such as credit card or PayPal.

However Bitcoin has made improvements in other areas
recently, the clientis now much easier to use for the average
user and with services like My Wallet you can manage your
bitcoin’s with an easy to use familiar interface.

Senvices like bit-pay make accepting bitcoin's as easy for
merchants as accepting PayPal, funds can be immediately
exchange for domestic currency so exposure to exchange
rate fluctuations is minimal. The advantage for merchants is
that as bitcoin is digital cash it does not support
chargebacks, funds cannot be frozen and payments cannot
be blocked.

Big win for Bitcoin.
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https://blockchain.info/wallet/paypal-vs-bitcoin

Comparing Bitcoin to Paypal

FPayPal provides a full range of Merchant API's and is
supported by all major shopping car software. However
PayPal's chargeback policy can unfairly penalize merchants
who sell digitial goods or other virtual iterms. A plethora of
harrar stories are available from merchants who have had
malicious chargebacks cripple their business or who have
had their funds frozen by PayPal for no reason.

Famously PayPal blocked donations to the whistleblowing
site Wikileaks which made it difficult for them to fund their
operations. Fortunately they were able to begin accepting

bitcoin donations soon after.

PayPal accounts are tied directly to your bank account or
credit card and PayPal is a regulated financial institutian in
many countries. PayPal payments are not in any way
anonymous and itis not recommended you make purchase
using PayPal that you would not be confortable with the
authorities knowing about.

For Merchants

1-2

Anonymity

1-3

Services like bit-pay make accepting bitcoin's as easy for
merchants as accepting PayPal, funds can be immediately
exchange for domestic currency so exposure to exchange
rate fluctuations is minimal. The advantage for merchants is
that as bitcoin is digital cash it does not support
chargebacks, funds cannot be frozen and payments cannot
be blocked.

Big win for Bitcoin.

Ahistory of every bitcoin transaction ever made is available
right here on this site. However transactions do not need to
be tied to a bank account ar individual and they are essentally
anonymous if some basic precautions are taken. My Wallet
can hold up to 1000 unique bitcoin addresses and it is
recommended you change addresses regularly to avoid
leaving a trail.

Andthe winner is. Bitcoin!. A new tecnology which is just beginning to come into it's own. Sure there are some hurdles to jump
put the ability to truely take control of your own finances is worth some minor inconvienice. If you value liberty, then you should

Sourcehttps://blockchain.info/wallet/paypaivs-bitcoin
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https://blockchain.info/wallet/paypal-vs-bitcoin

Comparing Bitcoin to Other Electronic Payment Networks T

How Bitcoin Activity Stacks Up Against Other Payment Networks

Average daily transaction volume of selected payment networks (in million U.S. dollars)

Visa VISA
MasterCard @_
China Union Pay S

$17.559m

' . |
American Express R

Discover __
(Pulse Network) TGRS
PayPal payrai

Discover .. ..

{Discover Network)

Bitcoin obitcoin |

Western Union Sl $216ﬁ'1

Bitcoin transaction volume represents a 7-day average as of

Xoom »oom| $15m December 3j All other vqlumes baseq on latest cpmpany ﬁlmgs.

0 1000 2,000 8000 9,000 10,000 17,000 18,000

StatiSta y @ @ Source: Coinometrics

The Statistics Portal @StatistaCharts ¥

Sourcenhttp://www.businessinsider.com/bitcoirversuspaypatcomparison2013-12 NOQH AMERICA
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o Do To Do Do Do Do Do Do I

. - ?
Why Is Bitcoin Popular” ‘3%‘“
S

As a cryptocurrency, It has become At he Gol d
In December 2017, it was valued at about $20,000

It has made many people, especially young people, millionaires
and billionaires

| t 6s easily available via the I nternet
International appeal

| t s Acool o

| t 6s supported by many Acool 0O businesses

Exciting because i1it06s in the news
Anonymous, and uses strong encryption, so it creates a sense
of Privacy

People understand electronic payments because easy to use
services like PayPal have been around since 2000

NORTH AMERICA

SCACS
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Bitcoin Hype vs. Reality T

Bitcoin is safe It can be hacked

Bitcoin is anonymous and offers With entities like the NSA, nothing is or does

privacy

Bitcoin is a great investment No. You can lose money.

Bitcoin mining is lucrative The IRS is making Retroactive Rulings about
Bitcoinas WnApropertyo. Ta
your Accountant.

Bitcoin is simple to use and Do your homework

understand

Bitcoin will become more widely Maybe, but after mor e

used and accepted happened yet

Bitcoin still has a good name and is Maybe yes. But events like the Silk Road
widely recognized. shutdown, Mt. Gox bankruptcy and Autumn
Radt ke@as h d oBndtc mmagel 6ps

NORTH AMERICA
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Bitcoin Dangers

|l t 1 s stil | a volatile NI nvest
Vulnerability to Hackers

Anonymous cryptocurrency transactions can and will arouse
suspicion

No central authority to regulate it
NOt insured 8 ‘ “ WHERE 1S OUR

MONEY?

Some experts have developed an extensive case AGAINST
Investing in Bitcoin

The PBOC banned Bitcoin expenditures, but not mining inside S irraney
Chinai 2014

The IRS is regulating it retroactively 17 Virtual Currency
Guidance T March 25, 2014

Unsecure Wallets are a Huge Knoown Vulnerability

Opinion: Buying Bitcoin when it is above $15,000

2019
NORTH AMERICA

CACS l
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Bitcoin and the Future of the Global Economy

A The increasing visibility and acceptance of
Bitcoin have given it positive international
recognition

A Increasing concerns about the stability of
U.S. Dollar and other fiat currencies (inflation,
hyperinflation, debt, etc.), as well as
geopolitical uncertainties have caused
speculation in unusual investments like
Bitcoin

A The ever-increasing population of younger
Investors that understand accumulation and
management of wealth better, as well as
Bitcoin and Cryptocurrency portend a bright
future for Bitcoin.

A There are over 83 million Millennials.

Hyperinflation in
Germany in 1923

2019
NORTH AMERICA
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Bitcoin Conclusion

Bitcoin:

A A technical marvel made possible by software, hardware, Newsweek
strong cryptography, and the Internet \|

A Has made significant progress in only 124 months

A Has significant strengths and weaknesses

A Has great potential because of popular support of talented

nerds
_ _ _ BITCOIN'S FACE
A Has attracted the interest of those who would like to control it

(U.S. Government, especially the IRS)

A Should be watched, studied, and understood carefully before
making any big investments in Bitcoin accounts, mining,
accepting transactions, etc.

NOI?TH AMERICA

&SCACS l
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Topic 3: The Tokenized Economy and
Cryptocurrency Concepts




The Tokenized Economy and Cryptocurrency Concepts
KQS'ACA

A Atoken is a privately issued cryptocurrency:.

A In the business realm, we can define a token as: "A unit of value that an
organization creates to self-govern its business model, and empower its users to
iInteract with its products, while facilitating the distribution and sharing of rewards
and benefits to all of its stakeholders."

A The Achilles heel of token-based models will be how they are concocted to
interact with the business model that underlies them. However, much of the
attention has been on deda®&yptgesonamgs, 4t&O6s t o opt i mi
that has come to describe the mechanics and specifics of token distribution,
according to a given sale and ownership structure.

A Good News: Tokenization allows tangible things like real estate, art, etc. to be
catalogued and traded using Blockchain and Cryptocurrency technologies.

A Bad News: Between 2017 and 2018, ICOs got a very bad name because so
many were issued and ultimately mismanaged and failed. Many people in the
market decided the hype and risks were not worth the potential rewards.

2019
‘ Sourcehttps://medium.com/@wmougayar/tokenomiea-businessjuideto-tokenrusageutility-andvalueb 19242053416 g NORTH AMERICA
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ERC Tokens T

ERC20 token is an interface which defines various functions dictating the requirements of
the token. It does not, however, provide implementation details and has been left to the
implementer to decide. ERC is basically an abbreviation of Ethereum Request for
Comments which is equivalent to Bitcoin's BIPs for suggesting improvements in Ethereum
blockchain.

This is defined under EIP 20, which you can read more about
here https://github.com/ethereum/EIPs/blob/master/EIPS/eip-20-tok

en—-standard.md.

Ethereum is becoming a platform for choice for ICOs due to its ability to create new tokens
and with ERC20 standard, it has become even more accessible.

ECR20 token standard defines various functions which describe various properties, rules,
and attributes of the new token. These include total supply of the coins, total balance of
holders, transfer function, approval and allowance functions.

‘ Source: Mastering Blockchain by Imran Bashir (Published by Packt.) EQK“Emg
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ERC 20 ‘ic“

ERC20

function totalSupply()
function balanceOf(address owner)
function transfer(address to, uint256 value)

function approve(address spender, uint256 value)
function allowance(address owner, address spender)
function transferFrom(address from, address to, uint256 value)

& ETHEREUM

019

\( )RTH AMERICA
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ERC Tokens T

A ERC-721 is the standard for Ethereum
tokens that are not related to
cryptocurrency.

A They are non-fungible

A http:/lerc721.orq/

A https://medium.com/@brenn.a.hill/noobs-guide-to-
understanding-erc-20-vs-erc-721-tokens-

d/f5657adee’
Source: Mastering Blockchain by Imran Bashir (Published by Packt.) waf\ﬁmg
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12 Steps to Do an ICO

1. Review other ICOs to see what you
need to work on

%AL‘A

8. Hiring your smart contract developer
and auditing their work

2. Creating white paper 9. Ensure that your crowdfunding
3. Building the Team campaign follows common rules
4. Resolving your legal questions 10. Announce your ICO
5. Preparing your website 11. Your social mre]dla alnd

. communication channels
6. Security of your ICO platform _

. . . 12. PR and Marketing

7. Other security considerations
SourceBogdanFiedur April 5, 201&ttps://hackernoon.com/how-to-start-your-own-ico-when-you-are-new-to-crypto-12-proven-steps-edc09f25ad66 3 ﬁ%]gTH AMERICA
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8 Steps to Launch an ICO

1. Come up with an idea, think it through and make
sure that your project actually needs an ICO

2. Know your competition

3. Research the legal side of things and find out if
ICOs are actually legal in your country ICOs are
currently the most regulated aspect of
cryptocurrencies there is.

Create an ICO token
Write a white paper
Launch a website
PR and marketing
Launch an ICO

© N o O bk

SourceCoinTelegraphttps://cointelegraph.com/ico-101/how-to-launch-an-ico-a-detailed-guide#1-come-up-with-an-idea-think-it-through-and-make- ’

sure-that-your-project-actually-needs-an-icopril 5, 2018

Copyright © 2019 Information Systems Audit and Control Association, Inc. All rights reserved.
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ok~ w0 bhPE

16 Steps to Do an ICO

Formulate the idea
Assemble the team
Examine the competitors
Register the company

Describe the product based on the
idea (Whitepaper)

Launch the site and email
campaigns

Describe the conditions for
investors.

Create social channels

Develop and publish a bounty-
campaign

10. Place the project in the ICO
trackers.

11. Place the materials in thematic
media

12. Launch advertising

13. Develop an investor's personal
cabinet

14. Make translations into other
languages

15. Issue Tokens
16, Start ICO

SourceBogdanFiedur April 5, 201&ttps://hackernoon.com/how-to-start-your-own-ico-when-you-are-new-to-crypto-12-proven-steps-edc09f25ad66

Copyright © 2019 Information Systems Audit and Control Association, Inc. All rights reserved.
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Tokenized Economy: 20 Questions for an ICO to Answer
Questions 1 - 10 KC;SACA

1.1s the token tied to a product usage, i.e. does it give the user exclusive access to it, or
provide interaction rights to the product?

2.Does the token grant a governance action, like voting on a consensus related or other
decision-making factor?

3.Does the token enable the user to contribute to a value-adding action for the network or
market that is being built?

4.Does the token grant an ownership of sorts, whether it is real or a proxy to a value?
5.Does the token result in a monetizable reward based on an action by the user (active work)?

6.Does the token grant the user a value based on sharing or disclosing some data about them
(passive work)?

7.1s buying something part of the business model?
8.Is selling something part of the business model?
9.Can users create a new product or service?

10.Is the token required to run a smart contract or to fund an oracle? (an oracle is a source of
information or data that other than a smart contract can use)

. . . 2019
‘ Sourcehttps://medium.com/@wmougayar/tokenomiea-businessyuideto-token-usageutility-andvalueb19242053416 ~ NORTH AMERICA
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Tokenized Economy: 20 Questions for an ICO to Answer
Questions 11 - 20 KC;SACA

11.Is the token required as a security deposit to secure some aspect of the
bl ockchainbs operation?

12.Is the token (or a derivative of it, like a stable coin or gas unit) used to pay for
some usage”?

13.Is the token required to join a network or other related entity?
14.Does the token enable a real connection between users?

15.Is the token given away or offered at a discount, as an incentive to encourage
product trial or usage?

16.Is the token your principal payment unit, essentially functioning as an internal
currency?

17.Is the token (or derivative of it) the principal accounting unit for all internal
transactions?

18.Does your blockchain autonomously distribute profits to token holders?
19.Does your blockchain autonomously distribute other benefits to token holders?
20.Is there a related benefit to your users, resulting from built-in currency inflation?

. . . . . 2019
‘ Sourcehttps://medium.com/@wmougayar/tokenomiea-businessyuideto-token-usageutility-andvalueb19242053416 ~ NORTH AMERICA
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Topic 4: Blockchain Technology
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A Logical Diagram of a Blockchain Network ‘%\I\
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http://bitcoin.stackexchange.com/questions/51043/aws-elb-for-bitcoin-node-discovery
https://creativecommons.org/licenses/by-sa/3.0/

) 3 \
What Is Blockchain? Cisaca

A Distributed Ledger
A Decentralized
A Popularized by Satoshi Nakamoto (Bitcoin inventor)
A Uses Public-Key Cryptography and Hashing e T o
A Append-only Transactions _ .9.,'{,".:,2;‘,: m&: Plbie <o
A The Open Source Code already exists in Github (Bitcoin
and Ethereum) [ o] vo,,,,‘
A Immutable (cannot delete blocks or change data in blocks) Seraire |v Sraee v St
A Driven by consensus protocol(s) ..,_..-'3"’6' 6“’
A Proof of Work Price oy Prie e Pre ey
A PrOOf Of Stake Image: Satoshi Nakamoto
A Etc.
A The worl doés | argest Blockchain Database is the

Bl ockchain Database, with 180 GB (it dD—e—S—H—é—t— C

wel |) RORTH AMERICA
EE—— =1 SCACS
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What Is Blockchain?

From Blockchain Consensus Protocol Guide:

A blockchain is a decentralized peer-to-peer system with no central
authority figure.

While this creates a system that is devoid of corruption from a single
source, it still create a major problems:

A How are any decisions made?
A How does anything get done?

A Think of a normal centralized organization.

All the decisions are taken by the leader or a board of decision makers.
This isndét possible in a blockch

(g}]

For the blockchain to make decisions, they need to come to a consensus
usi

Aconsensus mechani sms©o.

ng

© 2019 Information Systems Audit and Control Association, Inc. All rights reserved.
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The Term ABl ockchai no %I\SAM

A Name for a data structure
A Name for an algorithm
A Name for a suite of Technologies
A An umbrella term for purely distributed peer-to-peer i s it D
systems with a common application area Puble Key Putie Key il Koy
A A peer-to-peer-based operating system with its own —
unique rule set that utilizes hashing to provide unique data oo, T,
Qwner 0's 1™ ouner 15 j s
Signature - Signature - Signature
s ra
Owner1's | Owner2s | Owner 3's
Private Key Private Key Private Key

Image: Satoshi Nakamoto

CACS.
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Blockchain i Simplified View

BLOCK 1

(
Block Header 1

;
®) &

BLOCK 2

Block Header 2

® &

(Transaction ‘D (Transaction 2) (Transaction 3) Cl'ransaction «g

!

(®) (RY)

Figure 14-5. A simplified blockchain-data-
structure containing four transactions

Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Gekprasg:

Copyright © 2019 Information Systems Audit and Control Association, Inc. All rights reserved.
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The Ter m

The blockchain is a purely distributed peer-
to-peer data store with the following

properties:
e Immutable
e Append-only
e Ordered
¢ Time-stamped
¢ Open and transparent

e Secure (identification, authentication,
and authorization)

¢ Eventually consistent

NBl ockchali

Transaction

Owner 1's

Public Key

Transaction

Cwmner 2's

Public Key

Cwner 0's
Signature

Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Gekprasg:
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Properties on t he-FBttomakAsgeas nos Non T

When interacting with the blockchain, you
will notice how it fulfills its duties. The
quality at which the blockchain serves its
purpose is described by its nonfunctional
aspects:

e Highly available

e Censorship proof
e Reliable

e Open

e Pseudoanonymous
e Secure

e Resilient

e Eventually consistent

Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Gekprasg:

Copyright © 2019 Information Systems Audit and Control Association, Inc. All rights reserved.
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Analogy for Blockchain Updates

Like Windows Active Directory
replicating data on Domain Controllers
via The Knowledge Consistency
Checker algorithm, Blockchain miner
nodes and client are updated with the
latest Block each time a consensus is
agreed upon.

Except all nodes on a Blockchain (full-
nodes and clients) are constantly
updated with current Block information.

%*5 B

" -j e Copyrlght © 2019 Information Systems Audit and Control Association, Inc. All rights reserved.
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To T To To To o o To Jo T T To To I I o I

Technologies and Events that Led to the Creation of Bitcoin and

Blockchain
Cryptography
Transistors
Digital Computers
Databases
Silicon Chips
Programming
Applied Cryptography
Computer Networks
Transaction Processing
TCP/ IP and The Internet
The World Wide Web
Evolution of Security and Privacy Thought
Digital signatures
Time-stamped documents
Smart Contracts
Byzantine Fault Tolerance
The Great 2008 Economic Recession

Copyright © 2019 Information Systems Audit and Control Association, Inc. All rights reserved.
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Technologies and Events that Led to the Creation of Bitcoin and
Blockchain IQSAGA

Bitcoin Prehistory

Bitcoin did not come out of the blue, it's not a fad
Whitfield Diffie and Martin Hellman, “New Directions in Cryptography” (1976) It's the result of 40 years of research, development and demand

Cerf and Kahn, “A Protocol for Packet Network Intercommunication” (1974) - TCP/IP

RSA Public-key Cryptosystems (1978) Bitiain luonched

David Chaum, “Untraceable Electronic Mail, Return Addresses, and Digital “Chancellor on brink of second bailout for banks”
Pseudonyms” (1981) (Jan 3, 2009)
David Chaum, “Blind Signatures for Untraceable Payments” (1983) Satoshi Nakamoto,

-peer Electronic Cash System”

Timothy C. May, “The Crypto-Anarchist’s Manifesto” (1gg§fm: Adear-40 (Oct 31, 2008)

Phil Zimmerman, Pretty Good Privacy — PGP (1991)

S. Haber, W.S. Stornetta, "How to time-stamp a digital document,” (1991)

Cypherpunks founded in SF (1992)

Leh Bankrupt
by Eric Hughes, Timothy C. May and John Gilmore s

(Sep 15, 2008)

Elliptic Curve

Cryptography
(1985)

Tim Berners-Lee, World Wide Web (1992)

Eric Hughes, “A Cypherpunk's Manifesto” (1993)

Timothy C. May, “The Cyphernomicon” (1994)

RalghWierkle, David Chaum, CyberCash (1994) Liberty Reserve
"Protocols for public key cryptosystems” Founded Digicash (1989) E-gold (1996) (2006)
(1980)

Hal Finney, “Reusable Proof-of-work” (2004)
Bram Cohen, Bittorrent (2001)

NSA, “How To Make a Mint”
Murray Rothbard, “The Ethics of Liberty” (1982) SA, “How To Make a Mint” (1956)

Adam Back, HashCash, DOS counter-measure w/ proof-of-work (1997) Distributed Hash Tables (2001)

Video game currencies and markets

H “ e : z £ D " A
Nick Szabo, “Formalizing and Securing Relationships on Public Networks" (1997) (era started in 2001) - demand

Smart Contracts, Third part vulnerabilities

Nick Szabo, “Securing Property Titles with Owner Authority” (1998) — Timestamped database Many online retailer currencies in the dotcom bubble
Bit Gold (1998) (Beenz, Flooz, etc) (1998-2001) - demand

2019
Wei Dai, “B-money” (1998) — decentralized database to record txs and using a type of proof-of-work @AnselLindner / @btcmrkts
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Blockchain Technologies IQSAL‘A

Technology Source
The Internet (TCP/IP) Built into every modern OS
Cryptography Cryptography software
Bitcoin software Github
Ethereum Software (geth) Github
Blockchain Database JSON (default), Bigchain, NEM,

Factom, etc.

2019
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Authentication Iin the Blockchailn
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Authentication in the Blockchain

e Identifying accounts: User
accounts are public cryptographic
keys.

e Authorizing transactions: The
owner of the account who hands
off ownership creates a piece of
cypher text with the
corresponding private key. This
piece of cypher text can be verified
by using the corresponding public
key, which happens to be the
number of the account that hands
off ownership.

Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Germany:

Apress.

Copyright © 2019 Information Systems Audit and Control Association, Inc. All rights reserved.
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Figure 12-3. Schematicillustration of
asymmetric cryptography
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@ISACA

Types of Blockchains
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Types of Blockchains 'SCC;S‘A,,-A

Bitcoin vs. Ethereum vs. Hyperledger (Linux and IBM) and now many others
Public vs. Private
Permissioned (private) vs. Permissionless

NORTH AMERICA
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Bitcoin vs. Ethereum T

Bitcoin Ethereum

Founder Satoshi Nakamoto Vitalik Buterin
Release Date 9 lan 2008 30 July 2015
Release Method

Genesis Block Mined Presale

Proof of work (Planning for
POS)
Smart Contracts

Blockchain Proof of work

Useage Higtal ELITe ey Digital Currency
Cryptocurrency Used Bitcoin(5atoshi) Ether
Algorithm SHA-256 Ethash
Blocks Time 10 Mintues 12-14 Seconds
Mining ASIC miners GPUs
Scalable Not now Yes

Copyright © 2019 Information Systems Audit and Control Association, Inc. All rights reserved.
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Comparing Ethereum, Hyperledger, and Cordia

Comparison of Ethereum, Hyperledger Fabric and Corda

Characteristic

Ethereum

Hyperiedger Fabric

R3 Corda

Description of platform

Generic blockchain
platform

Modular blockchain
platform

Specialized distrib-
uted ledger platform
for financial industry

Governance Ethereum developers — Linux Foundation R3
Mode of operation Permissionless, — Permissioned, Permissioned,
public or private® private private
Consensus Mining based on — Broad understand- Specific understand-
proof-of-work (PoW) ing of consensus ing of consensus
Ledger level that allows multiple (i.e., notary nodes)
approaches Transaction level
— Transaction level
Smart contracts Smart contract code = — Smart contract code Smart contract code
(e.g., Solidity) (e.g., Go, Java) (e.g., Kotlin, Java)
Smart legal contract
(legal prose)
Currency Ether — None None
Tokens via smart — Currency and
contract tokens via
chaincode

Copyright © 2019 Information Systems Audit and Control Association, Inc. All rights reserved.

#NACACS

f v

%ACA

2019

v NORTH AMERICA

CACS

AN ISACA EVENT




Comparing Bitcoin, Ethereum, & Hyperledger

O

Q ethereum 4 HYPERLEDGER

Blockchain characteristics comparison

Characteristics Bitcoin Ethereum Hyvperledger
Permission Permussionless Permissionless Pernussioned
restrictions
Restricted Public Public or private Private
public access to
data
Consensus Proof-of-Work Proof-of-Work PBFT
Scalability High node-scalability, High node- Low node-scalability,
Low performance- scalability, High performance-
scalability Low performance- scalability
scalability
Centralized Low, decentralized Medium, core Low, open-governance
regulation decision making by developer group, model based on Linux
(governance™) community/miners but EIP process model
Anonyvmity Pseudonymuty. Pseudonymuity, Pseudonynmuty.
no encryption of no encryption of encryption of
transaction data transaction data transaction data
Native currency Yes, bitcoin, Yes, ether No
high wvalue
Scripting Limited possibility, High possibility. High possibility,
stack-based scripting Turing-complete Turing-complete

wvirtual machine,
high-level language
support (Solidity)

scripting of chaincode,
high-level Go-language

Copyright © 2019 Information Systems Audit and Control Association, Inc. All rights reserved.
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Public vs. Private

%S‘AL‘A

PUBLIC VS. PRIVATE BLOCKCHAINS

L. ]

O A0
2 &1'Q — 1

'xiGig a | I O
Ll

PUBLIC, PERMISSIONLESS BLOCKCHAINS PRIVATE, PERMISSIONED BLOCKCHAINS
W Anyone can join the network and submit transactions m Only safelisted (checked) participants can join the
B Anyone can contribute computing power to the network

network and broadcast network data

) ) m Only safelisted (checked) participants can contribute
B All transactions are broadcast publicly

computing power to the network and broadcast
network data

m Access privileges determine the extent to which
each safelisted participant can contribute data to
the network and access data from the network

Key differences between public, permissionless blockchains and private, permissioned blockchains; Source: Accenture

2019
NORTH AMERICA
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Important Blockchain Architecture Decision

Exhibit 3

Most commercial blockchain will us
to optimize network openness and scalability.

Blockchain-

architecture options

Architecture
based on
ownership

of the data
infrastructure

private, permissioned architecture

Architecure based on read, write, or commit
permissions granted to the participants

Permissionless

@® Anyone can join, read, write,

Permissioned

® Anyone can join and read

Public and commit @ Only authorized and
@® Hosted on public servers known participants can
@ Anonymous, highly resilient write and commit
® Low scalability ® Medium scalability
® Only authorized @ Only authorized partici-
participants can join, pants can join and read
Private

McKinsey&Company

© 2019.Informati§n Systems Audit and Control Association, Inc. All rights reserved.

read, and write
® Hosted on private servers
® High scalability

® Only the network operator
can write and commit

@ Very high scalability
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@ISACA

Other Blockchains to Explore
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Other Types of Blockchains to Explore

A Factom
A NEM
A BigchainDB
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Factom Kcis'Am

A
A
A
A
A

Web-based

Allows Rapid Application Development in Javascript, Python, Java,
etc.

Based in Austin, TX and in Tokyo, Japan
http://www.factom.com
https://apollo-docs.factom.com/

——

FACTOM

NORTH AMERICA
9.Informati6n Systems Audit and Control Association, Inc. All rights reserved. #NACACS f v g in : v.; 8 c A c s

ISACA EV




Factom

)

% FACTOM Guides AP Reference

v1.0.13 AP| Reference v

HARMONY CONNECT Info =/ SUGGEST EDITS

API Info =) SUGGEST EDITS

APOLLO CALLBACKS
 rost ]

Factom works cURL JavaScript Python Java PHP Go

with SIX

. quest GET \
dlﬁerent X url https://api-2445581893456.production.gw.apicast.io/v2/
programming

languages.

Copyright © 2019 Information Systems Audit and Control Association, Inc. All rights reserved.
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Factom

Factom Explorer

Cc 0r @ https://explorer-hackathon.factom.com

FACTOM

BLOCKS

o]

Q il -]

Directory blocks

HEIGHT START TIME (UTC-0500)

2121

2120

210

Have some tips to improve the explorer? SEND US YOUR FEEDBACK

2018-10-0710:38

2018-10-07 10:28

2018-10-07 1018

2018-10-07 10:08

2018-10-07 09:58

2018-10-07 09:48

2018-10-07 09:38

2018-10-07 09:28

2018-10-07 0218

2018-10-07 02:08

2018-10-07 08:58

2018-10-07 08:48

KEYMR

3caachb6fBe62e24190ff652463c78a5c4f51ed73912ba3ece3 ..

b8c20880b1fe183235¢c1fdc1c98afb9974386ddAchb2chbeb7bI16..

4cb95b84bae193e5b98f46ef14aa64e06384b25ed42feabbade..

746T64eb97733c¢69fa1c20e28d7962d536367736d768843T455..

B56e654173867e2ed4ddce87cacB57f2e830b14e21ed44b1cfo.

ad4cfdb48285cee932d3f4916585652b9daef/13ac4f541fch55..

353098a63f890fc7c38cd4f397ccB87c98fe28e2d18a7b3dcal..

779d32b7eaBffded27536275fb87ee5517a4b4e396671639%bba...

98ad955a92cb62e96e4d8d54a65ffAcee7c3f445da2338318ad...

79982489be49b4b22ac/c58e1740513¢c0679117466322684647a...

8433a85661db98ccbeb4aedbB3fed6738a706ee7b2cc2c5b540..

f9babe346a0707247312%a627ad4ddc5853adcab1798bbd66d0...

Copyright © 2019 Information Systems Audit and Control Association, Inc. All rights reserved.
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NEM KQS'A::A

A http://nem.io
A Best case studies:

d In America: Native American communities use to track assets

d In Asia: NEM is used in high-performance financial applications

A Download the NEM Nano Wallet and get started

2019

NORTH AMERICA
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http://nem.io/

T wWh |8 Top | » The | » Bot - A W% Get |9 NE'| S Sat | Onl | iIn B Us: |5 b @ DC | in 3) | w= Wr | F (1) £ 0 i | 8% Big | @ johi | @ blis

& CcC 0O & https://nem.io

nem 2 Enterprise XEM Developers Community Technology Use Cases About Jobs
V. Y
e = y. = £ .
o H N EVES AEA B S awe s 2 ' 'l AeF'E Iy ARl .
Platform Start working with
NEM Advantages Smart Asset System Use Case Examples
9 4 P Architecture NEM

CATAPULT DEVELOPER PREVIEW

Apply to participate in the early access program

NEM Advantages

Copyright © 2019 Information Systems Audit and Control Association, Inc. All rights reserved. #NACACS f L in
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BigchainDB IQSACA

A www.bigchaindb.com
A Web-based
A Demos publicly available via the web

ROBTH AMERICA
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http://www.bigchaindb.com/

BigchainDB

& C { @& htips//www.bigchaindb.com

BIGCHAIN @ Features  Developers~  Services

Meet BigchainDB.

The blockchain database.

3 Star 2902 ¥ Follow

Learn More

NOI?TH AMERICA
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Demos from Anders.com
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Blockchain T Simple Demonstration ®

Block Demonstration

Now that you have some idea of the basics of blocks, lets go through a simple

dermonstration. We'll head back to the website from before to show how you can start

interacting with blocks yourself.

You can follow along with this demaonstration at Anders.com,.

L Ti Bt P

L F B Sacuew | B anelELCORTY

Block

[[FELS SRR A TE T BB b e 354k BB ] T e F e b s Bbebde 1 THI S Baabia ] dlate

NORTH AMERICA

Source: Udacity Blockchain Developer Couvise
S CACS
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Blockchain i Simple Demonstration T

& (&2 & SN -Whttps://anders.com/blockchain/block.html| r 5 ﬁ-b [ | @'m & . :

Block: # 01
Nonce: 726082
Data:
Y,
Hash: 8880f727354b58bba5c@54b39c1fe5co2a5ebefadbecb5dc279f56aa96a365e5a
Source: https://anders.com/blockchain/block.htn||I RORTH AMERICA
Copyright © 2019 Information Systems Audit and Control Association, Inc. All rights reserved. #NACACS f ¥ in l ; AE I


https://anders.com/blockchain/blockchain.html

Blockchain i Simple Demonstration ®

Blockchain Demo

Now that you have a better understanding of the basics of blockchains, let's go
through another demonstration. This expands on our demonstrations from earlier to
allow you to interact with the basic ideas of the blockchain.

You can follow along with this demonstration at Anders.com.

« C @ Secure hips:fanders.comblockotain/olockehsn hmy e
& My Drive - Google.. £ Bockenan ND - Go. | BLOCK boerd - Agi.. & course-Y-storytoar.. Bm, Teams Oire... mﬁh(h:r.nﬂbm (0 wipster Uy
Blockchain \

Block: # 1 Block: # 2 Block: £ 2

Nonce: 1316 Nonce: 35230 Nonce: 1293

Prev. 00000200000000C00000000000000000060C0 Prev: 00001573307642594372017491a43642064060 Prev: D300121a90516ab9073 1849

Hash: 003015783b7 64258418201 7d910) 642064060 Hash: 000012£a9b916abi0 78 £8d90a 7864065 Ta0k] Hash: 08005301 Sce2a0 806121 6bay

Source: Udacity Blockchain Developer Courise RORTH AMERICA

CACS
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Blockchain T Simple Demonstration

&« CcC O & https://anders.com/blockchain/blockchain.html

Blockchain

Block: # 1
Nonce: 11316
Data:
:
Prev: 6086600000000080000006086066008008860800000060800088886808600E(
Hash: 8680815783b764250d3820817d91a36d206d0688e2cbb3567748f46a33fe02!

Source: https://anders.com/blockchain/block.htn||I

Copyright © 2019 Information Systems Audit and Control Association, Inc. All rights reserved.

Block:

Nonce:

Data:

Prev:

Hash:

BT
[ %]

35238

Blockchain

8888157383b764259d382017d91a36d286d8688e2cbb3567748f 46233202t

000012fadb916ebo078f8do8a7864e697ae83ed5415146bd84452cdafdea:

#NACACS

Block:

Nonce:

Data:

Prev:

Hash:

f ¥

880812fadbt16eboB78f8d08a78642697 3283

BaBeboe15ce2aB8bb1216basae778545bf4ddd
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https://anders.com/blockchain/blockchain.html

@ISACA

How Does Blockchain Work?
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How Does Blockchain Work?
KQS'A(:A

HOW THE BITCOIN BLOCKCHAIN WORKS

~10 Minutes Of Transactions Are
Broadcast To All Miners

TRANSACTIONS gmmeed MINERS ——l’-’

Miners Create A Block

Miners Try To
Solve Puzzle

Miner Solves BLOCK
Puzzle And Gets A PUZZLE

Proof Of Work

PROOF OF
g WORK
The Successful Miner

Broadcasts Its Proof Of L
Work To The Other A

Miners
MINERS Process Starts Over

Miners Verify The Proof

Of Work
VERIFICATION pmmememd TRANSACTIONS 4 MINERS

2019
v NORTH AMERICA

SCACS [
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Typical Blockchain Composition

| o KQS'A(:A

Block size : Previous block hash
| Merkle Root
| Version
- PSR | _p| Components Tmestamp
Typical Block Composition: Teamsacton of bock heager LTS
I _l Nonce
A Block Header s |
- l S—
A Block Transactions R— |
blockchain I
|
| Version
l ofaumsadsom:isl i
| Number of inputs
| List of inputs
| Number of outputs
: List of outputs
|
b o
Input transaction Amount (in Satoshis)
Unlock script (private)
g — — —p Locking script (public)
Script length
Previous transaction
hash Scnpt length
Multiple inputs and outputs exist in the transaction list following this format
SourceBlockchain Enabled Applications: Understand the Blockchain Ecosystem and How to 2019
Make it Work for Youby VikramDhillon, David Metcalf, Max Hooper ~ NORTH AMERICA
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Blockchain Mining Process

KQS'A(:A
Transac@ pool

= o g
|
|
|
|
Y
Blocks Blockchain
Miner ﬂ |
A P A
Block Block l
| Most recent ‘ %
block header |

: | |

Block header j
Prior block ID, version, timestamp, etc

=
|

——————————— Candidate block
Transaction list

Figure 2-1.
A simplified overview of the mining process
SourceBlockchain Enabled Applications: Understand the Blockchain Ecosystem and How to 2019
Make it Work for Youby VikramDhillon, David Metcalf, Max Hooper \, NORTH AMERICA
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Bitcoin Mining Principles
9 P T

Special Note: Many other Blockchains, including Ethereum, apply these same principles.

Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Gekprassg: NORTH AMERICA
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