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Topic 2: Bitcoin Basics

Topic 3: Tokenized Economy and Crypto Currency Concepts

Topic 4: Blockchain Technology 

Topic 5: Ethereum Blockchain Technology

Topic 6: Blockchain Beyond Bitcoin

Topic 7: Blockchain Limits and Challenges

Topic 8: Blockchain Security 

Topic 9: Examples of Real-world Blockchain Applications

Topic 10: The Ethereum EVM, Smart Contracts, and Solidity

Topic 11: How to Design and Implement a Blockchain Solution 

Project ïan Organized High-Level Step-by-Step Approach

Topic 12: How to Help your Organization Rapidly Ramp Up 

Skills and Readiness for Blockchain Application Development
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Topic 1 : History of Money and 

Conventional Ledger Functions
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Brief History of Money

Source: https://www.telegraph.co.uk/finance/businessclub/money/11174013/The-history-of-money-from-barter-to-bitcoin.html

https://www.telegraph.co.uk/finance/businessclub/money/11174013/The-history-of-money-from-barter-to-bitcoin.html
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Conventional vs. Distributed Ledger

Source: https://codeburst.io/distributed-ledger-technology-fundamentals-you-must-know-2d0f82628258

https://codeburst.io/distributed-ledger-technology-fundamentals-you-must-know-2d0f82628258


Copyright © 2019 Information Systems Audit and Control Association, Inc. All rights reserved. #NACACS

History of Conventional Ledger Functions

The biggest problems with our existing 
accounting ledgers are:

Å Inefficient to manage
Å Resource Intensive and expensive
Å Duplicate Entry Pops Up
Å Can be manipulated
Å Can be hacked
Å Lack of transparency
Å Data corruption, fraud, leading to 

disputes

Source: https://codeburst.io/distributed-ledger-technology-fundamentals-you-must-know-2d0f82628258

https://codeburst.io/distributed-ledger-technology-fundamentals-you-must-know-2d0f82628258
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Distributed Ledger Taxonomy

Source: https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/492972/gs-16-1-distributed-ledger-technology.pdf

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/492972/gs-16-1-distributed-ledger-technology.pdf
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Topic 2: Bitcoin Basics
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What Is the Bitcoin?

Å Digital Currency

Å A Decentralized, Peer-to-Peer Payment Network

Å Requires the Internet and software to operate

Å (Pseudo) Anonymous, untraceable financial transactions

Å A standardized ñcryptocurrencyò that uses a public key 

and a private key
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Bitcoin Characteristics

Å Open Source

Å Supported by the Bitcoin Foundation

Å Bitcoin (BTC)

Å http://bitcoin.org/ or http://www.bitcoin.com

Å New blocks every 10 min

Å Bitcoin supply 21 million coins will be available until about 

2040

Å Difficulty adjustment 1015 blocks, after 6 days

Å Hashing algorithm SHA256d

Å Initial Reward 50 Bitcoins per block

Å Current reward: 12.5 Bitcoins.  In June 2020, it will be 

halved again to 6.25 Bitcoins

Å Market Cap: $65 Billion (January 2, 2019)

Å Over 248,000 Transactions / day

Å Launch Date: January 3, 2009

http://bitcoin.org/
http://www.bitcoin.com/
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Total Bitcoins in Circulation

Source: https://www.blockchain.com/charts/total-bitcoins?timespan=all

Note: By definition, 
21 million is the 
maximum number

Almost 18 million

as of April 12, 2019 

https://www.blockchain.com/charts/total-bitcoins?timespan=all
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Bitcoin Market Capitalization ï12 Months

Source: https://www.blockchain.com/charts/market-cap

Market Capitalization = No. of Bitcoin times the Current Price

https://www.blockchain.com/charts/market-cap
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Bitcoin Market Capitalization ïAll Time

Source: https://www.blockchain.com/charts/market-cap

Market Capitalization = No. of Bitcoin times the Current Price

https://www.blockchain.com/charts/market-cap
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Bitcoin Value in U.S. Dollars 

Source: https://www.blockchain.com/charts/market-price?timespan=all

124 months
January 2009 ςApril 12, 2019

https://www.blockchain.com/charts/market-price?timespan=all
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Why Does Bitcoin Have Value/

ÅBuilt-in security via its design

ÅYou can buy good and services with it

ÅInvestors speculate in it

ÅScarcity

ÅPeople (still) believe in it

ÅGood reputation, mostly

ÅTechnophiles love it

ÅItôs ñcoolò
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Source: CBInsights.com
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Some Bitcoin Terms

Term Explanation

AES SHA-256 The 256-bit encryption algorithm that is AES standard used for Bitcoin keys.

Bitcoin Network The Internet-connected network comprised of the software and data that supports Bitcoin transactioms

Blockchain The Bitcoin ledger of past transactions.

Difficulty The measure of how difficult it is to find a new block compared to the easiest it can ever be

Exchange A place that sells can buys Bitcoins, like a stock exchange.

ñFull Nodeò A full node is a node that is configured to mine blocks on the blockchain (this applies to Ethereum also)

Hash It is a standard algorithmic function for the generation and verification of currency

Mining Bitcoin mining serves 2 purposes, it creates the general ledger of Bitcoin transactions and it provides security.

Private Key The secret cryptopgraphic key that is used to protect your Bitcoin account

Proof of Work An economic time-stamped measure to deter service abuses on a network by requiring some work 

from the service requester, usually meaning processing time by a computer.

Public Key The public (shared) cryptopgraphic key that is used to protect your Bitcoin account

Transaction 1)  Use of the Bitcoin to purchase good or services, or the purchase of sale of a Bitcoin, or fractional part of Bitcoin.

2)  Transaction also refers to Blockchain transactions that are stored in Merkel Tree data structures that are hashed and 

added to each Block in the Blockchain.

Wallet A service that will safely store your Bitcoin account (public and private keys) for you.
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How Does the Bitcoin Network Operate?

1. New transactions are broadcast to all nodes.

2. Each node collects new transactions into a block.

3. Each node works on finding a difficult proof-of-work for its 

block.

4. When a node finds a proof-of-work, it broadcasts the block 

to all nodes.

5. Nodes accept the block only if transactions in it are valid 

and not already spent.

6. Nodes express their acceptance of the block by working on 

creating the next block, using the accepted block as the 

previous hash.

Source:  Bitcoin: A Peer-t-Peer Electronic Cash System by Satoshi Nakamoto   https://bitcoin.org/bitcoin.pdf

https://bitcoin.org/bitcoin.pdf
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Bitcoin Actors

Bitcoin User Bitcoin Exchange

Bitcoin MinerMerchant who accepts Bitcoin

Bitcoin Database
Public KeyPrivate Key

Public KeyPrivate Key Public KeyPrivate Key

Public KeyPrivate Key
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How Does a Bitcoin Trade Work?

Å Assume:  the Bitcoin user has a legitimate Bitcoin 

account and knows their balance

Å The Bitcoin user finds a business that accepts 

payments in Bitcoins.

Å The Bitcoin user submits their public Bitcoin ID  

information

Å The Bitcoin authorized merchant processes the 

payment

Å The Bitcoin user receives the goods or services
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How does Bitcoin Mining Work?

Å Mining programs work to perform processing to insert a Bitcoin securely 

into a valid block chain.

Å Processing is very computationally intensive, and uses a lot of CPU time, 

and a lot of electrical power.  

Å Rewards:  

ðWhen a block is discovered, the discoverer may award themselves a certain 

number of bitcoins, which is agreed-upon by everyone in the network. Currently 

this bounty is 12.5 bitcoins; this value will halve every 210,000 blocks.  The 

next halving is in June 2020, and the new reward will be 6.25 bitcoins.

ðAdditionally, the miner is awarded the fees paid by users sending transactions. 

The fee is an incentive for the miner to include the transaction in their block. In 

the future, as the number of new Bitcoins miners are allowed to create in each 

block dwindles, the fees will make up a much more important percentage of 

mining income.
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How Does a Bitcoin Mining Work?

Source: Blockchain Enabled Applications: Understand the Blockchain Ecosystem and How to 
Make it Work for You  by VikramDhillon, David Metcalf, Max Hooper 
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Comparing Bitcoin to Paypal

Source: https://blockchain.info/wallet/paypal-vs-bitcoin

https://blockchain.info/wallet/paypal-vs-bitcoin
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Comparing Bitcoin to Paypal

Source: https://blockchain.info/wallet/paypal-vs-bitcoin

https://blockchain.info/wallet/paypal-vs-bitcoin
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Comparing Bitcoin to Other Electronic Payment Networks

Source: http://www.businessinsider.com/bitcoin-versus-paypal-comparison-2013-12

http://www.businessinsider.com/bitcoin-versus-paypal-comparison-2013-12
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Why Is Bitcoin Popular?

Å As a cryptocurrency, it has become ñthe Gold Standardò

Å In December 2017, it was valued at about $20,000

Å It has made many people, especially young people, millionaires 

and billionaires

Å Itôs easily available via the Internet

Å International appeal

Å Itôs ñcoolò

Å Itôs supported by many ñcoolò businesses

Å Exciting because itôs in the news

Å Anonymous, and uses strong encryption, so it creates a sense 

of Privacy

Å People understand electronic payments because easy to use 

services like PayPal have been around since 2000
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Bitcoin Hype vs. Reality

Hype Reality

Bitcoin is safe It can be hacked

Bitcoin is anonymous and offers 

privacy

With entities like the NSA, nothing is or does

Bitcoin is a great investment No.  You can lose money.   

Bitcoin mining is lucrative The IRS is making Retroactive Rulings about 

Bitcoin as ñpropertyò.  Talk to your lawyer AND 

your Accountant.

Bitcoin is simple to use and 

understand

Do your homework

Bitcoin will become more widely 

used and accepted

Maybe, but after more than 10 years, it hasnôt 

happened yet

Bitcoin still has a good name and is 

widely recognized.

Maybe yes.  But events like the Silk Road 

shutdown, Mt. Gox bankruptcy and Autumn 

Radtkeôsdeath donôt help Bitcoinôsimage
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Bitcoin Dangers

Å It is still a volatile ñinvestmentò

Å Vulnerability to Hackers

Å Anonymous cryptocurrency transactions can and will arouse 

suspicion

Å No central authority to regulate it

Å Not insured

Å Some experts have developed an extensive case AGAINST 

investing in Bitcoin

Å The PBOC banned Bitcoin expenditures, but not mining inside 

China ï2014

Å The IRS is regulating it retroactively ïVirtual Currency 

Guidance ïMarch 25, 2014

Å Unsecure Wallets are a Huge Knoown Vulnerability

Å Opinion: Buying Bitcoin when it is above $15,000
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Bitcoin and the Future of the Global Economy

Å The increasing visibility and acceptance of 

Bitcoin have given it positive international 

recognition

Å Increasing concerns about the stability of 

U.S. Dollar and other fiat currencies (inflation, 

hyperinflation, debt, etc.), as well as 

geopolitical uncertainties have caused 

speculation in unusual investments like 

Bitcoin

Å The ever-increasing population of younger 

investors that understand accumulation and 

management of wealth better, as well as 

Bitcoin and Cryptocurrency portend a bright 

future for Bitcoin.

Å There are over 83 million Millennials.
Hyperinflation in 
Germany in 1923
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Bitcoin Conclusion

Bitcoin:

ÅA technical marvel made possible by software, hardware, 

strong cryptography, and the Internet

ÅHas made significant progress in only 124 months

ÅHas significant strengths and weaknesses

ÅHas great potential because of popular support of talented 

nerds

ÅHas attracted the interest of those who would like to control it 

(U.S. Government, especially the IRS)

ÅShould be watched, studied, and understood carefully before 

making any big investments in Bitcoin accounts, mining, 

accepting transactions, etc.
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Topic 3: The Tokenized Economy and 

Cryptocurrency Concepts
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The Tokenized Economy and Cryptocurrency Concepts

Å A token is a privately issued cryptocurrency.

Å In the business realm, we can define a token as:  "A unit of value that an 

organization creates to self-govern its business model, and empower its users to 

interact with its products, while facilitating the distribution and sharing of rewards 

and benefits to all of its stakeholders." 

Å The Achilles heel of token-based models will be how they are concocted to 

interact with the business model that underlies them. However, much of the 

attention has been on designing ICOôs to optimize forcryptoeconomics, a term 

that has come to describe the mechanics and specifics of token distribution, 

according to a given sale and ownership structure.

Å Good News:  Tokenization allows tangible things like real estate, art, etc. to be 

catalogued and traded using Blockchain and Cryptocurrency technologies.

Å Bad News:  Between 2017 and 2018, ICOs got a very bad name because so 

many were issued and ultimately mismanaged and failed.  Many people in the 

market decided the hype and risks were not worth the potential rewards.

Source: https://medium.com/@wmougayar/tokenomics-a-business-guide-to-token-usage-utility-and-value-b19242053416

https://medium.com/@wmougayar/tokenomics-a-business-guide-to-token-usage-utility-and-value-b19242053416
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ERC Tokens

Source: Mastering Blockchain by Imran Bashir (Published by Packt.)
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ERC 20

Source: Ethereum Foundation - Hudson Jameson - https://www.youtube.com/watch?v=KkN1O8TChbM

https://www.youtube.com/watch?v=KkN1O8TChbM
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ERC Tokens

ÅERC-721 is the standard for Ethereum 

tokens that are not related to 

cryptocurrency.

ÅThey are non-fungible

Å http://erc721.org/

Å https://medium.com/@brenn.a.hill/noobs-guide-to-

understanding-erc-20-vs-erc-721-tokens-

d7f5657a4ee7

Source: Mastering Blockchain by Imran Bashir (Published by Packt.)

http://erc721.org/
https://medium.com/@brenn.a.hill/noobs-guide-to-understanding-erc-20-vs-erc-721-tokens-d7f5657a4ee7
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12 Steps to Do an ICO

1. Review other ICOs to see what you 

need to work on

2. Creating white paper

3. Building the Team

4. Resolving your legal questions

5. Preparing your website

6. Security of your ICO platform

7. Other security considerations

8. Hiring your smart contract developer 

and auditing their work

9. Ensure that your crowdfunding 

campaign follows common rules

10. Announce your ICO

11. Your social media and 

communication channels

12. PR and Marketing

Source: Bogdan Fiedur. April 5, 2018 https://hackernoon.com/how-to-start-your-own-ico-when-you-are-new-to-crypto-12-proven-steps-edc09f25ad66

https://hackernoon.com/how-to-start-your-own-ico-when-you-are-new-to-crypto-12-proven-steps-edc09f25ad66
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8 Steps to Launch an ICO

1. Come up with an idea, think it through and make 

sure that your project actually needs an ICO

2. Know your competition

3. Research the legal side of things and find out if 

ICOs are actually legal in your country ICOs are 

currently the most regulated aspect of 

cryptocurrencies there is.

4. Create an ICO token 

5. Write a white paper 

6. Launch a website 

7. PR and marketing 

8. Launch an ICO

Source: CoinTelegraph. https://cointelegraph.com/ico-101/how-to-launch-an-ico-a-detailed-guide#1-come-up-with-an-idea-think-it-through-and-make-

sure-that-your-project-actually-needs-an-icopril 5, 2018

https://cointelegraph.com/ico-101/how-to-launch-an-ico-a-detailed-guide#1-come-up-with-an-idea-think-it-through-and-make-sure-that-your-project-actually-needs-an-ico
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16 Steps to Do an ICO

1. Formulate the idea

2. Assemble the team

3. Examine the competitors

4. Register the company

5. Describe the product based on the 

idea (Whitepaper)

6. Launch the site and email 

campaigns

7. Describe the conditions for 

investors.

8. Create social channels

9. Develop and publish a bounty-

campaign

10. Place the project in the ICO 

trackers.

11. Place the materials in thematic 

media

12. Launch advertising

13. Develop an investor's personal 

cabinet

14. Make translations into other 

languages

15. Issue Tokens

16, Start ICO

Source: Bogdan Fiedur. April 5, 2018 https://hackernoon.com/how-to-start-your-own-ico-when-you-are-new-to-crypto-12-proven-steps-edc09f25ad66

https://hackernoon.com/how-to-start-your-own-ico-when-you-are-new-to-crypto-12-proven-steps-edc09f25ad66
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Tokenized Economy: 20 Questions for an ICO to Answer 

1.Is the token tied to a product usage, i.e. does it give the user exclusive access to it, or 

provide interaction rights to the product?

2.Does the token grant a governance action, like voting on a consensus related or other 

decision-making factor?

3.Does the token enable the user to contribute to a value-adding action for the network or 

market that is being built?

4.Does the token grant an ownership of sorts, whether it is real or a proxy to a value?

5.Does the token result in a monetizable reward based on an action by the user (active work)?

6.Does the token grant the user a value based on sharing or disclosing some data about them 

(passive work)?

7.Is buying something part of the business model?

8.Is selling something part of the business model?

9.Can users create a new product or service?

10.Is the token required to run a smart contract or to fund an oracle? (an oracle is a source of 

information or data that other than a smart contract can use)

Questions 1 - 10

Source: https://medium.com/@wmougayar/tokenomics-a-business-guide-to-token-usage-utility-and-value-b19242053416

https://medium.com/@wmougayar/tokenomics-a-business-guide-to-token-usage-utility-and-value-b19242053416
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Tokenized Economy: 20 Questions for an ICO to Answer 

11.Is the token required as a security deposit to secure some aspect of the 

blockchainôs operation?

12.Is the token (or a derivative of it, like a stable coin or gas unit) used to pay for 

some usage?

13.Is the token required to join a network or other related entity?

14.Does the token enable a real connection between users?

15.Is the token given away or offered at a discount, as an incentive to encourage 

product trial or usage?

16.Is the token your principal payment unit, essentially functioning as an internal 

currency?

17.Is the token (or derivative of it) the principal accounting unit for all internal 

transactions?

18.Does your blockchain autonomously distribute profits to token holders?

19.Does your blockchain autonomously distribute other benefits to token holders?

20.Is there a related benefit to your users, resulting from built-in currency inflation?

Questions 11 - 20

Source: https://medium.com/@wmougayar/tokenomics-a-business-guide-to-token-usage-utility-and-value-b19242053416

https://medium.com/@wmougayar/tokenomics-a-business-guide-to-token-usage-utility-and-value-b19242053416
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Topic 4: Blockchain Technology 
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A Logical Diagram of a Blockchain Network

This Photoby Unknown Author is licensed under CC BY-SA

http://bitcoin.stackexchange.com/questions/51043/aws-elb-for-bitcoin-node-discovery
https://creativecommons.org/licenses/by-sa/3.0/
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What Is Blockchain?

Å Distributed Ledger

Å Decentralized

Å Popularized by Satoshi Nakamoto (Bitcoin inventor)

Å Uses Public-Key Cryptography and Hashing

Å Append-only Transactions

Å The Open Source Code already exists in Github (Bitcoin 

and Ethereum)

Å Immutable (cannot delete blocks or change data in blocks)

Å Driven by consensus protocol(s)

Å Proof of Work

Å Proof of Stake

Å Etc.

Å The worldôs largest Blockchain Database is the Bitcoin 

Blockchain Database, with 180 GB (it doesnôt scale very 

well)
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What Is Blockchain?

Å From Blockchain Consensus Protocol Guide:

Å A blockchain is a decentralized peer-to-peer system with no central 

authority figure. 

Å While this creates a system that is devoid of corruption from a single 

source, it still create a major problems:

Å How are any decisions made?

Å How does anything get done?

Å Think of a normal centralized organization.

Å All the decisions are taken by the leader or a board of decision makers. 

This isnôt possible in a blockchain because a blockchain has no ñleaderò. 

For the blockchain to make decisions, they need to come to a consensus 

using ñconsensus mechanismsò.



Copyright © 2019 Information Systems Audit and Control Association, Inc. All rights reserved. #NACACS

The Term ñBlockchainò

Å Name for a data structure

Å Name for an algorithm

Å Name for a suite of Technologies

Å An umbrella term for purely distributed peer-to-peer 

systems with a common application area

Å A peer-to-peer-based operating system with its own 

unique rule set that utilizes hashing to provide unique data
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Blockchain ïSimplified View

Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Germany: Apress.
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The Term ñBlockchainò

Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Germany: Apress.
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Properties on the Blockchainôs Non-Functional Aspects

Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Germany: Apress.
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Analogy for Blockchain Updates

Like Windows Active Directory 

replicating data on Domain Controllers 

via The Knowledge Consistency 

Checker algorithm,  Blockchain miner 

nodes and client are updated with the 

latest Block each time a consensus is 

agreed upon.

Except all nodes on a Blockchain (full-

nodes and clients) are constantly 

updated with current Block information.
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Technologies and Events that Led to the Creation of Bitcoin and 

Blockchain

Å Cryptography

Å Transistors

Å Digital Computers

Å Databases

Å Silicon Chips

Å Programming

Å Applied Cryptography

Å Computer Networks

Å Transaction Processing

Å TCP/ IP and The Internet

Å The World Wide Web

Å Evolution of Security and Privacy Thought

Å Digital signatures

Å Time-stamped documents

Å Smart Contracts

Å Byzantine Fault Tolerance

Å The Great 2008 Economic Recession
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Technologies and Events that Led to the Creation of Bitcoin and 

Blockchain
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Blockchain Technologies

The Internet (TCP/IP)

Cryptography

Bitcoin software

Ethereum Software (geth)

Blockchain Database

Built into every modern OS

Cryptography software

Github

Github

JSON (default), Bigchain, NEM, 

Factom, etc.

Technology Source
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Authentication in the Blockchain
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Authentication in the Blockchain

Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Germany: Apress.
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Types of Blockchains
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Types of Blockchains

Bitcoin vs. Ethereum vs. Hyperledger (Linux and IBM)  and now many others

Public vs. Private

Permissioned (private)  vs. Permissionless
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Bitcoin vs. Ethereum
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Comparing Ethereum, Hyperledger, and Cordia
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Comparing Bitcoin, Ethereum, & Hyperledger
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Public vs. Private
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Important Blockchain Architecture Decision
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Other Blockchains to Explore
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Other Types of Blockchains to Explore

ÅFactom

ÅNEM

ÅBigchainDB
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Factom

Å Web-based

Å Allows Rapid Application Development in Javascript, Python, Java, 

etc.

Å Based in Austin, TX and in Tokyo, Japan

Å http://www.factom.com

Å https://apollo-docs.factom.com/
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Factom

Factom works 

with SIX 

different 

programming 

languages.
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Factom
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NEM

Åhttp://nem.io

ÅBest case studies:
ðIn America: Native American communities use to track assets

ðIn Asia: NEM is used in high-performance financial applications

ÅDownload the NEM Nano Wallet and get started 

http://nem.io/
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NEM
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BigchainDB

Å www.bigchaindb.com

Å Web-based

Å Demos publicly available via the web

http://www.bigchaindb.com/
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BigchainDB
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Demos from Anders.com
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Blockchain ïSimple Demonstration

Source:  Udacity Blockchain Developer Course
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Blockchain ïSimple Demonstration

Source:  https://anders.com/blockchain/block.html

https://anders.com/blockchain/blockchain.html
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Blockchain ïSimple Demonstration

Source:  Udacity Blockchain Developer Course
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Blockchain ïSimple Demonstration

Source:  https://anders.com/blockchain/block.html

https://anders.com/blockchain/blockchain.html
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How Does Blockchain Work?
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How Does Blockchain Work?
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Typical Blockchain Composition

Source: Blockchain Enabled Applications: Understand the Blockchain Ecosystem and How to 
Make it Work for You  by VikramDhillon, David Metcalf, Max Hooper 

Typical Block Composition:

Å Block Header
Å Block Transactions
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Blockchain Mining Process

Source: Blockchain Enabled Applications: Understand the Blockchain Ecosystem and How to 
Make it Work for You  by VikramDhillon, David Metcalf, Max Hooper 
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Bitcoin Mining Principles

Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Germany: Apress.

Special Note:  Many other Blockchains, including Ethereum, apply these same principles. 


