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Blockchain in the News – April 30, 2019

Source: https://www.ccn.com/elon-musk-best-ethereum-ideas-vitalik-buterin

https://www.ccn.com/elon-musk-best-ethereum-ideas-vitalik-buterin
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Blockchain in the News – April 30, 2019

Source: https://www.ccn.com/elon-musk-best-ethereum-ideas-vitalik-buterin

1. A Globally Accessible Financial System

2. “Sign in With Ethereum” Options

3. Secure & Transparent Registries

4. Experiment with New Forms of Governance & 

Human Organization

5. Micropayments

6. Markets for Personal Data

7. Spam Prevention in Social Networks

8. Micropayment Schemes for Publishers of Good Content

9. Testing Grounds for New Market Designs

10. Charity Stickers for Donations

11. Peer-to- Peer Marketplaces for Internet Connections

12. Identity, Reputation, And Credit Systems

13. Decentralized DNS Alternatives

Elon Musk Wants Crypto’s Best Ideas. 

Ethereum’s Vitalik Buterin Delivers 13

https://www.ccn.com/elon-musk-best-ethereum-ideas-vitalik-buterin
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Agenda – Day 2

William Favre Slater, III
Forensecure 2018

Day 2
Topic 1: Getting started with Blockchain Application Development –

Setting up the Workbench

Topic 2: Truffle Framework Introduction

Topic 3: Example DApp using Truffle, HTML, CSS, Solidity, the EVM 

and Ethereum Blockchain

Topic 4: Solidity and Ethereum Blockchain Fundamentals

Topic 5: Javascript and Ethereum Blockchain Fundamentals

Topic 6: Example DApp using HTML, CSS, Solidity the EVM and the 

Ethereum Blockchain

Topic 7: How to Secure Blockchain infrastructure and applications

Topic 8: How to perform Secure Software Development for Blockchain 

applications by design, coding

Topic 9: Blockchain and Auditing practices, testing and verification

Topic 10:  Concepts of Auditing the Data and Transactions in 

Blockchain Data Structures

Topic 11:  Automating the Auditing of Blockchains and Blockchain 

Applications
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**** CAUTION ****

Blockchain and Blockchain DApp Development are sophisticated applied 

technologies that work together to provide trusted computing.

They are built on complex rules with the objective of providing reliable, 

trusted, anonymous transactions on decentralized distributed ledgers via the 

Internet.

It took the time, experience, knowledge and hard work of many geniuses to 

mature the technology.

It takes time, energy, patience and many hours of study to just begin to wrap 

your head around it.

If you are lazy or have a short attention span, or are overwhelmed after this 

presentation these topics are probably not a good career direction for you.

This path will not be easy, but it will be worthwhile if you are up for 

investing your time and energy to learn it.

As of February 2018, there are 14 open positions for every single Blockchain 

engineer who is looking for a job.
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More Extremely Important Notes

This presentation is not about CRYPTOCURRENCY, only BLOCKCHAIN

Please clear your mind about everything you thought you knew about BLOCKCHAIN before 

this presentation.

BLOCKCHAIN MUCH bigger than you think.

Blockchain is moving SO FAST that a “Blockchain Year” is considered to be about 30 days 

I have multiple decades of experience in software and application development.  To say the 

learning curve “humbling” would be an understatement.

The only way you will get to be excellent in this:

➢Hard Work & Perseverance  http://www.billslater.com/uop/persistence.htm

➢Read great Blockchain Development Resources and Authors

➢Hands-on Practice

➢Hanging out with Developers who are knowledgeable, kind, & sharing

➢Participate in User Groups and Meet-ups that have excellent speakers and programs

➢Don’t ever underestimate the difficulty and the level of effort required to become competent at this 

http://www.billslater.com/uop/persistence.htm
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Topic 1: Getting Started with 

Blockchain Application Development –

Setting up the Workbench
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Workbench Decisions
• Decide WHY you are doing this.

• Get management support and a Budget ( or bootstrap yourself at get the books recommended)

• Choose your Development Speed and Product Quality 

• Crawl, Walk, Run?

• Start simple and work at the command line and/or the Remix compiler

• Experiment, Prototype, Proof of Concept, Production?

• Ethereum Accounts and EOA accounts

• Choose your type of Key Pair & Management

• Choose your Wallet (recommend MetaMask)

• Choose your Blockchain Platform

• Rinkeby (https://www.rinkeby.io/#stats – Test)

• Ganache

• Parity

• Ethereum

• Factom

• NEM

• AWS

• Azure

• Hyperledger

• Choose your Blockchain Type

• Public, Permissionless

• Public, Permissioned

• Private, Permissionless

• Private, Permissioned

https://www.rinkeby.io/#stats
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Ethereum Full Nodes Have a Blockchain Database & the EVM

Source: Roberto Infante, Building Ethereum DApps, 2019
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Comparing a Centralized Application to a Decentralized Application

Source: Roberto Infante, Building Ethereum DApps, 2019
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Ethereum Accounts and EOA Accounts

• You need either an Externally Owned Account (EOA) or a 

Contract Account to interact with a Blockchain System

• EOA

• Accounts owned and controlled by the users.  Each EOA has an Ether 

balance associated with it, but does not have any code associated with 

it.  All transactions on the Ethereum network are initiated by EOAs.  

These accounts can send transactions to other EOSs or contract 

accounts

• Contract Account

• Contract Accounts are controlled by the associated contract code which 

is stored with the account.  Each Contract Account has an Ether balance 

associated with it.  The contract code execution is triggered by 

transactions sent by an EOAs  or messages sent by other contracts.

• Keypairs

• Each EOA has a public private keypair associated with it.  The account 

address is derived from the public key.  When a new EOA is created, a 

JSON keyfile is created which has the public and private  keys 

associated with the account.  The private key is encrypted with the 

password which is provided while creating the account.  For sending 

transactions to other accounts, the private key and the public key are 

required.

Externally Owned 

Account (EOA)

Account Address

Account Keys

Ether Balance

Contract

Account

Contract Address

Contract Code

Ether Balance

Source: Blockchain Applications: A Hands-on Approach by Arsheep Bahga and Vijay Madisetti 
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Keypairs and KDF
• Keyfiles are stored in the keystore directory.  To encode the private 

key, first a key derivation function (KDF) is used to generate a derived 

key.  The supported KDFs include PBKDF2 and Scrypt (mentioned as 

kdf in the JSON file).  The kdfparams field  in the JSON file lists the 

KDF-dependent static and dynamic parameters.   The account 

password (pw) is passed to the KDF along with the kdfparams

(derived key = kdfeval(pw, kdfparams)). The crypto algorithm used for 

these keyfiles is AES-128-CTR (mentioned as cipher in JSON file. The 

cipher parameters (cipherparams) include a 128-bit initialization 

vector (iv) for the cipher.  The key for the cipher 9enckey) is the 

leftmost 16 bytes of the derived key (enckey= derivedkey[;16]).  The 

ciphertext is computed by passing the private key (priv), the 

encryption key (enkey) and the cipherparams to the encryption 

function of the cipher (c = aes_ctr_encrypt(priv, enckey, 

cipherparams)).  The mac field is computed taking the SHA3 hash of 

the second-leftmost 16 bytesof the derived key concatenated with 

ciphertext (mac = sha3(derivedkey[:16:32] + c).

• To decode the private key from the JSON file the above steps are 

reversed.

• If this hurts your brain to think about, just know that it is the basis for securely 

authenticating with and signing blockchain transactions using your public and 

private keys.  It is a fundamental part of the cryptographic security foundation of 

blockchain, and it happens automatically  behind the scenes, once you have set 

up your wallet with your public key, private key and password.

Source: Blockchain Applications: A Hands-on Approach by Arsheep Bahga and Vijay Madisetti AND SoftUni Foundation 
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Blockchain Workshop Student Public & Private Key Pairs

Name Public Key Private Key

Student 01 0xdF4f021Ec048b84431252604c8Cca48d74bb5068 754a147fcacf6c3b5b9a77e423435a37a4c4dd5e0d4b76004c676f2bce2efc27

Student 02 0x03088FDaee150D6635b8fF0e646138e444f3c9D3 d4d85585f29108d648b86583624f304697fd7cca43ee2d0032ffa5b0b7dec284

Student 03 0x83654fb6D9ea75fFfE78234c367dCd080E4e3078 6660a87c16cc8bd3c0744c928c332f7a39ea0ee79efccca8009c0671618f6a40

Student 04 0xEf962e3f5233b43192AF41177576516e2aBbf8CC bb04eba43710b39d576dbe227461df65eb6b1de8aac2338bcc59d50e7aedd2d3

Student 05 0xf84D6e63A2DaBFEE1c216E0514CC72d86436A9F6 6c373921fd6208eb6cd1ffdc56209008b2542c257e12a1453b69f308a6628b73

Student 06 0x96fC53dee2439ba514CEa7C7152675695A392044 7c801705d8840a9713190b48d9c2705f06a3fdbbeeda4a0a43775b227df3e5bc

Student 07 0x564e7AD25bEb06EbAF81D77f9F5DC290aFBd3474 e0484046c0e90ffbbf8004d452aeb53378f8275ab0b0a64278166a2bfd98b891

Student 08 0x30291Ad653C031094093C61C13042eb669595498 1c05967a3c47ee7688ac49157c862abe2158b812dea5e900ec248d04f1e0452c

Student 09 0x1C2bCf127A6d2604705863CEAf6907b895aBC2b6 c81865c9dea5796c182b953b2b00d5c202d95eccefa7c50b0cc89cae4cfb9c18

Student 10 0xe4320AE19d2b47e6e4467252f1eFA0880Fd60DED bcdc174b5a9b6cb61a7bce7e41232c6110508f196725637c3edc1901eea7c943

Student 11 0xBc464518fa18ff56B271d2eF17184590Ddde382E d9f8fbedc7b5b0efeb58ad45502ebe48cac5d2765d97d7c1118952724c30e95a

Student 11 0x64137db23217972e692239960a94aEA44B18d3a4 f55ed6ed125f89c466ce83244395ad9a1fb792a5af1f833c9e068210b8f9250f

Student 12 0xaC130fa9E334C9A72e59AceF59aCe53d03A1dce4 63a9e54c43646de10cbda338b4fd608e2afb7d651f014ac6d8ff67601d808a50

Student 13 0xBACfa76ae12d64C5BcD57548386E0488190C23dd defb5992635bd222da23d7d88c716ab6e9d629e7e1206197f48009f01728c4ec

Student 14 0xa724a1B81B9eD2EcE7Fc2206F54129aa6F8C65C8 dcc4f9671fa868928a700f0cbc6479445e838c2dab89f68c15d9b746274c5ff4

Student 14 0x254503Df4492Bc6e57365bD078672741be1972BD a780dd1c91cccfcb03fd788f07900df56707f8946a916b55e49731122ad20d72

Student 15 0xb6Fb168790AF529CF2073d18779aFF4a96d4BDa2 56b089efa9363bd95a3a537f295b24bb183e3d615268cd7516700a222e758fb1

Student 16 0xDf579E2577e46d32f50afa55AB06bcBdf1ff8A2d df20fca7a4a73f33a35799268334eb2d9ce9cbef2a2aa4b6b8233e86142921f2

Student 17 0x7793A496b792942116734FC9996fbeE2eD455e22 4680993b4d586098803e9285ce5dcb167f06c1ddfa1a33d2522ee6225d4c4084

Student 18 0xf199C3e47ECb13D1267904cF8A3A063b437cFe76 fa7b1f6c081895b644ccb788a69187812ab7f6b98d0438ca0c2c8ab740da12f1

Student 19 0x948B5F7A88eB06a1AecabE009F55475c3943729E 7df890271e9d8b29dc6ee7eb8403635139a310dfa8dd7d44fb5aa824ec9988eb

Student 20 0x8198DF0ec9D63b1aF545981Eb26AB29Ba84f2513 04ab78ddba34d0c122d52b7cec73b9f3c7b6b4e972cf581fb3431ca39d673927
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Other Ways to Get Ethereum Login Credentials

Source: Roberto Infante, Building Ethereum DApps, 2019
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EOA Accounts
Ethereum Blockchain 

Network

Creates 

and

 owns

Deployed on Blockchain Network

Externally Owned 

Account (EOA)

Account Address

Account Keys

Ether Balance

EOA can send 

transactions 

(Ether

Transfer or trigger 

contract code)

Creates & owns

(Main Network, Test Network or 

Private Network)

Contract Code execution is 

triggered by transactions sent by 

EOAs or calls received from other 

contracts

Contract

Account

Account Address

Account Keys

Ether Balance

Source: Blockchain Applications: A Hands-on Approach by Arsheep Bahga and Vijay Madisetti 
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EOA and Smart Contract Execution

Externally Owned Account

(EOA)

Smart Contract Execution

Smart Contract

Address

State Functions

Value

Messages to

Other Contracts

(Data, Value)

Events

Transaction

(Data, Value)

Source: Blockchain Applications: A Hands-on Approach by Arsheep Bahga and Vijay Madisetti 
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Public vs. Private
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Important Blockchain Architecture Decision
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To Blockchain or Not to Blockchain

Source: To Blockchain or not to Blockchain? https://medium.com/causys/to-blockchain-or-not-to-blockchain-

aed05bf08150 Hats off to the author,  Thomas Ferry of Causys

https://medium.com/causys/to-blockchain-or-not-to-blockchain-aed05bf08150
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Roadmap to "Blockchain" Your IT Organization: How to Help Your IT Staff Go from 

Square One to Competence & Dominance in Blockchain Technologies
P
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ti
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n
C

ra
w

l
W

a
lk

R
u

n
O

ri
e

n
ta

ti
o

n

Start

Continue

Continuosly

Learn the 

Terminology and 

Concepts.

Perform a 

Baseline Skills 

Inventory and 

Assessment

Blockchain 

Introduction and 

Orientation

Review Real-

World Use Cases 

and Applications

Read Papers & Join 

Blockchain Meetup 

Groups, and other 

Blockchain-related 

Organizations like 

www.isoc-bsig.org

Remediate Skills 

Gap with 

Consultants, 

Training, and/or 

Mentoring

Perform Detailed 

Requirements 

Analysis

Baseline your 

Capabilities

Create a 

Blockchain 

Solution Design 

Based on the 

Detailed Analysis

Perform Gap 

Analysis of Needs 

versus Capabilities 

Analyze your initial 

Blockchain Needs 

and Requirements

Create a Blockchain 

Solution Design 

Based on the 

Detailed Analysis and 

the Appropriate DApp 

Template

Identify the 

Appropriate 

Blockchain 

Solutions 

Template

Perform Detailed 

Requirements 

Analysis

Create an 

Implementation 

Diagram for the 

Blockchain Dapp 

Solution based on the 

Design

Implement the 

Blockchain DApp 

Solution based on the 

Implementation 

Diagram

Test and Optimize 

the DApp for Optimal 

Performance, and 

Validate against 

Requirements

Select the Type of 

Blockchain

Validate the

DApp Prototype

Add Additional 

Features to the 

DApp Prototype 

Prepare and 

Validate the 

Blockchain DApp 

Development 

Environment

Test, Validate, and 

Publish Results

Implement a 

Prototype a Proof 

of Concept DApp 

solution

Perform Analysis, Design 

Testing and 

Implementation based on 

Previous Experience and 

Lessons Learned

Review Lessons 

Learned from 

Previous Tracks or 

DApps

Incorporate the use of 

Agile/Scrum and DevOps 

in the Blockchain 

Solution Development 

Lifecycle

Test and Optimize 

the DApp for Optimal 

Performance, and 

Validate against 

Requirements &

Publish Results

Focus on Implementing 

Techniques to Optimize 

the Analysis, Design, 

Testing and 

Implementation
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Blockchain 

Implementation 

Roadmap
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Ethereum EVM

Source: Mastering Ethereum by Andreas Antonopolous & Gavin Wood

This is the Ethereum

Virtual Machine.

The EVM is also

known as “The

World Computer”

The EVM executes compiled 

Smart Contract code.

Smart Contracts:

1) Require “Gas” 

2) Become permanent on the 

Ethereum Blockchain
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Gas

Source: Mastering Ethereum by Andreas Antonopoulos & Gavin Wood
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Gas

Source: https://ethgasstation.info/

ETH Gas Station

https://ethgasstation.info/
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ETH + Gas

1 Ether = 10 18 wei
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What Is a Transaction?

Source: Mastering Ethereum by Andreas Antonopoulos & Gavin Wood

Remember that transactions are stored In Merkle-Patricia Trees on Ethereum Blocks
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What Is the Structure of a Transaction?

Source: Mastering Ethereum by Andreas Antonopoulos & Gavin Wood

Remember that transactions are stored In Merkle-Patricia Trees
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What Is a DApp?

DApp is an abbreviated form for decentralized application.

A DApp has its backend code running on a decentralized 

peer-to-peer network. Contrast this with an app where the 

backend code is running on centralized servers.

A DApp can have frontend code and user interfaces written in 

any language (just like an app) that can make calls to its 

backend. Furthermore, its frontend can be hosted on 

decentralized storage such as Swarm or IPFS.

If an app= frontend + server, since Ethereum contracts are 

code that runs on the global Ethereum decentralized peer-to-

peer network, then:

DApp = frontend + contracts

Source: https://ethereum.stackexchange.com/questions/383/what-is-a-dapp

https://ethereum.stackexchange.com/questions/383/what-is-a-dapp
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DApp Creation and Execution Workflow (high-level)

DApp

Smart Contracts

Communication 

between 

Ethereum Client

and Ethereum 

Network for 

deploying 

contracts and 

interacting with 

contracts.

1. Send contract for 

compilation

Frontend  HTML

(index.html)

Frontend  JS

(app.jsl)

Other Files

(stylesheets, 

images

Ethereum Node

Compiler

Ethereum Client

2. Contract binary 

sent back to DApp

3. Deploy contract.

4. Contract Address 

and ABI sent back 

to the DApp

5. Send 

transactions to the 

Contract.

Source: Blockchain Applications: A Hands-on Approach by Arsheep Bahga and Vijay Madisetti 
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DApp Creation and Execution Workflow (high-level with web3.js)

Source: Blockchain Applications: A Hands-on Approach by Arsheep Bahga and Vijay Madisetti 

Ethereum Blockchain 

Network
DApp

Smart Contracts

Communication 

between 

Ethereum Client

and Ethereum 

Network for 

deploying 

contracts and 

interacting with 

contracts.

1. Send contract for 

compilation

Frontend  HTML

(index.html)

Frontend  JS

(app.jsl)

Other Files

(stylesheets, 

images

Ethereum Node

Compiler

Ethereum Client

3.. Contract binary (Solidity bytecode) sent 

back to DApp

4.. Deploy contract.

6. Contract Address and ABI sent back to the DApp

7. Send transactions to the Contract.

web3.js

web3.js

2. RPC Request

5.. RPC Request

(Main Network, Test Network 

or 

Private Network)
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Ethereum Web3.js Tech Stack



Copyright © 2019 Information Systems Audit and Control Association, Inc. All rights reserved. #NACACS

Web3 API Interaction Capabilities

Source: Mastering Ethereum, by Andreas Antonopolous and Gavin Hill
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Web3 and DApps

Source: Mastering Ethereum, by Andreas Antonopolous and Gavin Hill
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Three Types of DApps

Johnston states that there are three types of DApps.

1. Type I decentralized applications have their own block chain, 

such as Bitcoin.

2. Type II decentralized applications use the blockchain of a 

type I decentralized application but are “protocols and have 

tokens that are necessary for their function” like the Omni 

Protocol.

3. Type III decentralized applications use the protocol of a type 

II decentralized application and “are protocols and have 

tokens that are necessary for their function,” such as the 

SAFE Network that uses the Omni Protocol to issue 

‘safecoins.”

Think of DApps as an operating system like Windows, Mac OS X, Linux, Android, iOS as 

a Type I classification. The programs on these systems, such as a word processor or 

Dropbox, would be Type II. A Type III example would then be a blogging platform that 

integrates Dropbox.

Source: Moses Sam Paul.   https://medium.com/heptagon/step-by-step-guide-to-build-a-dapp-a-homo-sapiens-2-day-love-affair-with-

ethereum-dapp-de2b0dea12f1

https://medium.com/heptagon/step-by-step-guide-to-build-a-dapp-a-homo-sapiens-2-day-love-affair-with-ethereum-dapp-de2b0dea12f1
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How a DApp Works with 

the Ethereum Ecosystem

Source: Roberto Infante, Building Ethereum DApps, 2019

In the 

Ethereum 

Blockchain

Ecosystem

a new Block is 

mined about

every 14 to 17 

seconds
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Rinkby Ethereum Test Blockchain Explorer

Source: https://www.rinkeby.io/#explorer

https://www.rinkeby.io/#explorer
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Etherscan Ethereum Blockchain Explorer

Sourcehttps://rinkeby.etherscan.io

https://rinkeby.io/#explorer
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Set up and Test Geth
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Geth Workout

Download and install Geth, the Ethereum Blockchain software

(Written for Windows Users)

• Visit this website, to download Geth:

• https://geth.ethereum.org/downloads/

2. Install Geth into a directory you will create: c:\ethereum

3. At the command line, launch Geth in testnet mode

4. Switch to miner mode

5. Extra Credit:  if you set up an Ethereum Account, you can actually write data (like your name) 

to the Ethereum Blockchain and view it

https://geth.ethereum.org/downloads/
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Geth Workout

Source: https://geth.ethereum.org/downloads/

Download Geth

https://geth.ethereum.org/downloads/
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Geth Workout

Source: https://geth.ethereum.org/downloads/

Installing Geth

https://geth.ethereum.org/downloads/
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Geth Workout

Source: https://github.com/ethereum/go-ethereum/wiki/JavaScript-Console

Starting the Javascript Console

https://github.com/ethereum/go-ethereum/wiki/JavaScript-Console
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Geth Workout

Getting Started with Ethereum Private Blockchain

Source: https://dzone.com/refcardz/getting-started-with-etherium-private-blockchain?chapter=1/

https://dzone.com/refcardz/getting-started-with-etherium-private-blockchain?chapter=1/
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Geth Workout

Source: https://github.com/ethereum/go-ethereum/wiki/Command-Line-Options

Geth Command Line

https://github.com/ethereum/go-ethereum/wiki/Command-Line-Options
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Geth Workout

In Windows, Geth at the Command
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Geth Workout

In Windows, Geth at the Command Line

Source: Introducing Ethereum and Solidity – by Chris Dannen (Published by Apress) 



Copyright © 2019 Information Systems Audit and Control Association, Inc. All rights reserved. #NACACS

Geth Workout

In Windows, Geth at the Command Line

Source: Introducing Ethereum and Solidity – by Chris Dannen (Published by Apress) 
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Geth Workout
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Source: Introducing Ethereum and Solidity – by Chris Dannen (Published by Apress) 
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Geth Workout

Source: https://github.com/ethereum/go-ethereum/wiki/JavaScript-Console

https://github.com/ethereum/go-ethereum/wiki/JavaScript-Console
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https://github.com/ethereum/go-ethereum/wiki/JavaScript-Console


Copyright © 2019 Information Systems Audit and Control Association, Inc. All rights reserved. #NACACS

Geth Workout
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https://github.com/ethereum/go-ethereum/wiki/JavaScript-Console
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Geth Workout
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https://github.com/ethereum/go-ethereum/wiki/JavaScript-Console
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Geth Workout

Source: https://github.com/ethereum/go-ethereum/wiki/JavaScript-Console

https://github.com/ethereum/go-ethereum/wiki/JavaScript-Console
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Geth Workout

Source: https://github.com/ethereum/go-ethereum/wiki/JavaScript-Console

https://github.com/ethereum/go-ethereum/wiki/JavaScript-Console
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Topic 2: Truffle Framework 

Introduction
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What Is Truffle?

Truffle is a development environment, testing framework and asset pipeline for Ethereum, 

aiming to make life as an Ethereum developer easier. It is one of the most widely used IDEs in 

the Ethereum community. Developers can use it to build and deploy DApps for testing 

purposes with many features that make it more attractive to users with a Web 3.0 dev 

background.

Features:

• Automated contract testing with Mocha and Chai.

• A configurable build pipeline that supports both web apps and console apps.

• Generators for creating new contracts and tests (like rails generate)

• Instant rebuilding of assets during development (truffle watch)

• Console to easily work with your compiled contracts (truffle console)

• Script runner that lets you run JS/Coffee files with your contracts included (truffle exec)

• Contract compilation and deployment using the RPC client of your choice.

• Support for JavaScript, CoffeeScript, SASS, ES6 and JSX built-in.

Free at https://truffleframework.com/truffle

Free tutorials also.

Source: https://ethereum.stackexchange.com/questions/1030/what-is-truffle

https://truffleframework.com/truffle
https://ethereum.stackexchange.com/questions/1030/what-is-truffle
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Why Truffle?

Rapid Dapp development and DApp software assembly

• Generators for creating new contracts and tests (like rails generate)

• Instant rebuilding of assets during development (truffle watch)

• Console to easily work with your compiled contracts (truffle console)

• Script runner that lets you run JS/Coffee files with your contracts included 

(truffle exec)

• Contract compilation and deployment using the RPC client of your choice.

• Support for JavaScript, CoffeeScript, SASS, ES6 and JSX built-in.
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Setting up Truffle

Three Options:

1. Download and install the version for your Windows Operating System

❑ https://truffleframework.com/docs/truffle/getting-started/installation

2. Download and install the version for your Linux Operating System

❑ https://medium.com/@techgeek628/how-to-install-and-execute-truffle-on-an-ubuntu-16-04-7ebb3444707e

3. Install VMWare Workstation for your Operating System and add and configure it 

with an Ubuntu image that already has a) NodeJS; b) git; c) Ethereum Client, 

MetaMask, and Truffle for Linux all installed.   The images for VMWare 

Workstation and the Ubuntu VM are at  https://tinyurl.com/y46paxkg | 

00 Day 02 Materials | 00 VMWare Workstation Images 

00 Day 02 Materials | 00 Blockchain Dev Platforms | 00 Ubuntu VM

https://truffleframework.com/docs/truffle/getting-started/installation
https://medium.com/@techgeek628/how-to-install-and-execute-truffle-on-an-ubuntu-16-04-7ebb3444707e
https://tinyurl.com/y46paxkg
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Install Metamask

Metamask will become your Ethereum 

“Wallet” for your Smart Contract and 

DApp development activities.  It will store 

your Ether, and your public and private 

keys.

Use your keypair from the provided list in 

this class.

Go to https://metamask.io

Install Metamask as a Browser plugin, 

and provide your public and private key 

as well as a password you decide you 

want to use.

Accept ToS

Create Password

Save Seed

https://metamask.io/
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Startup Metamask

Metamask will become your Ethereum 

“Wallet” for your Smart Contract and 

DApp development activities.  It will store 

your Ether, and your public and private 

keys.

To start up Metamask, click on the small 

Foxhead icon on the upper right.

Before Login After Login
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Installing Truffle on Wintel

First install MetaMask and use the Public and Private Key Pairs Provided (write down 

your password and seed phrase)

To install Truffle for Wintel

Visit http://www.chocolatey.org and install Chocolatey for Windows

In a new Powershell Window, running with Administrator Privileges

choco install nodejs.install –y

choco install git –y

choco VisualStudioCode –y #optional

In a new Powershell Window, running with Administrator Privileges

npm install -g npm

npm install -g --production windows-build-tools

npm install -g ethereumjs-testrpc truffle

http://www.chocolatey.org/
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Installing Truffle – First, install Chocolaty On Wintel

Download Chocolatey from http://chocolatey.org

Install it

Go to Powershell with Admin privilege and Run Choco to install NodeJS

Install Chocolatey via 

https://chocolatey.org/

Open a PowerShell prompt as 

Administrator

choco install nodejs.install -y

choco install git -y

choco install VisualStudioCode -y 

#optional



Copyright © 2019 Information Systems Audit and Control Association, Inc. All rights reserved. #NACACS

Chocolaty On Wintel

Go to Powershell with Admin privilege and Run Choco to install Git

choco install git -y
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Chocolaty On Wintel

Go to Powershell with Admin privilege and Run Choco to install the Visual Studio Add-ins

choco install VisualStudioCode -y 

#optional
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Truffle Commands On Wintel
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Ganache On Wintel

ganache-cli
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Ganache On Wintel

npm install ganache-cli -g
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Truffle On Wintel
Create a directory structure something like c:\blockchain\app01

Go to Powershell with Admin privilege, navigate to that directory

and type truffle init, and you should see this:
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Truffle On Wintel
After all that, type dir you should see this:
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Remix Tips
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Remix Compiler – located at http://remix.ethereum.org

Free

IDE for

Solidity

With access to 

Scores of 

Different

Versions of 

the Solidity 

Compiler

With Debugger

http://remix.ethereum.org/#optimize=false
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Remix Compiler – Best Practices

• Ensure that you use the correct version of the 

Solidity Compiler

• If you are working in multiple directories, ensure you 

have the correct source code file version

• Pay attention to Remix Static Analysis

• Pay attention to remix Console Details (including 

Details on ABI, Bytecode, Errors, etc.)

• Review compile details

• Use the Remix Transaction Log for Debugging
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DApp Creation Steps (Under Unix & Linux)

(Assume a good Internet Connection and competence at the Command Line)

1. Install Home Brew

2. Install Node.js

3. Install Git

4. Install TestRPC

5. Install Truffle

6. Optional but Recommended: Install Geth

7. Design and Create a User Interface in HTML

8. Design and Create Smart Contracts using Solidity and/or Javascript

9. Test

10. Deploy

Source: Moses Sam Paul.   https://medium.com/heptagon/step-by-step-guide-to-build-a-dapp-a-homo-sapiens-2-day-love-affair-with-

ethereum-dapp-de2b0dea12f1

https://medium.com/heptagon/step-by-step-guide-to-build-a-dapp-a-homo-sapiens-2-day-love-affair-with-ethereum-dapp-de2b0dea12f1
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Using a VM to Work with Truffle
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VMWare Professional Workstation 15 Pro
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Select the VM Disk Image that Includes Ubuntu, Ethereum, and Truffle

Install VMWare Workstation for your 

Operating System and add and configure it 

with an Ubuntu image that already has a) 

NodeJS; b) git; c) Ethereum Client, 

MetaMask, and Truffle for Linux all installed.   

The images for VMWare Workstation and the 

Ubuntu VM are at  

https://tinyurl.com/y46paxkg | 

00 Day 02 Materials | 00 VMWare Workstation Images 

00 Day 02 Materials | 00 Blockchain Dev Platforms | 

00 Ubuntu VM

Note: You will need to apply for

A 30-day Free License Key.

https://tinyurl.com/y46paxkg
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Select the VM Disk Image that Includes Ubuntu, Ethereum, and Truffle

Install VMWare Workstation for your 

Operating System and add and 

configure it with an Ubuntu image that 

already has a) NodeJS; b) git; c) 

Ethereum Client, MetaMask, and 

Truffle for Linux all installed.   The 

images for VMWare Workstation and 

the Ubuntu VM are at  

https://tinyurl.com/y46paxkg | 

00 Day 02 Materials | 00 VMWare 

Workstation Images 

00 Day 02 Materials | 00 Blockchain Dev 

Platforms | 00 Ubuntu VM

Note: You will need to apply for

A 30-day Free License Key.

https://tinyurl.com/y46paxkg
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Select the VM Disk Image that Includes Ubuntu, Ethereum, and Truffle

Install VMWare Workstation for your 

Operating System and add and 

configure it with an Ubuntu image that 

already has a) NodeJS; b) git; c) 

Ethereum Client, MetaMask, and 

Truffle for Linux all installed.   The 

images for VMWare Workstation and 

the Ubuntu VM are at  

https://tinyurl.com/y46paxkg | 

00 Day 02 Materials | 00 VMWare 

Workstation Images 

00 Day 02 Materials | 00 Blockchain Dev 

Platforms | 00 Ubuntu VM

Note: You will need to apply for

A 30-day Free License Key.

https://tinyurl.com/y46paxkg


Copyright © 2019 Information Systems Audit and Control Association, Inc. All rights reserved. #NACACS

TestRPC
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TestRPC
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TestNets
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Ropsten in Etherscan Blockchain Explorer

Sourcehttps://ropsten.etherscan.io

https://rinkeby.io/#explorer
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Ethereum MainNet
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Ethereum Mainnet in Etherscan Blockchain Explorer

Source: https://.etherscan.io

https://.etherscan.io/
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Things to Note
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Setup Steps
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Reviewing the Web3.js
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Decentralized Voting Application

Source: https://kevin.bluer.com/downloads/first-ethereum-dapp.pdf

https://kevin.bluer.com/downloads/first-ethereum-dapp.pdf
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DApp or Smart Contract Transaction Lifecycle

Source: Roberto Infante, Building Ethereum DApps, 2019
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Ethereum Mining Node

Source: Roberto Infante, Building Ethereum DApps, 2019
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Ethereum Full Node’s Process

Source: Roberto Infante, Building Ethereum DApps, 2019
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Development Lifecycle from Full Node to Mining

Source: Roberto Infante, Building Ethereum DApps, 2019. https://www.manning.com/books/building-ethereum-dapps

https://www.manning.com/books/building-ethereum-dapps
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The Current Ethereum Ecosystem

Source: Roberto Infante, Building Ethereum DApps, 2019. https://www.manning.com/books/building-ethereum-dapps

https://www.manning.com/books/building-ethereum-dapps
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Smart Contract
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Smart Contract Definition

Source: Mastering Ethereum, by Andreas Antonopolous and Gavin Hill



Copyright © 2019 Information Systems Audit and Control Association, Inc. All rights reserved. #NACACS

Smart Contract Definition - Unpacked

Source: Mastering Ethereum, by Andreas Antonopolous and Gavin Hill
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Smart Contract Lifecycle

Source: Mastering Ethereum, by Andreas Antonopolous and Gavin Hill
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Smart Contract Lifecycle

Source: Mastering Ethereum, by Andreas Antonopolous and Gavin Hill
Note: This is irreversible.

Source: Coursera – Smart Contract Course
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Visualizing a Smart Contract Execution

Source: Roberto Infante, Building Ethereum DApps, 2019
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Faucet – First Solidity Smart Contract Program

Source: Mastering Ethereum, by Andreas Antonopolous and Gavin Hill
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Smart Contract Transactions – Reading & Writing

INTERACTING WITH YOUR CONTRACTS

Introduction

If you were writing raw requests to the Ethereum network yourself in order to interact with your contracts, you'd soon 

realize that writing these requests is clunky and cumbersome. As well, you might find that managing the state for each 

request you've made is complicated. Fortunately, Truffle takes care of this complexity for you, to make interacting with 

your contracts a breeze.

Reading and writing data

The Ethereum network makes a distinction between writing data to the network and reading data from it, and this 

distinction plays a significant part in how you write your application. In general, writing data is called 

a transaction whereas reading data is called a call. Transactions and calls are treated very differently, and have the 

following characteristics.

Transactions

Transactions fundamentally change the state of the network. A transaction can be as simple as sending Ether to another 

account, or as complicated as executing a contract function or adding a new contract to the network. The defining 

characteristic of a transaction is that it writes (or changes) data. Transactions cost Ether to run, known as "gas", and 

transactions take time to process. When you execute a contract's function via a transaction, you cannot receive that 

function's return value because the transaction isn't processed immediately. In general, functions meant to be executed 

via a transaction will not return a value; they will return a transaction id instead

Source: https://truffleframework.com/docs/truffle/getting-started/interacting-with-your-contracts

https://truffleframework.com/docs/truffle/getting-started/interacting-with-your-contracts
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Smart Contract Transactions – Reading & Writing

So in summary, transactions:

Cost gas (Ether)

Change the state of the network

Aren't processed immediately

Won't expose a return value (only a transaction id).

Calls

Calls, on the other hand, are very different. Calls can be used to execute code on the network, though no data will be 

permanently changed. Calls are free to run, and their defining characteristic is that they read data. When you execute a 

contract function via a call you will receive the return value immediately. In summary, calls:

Are free (do not cost gas)

Do not change the state of the network

Are processed immediately

Will expose a return value (hooray!)

Choosing between a transaction and a call is as simple as deciding whether you want to read data, or write it.

Source: https://truffleframework.com/docs/truffle/getting-started/interacting-with-your-contracts

https://truffleframework.com/docs/truffle/getting-started/interacting-with-your-contracts
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Faucet – in Remix IDE to Get Ether for Your Development and Testing

Source: Mastering Ethereum, by Andreas Antonopolous and Gavin Hill
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What Is a DApp?
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What is a DApp?

Source: Mastering Ethereum, by Andreas Antonopolous and Gavin Hill
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DApp Advantages

Source: Mastering Ethereum, by Andreas Antonopolous and Gavin Hill
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State of the DApps

Source: https://www.stateofthedapps.com/

https://www.stateofthedapps.com/
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State of the DApps

Source: https://www.stateofthedapps.com/

https://www.stateofthedapps.com/
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State of the DApps

Source: https://www.stateofthedapps.com/

https://www.stateofthedapps.com/
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State of the DApps

Source: https://www.stateofthedapps.com/

https://www.stateofthedapps.com/
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State of the DApps

Source: https://www.stateofthedapps.com/

https://www.stateofthedapps.com/
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State of the DApps

Source: https://www.stateofthedapps.com/

https://www.stateofthedapps.com/
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Example Code Files
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Example Code Files

Number Workshop 

Topic 

Source File Location on OneDrive at  

00 2019 ISACA CACS Blockchain Workshop

1 3 Greeter.sol 00 Day 02 Materials | 00 Blockchain Workshop DApp Examples | 01

2 3 Ballot.sol 00 Day 02 Materials | 00 Blockchain Workshop DApp Examples | 02

3 3 SimpleCoin.sol 00 Day 02 Materials | 00 Blockchain Workshop DApp Examples | 03

4 4 Faucet.sol 00 Day 02 Materials | 00 Blockchain Workshop DApp Examples | 04

5 4 Coin.sol 00 Day 02 Materials | 00 Blockchain Workshop DApp Examples | 05

6 6 AuctionRepository.sol 00 Day 02 Materials | 00 Blockchain Workshop DApp Examples | 06

7 6 DeedRepository.sol 00 Day 02 Materials | 00 Blockchain Workshop DApp Examples | 06
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Topic 3: Example DApp using Truffle, 

HTML, CSS, Solidity, the EVM and 

Ethereum Blockchain
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Truffle DApp Structure

Source: Coursera – DApp Development Course
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Truffle DApp Structure

Source: Coursera – DApp Development Course
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Example 1

Greeter

Source: Coursera – Smart Contract Course
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Example 2 – Voting DApp

Voting DApp

Users (Voters)

EOAs

Create 

Contract

Creates 

and

 owns

Contract Voting

State Variables

Functions

Cast a Vote

Externally Owned 

Account (EOA)

Account Address

Account Keys

Ether Balance

struct Voter {bool voted; uint vote; 

boolRightToVote;}

struct Proposal {bytes32 name; uint 

voteCount;}

address public chairperson;

uint public votingStart;

uint public votingTime;

uint public numProposals;

mapping(address => Voter) public 

voters;

mapping(unit => Proposal) public 

proposals;

voting(bytes32[] proposalNames, 

uint_votingTime)

giveRightToVote(address_voter)

vote(unit proposal)

winningProposal() constant

Transaction: vote()

· uint proposal

EOAs

and

transactions

Give a Voter the 

Right to Vote

Transaction: 

giveRightToVote()

· address voter

Transaction: 

Create Contract
· byte32[] proposalNames

· uint votingTime

Source: Blockchain Applications: A Hands-on Approach by Arsheep Bahga and Vijay Madisetti 
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Example 2 – Voting DApp

Source: Blockchain Applications: A Hands-on Approach by Arsheep Bahga and Vijay Madisetti 
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Example 3 – ballot.sol

Source: Roberto Infante, Building Ethereum DApps, 2019
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Basic Truffle Steps

Reference: https://truffleframework.com/docs/truffle/getting-started/creating-a-project

Init

Compile

Deploy

Migrate

Run

https://truffleframework.com/docs/truffle/getting-started/creating-a-project
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Topic 4: Solidity and Ethereum 

Blockchain Fundamentals
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Faucet

Source: Mastering Ethereum, by Andreas Antonopolous and Gavin Hill
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DApp Design - Coin

Source: Coursera – DApp Development Course
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Coin

Source: Coursera – Smart Contract Course
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Solidity Fundamentals

Source: https://solidity.readthedocs.io/en/v0.5.8/

https://solidity.readthedocs.io/en/v0.5.8/
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Topic 5: Javascript and Ethereum 

Blockchain Fundamentals
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Geth Workout

Source: https://github.com/ethereum/go-ethereum/wiki/JavaScript-Console

https://github.com/ethereum/go-ethereum/wiki/JavaScript-Console
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Geth Workout

Source: https://github.com/ethereum/go-ethereum/wiki/JavaScript-Console

https://github.com/ethereum/go-ethereum/wiki/JavaScript-Console
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Geth Workout

Source: https://github.com/ethereum/go-ethereum/wiki/JavaScript-Console

https://github.com/ethereum/go-ethereum/wiki/JavaScript-Console
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Topic 6: Example DApp using HTML, 

CSS, Solidity the EVM and the 

Ethereum Blockchain
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Auction – The Functional Model Diagram

Source: Mastering Ethereum, by Andreas Antonopolous and Gavin Hill
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Auction – The DApp User Interface – Part 1

Source: Mastering Ethereum, by Andreas Antonopolous and Gavin Hill
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Auction – The DApp User Interface – Part 2

Source: Mastering Ethereum, by Andreas Antonopolous and Gavin Hill
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Auction – The DApp User Interface – Part 3

Source: Mastering Ethereum, by Andreas Antonopolous and Gavin Hill
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Auction – The DApp Architecture Diagram

Source: Mastering Ethereum, by Andreas Antonopolous and Gavin Hill
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Auction - the AuctionRepository Code

Source: Mastering Ethereum, by Andreas Antonopolous and Gavin Hill
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Auction - the DeedRepository Code

Source: Mastering Ethereum, by Andreas Antonopolous and Gavin Hill
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Bad Auction

Source: Roberto Infante, Building Ethereum DApps, 2019
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Bad Auction

Source: Roberto Infante, Building Ethereum DApps, 2019
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Bad Auction

Source: Roberto Infante, Building Ethereum DApps, 2019
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Topic 7: How to Secure Blockchain 

Infrastructure and Applications
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How to Secure Blockchain Infrastructure and Applications

Build and lead Teams of experienced, dedicated workers

Design securely

Implement securely

Document everything

Verify everything on the system throughput, from the keyboard to the blockchain 

transaction log.

Test security on everything

Routinely test vulnerabilities (at least quarterly)

• https://tinyurl.com/y292y3yf

Penetration test semi-annually

• https://tinyurl.com/yya4vtac

Test and document performance

• https://tinyurl.com/yxpwszj7

Do Threat Management

Continuously review for upgrading

https://tinyurl.com/y292y3yf
https://tinyurl.com/yya4vtac
https://tinyurl.com/yxpwszj7
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Smart Contract Security Best Practices

Source: Smart Contract Security: https://consensys.github.io/smart-contract-best-practices/   
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Topic 8: How to Perform Secure 

Software Development for Blockchain 

Applications by Design, Coding
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How to Perform Secure Software Development for Blockchain 

Applications by Design, Coding practices, Testing and 

Verification

Design as a Decentralized App First

Define and develop tests

Code and test incrementally

Verify Infrastructure

Manage keys securely

Experienced DApp developers

Test-driven Development

Code reviews, by multiple experienced developers

Understand and remediate the weakest security points, especially protection of 

private keys and sensitive data.

Implement the tests on test net and understand exactly how the code will behave 

prior to moving to main net

Automate Smart Contract testing when possible
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Using Best Practices in Coding Solidity to Achieve Secure 

Blockchain Applications that Perform Optimally

• Keep the smart contract code simple, coherent, and auditable

• Use the right sized variables.  Ex. Don’t declare a 256-bit uint when a 16-bit uint will 

do.

• Pay attention to order of statements in functions

• Use Modifier declarations for implementing business rules and controlling the 

execution of programs

• Carefully differentiate between what should be stored “on-chain” and “off-chain”

• Use (reliably sourced) Oracles for external data sources when possible

• Only call external contracts from reliable sources and ensure they are tested first and 

have a good reputation for reliable results

• Maintain a standard order of funtions: The recommended order for functions within a 

smart contract are; constructor, fallback function, external, public, internal, private. 

Within a grouping, play the constant functions last.

Source: Coursera – Smart Contract Course
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Using Best Practices in Coding Solidity to Achieve Secure 

Blockchain Applications that Perform Optimally

• Understand the public visibility modifier for data. All state variables are created as 

private. Any variable on the block chain is viewable to all, irrespective of the visibility 

modifier. You have to explicitly state that a variable is public. When a variable is 

declared public, the Solidity compiler automatically creates a getter method to view the 

value of the variable. Internal to the smart contract, the variable is accessed as data, 

externally it is accessed as a function. Be aware of this difference in accessing the 

public data and the getter method.

• Multiple modifiers that apply to a function, by specifying them in a white space 

separated list and are evaluated in the order presented. Hence, if the output of one 

modifier depends on the other, make sure you order them in the right sequence. For 

example, function buy, has three modifiers specified in the following order; payable, 

enoughMoney, item available. Use Solidity-defined payable modifier when sending 

value. Only through payable functions, can an account send value to another address. 

Payable is a reserved keyword, you may use payable as an addition to an existing 

function.

Source: Coursera – Smart Contract Course
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Using Best Practices in Coding Solidity to Achieve Secure 

Blockchain Applications that Perform Optimally

• Use Function Modifiers for

• Implementing Rules, Policies, and/or Regulations

• Implementing Common Rules for all who may access a Function

• Declaratively validating application-specific conditions

• Providing auditable elements to allow verification of the correctness of a smart contract

• Using Events for Notification

• Beware of the now() time variable

• Use secure hashing for protecting data 

Source: Coursera – Smart Contract Course
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Using Best Practices in Coding Solidity to Achieve Secure 

Blockchain Applications that Perform Optimally

Killing a Smart Contract

Note: This is irreversible.

Source: Coursera – Smart Contract Course
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Topic 9: Blockchain and Auditing 

Practices, Testing and Verification
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Blockchain and Auditing Practices, Testing and Verification

Blockchain Integrity and Security

Coding and assembly of Smart Contracts and DApps

Infrastructure

Physical Security

Key Management Practices
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Concepts of Auditing Blockchain Applications

Data should be validated and verified prior to committing as a Blockchain transaction 

because once written to the Blockchain it is immutable.

Sample transactions should be verified from the DApp as successfully written to the 

Blockchain.

Use Solidity Events and Blockchain Logs
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Transactions in Blockchain Structures

Blockchain Log Entries on geth

Examine using Javascript in geth console using 

web3.eth.filter()

Log object fields you can examine include

• logIndex: Log index position of the block.

• transactionIndex: Transaction index position the log was created 

from.

• transactionHash: Hash of the transaction this log was created 

from.

• blockHash: Hash of the block this log was in.

• blockNumber: Block number where this log was in.

• address: Address from which this log originated.

• data: Includes non-indexed arguments of the log.

• topics: Includes indexed log arguments.

Source: Mastering Ethereum by Andreas Antonopoulos & Gavin Wood
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Topic 10: Concepts of Auditing the 

Data and Transactions in Blockchain 

Data Structures
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Concepts of Auditing the Data and Transactions in Blockchain 

Data Structures

Data should be validated and verified prior to committing as a Blockchain transaction 

because once written to the Blockchain it is immutable.

Sample transactions should be verified from the DApp as successfully written to the 

Blockchain.

Use Blockchain Logs
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Concepts of Auditing the Data and Transactions in Blockchain 

Data Structures

Blockchain Log Entries on geth

Examine using Javascript in geth console using web3.eth.filter()

Options include:

fromBlock: Number of the earliest block for fetching the logs or use ‘latest’ or ‘pending’

toBlock: Number of the latest block for fetching the logs or use ‘latest’ or ‘pending’

address: An address or list of addresses to only get logs from particular accounts

topics: List of log topics

When web3.eth.filter() is set to ‘pending’ it returns a transaction hash of the most 

recent pending transaction.
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Concepts of Auditing the Data and Transactions in Blockchain 

Data Structures

Blockchain Log Entries on geth

Examine using Javascript in geth console using web3.eth.filter()

Log object fields you can examine include
• logIndex: Log index position of the block.

• transactionIndex: Transaction index position the log was created from.

• transactionHash: Hash of the transaction this log was created from.

• blockHash: Hash of the block this log was in.

• blockNumber: Block number where this log was in.

• address: Address from which this log originated.

• data: Includes non-indexed arguments of the log.

• topics: Includes indexed log arguments.
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Concepts of Auditing the Data and Transactions in Blockchain 

Data Structures

Example Log review code using Javascript
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Concepts of Auditing the Data and Transactions in Blockchain 

Data Structures

Example Log review code using Javascript
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Security Tools for Auditing & Visualizing Transactions in 

Blockchain Data Structures

Source: Smart Contract Security: https://consensys.github.io/smart-contract-best-practices/   
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Security Tools for Auditing & Visualizing Transactions in 

Blockchain Data Structures

Static & Dynamic Analysis

Source: Smart Contract Security: https://consensys.github.io/smart-contract-best-practices/   
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Security Tools for Auditing & Visualizing Transactions in 

Blockchain Data Structures

Source: Smart Contract Security: https://consensys.github.io/smart-contract-best-practices/   
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Security Tools for Auditing & Visualizing Transactions in 

Blockchain Data Structures

Linters

Source: Smart Contract Security: https://consensys.github.io/smart-contract-best-practices/   
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Topic 11:  Automating the Auditing of 

Blockchains and Blockchain 

Applications
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Automating the Auditing of Blockchains and Blockchain Applications

In February 2018, Maian, an open source tool to monitor Smart Contracts for being 

Greedy, Prodigal, or Suicidal was announced.

As of April 2018, EY has Blockchain Auditing tools and technology.

https://www.ey.com/en_gl/news/2018/04/ey-announces-blockchain-audit-technology

As of October 2018, How Big Four Auditors Delve Into Blockchain: PwC, Deloitte, EY 

and KPMG Approaches Compared

https://cointelegraph.com/news/how-big-four-auditors-delve-into-blockchain-pwc-deloitte-ey-

and-kpmg-approaches-compared

https://www.ey.com/en_gl/news/2018/04/ey-announces-blockchain-audit-technology
https://cointelegraph.com/news/how-big-four-auditors-delve-into-blockchain-pwc-deloitte-ey-and-kpmg-approaches-compared
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Auditing Smart Contracts at Scale

February 2018 Technical paper about flaws in 

How Ethereum and EVM handle

Smart Contracts.  Worth your time

Source: 
https://www.reddit.com/r/Bitcoin/comments/7ys5nq/pdf_finding_the_greedy_prodigal_and_suicidal/

Prodigal - Leak them 

carelessly to arbitrary 

users

Suicidal - Can be 

killed by anyone

Greedy - Lock funds 

Indefinitely

https://www.reddit.com/r/Bitcoin/comments/7ys5nq/pdf_finding_the_greedy_prodigal_and_suicidal/
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Auditing Smart Contracts at Scale

Sources: https://www.reddit.com/r/Bitcoin/comments/7ys5nq/pdf_finding_the_greedy_prodigal_and_suicidal/ and 

https://bitsonline.com/singapore-research-ethereum/

Prodigal - Leak 

them carelessly to 

arbitrary users

Suicidal - Can be 

killed by anyone

Greedy - Lock 

funds IndefinitelyBottom Line: three to four percent of the smart contracts on Ethereum’s blockchain still contain trace vulnerabilities, 

according to the researchers’ new analysis methodology.

https://www.reddit.com/r/Bitcoin/comments/7ys5nq/pdf_finding_the_greedy_prodigal_and_suicidal/
https://bitsonline.com/singapore-research-ethereum/
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Auditing Smart Contracts at Scale

Opacity Is Hampering Ethereum Security

Another interesting point raised in the paper is the unavailability of smart contract 

source code for Ethereum smart contracts, estimating the number at only one 

percent of the 970 thousand contracts they analyzed.

Fixing serious security vulnerabilities at scale requires peer review, and the culture 

of propriety on the Ethereum network forced the research team to directly analyze 

EVM bytecode instead of the sources to complete their research. Were the source 

code for these contracts more available and reviewed, Trace Vulnerabilities on 

Ethereum may not have proliferated in the first place.

Sources: https://www.reddit.com/r/Bitcoin/comments/7ys5nq/pdf_finding_the_greedy_prodigal_and_suicidal/ and 

https://bitsonline.com/singapore-research-ethereum/

Bottom Line: three to four percent of the smart contracts on Ethereum’s blockchain still contain trace vulnerabilities, 

according to the researchers’ new analysis methodology.

https://www.reddit.com/r/Bitcoin/comments/7ys5nq/pdf_finding_the_greedy_prodigal_and_suicidal/
https://bitsonline.com/singapore-research-ethereum/


Copyright © 2019 Information Systems Audit and Control Association, Inc. All rights reserved. #NACACS

MAIAN

Source https://github.com/MAIAN-tool/MAIAN

https://github.com/MAIAN-tool/MAIAN
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MAIAN

Source https://github.com/MAIAN-tool/MAIAN

https://github.com/MAIAN-tool/MAIAN
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MAIAN

Source https://github.com/MAIAN-tool/MAIAN

https://github.com/MAIAN-tool/MAIAN
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MAIAN

Source https://github.com/MAIAN-tool/MAIAN

https://github.com/MAIAN-tool/MAIAN
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MAIAN

Source https://github.com/MAIAN-tool/MAIAN

https://github.com/MAIAN-tool/MAIAN
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EY has a new Tool, Blockchain Analyzer with the Capability to 

Automate the Auditing of Blockchain Applications



Copyright © 2019 Information Systems Audit and Control Association, Inc. All rights reserved. #NACACS

Conclusion
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Conclusion 

We covered: 

• Getting started with Blockchain Application 

Development – Setting up the Workbench

• Truffle Framework Introduction

• Example DApp using Truffle, HTML, CSS, 

Solidity, the EVM and Ethereum Blockchain

• Solidity and Ethereum Blockchain 

Fundamentals

• Javascript and Ethereum Blockchain 

Fundamentals

• Example DApp using HTML, CSS, Solidity the 

EVM and the Ethereum Blockchain

• How to Secure Blockchain infrastructure and 

applications

• How to perform Secure Software 

Development for Blockchain applications by 

design, coding

• Blockchain and Auditing practices, testing and 

verification

• Concepts of Auditing the Data and 

Transactions in Blockchain Data Structures

• Automating the Auditing of Blockchains and 

Blockchain Applications
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Conclusion 

BLOCKCHAIN MUCH bigger than you think.

Blockchain is moving SO FAST that a “Blockchain Year” is considered to be about 

30 days 

I have multiple decades of experience in software and application development.  To 

say the learning curve “humbling” would be an understatement.

The only way you will get to be excellent in this:

➢Hard Work & Perseverance  http://www.billslater.com/uop/persistence.htm

➢Read great Blockchain Development Resources and Authors

➢Hands-on Practice

➢Hanging out with Developers who are knowledgeable, kind, & sharing

➢Participate in User Groups and Meet-ups that have excellent speakers and programs

➢Don’t ever underestimate the difficulty and the level of effort required to become competent at 

this 

http://www.billslater.com/uop/persistence.htm
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Questions
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Questions?

General George S. PattonCrypto Rebels 

Revealed

Wired Magazine, 

February 1993

Book of Satoshi

Collected Writings 

Of Satoshi Nakamoto
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Dedication & Thanks
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Dedication

This work is dedicated with love, 

admiration, gratitude, and great 

respect to James P. Jarnagin 

(January 25, 1935 – December 2, 

2018), the Man who was my Mentor 

and Father-figure since March 

1985.  He is one of the biggest 

reasons for my career success and 

personal success.  What I owe him 

can never be repaid.

We’ll meet again, Jim.  You can 

count on it…

June 2013 

June 1994 October 2015
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–By Roberto Infante

•Truffle Quick Start Guide

–by Nikhil Bhaskar

•Mastering Blockchain - Second Edition

–by Imran Bashir

•Introducing Ethereum and Solidity: Foundations of Cryptocurrency and Blockchain Programming for Beginners

–By Chris Dannen

•Ethereum, Tokens & Smart Contracts: Notes on getting started

–by Eugenio Noyola

•Blockchain Enabled Applications: Understand the Blockchain Ecosystem and How to Make it Work for You

–by Vikram Dhillon, David Metcalf, Max Hooper

•Foundations of Blockchain

–By Koshik Raj

•The Book of Satoshi: The Collected Writings od Bitcoin Creator Satoshi Nakamoto

–By Phil Champagne
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References – For a Cynical & Humorous View of Blockchain



Copyright © 2019 Information Systems Audit and Control Association, Inc. All rights reserved. #NACACS

References – 12 Free Blockchain Resources

1. William Slater’s Blockchain Resource Page http://billslater.com/blockchain

2. Factom University http://www.factom.com/university

3. Ethereum 101 http://www.ethereum101.org

4. Build on Ripple http://ripple.com/build

5. Programmable money by Ripple https://goo.gl/g8vFPL

6. DigiKnow https://youtu.be/scr68zFddso

7. Blockchain University http://blockchainu.co

8. Bitcoin Core https://bitcoin.org

9. Blockchain Alliance http://www.blockchainalliance.org

10. Multichain Blog http://www.mutichain,com/blog

11. HiveMind http://bitcoinhivemind.com

12. Chicago Blockchain Project http://chicagoblockchainproject.com/

13. Chicago Bitcoin and Open Blockchain Meetup Group

https://www.meetup.com/Bitcoin-Open-Blockchain-Community-Chicago/

http://billslater.com/blockchain
http://www.factom.com/university
http://www.ethereum101.org/
http://ripple.com/build
https://goo.gl/g8vFPL
https://youtu.be/scr68zFddso
http://blockchainu.co/
https://bitcoin.org/
http://www.blockchainalliance.org/
http://www.mutichain,com/blog
http://bitcoinhivemind.com/
http://chicagoblockchainproject.com/
https://www.meetup.com/Bitcoin-Open-Blockchain-Community-Chicago/


Copyright © 2019 Information Systems Audit and Control Association, Inc. All rights reserved. #NACACS

References – 10 Rules to Never Break the Blockchain

1. Don’t use Cryptocurrency or Blockchain to Skirt the Law

2. Keep your contracts as simple as possible

3. Publish with great caution

4. Back Up, Back Up, Back Up Your Private Keys

5. Triple-check the Address Before Sending Currency

6. Take Care When Using Exchanges

7. Beware Wi-Fi

8. Identify Your Blockchain Dev

9. Don’t Get Suckered

10. Don’t Trade Tokens Unless You Know What You’re Doing
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References – 10 Free Blockchain Projects

• The R3 Consortium http://www.r3cev.com

• T ZERO: Overstocking the Stock Market http://www.overstock.com

• Blockstream’s Distributed Systems http://www.blockstream.com

• OpenBazaar’s Blockchain http://www.openbazaar.com

• Code Valley: Find Your Coder http://www.codevalley.com

• Bitfury’s Digital Assets http://www.bitfury.com

• Any Coin Can Shapeshift http://www.shapeshift.io

• Machine-Payable Apps on 21 http://www.21.co

• Anonymous Transactions on Dash http://www.dash.org

• ConsenSys: Decentralized Applications: http://www.consensys.net

http://www.r3cev.com/
http://www.overstock.com/
http://www.blockstream.com/
http://www.openbazaar.com/
http://www.codevalley.com/
http://www.bitfury.com/
http://www.shapeshift.io/
http://www.21.co/
http://www.dash.org/
http://www.consensys.net/


William Favre Slater, II

➢ 312-758-0307

➢ slater@billslater.com 

➢ williamslater@gmail.com

➢ http://billslater.com/interview

➢ 1515 W. Haddon Ave., Unit 309
Chicago, IL  60642
United States of America
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Thank You!
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Now, Let’s Go Build Something Beautiful on or for Blockchain…



January 16, 2019


