
Introduction to Setting Up Ethereum 
on a Small Raspberry Pi Network

William Favre Slater, III, M.S. MBA, PMP, CISSP, CISA
Sr. Cybersecurity Consultant / Project Manager / Program Manager

Haymarket Pub and Brewery
Chicago, Illinois

United States of America
April 21, 2018



April 21, 2018 Introduction to Ethereum on Rapsberry Pi - William Favre Slater, III 2



April 21, 2018 Introduction to Ethereum on Rapsberry Pi - William Favre Slater, III 3

Presents

Introduction to 

Setting Up 

Ethereum on a 

Small 

Raspberry Pi 

Network

April 21, 2018

Chicago, Illinois

Haymarket Pub & Brewery



Agenda
Å Introduction

Å Some Terms

Å What is Blockchain?

Å Types of Blockchains

Å What is Raspberry Pi
ï Raspberry Pi Architecture and Components

Å Displaying Raspberry Pi on your Laptop

Å Raspberry Pi 101 - Starting up Raspberry Pi

Å Ethereum 101

Å Installing Ethereum on Raspberry Pi

Å Operating Ethereum on Raspberry Pi
Proving Ethereum works on Raspberry Pi

Å Conclusion

Å Questions

Å References

April 21, 2018 Introduction to Ethereum on Rapsberry Pi - William Favre Slater, III 4



Introduction

ÅThis presentation is about how to build a private 
blockchain using four Raspberry Pi. This will be 
followed by a hands-on demonstration of using 
four Raspberry Pi computers with Ethereum to 
build a small, but working Blockchain network.

ÅWe are excited that you are here!
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SOME TERMS
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Some Important Terms
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Term Explanation

AES SHA-256 The 256-bit encryption algorithm that is AES standard used for Bitcoinkeys.

BitcoinNetwork The Internet-connectednetwork comprised of the software and data that supports Bitcointransactioms

Blockchain The Bitcoinledger of past transactions.

Difficulty The measure of how difficult it is to find a new block compared to the easiest it can ever be

Exchange A place that sells can buys Bitcoins, like a stock exchange.

Hash It is a standard cryptographic algorithm function for the generation and verification of currency

Mining Bitcoinmining serves 2 purposes, it creates the general ledger of Bitcointransactions and it provides security.

Private Key The secret cryptographic key that is used to protectyour Bitcoin account

Proof of Work An economic time-stamped measure to deterservice abuses on a network by requiring some 
work from the service requester, usually meaning processing time by a computer.

Public Key The public (shared) cryptographic key that is used to protectyour Bitcoin account

Transaction Useof the Bitcointo purchase good or services, or the purchase of sale of a Bitcoin, or fractional part of Bitcoin

Wallet A service that will safely store your Bitcoinaccount for you.
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Source: Blockchain Basics:  A Non-technical Introduction in 25 Steps by Daniel Drescher



WHAT IS BLOCKCHAIN?
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A Logical Diagram of a 
Blockchain Network
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This Photoby Unknown Author is licensed under CC BY-SA

http://bitcoin.stackexchange.com/questions/51043/aws-elb-for-bitcoin-node-discovery
https://creativecommons.org/licenses/by-sa/3.0/


What Is Blockchain?

ÅDistributed Ledger

ÅDecentralized

ÅPopularized by Satoshi Nakamoto

ÅUses Cryptography and Hashing

ÅAppend-only Transactions

ÅThe Code already exists in Github

Å Immutable

ÅFirst discussed in 1991

ÅEthereum announced in 2015
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What Is Blockchain?

Å Blockchain Consensus Protocol guide. A blockchain is a decentralized peer-to-
peer system with no central authority figure. While this creates a system that is 
devoid of corruption from a single source, it still creates a major problem.
ï How are any decisions made?

ï How does anything get done?

ï Think of a normal centralized organization.

Å !ƭƭ ǘƘŜ ŘŜŎƛǎƛƻƴǎ ŀǊŜ ǘŀƪŜƴ ōȅ ǘƘŜ ƭŜŀŘŜǊ ƻǊ ŀ ōƻŀǊŘ ƻŦ ŘŜŎƛǎƛƻƴ ƳŀƪŜǊǎΦ ¢Ƙƛǎ ƛǎƴΩǘ 
ǇƻǎǎƛōƭŜ ƛƴ ŀ ōƭƻŎƪŎƘŀƛƴ ōŜŎŀǳǎŜ ŀ ōƭƻŎƪŎƘŀƛƴ Ƙŀǎ ƴƻ άƭŜŀŘŜǊέΦ CƻǊ ǘƘŜ 
blockchain to make decisions, they need to come to a consensus using 
άŎƻƴǎŜƴǎǳǎ ƳŜŎƘŀƴƛǎƳǎέΦ
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What is Blockchain?
Å A Decentralized, Distributed Ledger

Å Updated using software, messaging and 
databases with Append-only transactions

Å Records are immutable.

Å There are multiple copies 

Å Updated by miners, and synchronized using 
Proof of Work, and Consensus

Å The foundation technology for Cryptocurrency

Å The Future of Trusted Computing Transactions 
on the Internet and in public and private 
networks

Å First described by Satoshi Nakamoto in his 9-
page January 2009 paper: 
https://bitcoin.org/bitcoin.pdf

Å ¢ƘŜ ǿƻǊƭŘΩǎ ƭŀǊƎŜǎǘ .ƭƻŎƪŎƘŀƛƴ 5ŀǘŀōŀǎŜ ƛǎ ǘƘŜ 
Bitcoin Blockchain Database, with 160 GB (it 
ŘƻŜǎƴΩǘ ǎŎŀƭŜ ǾŜǊȅ ǿŜƭƭύ
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https://bitcoin.org/bitcoin.pdf


The Term Blockchain

ÅName for a data structure

ÅName for an algorithm

ÅName for a suite of Technologies

ÅAn umbrella term for purely distributed peer-to-peer systems 
with a common application area

ÅA peer-to-peer-based operating system with its own unique 
rule set that utilizes hashing to provide unique data 
transactions with a distributed ledger 
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Blockchain ςSimplified View
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Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Germany: Apress.



Characteristics of the Blockchain

April 21, 2018 Introduction to Ethereum on Rapsberry Pi - William Favre Slater, III 16

Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Germany: Apress.



Properties of the Blockchain
Non-functional Aspects
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Why Is Blockchain Important?
Å Accessible

Å Open source

Å Easily provides three challenging elements of the ParkerianHexadmodel for 
security:
ï Authenticity

ï Control

ï Utility

Å It WORKS!

Å Business enabler

Å Reduces risk of computer fraud

Å It is being widely adopted for trusted computing

Å Blockchain developers and architects are in great demand: 
for every Blockchain professional there are 14 open positions
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Donn B. Parker



Blockchain Transactions: 
{ŀǘƻǎƘƛ bŀƪŀƳƻǘƻΩǎ ±ƛǎƛƻƴ
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Source: Bitcoin: A Peer-to-Peer Electronic Cash System. By Satoshi Nakamoto. Retrieved from 
https://bitcoin.org/bitcoin.pdf

https://bitcoin.org/bitcoin.pdf


Technologies and Events that Led to the Creation of 
Bitcoin and Blockchain

Å Cryptography

Å Transistors

Å Digital Computers

Å Databases

Å Silicon Chips

Å Programming

Å Applied Cryptography

Å Computer Networks

Å Transaction Processing

Å TCP/ IP and The Internet

Å The World Wide Web

Å Evolution of Security and Privacy Thought

Å The Great 2008 Economic Recession
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Blockchain Technologies

Technology

ÅThe Internet (TCP/IP)

ÅCryptography

ÅBitcoin software

ÅEthereum 

ÅBlockchain Database

Source

ÅBuilt into every modern OS

ÅCryptography software

ÅGithub

ÅGithub

ÅMongoDB or BigchainDB
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TYPES OF BLOCKCHAINS
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Types of Blockchains

ÅBitcoin vs. Ethereum vs, Hyperledger (Linux and IBM)

ÅPublic vs. Private

ÅPermissioned (private)  vs. Permissionless
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Bitcoin vs. Ethereum
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Bitcoin vs. Ethereum vs. Hyperledger
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Bitcoin vs. Ethereum vs. Hyperledger
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Ethereum Public Blockchain
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Source: Blockchain Basics:  A Non-technical Introduction in 25 Steps
by Daniel Drescher



Public vs. Private
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Four Functional Versions of Blockchain 
Distributed Ledgers
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Source: Blockchain Basics:  A Non-technical Introduction in 25 Steps
by Daniel Drescher



WHAT IS RASPBERRY PI?
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What is Raspberry Pi?

ÅA powerful, inexpensive ARM 
computer that runs Raspian Linux

ÅInvented in 2010 by Eben Upton, Rob 
Mullins, Jack Lang, and Alan Mycroft 
at the University of Cambridge in the 
U.K.

ÅAn Answer to the plight of technical 
computer illiteracy

ÅAs of 2018, over 7 million units 
shipped
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Raspberry Pi Architecture
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Raspberry Pi Architecture
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Fazal, R. (2014). Raspberry Pi.



Broadcom BCM 2835 Architecture
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Holton, J. and Fratangelo, T. (2016). Raspberry Pi Architecture.



Broadcom BCM 2835 Overview 
with Block Diagram
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Holton, J. and Fratangelo, T. (2016). Raspberry Pi Architecture.



Raspian Linux Architecture
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Raspberry Pi

Buy a
Raspberry  
Pi CanaKit

Connect

Power up 
and Go!
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When You Install and 
Start Up Raspbian Linux
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DISPLAYING RASPBERRY PI ON YOUR 
LAPTOP
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Using Your Windows Laptop Display 
with Raspberry Pi
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Patel, S. (2015). Connecting Your Raspberry Pi to a Laptop Display

Follow the excellent tutorial and it will 
show you
how to connect your Raspberry Pi to 
your 
Windows Laptop.

https://maker.pro/raspberry-
pi/tutorial/how -to-connect-a-
raspberry-pi-to-a-laptop-display

Note to Mac users (and I know there 
ŀǊŜ ƳǳƭǘƛǘǳŘŜǎ ƻǳǘ ǘƘŜǊŜύ L ŘƻƴΩǘ Řƻ 
Mac, only Windows and Linux ςSorry.

https://maker.pro/raspberry-pi/tutorial/how-to-connect-a-raspberry-pi-to-a-laptop-display


RASPBERRY PI 101 - STARTING UP 
RASPBERRY PI
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Raspberry Pi 101

ÅBuy a Raspberry Pi Kit ςPreferably the Cana Kit

ÅGo to this link and download the Getting Started 
with Raspberry Pi PDF file: 
https://goo.gl/bTb4mr

ÅIt will easily step you through the process of 
starting up your new Raspberry Pi.
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https://goo.gl/bTb4mr


ETHEREUM 101
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Ethereum 101
ÅInvented and released in 2015 by Vitalik Buterin, Ethereum is 

based on the Bitcoin Blockchain, expect that it allows for 
programmable Smart Contracts

ÅFacilitates the trade of the Ether Cryptocurrency
ÅIt uses the Ethereum Virtual machine as an execution 

environment
ÅMany feel the features of Ethereum environment will offer 

Blockchain application designers and developers to more fully 
realize the potential for Blockchain to change the world.

ÅAvailable for FREE on Github: https://github.com/ethereum
ÅMaintained by the Ethereum Foundation

( www.ethereum.org)
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https://github.com/ethereum
http://www.ethereum.org/


Ethereum 
101
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INSTALLING ETHEREUM ON 
RASPBERRY PI
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Installing Geth
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Installing Geth

April 21, 2018 Introduction to Ethereum on Rapsberry Pi - William Favre Slater, III 49

Back, A. (2017). Exploring Ethereum with Raspberry Pi - Part 1: Getting Started. 



Start the Node
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Back, A. (2017). Exploring Ethereum with Raspberry Pi - Part 1: Getting Started. 



Start the Node
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Back, A. (2017). Exploring Ethereum with Raspberry Pi - Part 1: Getting Started. 



Start the Node
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Back, A. (2017). Exploring Ethereum with Raspberry Pi - Part 1: Getting Started. 



Start the Node
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Back, A. (2017). Exploring Ethereum with Raspberry Pi - Part 1: Getting Started. 



Start the Node

April 21, 2018 Introduction to Ethereum on Rapsberry Pi - William Favre Slater, III 54

Back, A. (2017). Exploring Ethereum with Raspberry Pi - Part 1: Getting Started. 



OPERATING ETHEREUM ON RASPBERRY PI
PROVING ETHEREUM WORKS ON 
RASPBERRY PI
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Back, A. (2017). Exploring Ethereum with Raspberry Pi Part 2: Creating a Private Blockchain. 



Create a New Account
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Back, A. (2017). Exploring Ethereum with Raspberry Pi Part 2: Creating a Private Blockchain. 



Initialize The Ethereum Blockchain 
at Block 0 
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Back, A. (2017). Exploring Ethereum with Raspberry Pi Part 2: Creating a Private Blockchain. 



JSON File to Create Block 0
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Back, A. (2017). Exploring Ethereum with Raspberry Pi Part 2: Creating a Private Blockchain. 



Other Parameters
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Back, A. (2017). Exploring Ethereum with Raspberry Pi Part 2: Creating a Private Blockchain. 



Initialize the Network
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Initialize the Network
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Back, A. (2017). Exploring Ethereum with Raspberry Pi Part 2: Creating a Private Blockchain. 



Start-up Parameters
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Back, A. (2017). Exploring Ethereum with Raspberry Pi Part 2: Creating a Private Blockchain. 



Node Account Balance
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Back, A. (2017). Exploring Ethereum with Raspberry Pi Part 2: Creating a Private Blockchain. 



Starting Up Additional Nodes
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Back, A. (2017). Exploring Ethereum with Raspberry Pi Part 2: Creating a Private Blockchain. 



Check the Balance on the 
Newly Added Node
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Back, A. (2017). Exploring Ethereum with Raspberry Pi Part 2: Creating a Private Blockchain. 



Starting Up the Node
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Creating the Second Node
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Creating 2nd node: 

- Follow the same steps as 

mentioned above for node 1.

- Create an account

- Use the same .jsonfile. 



Connect the Peers
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Back, A. (2017). Exploring Ethereum with Raspberry Pi Part 2: Creating a Private Blockchain. 



Connecting Peers
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Back, A. (2017). Exploring Ethereum with Raspberry Pi Part 2: Creating a Private Blockchain. 



Peer Verification
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Back, A. (2017). Exploring Ethereum with Raspberry Pi Part 2: Creating a Private Blockchain. 



Conclusion
Å Blockchain:

Å A technical marvel made possible by software, 
hardware, strong cryptography, and the Internet

Å Has made significant progress in only 100+ months

Å Has significant strengths and a few limitations too

Å Blockchain is starting to be widely used to automate 
trusted computing transactions and increase 
efficiencies in many industries

Å Has great potential because of popular support of 
talented nerds, and now major players in major 
industries
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Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Germany: Apress.



Conclusion
Å Ethereum and Raspberry :

Å Ethereum is FREE

Å Raspberry Pi devices are cheap, plentiful, and easy to 
purchase at places like www.amazon.com.

Å There is a wealth of free information available on how to 
use these important technologies.

Å Everyone who is interested in Blockchain and Ethereum 
should consider learning Blockchain and Raspberry Pi, so 
they will be familiar with and be able to use it as a spring 
board to learn Blockchain and Blockchain Development.

Å Chicago Blockchain Community:
Å Join us, participate and get involved.

Å Chicago Blockchain Project
Å https://www.meetup.com/chicagoblockchainproject/

Å Chicago Bitcoin and Open Blockchain Meetup
Å https://www.meetup.com/Bitcoin -Open-Blockchain-

Community-Chicago/
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Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Germany: Apress.

http://www.amazon.com/
https://www.meetup.com/chicagoblockchainproject/
https://www.meetup.com/Bitcoin-Open-Blockchain-Community-Chicago/


Thank You, for Being Here
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SHAMELESS PLUG FOR ILLINOIS TECH
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Questions?
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General George S. PattonWired Magazine, February 1993


