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Introduction

A This presentation is about how to build a privat
blockchain using four Raspberry Pi. This will be
followed by a hand®n demonstration of using
four Raspberry Pi computers with Ethereum to
build a small, but working Blockchain network.

A We are excited that you are here!
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SOME TERMS
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Some Important Terms

AES SHR56
Bitcoin Network
Blockchain
Difficulty
Exchange
Hash

Mining

Private Key

Proof of Work

Public Key
Transaction

Wallet

The 256bit encryption algorithm that is AES standard used&fibcoinkeys.
The Internetconnectednetwork comprised of the software and data that suppditcointransactioms
TheBitcoinledger of past transactions.

The measure of how difficult it is to find a new block compared to the easiest it can ever be

A place that sells can bufgstcoins like a stock exchange.
It is a standard cryptographic algorithm function for the generation and verification of currenc
Bitcoinmining serves 2 purposes, it creates the general ledgBitobintransactions and it provides security.

The secret cryptographic key that is used to protgmir Bitcoin account

An economic timestamped measure to deteservice abuses on a network by requiring some
work from the service requester, usually meaning processing time by a computer.

The public (shared) cryptographic key that is used to proteat Bitcoin account
Useof the Bitcointo purchase good or services, or the purchase of saleBifcain or fractional part oBitcoin

A service that will safely store yoBitcoinaccount for you.

I Slater Technologies |
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e Candidate block: An incomplete block, created as a temporary construct by a
miner to store transactions from the transaction pool. It becomes a complete
block after the header is completed by solving the PoW problem.

e PoW : The problem of discovering a new hash that can be used in the block
header of the candidate block. This is a computationally intensive process that
involves evaluating a hash taken from the most recent block and appending a
nonce to it against the target value of the network. This problem can only be
solved using brute force; that is, multiple trials of using the hash (from the most
recent block header) and nonce being adjusted each time are necessary to solve

the PoW problem.
» Nonce: A 32-bit value that is concatenated to the hash from the most recent block

header. This value is continuously updated and adjusted for each trial, until a
new hash below the target value is discovered.
e Hash function: A function used to compute a hash. In the Bitcoin protocol, this

function is the SHA-256.

e Hash value: The resulting hash output from a hash function.

e Target value: A 265-bit number that all Bitcoin clients share. It is determined by
the difficulty, which is discussed shortly.

o Coinbase transaction: The first transaction that is packaged into a block. This is
a reward for the miner to mine the PoW solution for the candidate block.

e Block header: The header of a block, which contains many features such as a
timestamp, PoW, and more. We describe the block header in more detail in

Chapter 3 SourceBlockchain Basics: A Ndachnical Introduction in 25 Steps by Daniel Dresch«#r >—| I
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WHAT IS BLOCKCHAIN?
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A Logical Diagram of a
Blockchain Network
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http://bitcoin.stackexchange.com/questions/51043/aws-elb-for-bitcoin-node-discovery
https://creativecommons.org/licenses/by-sa/3.0/

What Is Blockchain?

A Distributed Ledger

A Decentralized

A Popularized by Satoshi Nakamoto
A Uses Cryptography and Hashing
A Appendonly Transactions

A The Code already exists@ithub

A Immutable

A First discussed in 1991

A Ethereum announced in 2015

I Slater Technologies I
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What Is Blockchain?

A Blockchain Consensus Protocol guide. A blockchain is a decentralizetpeer
peer system with no central authority figure. While this creates a system that |
devoid of corruption from a single source, it still creates a major problem.

I How are any decisions made?
I How does anything get done?
I Think of a normal centralized organization.

Al1fif GKS RSOAaAzZya FNB Gl 1Sy o0& GKS
LI2aaAroftS Ay | o0f201O0OKIAY 06SOldzaS |
blockchain to make decisions, they need to come to a consensus using
GO02yaSyadza YSOKIFYyAAYatdo

I Slater Technologies I
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What Is Blockchain?

A A Decentralized, Distributed Ledger
A Updated using software, messaging and
databases with Appendnly transactions
A Records are immutable.
. . Transaction Transaction Transaction
A There are multiple copies -
. . . Owner 1's wner 2's wner 3's
A Updated by miners, and synchronized using Public Key Publc Key Puslc Koy
Proof of Work, and Consensus = % %
A The foundation technology for Cryptocurren Hasn| {
A The Future of Trusted Computing Transactic o] —Y Yo
on the Internet and in public and private Lo Seen 18 ey
atu o Signature | Signature
networks ' "
: : : o a5 o
A First described by Satoshi Nakamoto in his ¢ — . _
page January 2009 paper: private Koy Private Key Privae Key

https://bitcoin.org/bitcoin.pdf

A ¢KS 62NI RQa f I NBSaIU
Bitcoin Blockchain Database, with 160 GB (i« _
R2SayQu aoltsS USNE ¢gStfto

Image: Satoshi Nakamoto

I Slater Technologies |
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https://bitcoin.org/bitcoin.pdf

The Term Blockchain

A Name for a data structure
A Name for an algorithm
A Name for a suite of Technologies

A An umbrella term for purely distributed pe¢o-peer systems
with a common application area

A A peerto-peerbased operating system with its own unigque
rule set that utilizes hashing to provide unique data
transactions with a distributed ledger

I Slater Technologies I




Blockchaing Simplified View
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Figure 14-5. A simplified blockchain-data-
structure containing four transactions

Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Gehmrasg. I Slater Technologies |
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Characteristics of the Blockchain

The blockchain is a purely distributed peer-

to-peer data store with the following
properties:

e Immutable

e Append-only

e Ordered

e Time-stamped

¢ Open and transparent

e Secure (identification, authentication,
and authorization)

e Eventually consistent

Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Gehmrasg. I . Slater Technologies | I

April 21, 2018 Introduction to Ethereum on Rapsberry-RVilliam Favre Slater, Il 16




Properties of the Blockchain
Non-functional Aspects

When interacting with the blockchain, you
will notice how it fulfills its duties. The
quality at which the blockchain serves its
purpose is described by its nonfunctional
aspects:

e Highly available

e Censorship proof
e Reliable

e Open

e Pseudoanonymous
e Secure

e Resilient

e Eventually consistent [[Siater Technologies |
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Why Is Blockchain Important?

Accessible
Open source

Easily provides three challenging elements of aekerianHexadmodel for
security:
I Authenticity
I Control
i Utility s i

It WORKS! t:>
Business enabler
Reduces risk of computer fraud

It is being widely adopted for trusted computing

Blockchain developers and architects are in great demand:
for every Blockchain professional there are 14 open positio| Donn B. Parker

o o o

o T T> T> I
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Blockchain Transactions:
{ I G62aKA bl 1 | Y 2 (i

SourceBitcoin: A Peetto-Peer Electronic Cash SysteBy Satoshi Nakamoto. Retrieved from

https://bitcoin.org/bitcoin.pdf . Slater Technologies |
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