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Executive Summary

= 2020 has brought the entire World many unexpected surprises and
business challenges.

= For Leaders that are resourceful, Technologies such as the
Internet, distributed & decentralized computing, and Blockchain
offer great hope for the future.

= This presentation will discuss these technologies at a high level and
show why they should be considered to help organizations
perform the Digital Transformations that will help them embrace
the challenges of the “New Normal” that we have all come to
expect in 2020 and beyond.
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Introduction

= This presentation will discuss at a high level
- The World in 2020
- Information Warfare
- The Internet
- Blockchain Technology
 Cybersecurity
- Types of Blockchains
- Why Blockchain Solves Problems
« |s There Hope?
- Conclusion
- Useful Reosurces
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Why?
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UNDERSTAND WHY | .. (werose,ciu 68, BELIEF)

For more information about Start with WHY, please view Simon Sinek’s legendary
presentation:
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https://www.youtube.com/watch?v=qp0HIF3SfI4

The World in 2020
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The World in 2020

Remember that ancient Chinese Curse, “May You Live in Interesting Times.”?
1. CoronaVirus
AMERICAN HUMOR ALERT
2. Global Pandemic
3. Economic Uncertainty
4. Layoffs
5. Civil Unrest & Riots
6. Lockdowns
7. Social Distancing

8. Teleworking

9. Masks

10. Contact Tracing

(For maximum effect: Play
I Am Everyday People by 7
11. Fear Everywhere Sly and the Family Stone.)
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CoronaVirus Heatmap — Johns Hopkins University — January 26, 2020

Wuhan Coronavirus (2019-nCoV) Global Cases (by JHU CSSE) As of Jan 26,2020 11 am EST —
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CoronaVirus Heatmap — Johns Hopkins University - June 29, 2020
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"The future 1s
already here -
1t's just not
evenly

distributed.”
—wWilli1am Gibson
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Information Warfare
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Information Warfare
— — — ____________

The use and management of information in pursuit of an
advantage over an opponent, such as propaganda,
disinformation, and gathering assurances that one's own
information is accurate.

n. the use of information or information technology

during a time of crisis or conflict to achieve or promote
specific objectives over a specific adversary or adversaries

Source:
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https://en.wikipedia.org/wiki/Information_warfare

FUTURE OF
INFORMATION
WARFARE

Wars of the future will use computational
propaganda and advanced digital deceptions
to distort the enemy's perception of reality and
manipulate public opinion. The information
warfare attack chain:

Reconnaissance

An adversary
scrapes and steals
targets' metadata.

The adversary uses
metadata to create a
psychographic profile
to identify targets'
vulnerabilities.

Source: CB Insights. (2018) Memes That Kill Kill: The Future of Information Warfare. Retrieved
on May 10, 2018 from https://app.cbinsights.com/research/future-of-information-warfare/.
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Al-enabled editing software
is used to generate malicious

fake video and audio content.

Source: CB Insights. (2018) Memes That Kill Kill: The Future of Information Warfare. Retrieved
on May 10, 2018 from https://app.cbinsights.com/research/future-of-information-warfare/.
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Attack

Bot armies strategically
pump deceptive
content into online
information systems.

Machine learning-
enabled bots feed
content to people
most likely to share
faked media.

Source: CB Insights. (2018) Memes That Kill Kill: The Future of Information Warfare. Retrieved
on May 10, 2018 from https://app.cbinsights.com/research/future-of-information-warfare/.
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Infection

Social news feeds enable ¢
widespread sharing and i

viewing of deceptive content. — 1

[ 3

Source: CB Insights. (2018) Memes That Kill Kill: The Future of Information Warfare. Retrieved
on May 10, 2018 from https://app.cbinsights.com/research/future-of-information-warfare/.
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Source: CB Insights. (2018) Memes That Kill Kill: The Future of Information Warfare. Retrieved
on May 10, 2018 from https://app.cbinsights.com/research/future-of-information-warfare/.
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» Rumor: most contagious of all social
messages

» Kernel of truth in rumor (or urban legend)
is distorted in 3 directions:
» (1) Level story (i.e., leave out details

essential for understanding true meaning of
incident)

» (2) Sharpen story (i.e., make remaining e By
details more specific) -

» (3) Assimilate story (i.e., change story so it
makes sense to those spreading the rumor)

» Example: rumors of 9/11

.
2 \
’ |

tfh'\(_ L

From “Tutorial: Military Memetics,” by Dr. Robert Finkelstein, presented at Social Media for Defense
Summit, 2011
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TELEVISION PROGRAMING

FEARISIS
FEAR TODAY, GEZEI‘“ 2
T TDMORROWA
" FEAR EACH
OTHER FEAR! RUSSIA
“FEARFOR FEAR CLIMATE
voun KIDS CHANGE

FEAR FEAR FEAR, FEAR, FEAR EAR

FEAR EVERYTHING AND THEN GIVE UsS
YOUR POWER SO WE CAN SAVE YOU

FEAR PANDEMIC
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A Brief History of The Internet
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A Brief History of the Internet

— — — ____________
» Telegraph

» Public Switched Telephone Network
» ARPANET

» The Internet

» The World Wide Web

» The Human Internet
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A Brief History of the Internet

A Brief Summary of the
Evolution of the Internet

Mosaic
WWW | Created

Internet | Created 1993
Named 1989

and
Goes
TCP/IP | TCP/IP
Created 1983
ARPANET 1972
1969

Hypertext
Invented
Packet 1965
Switching
First Vast Invented
Computer 1964

Network
Envisioned
A 1962
Mathematical
Theory of
Communication
1948

Memex
Conceived
1945

Copyright 2002, William F. Slater, TII, Chicago, IL. USA

Internet Society
Blockchain SIG

I ﬂ Slater Technologies i



What Happens on The Internet?
— — ]

20 1 9 This Is What Happens In An
Internet Minute
facebook

Go gle ;1 mition 18.1Mmittion | YOURILE

LoggingIn TextsSent 4 & paistion

e Iswegrlizn Videos Viewed
"ETFLIX Queries
e 390,030
Watched Apps Downloaded
O]
$996,956 347,222 -
Spent Online Scrolling Instagram
2.1 Million 87,500
Snaps 4 .
@ Croctod SE(O N DS People Tweeting ,
41.6 Million — 1.4 Million
Messages Swipes
R e Sent ti '
(V) 4.8 Million 188 Million y
e Gifs Served Emails Sent
; 180 1 Million
| GIPHY Smart Speakers M:s!c Views m
NN

Shipped .
amazon echo Suedming EJ
N—1

Subscriptions Created By:
w yW @LorilLewis
W @OfficiallyChadd 24
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A Brief History of Blockchain
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What Is Blockchain?

e Distributed Ledger

e Decentralized

e Popularized by Satoshi Nakamoto (Bitcoin inventor)
e Uses Public-Key Cryptography and Hashing

* Append-only Transactions e anare P T
¢ The Open Source Code already exists in Github Pubee Koy e Koy Pl Koy
(Bitcoin and Ethereum) = ¢ }

 Immutable (cannot delete blocks or change data i e | T M
blocks) Owner 0's 1 Owner 1's 1Y Owner 2's
 Driven by consensus protocol(s) = = Jlo——
Proof of Work o
Proof of Stake Private Koy Private Koy v Koy
Etc.
* The world’s largest Blockchain Database is the Bit« IiageSatstinaka

Blockchain Database, with about 200 GB (it doesn’t
scale very well)
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What Is Blockchain?

* From Blockchain Consensus Protocol
Guide:

- A blockchain is a decentralized peer-to-peer
system with no central authority figure.

Transaction Transaction Transaction
« While this creates a system that is devoid e — —
corruption from a single source, it still L. et i T oy
create a major problems: l
How are any decisions made? om | Vo
How does anything get done? Sonaturs P : Sonthne
Think of a normal centralized organizatiol P o
. All the decisions are taken by the leader o e | e | ——
a board of decision makers. This isn’t
possible in a blockchain because a image: Satoshi Nakamoto
blockchain has no “leader”. For the
blockchain to make decisions, they need to
come to a consensus using “consensus
mechanisms”.
27
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Technologies Events that Led to the
Creation of Bitcoin & Blockchain

Cryptography

* Transistors

e Digital Computers

e Databases

e Silicon Chips

*  Programming

* Applied Cryptography

e Computer Networks

* Transaction Processing

e TCP/IP and The Internet

e The World Wide Web What is the Byzantine Generals Problem?

*  Evolution of Security and Privacy Thought ¢ %ﬂ § N, f *f d
Digital signatures t A 4 1N\ 7
* Time-stamped documents '_\, ‘:‘ | ‘ \*
¢ Smart Contracts '//I ‘\ ',ﬁ /71 \' !
* Byzantine Fault Tolerance " ¢ % t t ﬂ\

* The Great 2008 Economic Recession Coordinated Attack Leadingto Victory _ Uncoordinated Attack Leading to Defeat

Image Courtesy: Medium 2 8
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A Brief History of Blockchain

Bitcoin Prehistory

Bitcoin did not come out of the blue, it's not a fad
Whitfield Diffie and Martin Hellman, “New Directions in Cryptography” (1976) It's the result of 40 years of research, development and demand

Cerf and Kahn, “A Protocol for Packet Network Intercommunication” (1974) - TCP/IP

RSA Public-key Cryptosystems (1978) Biticain lnondbiad

David Chaum, “Untraceable Electronic Mail, Return Addresses, and Digital “Chancellor on brink of second bailout for banks”
Pseudonyms” (1981) (Jan 3, 2009)
David Chaum, “Blind Signatures for Untraceable Payments” (1983) Satoshi Nakamoto,

S:in: A Peer-to-peer Electronic Cash System”

Timothy C. May, “The Crypto-Anarchist’s Manifesto (1gg§ (Oct 31, 2008)

Phil Zimmerman, Pretty Good Privacy — PGP (1991)

S. Haber, W.S. Stornetta, "How to time-stamp a digital document,” (1991)

Cypherpunks founded in SF (1992)

Lehman Bankruptc
by Eric Hughes, Timothy C. May and John Gilmore prcy

(Sep 15, 2008)

Elliptic Curve Tim Berners-Lee, World Wide Web (1992)
Cryptograph
(lggs)g Py Eric Hughes, “A Cypherpunk's Manifesto” (1993)

Timothy C. May, “The Cyphernomicon” (1994)

Ralph Merkle, David Chaum,
"Protocols for public key cryptosystems” Founded Digicash (1989)
(1980)

Murray Rothbard, “The Ethics of Liberty” (1982)

Liberty Reserve
(2006)

Hal Finney, “Reusable Proof-of-work” (2004)
Bram Cohen, Bittorrent (2001)

CyberCash (1994)
E-gold (1996)
NSA, “How To Make a Mint” (1996)

Adam Back, HashCash, DOS counter-measure w/ proof-of-work (1997) Distributed Hash Tables (2001)

Video game currencies and markets
(era started in 2001) - demand

Nick Szabo, “Formalizing and Securing Relationships on Public Networks"” (1997) -
Smart Contracts, Third part vulnerabilities

Nick Szabo, “Securing Property Titles with Owner Authority” (1998) — Timestamped database Many online retailer currencies in the dotcom bubble 2 9
Bit Gold (1998) (Beenz, Flooz, etc) (1998-2001) - demand

Wei Dai, “B-money” (1998) — decentralized database to record txs and using a type of proof-of-work @AnselLindner / @btcmrkts

. I .
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What Is Cybersecurity?
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What Is Cybersecurity?

"Most people will tell you that a system or
computer network is “secure” if you have
control over:

- Confidentiality
- Integrity
- Availability
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What Is Cybersecurity, Really?

)
PARKERIAN HEXAD

THE EVOLUTION OF THE CIA TRIAD

POSSESSION
(CONTROL)

CONFIDENTIALITY

UTILITY
(USEFULNESS) SECURITY INTEGRITY

32
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What Is Cybersecurity, Really?

PARKERIAN HEXAD
THE EVOLUTION OF THE CIA TRIAD Possession
CONFIDENTIALITY P(ggilETS:(l)oLn)\l

UTILITY
(USEFULNESS) SECURITY INTEGRITY

33
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What Is Cybersecurity, Really?

PARKERIAN HEXAD

THE EVOLUTION OF THE CIA TRIAD Possession

‘ CONFIDENTIALITY P(ggfvETS:(I)oLI)\I E | Cl) ckchain
elps

provide

all six facets
of the
Parkerian
Hexad.

UTILITY
(USEFULNESS) SECURITY INTEGRITY

' Donn B. Parker
Godfather of Cybersecurity

: I -
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More About Blockchain
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Why Does Blockchain Solve Issues Related

to Misinformation?
——— ——

Secure Access
Immutable Records
Undeletable Records
Peer-to-Peer

Distributed Ledger

Internet Society
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What Does a Blockchain Solution Look Like?

Figure 1.2. Comparison of a centralized voting application with a decentralized one. One institution owns all
servers of a centralized application. A decentralized voting application runs simultaneously on multiple nodes
of a network that different entities own.

Entity
Centralized voting application

A centralized voting
n » application contains
== various servers. Each

e
wal wd wd :
> sy s wssmm | server plays a different
! ! m role, but the owning
entity controls all
Internet Web App DB ftham:
server server server
Decentralized voting application P2P network
Internet

A decentralized voting

application runs simultaneously on
each node of a P2P network.

All nodes are equivalent to each
other: each contains both application
logic and a database. A different entity
controls each node.
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Types of Blockchains
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Types of Blockchains
— — — ____________

Bitcoin vs. Ethereum vs. Hyperledger (Linux and IBM) and
now many others

Public vs. Private

Permissioned (private) vs. Permissionless

Internet Society
Blockchain SIG
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Types of Blockchains

Bitcoin vs. Ethereum

Ethereum

Founder Satoshi Nakamoto Vitalik Buterin
Release Date 9 Jan 2008 30 July 2015
Release Method Genesis Block Mined Presale

Proof of work (Planning for
POS)
Smart Contracts
Digital Currency
Cryptocurrency Used Bitcoin(Satoshi) Ether
Algorithm SHA-256 Ethash
Blocks Time 10 Mintues 12-14 Seconds
Mining ASIC miners GPUs
Scalable Mot now Yes

Blockchain Proof of work

Useage Digital Currency

40
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Types of Blockchains

——— ——
Bitcoin, Ethereum, & Hyperledger

v

Blockchain characteristics comparison

/")y HYPERLEDGER

Characteristics Bitcoin Ethereum Hyperledger

Permission Permuissionless Permissionless Pernmussioned

restrictions

Restricted Public Public or private Private

public access to

data

Consensus Proof-of-Work Proof-of-Work PBFT

Scalability High node-scalability, High node- Low node-scalability,
Low performance- scalability, High performance-
scalability Low performance- scalability

scalability

Centralized
regulation
(governance™)

Low. decentralized
decision making by
community/miners

Medium, core
developer group,
but EIP process

Low, open-governance
model based on Linux
model

Anonvmity

Pseudonymuty.
no encryption of
transaction data

Pseudonymity,
no encryption of
transaction data

Pseudonymity,
encryption of
transaction data

Native currency Yes, bitcom, Yes, ether No
high value
Scripting Limited possibility, High possibility. High possibility,

stack-based scripting

Turing-complete
virtual machine,
high-level language
support (Solidity)

Turing-complete
scripting of chaincode,
high-level Go-language

ﬂ Slater Technologies i
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Types of Blockchains

——— ——
Ethereum, Hyperledger, and Cordia

Comparison of Ethereum, Hyperledger Fabric and Corda

Characteristic Ethereum Hyperledger Fabric R3 Corda

Description of platform

Generic blockchain
platform

Modular blockchain
platform

Specialized distrib-
uted ledger platform
for financial industry

Governance

Ethereum developers

Linux Foundation

R3

Mode of operation

Permissionless,‘
public or private

Permissioned,
private

Permissioned,
private

Consensus

Mining based on
proof-of-work (PoW)
Ledger level

Broad understand-
ing of consensus
that allows multiple
approaches
Transaction level

Specific understand-
ing of consensus
(i.e., notary nodes)
Transaction level

Smart contracts

Smart contract code

Smart contract code

Smart contract code

(e.g., Solidity) (e.g., Go, Java) (e.g., Kotlin, Java)
Smart legal contract
(legal prose)
Currency Ether — None None
Tokens via smart — Currency and
contract tokens via
chaincode

I . Slater Technologies
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Types of Blockchains

Public vs. Private

PUBLIC VS. PRIVATE BLOCKCHAINS

. 280 1o

=)

AR = — O AR
l;l :::L ‘1':[ I: -
:‘. ‘:I. ]_1 P — . A—
Elo = oY XL S
AR AR
PUBLIC, PERMISSIONLESS BLOCKCHAINS PRIVATE, PERMISSIONED BLOCKCHAINS

B Anyone can join the network and submit transactions B Only safelisted (checked) participants can join the
B Anyone can contribute computing power to the network

network and broadcast network data

B Only safelisted (checked) participants can contribute
m All transactions are broadcast publicly

computing power to the network and broadcast
network data

B Access privileges determine the extent to which
each safelisted participant can contribute data to
the network and access data from the network

Key differences between public, permissionless blockchains and private, permissioned blockchains; Source: Accenture 43
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Types of Blockchains

— — — ____________
Important Blockchain Architecture Decision

Most commercial blockchain will use| private, permissioned architecture)
to optimize network openness and scalability.
Blockchain- Architecure based on read, write, or commit
architecture options permissions granted to the participants
- -
Permissionless Permissioned
@ Anyone can join, read, write, ® Anyone can join and read
Public and commit ® Only authorized and
@ Hosted on public servers known participants can
i ili write and commit
Arehisctins QAnonymous: .hlghly resilient o ane commt
based on @® Low scalability ® Medium scalability
ownership <
of the data ) 4 )
infrastructure ® Only authorized @® Only authorized partici- -\ /-
) participants can join, pants can join and read
Private read, and write ® Only the network operator
® Hosted on private servers can write and commit

Internet Society
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Blockchain Use Cases &
Use Case Evolution
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Blockchain Use Cases

Blockchain Use Cases: Comprehensive Analysis & Startups Involved

Proof of hip and a marketp forsales and
purchase of digital assets

Company: MyPowers ®
Enables authenticity of a review through trustworthy
Proof of ownership of modules in app development endorsements for employee peer review

]
Company: Assembly Company: TRST.im
Proof of ownership for digital content storage and delivery D lized prediction platform for the share
C Blocktech (A 8 . Blockparti, The markets, politics etc P
Rudimental, BiockCON Company. Augur

Points based value transfer for ride sharing Decentralized patient records management

Company - La'Zooz Company - BitHealth (Healthcare IT) o
Digital security trading: ownership and transfer Proof of ownership for digital content P
Companies: Symbiont, Mirror, Spritzie, Secure Assets, Arts, pictures and images
, Coins-e, Y , D. ts, MUNA Companies: Blockai, Bitproof, ascribe, Artplus
Other companies. Chainy.Link
Stampery
Digi fon of d tracts and proof
of ownership for transfers Digiti assets: Imp anti rfeit
Company: Colu (Colored Coins) Blockchain § Consumer electronics, Automotive Degree Verification

Companies: The Real McCoy, ChainLink Company. Degree Of Trust
Other companies. Everpass, BlockVerify

(Use Cases)
Source: GrowthPraxis

D i ge using a network of p
on blockchain Provides digital identity that protects consumer privacy
Company: Storj Internet, car locks: Onename  Customer identification: Trustatom

Elections Voting: Follow My Vote

Decentralized loT Enables authenticity of a review

Home automation: Chimera-inc.lo Industries: Filament Helps users engage, share reputation and collect Through trustworthy endorsements
feedback Company: The World Table Company. Asimov
Provides digital identity that protects consumer °
™ di
privacy ? . D and puting
to every home and business
Companies: Sho Card, Uniquld D
Company: ePlug
Escrow/Custodian service Digitizing company Incorporations, transfer of
equity/ownership and governance
Gaming Industry Gaming industry and loan servicing E-commerce (=]
Company: Otonomos
Companies: PlayCoin, Bitnplay Company. New System Technologies Company: Fundrs org

A smart contract IT portal executing order
fulfilment in ecommerce/manufacturing

Company. UbIMS

Internet Society
Blockchain SIG
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Blockchain Use Cases

i Banking

i = Funds transfer can be sped up, allowing Instant transactions.

i * The banking industry can make use of the blockchain to improve efficiency
and reduce costs in securitisation, regulatory compliance and digital wallet
sorvices (full service and payment banks).

; Healthcare

i * Hospitals can securely store

i hoalth data and share it on

! request to authorised doctors
{  or medical professionals.

ey Entertainment - betting, music
: * Decentralised betting In online casinos and
sports betting can be taken to the blockchain,

* Musicians can get paid directly by their fans
without paying record companies or other
platforms a large part of their payouts.

Energy
* Currently, retail energy
producers contribute to ¢ Financial services
the energy grid and receive i » The blockchain can be used
incentives. : to improve services such as
* The energy market is A’I?" 0:. - trade settloments.
strictly centralised and is '::;;ocatlo ol ¢ FinTech companies can
controlled by distribution chohain use the blockchain to offer
companies (DISCOMSs). remittances and International
s The blockchain can payments at reduced costs
facilitate peer-to-peer and at greater speeds.
energy transactions.

* The lack of transparency and
problems of bureaucracy, fraud
and Incorrect public records can be
solved using smart contracts.

identities of insurers can be
managed using the blockchain.

* Contracts dependent on

real-time data will rely on the : * Also, tracking, verifying and transfer
blockchain—for eXample, GTOP & The blockenain can b Lead for peer detalls can be securely managed for
Insurance or telematics for to-peer ridesharing apps, allowing new buyers.
vehicle insurance. car owners and users to manage

= Also, there is strong potential terms and conditions without the
for the reinsurance market. intervention of third parties.
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Blockchain Use Cases
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Blockchain Use Cases

Digital Content/Documents, Storage & Delivery  Authentication & Authorization

G

_L_‘

BitProof, Blockcai, Ascribe, ArtPlus, Chainy.Link,
Stampery, Blocktech {Alexandria), Bisantyum,
Blockparti, The Rudimental, BlockCDN

Smart Contracts

Otonomos, Mirrar,
Symbiont, New system
Technologies

Blockchain in loT

Factom

App Development

Non-Financial Use Cases

A

The Real McCoy, Degree of

Network Infrastructure & APIls

,-ny‘

BAEI .
ey PP

ST <%
Filament, Proof of ownership for Ethereum, Eris, Codius, NXT,

Chimera-inc.io,
ken Code — ePlug

modules in app
development: Assembly

Namecoin, Colored Coins, Hello
Block, Counterparty, Mastercoin,
Corona, Chromaway, BlockCypher

Digital Identity

o) 2.

Everledger BitShares, Real Asset
Co., DigitalTangible
(Serica), Bit Reserve

Marketplace

—

Sho Card, Uniquid, Providing premium

Trust, Everpass, BlockVerify, Onename, rights & brand based
Trustatom coins: MyPowers
Real Estate Diamonds Gold & Silver Reviews/Endorsement
& < O

TRST.im, Asimov
(recruitment services),
The World Table

Other

O
N Prediction platform:

Augur
ﬁ Election Voting: Follow
VaTE My Vote

n Patient Records
management: BitHealth

Currency Exchange & Remittance
B
Coinbase (Wallet), BitPesa,

Billion, Ripple, Stellar, Kraken,
Fundrs.org, MeXBT, CryptoSigma

Financial Use Cases

P2P Transfers Ride Sharing Data Storage
) -
- L —
BTC Jam, Codius, La'zooz Storj.io,
BitBond, Peernova
BitnPlay
(Donation),

DeBuNe (SME’s
B2B transactions)

Trading Platforms Gaming
equityBits, Spritzle, PlayCoin,
Secure Assets, Play{on DACx
Coins-e, platform),
DXMarkets, Deckbound
MUNA, Kraken,
BitShares
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Blockchain Use Case Evolution
———

Defining Blockchain

A distributed ledger technology Potential benefits of Blockchain technology for the financial services industry

— -
Reduce costs of ‘ Abdlity to store and
overall transactions define cwnership of any
tangible or intangible

and IT infrastructure

Improved security

Blockchain is a cryptographic, or encoded and efficiency of

ledger — a database of transactions in the
form of blocks arranged in 3 chain. These are
validated by muitiple users through

NSEnsus M ms ( h proof-of- 3 o i .
f:::.ie n):icc,e:::,':,‘,; e s:ie;:‘";o,,fad waNsactions trade data and reduced b menitoning and auditing by
bl . o ,..h. o ..; ¢ = settiement risk i partr:xpa:'l:s., supervisors,

public or private network and regulators

Biockchain technology could cut banks’

infrastructure costs for cross-border

payments, securities trading, and
gulatory compliance

2009-2012

Foundation cryptograp
fda e Rise of Bitcoin
= 2 exchanges

L

e Emergence of Bitcoin

2012-2014

Mixed response to
Bitcoin as it struggles

irrevocable and
tamper-resistant

Reduction in systemic
risks (eliminate credit
and isquidity risks)

Consensus in a variety
of transactions

2014-2015

Blockchain, the
underlying technology
behind Bit<oin, gets
serious attention and
Investment from
financial services firms,

asset

2016-2017

Crossing the
chasm

The next two years are
critical for Blockchain
technology to
demonstrate
sustainable value and
show adoption beyond
proofs of concept by FS
firms

Increased accuracy of

Near-instantaneous
clearing and
settiement

201.8-2020

Adoption
movement

Consortiums will be
instrumental in defining
protocols and common
standards to facikitate
widespread adoption
Regulatory bodies ikely
to play a key role in
faciitating adopticn
whide ensuring
compliance

e Blockchain will gain

transactions

Enabling effective

2020 &
beyond

Accelerated
adoption

adoption within and
beyond BFS|, leading to
new business models at
the intersection of
advanced analytics, ioT,
and Blockchain

bazed smart contracts

o Blockchain is referenced

in two major shifts
expected to occur in the
nearest future,
according to a report by

2::;?:,:;:5:,&2;:7 with money laundering regulators, and VCs . ?“L“’ps !::;;‘ed by V< E:s:;i’ogposfluse S2E% World Economic Forum:
-3 = i 2 Expilosion of use cases unding a ' ¥

kst C Foic bl ::f:{;;n;:;:aw.w, within BFSI consortiums need to AN S TE PRE e s s e
m'm”:;" QLI A ACEEPANCE ASTOSS SOME Announcement of show resuits to justify likely to accelerate fgilc;ckd;wn teti‘hng!o. .

s Experimental and online retail stores consortivms to the large soms of e R De by 2023 The secondgf
limited to crypt raphic among others accelerate adoption, funding andfcr caoa'bxlmes arounc{ o:ﬂ i;'toring e
sl b " = Rise of Bitcoin- based innovation, and investment of time and SISCkChI T 009, 1096 of global gross
B"oékc;;al:as the startups common standards e Soptnenico d:m:\estgc rcdgu:t n

= ' Banks experiment with » Scalability and Rise of IPOs and i< p I

backbone of Bitcoin
USs2 coo

* Blockchain gains

attention of financial
services firms (begins

internal trials)

4

o Bitcoin price surged to

their versions of
cryptocurrencies

Global service providers
and technclogy
companies put their
weight behind
Blockchain

Everest Group Blockchain in BFS! ~ Looking Beyond the Hype

| Slater Technologies I

throughput issues need
to be solved for the
Bicckchain technology
to cross the chasm to
mainstream adoption

Internet Society
Blockchain SIG

Unicoms in the
Blockchain startup
ecosystem

Blockchains by 2027
Banks' infrastructure
costs for cross-border
payments, securities
trading, and regulatory
compisance reduced by
USsasg-20 billion a year
from 2022, according to
a recent report by
Spanish bank Santander
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Blockchain Use Case Considerations

Block chain use cases requires massive cloud
resources

Ensure
: Transact on
Establish trust e provenance of
identity
data
Facilitate
Enable smart
value
contracts
exchange
COASMQR_DQ © 2010-2018 Constellation Research, Inc. All rights reserved. @rwang0 #DisruptingDigital 12
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Is There Hope?
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Mary Meeker Says “YES”

» Investor Mary Meeker says Covid-19 crisis is separating
businesses with strong online strategies from laggards

» Mary Meeker, who is known for her lengthy annual “Internet
Trends” report, sent a letter to her firm’s investors detailing
observations from the Covid-19 crisis.

» Among them: The businesses who were already well along the
offline-to-online transition are faring best.

>

>

Mary Meeker

» Why it matters: Bond's best-known partner, Mary Meeker, is a
former bank analyst renowned for her annual Internet Trends
Report, which many investors and entrepreneurs use as a
touchstone for where tech is now and where it's going. This 28-
page report to Bond's limited partners, obtained by Axios,
shares some structural similarities.
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https://www.cnbc.com/2020/04/17/mary-meeker-covid-19-report-online-businesses-beating-laggards.html
https://www.axios.com/mary-meeker-coronavirus-trends-report-0690fc96-294f-47e6-9c57-573f829a6d7c.html

Mary Meeker Says “YES”

» Some takeaways:

QO "Covid-19 has upended our modern lives in ways
we’re just starting to understand.”

Q Prior epic viruses have permanently changed the
world, but coronavirus may prove less impactful
because of our information-sharing and scientific
technologies.

O Scientists and other domain experts are getting "more
seats at the table."

O Digital transformation is accelerating, due to so many
people working from home. New work-life balances
are also being struck.

Q This may become the "call to arms" to better marry
technology with healthcare, in terms of everything
from telehealth to rapid point-of-care diagnostics, to
applying automation and Al to health care services.

O "We are optimists and believe there is hope on the
other side of despair.... We need government,
business and entrepreneurial intervention at scale
(deployed logically and effectively) to get to the other
side."

Mary Meeker
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Conclusion

= \We covered:

« The World in
2020

« Information
Warfare

« The Internet

- Blockchain
Technology

- Cybersecurity

- Types of
Blockchains

- Why Blockchain
solves problems

- Is There Hope? '\ ' i
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I have learned
that people will
forget what you
said, people will
forget what you
did, but people
will never forget
how you made
them feel.

Maya Angelou
1928-2014

\"

Photo by Michael Collopy
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Leadership in Digital
Uncertainty:

New Strategy to Cope
with the New Normal
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Parting Thoughts:
As an ISOC Member Since 1998...
| Support Cameroon & Internet

Freedom
N
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SBEACKOURINTERNET
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KOUE Tell.government fficrals in Ca
to turn the internet back on®
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Parting Thoughts:
Like Records on a Blockchain,
let our Love, Support, &

Friendship Be Immutable and
Enduring

UNITED STATES OF AMERICA

o Chad
Nigeria

CAR
- Cameroon

\ Pree Douah
L7 12 *Yaounde

Gulf Y
Eq.Gumea
39
0 »

Gabon €ongo

Intérnet Society Cameroon Chapter S
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William Favre Slater, Il

» President / CEO / CISO of
Slater Tecchnologies, Inc

» 312-758-0307

> slater@billslater.com

» williamslater@gmail.com

> http://billslater.com/interview
» 1515 W. Haddon Ave., Unit 309

Chicago, IL 60642
United States of America

William Favre Slater, IlI
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Resources - Free Daily Newspaper on
Blockchain

0 @ Notsecure | paperli ) ) ‘

Blockchain Matters

A Curated Daily Web Newspaper Bédicated to Blockchain, Blockchain-related Technologies, &
CryptoEconomics

Wm Favre Slater, IIT L 4

Monday, Jun. 29, 2020 v
The Future of Peer-to-Peer Online Learning Amid the COVID-19
Pandemic
The coronavirus pandemic is transforming the education sector as much as it is transforming

various important aspects of our lives. The majority of teaching and learning has been
transferred to digit...

<

Nonfungible Tokens Could Change the Way We Own Things

Blockchain technology is widely associated with the exchange of interchangeable digital

More information: 63
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I - Slater Technologies


https://paper.li/billslater/1530793250#/

Resources - Best Blockchain Books
— 09O 9 9m 9 9m 0 9m 9 9m 9m 9B9D9D9m

Mastering Ethereum
— by Andreas M. Antonopoulos and Dr. Gavin Wood

Blockchain Applications: A Hands-On Approach
— by Arshdeep Bahga and Vijay Madisetti
Building Ethereum DApps
- By Roberto Infante
Truffle Quick Start Guide
— by Nikhil Bhaskar
Mastering Blockchain - Second Edition
— by Imran Bashir
Introducing Ethereum and Solidity: Foundations of Cryptocurrency and Blockchain Programming for Beginners
— By Chris Dannen
Ethereum, Tokens & Smart Contracts: Notes on getting started
— by Eugenio Noyola
Blockchain Enabled Applications: Understand the Blockchain Ecosystem and How to Make it Work for You
— by Vikram Dhillon, David Metcalf, Max Hooper
Foundations of Blockchain
— By Koshik Raj
The Book of Satoshi: The Collected Writings od Bitcoin Creator Satoshi Nakamoto

I - Slater Technologies
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Resources - For a Cynical & Humorous View
of Blockchain

ATTACK

OF THE
00 FOOT

BLOCKCHAIN

¥ s

BITCOIN, BLOCKCHAIN,
ETHEREUM & SMART CONTRACTS

DAVID GERARD

Internet Society
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Resources - 12 Free Blockchain Resources
— 09O 9 9m 9 9m 0 9m 9 9m 9m 9B9D9D9m

William Slater’s Blockchain Resource Page
Factom University

Ethereum 101

Build on Ripple

Programmable money by Ripple

DigiKnow

Blockchain University

Bitcoin Core

Blockchain Alliance

Multichain Blog

HiveMind

Chicago Blockchain Project

Chicago Bitcoin and Open Blockchain Meetup Group

O o0oNOULEWNE

S N Ty T
wnN = o
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http://billslater.com/blockchain
http://www.factom.com/university
http://www.ethereum101.org/
http://ripple.com/build
https://goo.gl/g8vFPL
https://youtu.be/scr68zFddso
http://blockchainu.co/
https://bitcoin.org/
http://www.blockchainalliance.org/
http://www.mutichain,com/blog
http://bitcoinhivemind.com/
http://chicagoblockchainproject.com/
https://www.meetup.com/Bitcoin-Open-Blockchain-Community-Chicago/

Resources - Rules Never to Break The

Blockchain
— 09O 9 9m 9 9m 0 9m 9 9m 9m 9B9D9D9m

Don’t use Cryptocurrency or Blockchain to Skirt the Law
Keep your contracts as simple as possible

Publish with great caution

Back Up, Back Up, Back Up Your Private Keys
Triple-check the Address Before Sending Currency

Take Care When Using Exchanges

Beware of Wi-Fi

Identify Your Blockchain Dev

Don’t Get Suckered

10. Don’t Trade Tokens Unless You Know What You’re Doing

O X N O Uk WWDNRE

67
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Resources - Rules Never to Break The

Blockchain
— 09O 9 9m 9 9m 0 9m 9 9m 9m 9B9D9D9m

Don’t use Cryptocurrency or Blockchain to Skirt the Law
Keep your contracts as simple as possible

Publish with great caution

Back Up, Back Up, Back Up Your Private Keys
Triple-check the Address Before Sending Currency

Take Care When Using Exchanges

Beware of Wi-Fi

Identify Your Blockchain Dev

Don’t Get Suckered

10. Don’t Trade Tokens Unless You Know What You’re Doing

O X N O Uk WWDNRE

638

4

Internet [5,=\~
Society =),

Internet Society
Blockchain SIG

I - Slater Technologies




Resources - Free Blockchain Projects
——— ——

The R3 Consortium

T ZERO: Overstocking the Stock Market
Blockstream’s Distributed Systems
OpenBazaar’s Blockchain

Code Valley: Find Your Coder

Bitfury’s Digital Assets

Any Coin Can Shapeshift
Machine-Payable Apps on 21
Anonymous Transactions on Dash
ConsenSys: Decentralized Applications:

69
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http://www.r3cev.com/
http://www.overstock.com/
http://www.blockstream.com/
http://www.openbazaar.com/
http://www.codevalley.com/
http://www.bitfury.com/
http://www.shapeshift.io/
http://www.21.co/
http://www.dash.org/
http://www.consensys.net/

Resources
— — 0

= Antonopoulos, A. M. (2018). Mastering Bitcoin: Programming the Open Blockchain, second edition. Sebastopol, CA:
O’Reilly Media, Inc.

= Antonopoulos, A. M. and Wood, G. (2019). Mastering Ethereum: Building Smart Contract sand DApps. Sebastopol,
CA: O’Reilly Media, Inc.
= Axios. (2020). May Meeker’s COVID-19 Trends Report. Retrieved from
on June 27, 2020.

= Bahga, A. and Madisetti, V. (2017). Blockchain Applications: A Hands-On Approach. Published by Arshdeep Bahga
and Vijay Madisetti.

= Bambara, J. J. and Allen P. R. (2018). Blockchain: A Practical Guide to Developing Business, Law, and Technology
Solutions. New York, NY: McGraw-Hill Education.

= Bashir, I. (2018). Mastering Blockchain, second edition. Birmingham, UK: Packt Publishing Ltd.
= Bitcoin.org. (2014). Bitcoin.org FAQs. Retrieved from on April 10, 2014.

= Blockchain Training Alliance. (2019). Global Blockchain Terms, version 2.0. Retrieved from
on August 14, 2019

= Casey, M. J. and Vigna, P. (2018). The Truth Machine: The Blockchain Reference and the Future of Everything. New
York, NY: St. Martin’s Press.

= Caughey, M. (2013). Bitcoin Step by Step, second edition. Amazon Digital Services.
= (CB Insights. (2018) Memes That Kill Kill: The Future of Information Warfare. Retrieved on May 10, 2018 from

= Champagne, P. (2014). The Book of Satoshi: The Collected Writings of Bitcoin Creator Satoshi Nakamoto. Published70
by E53 Publishing, LLC.
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https://www.axios.com/mary-meeker-coronavirus-trends-report-0690fc96-294f-47e6-9c57-573f829a6d7c.html
http://www.blockchain-book.com/
https://bitcoin.org/en/faq
https://cdn.shopify.com/s/files/1/2137/1081/files/BTA_Global_Blockchain_Terms.pdf?2499
https://app.cbinsights.com/research/future-of-information-warfare/

Resources

Dannen, C. (2017). Introducing Ethereum and Solidity: Foundations of Crytocurrency and Blockchain
Programming for Beginners. New York, NY: Apress

De Filippi, P. and Wright, A. (2018). Blockchain and the Law: the Rule of Code. Cambridge, MA: President and
Fellows of Harvard College.

De Havilland, P. (2018). Greedy, Prodigal, and Suicidal — Hosho to Save Smart Contracts From Three Deadly Sins.
An article published at Bitsonline.com on September 3, 2018. Retrieved from
on February 27, 2019.

Dhillon, V., Metcalf, D., and Hooper, M. (2017). Blockchain Enabled Applications: Understand the Blockchain
Ecosystem and How to Nake It Work for You. New York, NY: Apress.

Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Germany: Apress.
Eddison, L. (2017). Ethereum: A Deep Dive into Ethereum. Published by Leonard Eddison.
Etwaru, R. (2017). Blockchain Trust Companies. Indianapolis, IN: Dog Ear Publishing.

Ferry, T. (2019). To Blockchain or not to Blockchain. An article published at Medium.com on June 8, 2018.
Retrieved on January 13, 2019 from

Fremont Cabal Internet Exchange - FCIX. (2018). "A Quickstart Guide to Documenting Your Prefixes with IRR".
An article published by FCIX and retrieved from on
May 4, 2020.

Gerard, D. (2107), Attack of the 50 Foot Blockchain: Bitcoin, Blockchain, Ethereum, and Smart Contracts.
Publlshed by David Gerard.

Gourley, S. and Tewari, H. (2018). Blockchain-based DNSSEC. Trlnlty College, Dublin, Ireland. Retrieved from
on July 30, 2018.
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https://bitsonline.com/greedy-prodigal-suicidal-hosho-smart-contracts/
https://medium.com/causys/to-blockchain-or-not-to-blockchain-aed05bf08150
https://fcix.net/whitepaper/2018/07/14/intro-to-irr-rpsl.html
http://www.davidgerard.co.uk/blockchain
https://www.researchgate.net/publication/326489781_Blockchain_Backed_DNSSEC

Resources
— — 0

= GreenBerg, A. (2019). A Blockchain Bandit Is Guessing Private Keys and Scoring Millions, An article published on
April 23, 2019 at Wired.com and retrieved from
on April 23, 2019.

* |ncencio, R. (2014). Ransomware and Bitcoin Theft Combine in BitCrypt. Retrieved from

on March 27, 2014.
= Infante, R. (2019) Building Ethereum DApps. Shelter Island, NY: Manning Publications.
= Laurence, T. (2017). Blockchain for Dummies. Hoboken, NJ: John Wiley & Sons, Inc.
= Lee, T.B.(2013). 12 questions about Bitcoin you were too embarrassed to ask. Retrieved from

on November 19, 2013.

= Ma, M. (2017). Blockchain Design Sprint: An Agile Innovation Workbook to Implement an Agile Design Sprint for
your Blockchain Business. Published by Future Lab

= MANRS. (2017). Mutually Agreed Norms for Routing Security (MANRS) Implementatlon Guide, version 1.0
Retrieved on April 14, 2020 from

= Markowitz, E. (2014). Cryptocurrencies Are the New Spam Frontier. Retrieved from
http://www.vocativ.com/tech/bitcoin/cryptocurrencies-new-spam-frontier/ on March 28, 2014.

= Nakamoto.S. (2008). Bitcoin: A Peer-to-Peer Electronic Cash System. Retrieved from
https://bitcoin.org/bitcoin.pdf on November 1, 2013.
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https://www.wired.com/story/blockchain-bandit-ethereum-weak-private-keys/
http://blog.trendmicro.com/trendlabs-security-intelligence/ransomware-and-bitcoin-theft-combine-in-bitcrypt/
http://www.washingtonpost.com/blogs/the-switch/wp/2013/11/19/12-questions-you-were-too-embarrassed-to-ask-about-bitcoin/
http://www.futurelabconsulting.com/
https://www.manrs.org/isps/guide/

Resources

Nguyen, J. (2019). Blockchain still vulnerable to hacks despite security hype, but here are some solutions.
Retrieved from
on February 13, 2019.

O'Ham, T. (2018). Singapore Research Team Codifies 3 new Ethereum VM Vulnerabilities. An article published at
Bitsonline.com on February 21, 2018. Retrieved from on
February 27, 2019.
Orcutt, M. (2019). Once Hailed as Unhackable, Blockchains Are now Getting Hacked. An article in MIT Review.
Published February 19, 2019. Retrieved from https://www.technologyreview.com/s/612974/once-hailed-as-
unhackable-blockchains-are-now-getting-hacked/ on February 24, 2019.
Popper, N. (2013). Into the Bitcoin Mines, Retrieved from

on December 21, 2013.
Prusty, N. (2017). Building Blockchain Projects: Building Decentralized Blockchain Applications with Ethereum
and Solidity. Birmingham, UK: Pact Publishing.
Ramone, A. D. (2019). How to Secure a Blockchain: 3 Things Business Leaders Know. An article published at
Techrepublic.com on April 18, 2019. Retrieved from

on April 23, 2019.

Randall, I. (2020). Global internet outages reach a record high during the coronavirus lockdown as broadband
operators tinker with networks to meet increased demand from people working from home. Published April 29,

2020 at Daily Mail UK. Retrieved from
on April 30, 2020.

SCGNEWS. (2014). The IRS Just Declared War on Bitcoin - Retroactively. Retrieved from
http://scgnews.com/the-irs-just-declared-war-on-bitcoin-retroactively on March 27, 2014.

Schudel, G. and Smith, D.J. (2008). Router Security Strategies: Securing IP Traffic Planes. Indianapolis, IN:
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https://e27.co/blockchain-still-vulnerable-to-hacks-despite-security-hype-but-here-are-some-solutions-20190212/
https://bitsonline.com/singapore-research-ethereum/
http://dealbook.nytimes.com/2013/12/21/into-the-bitcoin-mines/?hp&_r=0
https://www.techrepublic.com/article/how-to-secure-a-blockchain-3-things-business-leaders-need-to-know/
https://www.dailymail.co.uk/sciencetech/article-8269245/Global-internet-outages-reach-record-high-coronavirus-lockdown.html

Resources

Sharkey, T. (2014. Inside Bitcoins NYC Day 1: Bitcoin 2.0 Takes Center Stage. Retrieved from
on April 8, 2014.

Slater, W. F. (2002). The Internet Outage and Attacks of October 2002. Retrieved from

on May 1, 2020.

Slater, W. F. (2020). A Proposal to Improve MANRS Global Secure Internet Routing Policy Management Using
Blockchain Technology. Write as the the Chapter Initiative Projecct Requirement for the ISOC Course on Mutually
Assured Norms for Routing Security (MANRS). Retrieved from

on June 26, 2020.
Smith, B. (2019). The Evolution of Cryptocurrency in Terrorism. Retrieved from Blockchain Training Alliance.
(2019). Global Blockchain Terms, version 2.0. Retrieved on August 14, 2019 from
on August 10,
20109.

Xu, X., Weber, |, and Stables, M. (2019). Architecture for Blockchain Applications. Nature, Switzerland: Springer
Publications.

Zenko, M. (2017). Bitcoins for Bombs — a Blog published at the Council on Foreign Relations on August 17, 2017.
Retrieved from on February 13, 20109.
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http://www.coindesk.com/inside-bitcoins-nyc-day-1-bitcoin-2-0-takes-center-stage
http://www.billslater.com/writing/2002_1107__Internet_Outage_and_Attacks_in_october_2002_by_William_Slater.pdf
http://www.billslater.com/manrs/ISOC_MANRS_Chapter%20_Initiative_Project_William_Slater_2020_0606_v01.1_.pdf
https://www.bellingcat.com/news/2019/08/09/the-evolution-of-bitcoin-in-terrorist-financing/
https://www.cfr.org/blog/bitcoin-bombs

Roadmap to "Blockchain" Your IT Organization: How to Help Your IT Staff Go from
Square One to Competence & Dominance in Blockchain Technologies

Preparation Orientation

Crawl

Learn the
Start Terminology and
Concepts.

Review Real-

»{ World Use Cases

Perform a Blockchain
| Baseline Skills o :
| P{ Introduction and
Inventory and Orientation

Assessment

and Applications

Read Papers & Join
Blockchain Meetup
Groups, and other
Blockchain-related
Organizations like
www.isoc-bsig.org

A 4

Analyze your initial Baseline vour
Blockchain Needs f—»| =Y

Remediate Skills
Perform Gap Gap with

Perform Detailed

——————»| Analysis of Needs —————p» Consultants, ———— Requirements

Create a
Blockchain

—————»{ Solution Design

. Capabilities oo - )
and Requirements p versus Capabilities Training, and/or Analysis Based on the
Mentoring Detailed Analysis
Prepare and Implement a
Validate th . Add Additional .
Select the Type of N a dale € o | Prototype a Proof N Validate the dd Additiona o | Test, Validate, and
A P{ Blockchain DApp | Features to the > :
Blockchain of Concept DApp DApp Prototype Publish Results
Development solution DApp Prototype
Environment
Identify the Create a Blockchain Create an Im -
. . ) ) : plement the Test and Optimize
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Blockchain Implementation Roadmap

The Blockchain Implementation Roadmap

Learn where Inventory use Assess how Prioritize use
@ and when cases address- well use cases cases based

blockchain ing business leverage block- on framework
USE CASE makes sense challenges chain strengths and select 1-3

Use case -=- Viability: Expected return @

evaluation F=- - Feasibility: Ability to deliver

framework - Desirability: Alignment with business PROOF OF

CONCEPT

Retrospective Build and Select the Develop Define the
to confirm value test the proof blockchain functional minimum viable
and identify of concept technology and technical ecosystem (MVE),
new challenges iteratively stack architecture onboard team

Phases in
the agile
workflow
SCALE
Develop Expand MVE Pilot blockchain Design roll-out Industrialize
operating by creating solution in live strategy and technology stack
models and or joining production integrate with and engage
governance consortiums environment legacy systems regulators if
needed
Consortia (@ Membership -~ --- Leadership {0} Institutionalize
success . - opera[jng
factors $ Funding ==~~~ == Governance » SHrGicHirS

Source: Deloitte analysis Deloitte Insights | Deloitte.com/insights 7 6
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Best Practice - Using Templates and
Patterns for Blockchain Distributed
Application Development
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Blockchain Application Development
— — — ____________

Analysis

Identify the entities involved, their roles and types of interactions
between them (e.g. contract owner, users, devices)

Design

Model the entity attributes as state variables and interactions
between them as functions. Also capture the dependencies and
constraints

Implementation

Implement the contracts (including state variables, functions,
modifier and events) in a higher-level languages such as Solidity
For Dapp, also implement the front-end (HTML and CSS) and
backend (Javascript).

‘ Source: Blockchain Applications: A Hands-on Approach by Arsheep Bahga and Vijay Madisetti
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Blockchain Implementation Diagram

(Example Business Case:
Crowdfunding Application)

Crea(tjes Transaction: Create Create Contract Crowdfunding
oavr\;ns Externally Owned Contract contract ;
—> > > State Variables
Account . .
e uint deadline
e uint goal o struct Backer {address addr; uint amount;}
. address public owner;
g uint public backers;
Check if o uint public deadline;
. string public campaignStatus;
CI’OV\_Id- o bool ended;
funding e uint public goal;
H . uint public amountRaised;
. goal IS . mapping (uint => Backer) backers;
\ 4 . Transaction: reached
| checkGoalReached () g
Functions
. Crowdfunding(uint_deadline, uint_goal)
. checkGoalReached ()
EOAs e fund()
send o destroy()
transactions
[ Modifiers
Fund onl
. . yOwner()
Transaction: fund () | campaign
— > EOAs > > Events
| L] value . Deposit (address_from,uint_amount)
. Refund (address_to,uint_amount)

‘ Source: Blockchain Applications: A Hands-on Approach by Arsheep Bahga and Vijay Madisetti
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Blockchain Application Template -
Many to One

Blockchain Application Templates
Many-to-One

Contract owner

Creates Calls and

and Externally Owned Transactions
owns

e Account (EOA)

Contract

A 4

State Variables
Account Address

Account Keys Functions

Ether Balance .
Modifiers

Users
Events

\ Calls and
Transactions

—> EOAs

A4

Some Current Examples

Crowdfunding

Event Registration
. Voting

Name Registration

‘ Source: Blockchain Applications: A Hands-on Approach by Arsheep Bahga and Vijay Madisetti
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Blockchain Application Template -
Many to One for lIoT Applications

Many-to-One for IoT Applications

Contract owner

Calls and Contract
Externally Owned Transactions
E— Account (EOA)
State Variables

Functions
Calls and
Transactions .
Modifiers < IoT Device
veers Events

Calls and

Transactions
—> EOAs >

Some Current Examples

e  Solar charging stations
e Smart switch

‘ Source: Blockchain Applications: A Hands-on Approach by Arsheep Bahga and Vijay Madisetti
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Blockchain Application Template -
Many to One for Financial Applications

Many-to-One for Financial Applications

Contract owner

3

Calls and
Transactions

EOA
4
Contract
Calls and Calls and
Users Transactions State Variables Users

Transactions

: I
Functions
—> EOAs > < EOAs
I Modifiers

Roles
Roles Events e  Buyer
e  Seller e Consumer
Prod e Verifi

.
. Creator

Some Current Examples

. Product sales
e  Stock photos
*  Document verification

‘ Source: Blockchain Applications: A Hands-on Approach by Arsheep Bahga and Vijay Madisetti

- Internet Societ
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Blockchain Application Template -
Many-to-Many or Peer-to-Peer

Many-to-Many or Peer-to-Peer

Party B
Party A Contract
2. Initiate 5 Validate
contract N : B contract
> State Variables <
3. Authorize 6. Authorize
), _account account
% R, A'sTrading | Functions " B’s Trading
OO(//)OO’ Account > »  Account
“ 8. Settlement . _ 7. Settlement
< Modifiers
Events

Some Current Examples

Call option
Interest rate swap

‘ Source: Blockchain Applications: A Hands-on Approach by Arsheep Bahga and Vijay Madisetti
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Blockchain Application Common Patterns

— — — ____________
* Condition-Effects-Interaction
* Withdrawal
* Access Restriction
* Mortal
* Automatic Expiration
* Rejector
* Circuit Breaker
* Allow Once Per Account

‘ Source: Blockchain Applications: A Hands-on Approach by Arsheep Bahga and Vijay Madisetti
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