
Introduction to 

Blockchain and 

Blockchain Development

at Forensecure 2018
April 13, 2018

William Favre Slater, III, M.S., MBA, PMP, CISSP, CISA, SSCP, Security+
Adjunct Industry Instructor



April 13, 2018 Blockchain and Blockchain Development - William Favre Slater, III 2



***** CAUTION *****

Å Blockchain and Bitcoin are sophisticated applied 

technologies that work together to provide trusted 

computing.

Å They are built on complex rules with the objective of 

providing reliable, trusted, anonymous transactions on 

decentralized distributed ledgers via the Internet.

Å It took the time, experience, knowledge and hard work of 

many geniuses to mature the technology.

Å It takes time, energy, patience and many hours of study to 

just begin to wrap your head around it.

Å If you are lazy or have a short attention span, or are 

overwhelmed after this presentation these topics are 

probably not a good career direction for you.

Å This path will not be easy, but it will be worthwhile if you 

are up for investing your time and energy to learn it.

Å As of February 2018, there are 14 open positions for every 

single Blockchain engineer who is looking for a job.
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Two More Important Notes

ÅThis presentation is not about CRYPTOCURRENCY, only 

BLOCKCHAIN

ÅPlease clear your mind about everything you thought you 

knew about BLOCKCHAIN before this presentation.

ÅBLOCKCHAIN MUCH bigger than you think.
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Introduction
ÅSince the emergence of Bitcoin in 2009 as the worldôs leading 

ñcryptocurrencyò it has been met internationally with extreme reactions 

ranging from skepticism to fanaticism.  It has also gotten the attention of 

governments and law enforcement agencies, as people have used Bitcoinôs 

attributes to undermine legal controls. 

Å The really surprising and amazing thing about Bitcoin is the BLOCKCHAIN 

technology that makes it work.

Å Smart people and companies are now using Blockchain to create trusted 

computing environments that are reliable, efficient, time-saving, and cost-

effective.  Itôs no longer just ñcoolò, itôs now practical and becoming widely 

adopted.

Å Some are calling this explosion of new Blockchain-enabled applications, the 

Era of the Trusted Internet.

Å This presentation will explain the Blockchain, how it works, why it is useful, 

and what it means for the future of the global economy.
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SOME IMPORTANT TERMS
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Some Important Terms
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Term Explanation

AES SHA-256 The 256-bit encryption algorithm that is AES standard used for Bitcoinkeys.

BitcoinNetwork The Internet-connectednetwork comprised of the software and data that supports Bitcointransactioms

Blockchain The Bitcoinledger of past transactions.

Difficulty The measure of how difficult it is to find a new block compared to the easiest it can ever be

Exchange A place that sells can buys Bitcoins, like a stock exchange.

Hash It is a standard cryptographic algorithm function for the generation and verification of currency

Mining Bitcoinmining serves 2 purposes, it creates the general ledger of Bitcointransactions and it provides security.

Private Key The secret cryptographic key that is used to protectyour Bitcoin account

Proof of Work An economic time-stamped measure to deterservice abuses on a network by requiring some 
work from the service requester, usually meaning processing time by a computer.

Public Key The public (shared) cryptographic key that is used to protectyour Bitcoin account

Transaction Useof the Bitcointo purchase good or services, or the purchase of sale of a Bitcoin, or fractional part of Bitcoin

Wallet A service that will safely store your Bitcoinaccount for you.
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Source: Blockchain Basics:  A Non-technical Introduction in 25 Steps by Daniel Drescher



CRYPTOGRAPHY
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Cryptography
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Breaking
Ciphers

Making  
Ciphers



Cryptography

April 13, 2018 Blockchain and Blockchain Development - William Favre Slater, III 12



Types of Encryption
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Hashing in Blockchain
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WHAT IS BLOCKCHAIN?
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A Logical Diagram of a 

Blockchain Network
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This Photoby Unknown Author is licensed under CC BY-SA

http://bitcoin.stackexchange.com/questions/51043/aws-elb-for-bitcoin-node-discovery
https://creativecommons.org/licenses/by-sa/3.0/


What Is Blockchain?

ÅDistributed Ledger

ÅDecentralized

ÅPopularized by Satoshi Nakamoto

ÅUses Cryptography and Hashing

ÅAppend-only Transactions

ÅThe Code already exists in Github

Å Immutable

ÅFirst discussed in 1991
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What Is Blockchain?

Å Blockchain Consensus Protocol guide. A blockchain is a decentralized peer-to-

peer system with no central authority figure. While this creates a system that is 

devoid of corruption from a single source, it still creates a major problem.

ï How are any decisions made?

ï How does anything get done?

ï Think of a normal centralized organization.

Å All the decisions are taken by the leader or a board of decision makers. This isnôt 

possible in a blockchain because a blockchain has no ñleaderò. For the 

blockchain to make decisions, they need to come to a consensus using 

ñconsensus mechanismsò.
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What is Blockchain?
Å A Decentralized, Distributed Ledger

Å Updated using software, messaging and 

databases with Append-only transactions

Å Records are immutable.

Å There are multiple copies 

Å Updated by miners, and synchronized using 

Proof of Work, and Consensus

Å The foundation technology for Cryptocurrency

Å The Future of Trusted Computing Transactions 

on the Internet and in public and private 

networks

Å First described by Satoshi Nakamoto in his 9-

page January 2009 paper: 

https://bitcoin.org/bitcoin.pdf

Å The worldôs largest Blockchain Database is the 

Bitcoin Blockchain Database, with 160 GB (it 

doesnôt scale very well)
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The Term Blockchain

ÅName for a data structure

ÅName for an algorithm

ÅName for a suite of Technologies

ÅAn umbrella term for purely distributed peer-to-peer systems 

with a common application area

ÅA peer-to-peer-based operating system with its own unique rule 

set that utilizes hashing to provide unique data transactions with 

a distributed ledger 
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Blockchain ðSimplified View
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Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Germany: Apress.



Characteristics of the Blockchain
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Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Germany: Apress.



Properties of the Blockchain

Non-functional Aspects
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Why Is Blockchain Important?
Å Accessible

Å Open source

Å Easily provides three challenging elements of the Parkerian Hexadmodel for 

security:

ï Authenticity

ï Control

ï Utility

Å It WORKS!

Å Business enabler

Å Reduces risk of computer fraud

Å It is being widely adopted for trusted computing

Å Blockchain developers and architects are in great demand: 

for every Blockchain professional there are 14 open positions
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Blockchain Transactions: 
{ŀǘƻǎƘƛ bŀƪŀƳƻǘƻΩǎ ±ƛǎƛƻƴ
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Source: Bitcoin: A Peer-to-Peer Electronic Cash System. By Satoshi Nakamoto. Retrieved from 
https://bitcoin.org/bitcoin.pdf

https://bitcoin.org/bitcoin.pdf


Technologies and Events that Led to the 

Creation of Bitcoin and Blockchain

Å Cryptography

Å Transistors

Å Digital Computers

Å Databases

Å Silicon Chips

Å Programming

Å Applied Cryptography

Å Computer Networks

Å Transaction Processing

Å TCP/ IP and The Internet

Å The World Wide Web

Å Evolution of Security and Privacy Thought

Å The Great 2008 Economic Recession
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Blockchain Technologies

Technology

ÅThe Internet (TCP/IP)

ÅCryptography

ÅBitcoin software

ÅBlockchain Database

Source

ÅBuilt into every modern OS

ÅCryptography software

ÅGithub

ÅMongoDB or BigchainDB
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TYPES OF BLOCKCHAINS
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Types of Blockchains

ÅBitcoin vs. Ethereum vs, Hyperledger (Linux and IBM)

ÅPublic vs. Private

ÅPermissioned (private)  vs. Permissionless
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Bitcoin vs. Ethereum
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Bitcoin vs. Ethereum vs. Hyperledger

April 13, 2018 Blockchain and Blockchain Development - William Favre Slater, III 31



Bitcoin vs. Ethereum vs. Hyperledger
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Ethereum Public Blockchain
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Source: Blockchain Basics:  A Non-technical Introduction in 25 Steps
by Daniel Drescher



Public vs. Private
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Four Functional Versions of Blockchain 

Distributed Ledgers
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Source: Blockchain Basics:  A Non-technical Introduction in 25 Steps
by Daniel Drescher



HASH PUZZLE
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Hashing Data
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Independent Hashing

Combined Hashing

Repeated Hashing

Sequential Hashing

Hierarchical Hashing

Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Germany: Apress.



Hashing in the Real World
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Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Germany: Apress.



Hashing in the Real World
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Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Germany: Apress.



Hashing in the Real World

April 13, 2018 Blockchain and Blockchain Development - William Favre Slater, III 40

Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Germany: Apress.



Hashing in the Real World
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Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Germany: Apress.



Hash Puzzle
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Source: http://www.blockchain-basics.com/HashPuzzle.html

Before

http://www.blockchain-basics.com/HashPuzzle.html


Hash Puzzle
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Source: http://www.blockchain-basics.com/HashPuzzle.html

Test

http://www.blockchain-basics.com/HashPuzzle.html


Hash Puzzle
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Source: http://www.blockchain-basics.com/HashPuzzle.html

Test

http://www.blockchain-basics.com/HashPuzzle.html


Advanced Hash Tool
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Source: https://n0where.net/advanced-hash-manipulation-dagon

https://n0where.net/advanced-hash-manipulation-dagon


Hash Use Summary
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Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Germany: Apress.



MERKLE TREES
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Merkle Trees

ÅMerkle Trees are 

used to add 

transactions to 

Blocks in 

Bitcoin 

Blockchains
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Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Germany: Apress.



Merkle Tree
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Source: Nakamoto, S. (2008).



Merkle Trees

Å Merkle Patricia Trees (MPT) 

data structures are used to add 

transactions to Blocks in 

Ethereum Blockchains to 

permit the use of Smart 

Contracts

Å MPTs use private and public 

keys to authenticate 

Å The Ethereum Blockchain is 

categorized as ñTuring 

Completeò because it can be 

programmed using languages, 

like Solidity and Java, and 

Javascriptthat contain looping 

and testing capabilities.
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Source: Peterson, O. (2018). An Introduction of Programmable Smart Contracts in Ethereum (Pt 1). 
Retrieved from https://www.linkedin.com/pulse/introduction-programmable-smart-contracts-
ethereum-p1-%CE%BE%CE%BE%CE%BE-oliver/

https://www.linkedin.com/pulse/introduction-programmable-smart-contracts-ethereum-p1-%CE%BE%CE%BE%CE%BE-oliver/


AUTHENTICATION IN THE 
BLOCKCHAIN
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Authentication in the Blockchain

ÅBlockchain uses asymmetric cryptography for 

two purposes

ïIdentification of actors

ïAuthorization of transactions
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Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Germany: Apress.



Authentication in the Blockchain
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Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Germany: Apress.



HOW DOES BLOCKCHAIN WORK?
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¢ƘŜ DǊŜŀǘ ŀƴŘ .ŜŀǳǘƛŦǳƭ bŜǿǎΧ
Everything you are about to see already 
works and works well, right now, and it 
is in Open Source on Git at 
https://github.com/bitcoin/

https://github.com/bitcoin/


How Does Blockchain Work?
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Source: Blockchain Enabled Applications: Understand the Blockchain Ecosystem and How to 
Make it Work for You  by VikramDhillon, David Metcalf, Max Hooper 

Typical Block Composition:

Block Header
Block Transactions
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Source: Blockchain Enabled Applications: Understand the Blockchain Ecosystem and How to 
Make it Work for You  by VikramDhillon, David Metcalf, Max Hooper 



Bitcoin Mining Principles
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Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Germany: Apress.



More on Bitcoin Blockchain Mining

April 13, 2018 Blockchain and Blockchain Development - William Favre Slater, III 60

Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Germany: Apress.



Proof of Work
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Source: Blockchain Enabled Applications: Understand the Blockchain Ecosystem and How to 
Make it Work for You  by VikramDhillon, David Metcalf, Max Hooper 



Solving the Proof of Work Problem
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Source: Blockchain Enabled Applications: Understand the Blockchain Ecosystem and How to 
Make it Work for You  by VikramDhillon, David Metcalf, Max Hooper 



Block Creation
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Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Germany: Apress.



How Blockchain Works ðIn Detail (part 1)
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Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Germany: Apress.



How Blockchain Works ðIn Detail (part 2)
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Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Germany: Apress.



How Blockchain Works ðIn Detail (part 3)
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Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Germany: Apress.



How Blockchain Works ðIn Detail (part 4)
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Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Germany: Apress.



Why It Works ðPart 1
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Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Germany: Apress.

structure



Why It Works ðPart 2
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Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Germany: Apress.



Why It Works ðPart 3
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Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Germany: Apress.



Why It Works ðPart 4
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Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Germany: Apress.



BLOCKCHAIN ARCHITECTURE
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Microsoft Windows NT Software Architecture ð

Circa 1996
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Source: Solomon, D. (1998). Inside Windows NT, 2nd Edition. Redmond, WA: Microsoft Press.



Blockchain Architecture
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Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Germany: Apress.



Blockchain Architecture
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Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Germany: Apress.



Blockchain Architecture
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Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Germany: Apress.



Blockchain Software Architecture
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Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Germany: Apress.



Blockchain Software Architecture ð

Storage Logic Components
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Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Germany: Apress.



Blockchain Software Architecture ð

Peer-to -Peer Components
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Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Germany: Apress.



Blockchain Software Architecture ð

Consensus Components 
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Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Germany: Apress.



Blockchain Software Architecture ð

Application Specific Components
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Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Germany: Apress.



Blockchain Database Nodes are Peer-to-Peer
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Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Germany: Apress.



Consensus Logic ςWhat Makes Blockchain 
Trusted
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Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Germany: Apress.



Architecture Summary
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Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Germany: Apress.



Ownership 
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Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Germany: Apress.



Major Tasks Involved in Designing a 

System that Manages Ownership 
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Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Germany: Apress.



Documenting Ownership 

with the Blockchain
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Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Germany: Apress.



Purposes and Property of a Ledger
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Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Germany: Apress.



BLOCKCHAIN ACCOMPLISHMENTS
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Major Accomplishments 

of the Blockchain

April 13, 2018 Blockchain and Blockchain Development - William Favre Slater, III 90

Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Germany: Apress.



The Core Problems 

Solved by Blockchain
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Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Germany: Apress.



BLOCKCHAIN USES
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Small Selection of 

Actual Blockchain Applications 
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Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Germany: Apress.



Small Selection of 

Actual Blockchain Applications 
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Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Germany: Apress.



Do Need Blockchain?
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Blockchain Uses
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Blockchain Uses
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Blockchain Use Evolution
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BLOCKCHAIN LIMITATIONS
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Technical Limitations
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Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Germany: Apress.



Technical Limitations
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Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Germany: Apress.



Nontechnical Limitations
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Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Germany: Apress.



BLOCKCHAIN DEVELOPMENT
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Source: Blockchain Enabled Applications: Understand the Blockchain Ecosystem and How to 
Make it Work for You  by VikramDhillon, David Metcalf, Max Hooper 

Simple Blockchain 
Application Model
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Source: Blockchain Enabled Applications: Understand the Blockchain Ecosystem and How to 
Make it Work for You  by VikramDhillon, David Metcalf, Max Hooper 

Source: Blockchain Enabled Applications: Understand the Blockchain Ecosystem and How to 
Make it Work for You  by VikramDhillon, David Metcalf, Max Hooper 

Simple Blockchain 
Application Model
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Source: Blockchain Enabled Applications: 
Understand the Blockchain Ecosystem and 
How to Make it Work for You  by Vikram
Dhillon, David Metcalf, Max Hooper 

Example of a 
Blockchain-based 
Application



Generic

Blockchain Application Patterns
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Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Germany: Apress.



12 Free Blockchain Resources

1. William Slaterôs Blockchain Resource Page http://billslater.com/blockchain

2. FactomUniversity http://www.factom.com/university

3. Ethereum 101 http://www.ethereum101.org

4. Build on Ripple http://ripple.com/build

5. Programmable money by Ripple https://goo.gl/g8vFPL

6. DigiKnow https://youtu.be/scr68zFddso

7. Blockchain University http://blockchainu.co

8. Bitcoin Core https://bitcoin.org

9. Blockchain Alliance http://www.blockchainalliance.org

10. Multichain Blog http://www.mutichain,com/blog

11. HiveMind http://bitcoinhivemind.com

12. Chicago Blockchain Project http://chicagoblockchainproject.com/

13. Chicago Bitcoin and Open Blockchain Meetup Group

https://www.meetup.com/Bitcoin-Open-Blockchain-Community-Chicago/
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Source: Laurence, T. (2017). Blockchain for Dummies. Hoboken, NJ: John Wiley & Sons, Inc.

http://billslater.com/blockchain
http://www.factom.com/university
http://www.ethereum101.org/
http://ripple.com/build
https://goo.gl/g8vFPL
https://youtu.be/scr68zFddso
http://blockchainu.co/
https://bitcoin.org/
http://www.blockchainalliance.org/
http://www.mutichain,com/blog
http://bitcoinhivemind.com/
http://chicagoblockchainproject.com/
https://www.meetup.com/Bitcoin-Open-Blockchain-Community-Chicago/


The 10 Rules to 

Never Break on the Blockchain 

1. Donôt use Cryptocurrency 

or Blockchain to Skirt the 

Law

2. Keep your contracts as 

simple as possible

3. Publish with great caution

4. Back Up, Back Up, Back 

Up Your Private Keys

5. Triple-check the Address 

Before Sending Currency

6. Take Care When Using 

Exchanges

7. Beware Wi-Fi

8. Identify Your Blockchain 

Dev

9. Donôt Get Suckered

10.Donôt Trade Tokens Unless 

You Know What Youôre 

Doing
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Source: Laurence, T. (2017). Blockchain for Dummies. Hoboken, NJ: John Wiley & Sons, Inc.



Top 10 Blockchain Projects

ÅThe R3 Consortium http://www.r3cev.com

ÅT ZERO: Overstocking the Stock Market http://www.overstock.com

ÅBlockstreamôsDistributed Systems http://www.blockstream.com

ÅOpenBazaarôsBlockchain http://www.openbazaar.com

ÅCode Valley: Find Your Coder http://www.codevalley.com

ÅBitfuryôsDigital Assets http://www.bitfury.com

ÅAny Coin Can Shapeshift http://www.shapeshift.io

ÅMachine-Payable Apps on 21 http://www.21.co

ÅAnonymous Transactions on Dash http://www.dash.org

ÅConsenSys: Decentralized Applications: http://www.consensys.net
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Source: Laurence, T. (2017). Blockchain for Dummies. Hoboken, NJ: John Wiley & Sons, Inc.
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http://www.shapeshift.io/
http://www.21.co/
http://www.dash.org/
http://www.consensys.net/


HOW CAN YOU ACCELERATE YOUR 
BLOCKCHAIN UNDERSTANDING, 
KNOWLEDGE AND SKILLS?

April 13, 2018 Blockchain and Blockchain Development - William Favre Slater, III 111



How Can You Accelerate Your Blockchain 

Understanding, Knowledge, and Skills?

ÅBecome obsessed with it because itôs the Future of Trusted, 

Decentralized, Distributed Computing

ÅThe Internet

ÅVisit this link often: http://billslater.com/blockchain

ÅSelf-study

ÅHands-on (get a free tutorial)

ÅJoin one or more Chicago Blockchain Meetup Groups

ÅTake one or more classes, either online or in a physical classroom
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Conclusion
Å Blockchain:

Å A technical marvel made possible by software, 

hardware, strong cryptography, and the Internet

Å Has made significant progress in only 100+ months

Å Has significant strengths and a few limitations too

Å Blockchain is starting to be widely used to automate 

trusted computing transactions and increase 

efficiencies in many industries

Å Has great potential because of popular support of 

talented nerds, and now major players in major 

industries
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Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Germany: Apress.


