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As of February 2018, there are 14 open positions for every

single Blockchain engineer who is looking for a job.
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Two More Important Notes

A This presentation is not about CRYPTOCURRENCY, only
BLOCKCHAIN

A Please clear your mind about everything you thought you
knew about BLOCKCHAIN before this presentation.

A BLOCKCHAIN MUCH bigger than you think.

i'
ILLINOIS INSTITUTE ¥V
OF TECHNOLOGY
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Introduction

A Since the emergence of Bitcoin in
Acryptocurrencyo It has been met
ranging from skepticism to fanaticism. It has also gotten the attention of
governments and | aw enforcement a

attributes to undermine legal controls.

The really surprising and amazing thing about Bitcoin is the BLOCKCHAIN
technology that makes it work.

Smart people and companies are now using Blockchain to create trusted
computing environments that are reliable, efficient, tsaging, and cost
effective. |l t 6s no | onger Just i
adopted.

Some are calling this explosion of new Blockchamabled applications, the
Era of the Trusted Internet

This presentation will explain the Blockchain, how it works, why it is useful
and what it means for the future of the global economy

LLINOIS INSTITUTE V¥
OF TECHNOLOGY
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SOME IMPORTANT TERMS
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Some Important Terms

AES SHR56
Bitcoin Network
Blockchain
Difficulty
Exchange
Hash

Mining

Private Key

Proof of Work

Public Key
Transaction

Wallet

The 256bit encryption algorithm that is AES standard used&fibcoinkeys.
The Internetconnectednetwork comprised of the software and data that suppditcointransactioms
TheBitcoinledger of past transactions.

The measure of how difficult it is to find a new block compared to the easiest it can ever be

A place that sells can bufgstcoins like a stock exchange.
It is a standard cryptographic algorithm function for the generation and verification of currenc
Bitcoinmining serves 2 purposes, it creates the general ledgBitobintransactions and it provides security.

The secret cryptographic key that is used to protgmir Bitcoin account

An economic timestamped measure to deteservice abuses on a network by requiring some
work from the service requester, usually meaning processing time by a computer.

The public (shared) cryptographic key that is used to proteat Bitcoin account
Useof the Bitcointo purchase good or services, or the purchase of saleBifcain or fractional part oBitcoin

A service that will safely store yoBitcoinaccount for you.

ﬁ?,{.’
ILLINOIS INSTITUTE ¥V
OF TECHNOLOGY
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e Candidate block: An incomplete block, created as a temporary construct by a

miner to store transactions from the transaction pool. It becomes a complete
block after the header is completed by solving the PoW problem.

PoW : The problem of discovering a new hash that can be used in the block
header of the candidate block. This is a computationally intensive process that
involves evaluating a hash taken from the most recent block and appending a
nonce to it against the target value of the network. This problem can only be
solved using brute force; that is, multiple trials of using the hash (from the most
recent block header) and nonce being adjusted each time are necessary to solve
the PoW problem.

Nonce: A 32-bit value that is concatenated to the hash from the most recent block
header. This value is continuously updated and adjusted for each trial, until a
new hash below the target value is discovered.

Hash function: A function used to compute a hash. In the Bitcoin protocol, this

function is the SHA-256.

e Hash value: The resulting hash output from a hash function.

Target value: A 265-bit number that all Bitcoin clients share. It is determined by
the difficulty, which is discussed shortly.

Coinbase transaction: The first transaction that is packaged into a block. This is
a reward for the miner to mine the PoW solution for the candidate block.

Block header: The header of a block, which contains many features such as a
timestamp, PoW, and more. We describe the block header in more detail in

Chapter 3 SourceBlockchain Basics: A Ndachnical Introduction in 25 Steps by Daniel Drescher 2
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Cryptography

Cryptology

Making | Breaking
Ciphers I | Ciphers

Cryptography Cryptanalysis

i'
ILLINOIS INSTITUTE ¥V
OF TECHNOLOGY
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Keyless C;ryptag»r'aphy

Hash fuﬁ&ions

Cryptography

Cryptography

Secret-Key Cryptography

,/"—_ { ‘\,‘»

p—

Encryption Authentication  Password hashing

Not Cryptography

Encoding Compression

Public-Key Cryptography

Encryption Authentication
Key Exchange

ﬁ:’_{.’
ILLINOIS INSTITUTE ¥V
OF TECHNOLOGY
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Types of Encryption

DES
TripleDES
AES
RC5

RSA

Elliptic
Curve

Symmetric Keys

¢ Encryption and decryption use the same key.

SkyView Partners [ )

Asymmetric keys

, TIvPOABalyUdSL Decrypt SkyView Partners
jA7GVdaOydh.

O

¢ Encryption and decryption use different keys, a public key and a private key

/ :Encrypt

SkyView Partners %
Private
\ Decrypt

One-way hash

FOKT &UKIM8T7 xdfM Decrypt
K" (8uk4789kds0
% SkyView Partners
Public
o KIKAATK% TNWS 7TV
T 1qY#D=I4E/0R@o* Encrypt ,

SkyView Partners 0"82'lyUdSLjh"7Gd25e

http://computer-trickster.blogspot.tw/2015/11/encryption.html
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Hashing in Blockchain

Block

Buyer ,
(transaction)

"

L

Transaction is distributed
and validated via
cryptographic hashing

Buyer creates a
transaction or a block

Crypto-Hashing

Public Blockchain

Distributed databases

e
g

FeEmtye"qaegre==7rv*""%

Transaction is committed
to blockchain and miners
are rewarded

Trustless peering

Seller

Seller receives the
transaction

e
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WHAT |S BLOCKCHAIN?
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A Logical Diagram of a
Blockchain Network
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What Is Blockchain?

A Distributed Ledger

A Decentralized

A Popularized by Satoshi Nakamoto
A Uses Cryptography and Hashing
A Appendonly Transactions

A The Code already exists @ithub

A Immutable

A First discussed in 1991

i'
ILLINOIS INSTITUTE ¥V
OF TECHNOLOGY
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What Is Blockchain?

A Blockchain Consensus Protocol guide. A blockchain is a decentralizetbpeer
peer system with no central authority figure. While this creates a system that
devoid of corruption from a single source, it still creates a major problem.

I How are any decisions made?
I How does anything get done?
I Think of a normal centralized organization.

A Al'l the decisions are taken by the
possible in a blockchain because a
blockchain to make decisions, they need to come to a consensus using
Aconsensus mechani smso.

i'
ILLINOIS INSTITUTE ¥V
OF TECHNOLOGY
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What Is Blockchain?

Transaction

Owner 3's
Public Key

A A Decentralized, Distributed Ledger

A Updated using software, messaging and
databases with Apperehly transactions

A Records are immutable. st R

A There are multiple copies Owner 1's Owner 2's

Public Key Public Key

A Updated by miners, and synchronized using— : :
Proof of Work, and Consensus

A The foundation technology for Cryptocurren Vo,

A The Future of Trusted Computing Transactic Lo : ool
on the Internet and in public and private & -
networks Cwner 1's = Owner 2's

A First described by Satoshi Nakamoto in his Private Key Private Key
page January 2009 paper:
https://bitcoin.org/bitcoin.pdf Image: Satoshi Nakamoto

A The worl dés | argest Blockchain

Bitcoin Blockchain Database, with 160 GB (it
doesndt scale very

wel |)

~ Owner 2's
- Signature

Owner 3's
Private Key

Dat abase

ﬁ:’,{.’
ILLINOIS INSTITUTE ¥V
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The Term Blockchain

A Name for a data structure
A Name for an algorithm
A Name for a suite of Technologies

A An umbrella term for purely distributed peerpeer systems
with a common application area

A A peerto-peerbased operating system with its own unique rule
set that utilizes hashing to provide unique data transactions wit|
a distributed ledger

ILLINOIS INSTITUTE ¥V
OF TECHNOLOGY
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Blockchain o Simplified View

BLOCK 1 BLOCK 2

e & . )
Block Header 1 (Block Header 2

@
(X)) @®)
(s ) (e z), (i) (o)

Figure 14-5. A simplified blockchain-data-
structure containing four transactions

e

ILLINOIS INSTITUTE 4

Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Gehprasg. OF TECHNOLOGY
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Characteristics of the Blockchain

The blockchain is a purely distributed peer-
to-peer data store with the following

properties:
e Immutable
e Append-only
e Ordered
e Time-stamped
e Open and transparent

e Secure (identification, authentication,
and authorization)

e Eventually consistent

Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Gehprasg.

“:‘,{.’
ILLINOIS INSTITUTE V
OF TECHNOLOGY
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Properties of the Blockchain
Non-functional Aspects

When interacting with the blockchain, you
will notice how it fulfills its duties. The
quality at which the blockchain serves its

purpose is described by its nonfunctional

aspects:

Highly available
Censorship proof
Reliable

Open
Pseudoanonymous
Secure

Resilient

Eventually consistent

i'
ILLINOIS INSTITUTE V
OF TECHNOLOGY

April 13, 2018
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Why Is Blockchain Important?

Accessible
Open source

Easily provides three challenging elements ofRaekerian Hexad model for
security:

I Authenticity
I Control

i Utility t>
It WORKS!

Business enabler
Reduces risk of computer fraud
It is being widely adopted for trusted computing

Blockchain developers and architects are in great demand: 22" B. Parkey
for every Blockchain professional there are 14 open positions

To Do o

To Do Do To Ix

ILLINOIS |N$T|TUT§V7
OF TECHNOLOGY
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Blockchain Transactions:

[ 02a

a KA

b | q I

Y 2

Transaction Transaction Transaction
Owner 1's Cwner 2's Owner 3's
Public Key Public Key Public Key

Hash Hash Hash
‘ V%r), - l .. L
Cwner 0's Owner 1's Owner 2's
Signature Signature > Signature
> 4 &
A9 A8

Cwner 1's Owner 2's . Owner 3's
Private Key Private Key Private Key

Image: Satoshi Nakamoto

ILLINOIS |NST|TUT§W'

SourceBitcoin: A Peetto-Peer Electronic Cash SysteBy Satoshi Nakamoto. Retrieved from
https://bitcoin.org/bitcoin.pdf

OF TECHNOLOGY

April 13, 2018 Blockchain and Blockchain DevelopmeWtilliam Favre Slater, llI

25


https://bitcoin.org/bitcoin.pdf

o T To To T To I To Io Tx Io I» I

Technologies and Events that Led to the
Creation of Bitcoin and Blockchalin

Cryptography
Transistors

Digital Computers
Databases

Silicon Chips
Programming

Applied Cryptography
Computer Networks
Transaction Processing
TCP/ IP and The Internet
The World Wide Web
Evolution of Security and Privacy Thought
The Great 2008 Economic Recession

ﬁ:’,{.’
ILLINOIS INSTITUTE V
OF TECHNOLOGY
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Blockchain Technologies

Technology Source
A The Internet (TCP/IP) A Built into every modern OS
A Cryptography A Cryptography software
A Bitcoin software A Github
A Blockchain Database A MongoDB orBigchainDB

i'
ILLINOIS INSTITUTE V
OF TECHNOLOGY
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TYPES OF BLOCKCHAINS
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Types of Blockchains

A Bitcoin vs. Ethereum vs, Hyperledger (Linux and IBM)
A Public vs. Private
A Permissioned (private) vs. Permissionless

i'
ILLINOIS INSTITUTE ¥V
OF TECHNOLOGY
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Bitcoin vs. Ethereum

Bitcoin

4

Ethereum

Founder Satoshi Nakamoto

Vitalik Buterin

Release Date Q Jan 2008

30 July 2015

Release Method Genesis Block Mined

Presale

Blockchain Proof of work

Proof of work (Planning for
PO5)

Useage Digital Currency

Smart Contracts
Digital Currency

Cryptocurrency Used Bitcoin(5atoshi)

Ether

Algorithm SHA-256

Ethash

Blocks Time 10 Mintues

12-14 Seconds

Mining ASIC miners

GPUs

Scalable Mot now

Yes

LLINOIS INSTITUTE ¥
OF TECHNOLOGY
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Bitcoin vs. Ethereum vs. Hyperledger

O

\‘, ethereum 47 HYPERLEDGER

Blockchain characteristics comparison

Characteristics Bitcoin Ethereum Hyperledger
Permission Pernmussionless Permissionless Pernmussioned
restrictions
Restricted Public Public or private Private
public access to
data
Consensus Proof-of-Work Proof-of-Work PBFT
Scalability High node-scalability, High node- Low node-scalability.
Low performance- scalability, High performance-
scalability Low performance- scalability
scalability
Centralized Low. decentralized Medium, core Low, open-governance
regulation decision making by developer group, model based on Linux
(governance™) commumty/miners but EIP process model
Anonvmity Pseudonynmuty. Pseudonymuty, Pseudonymuty,
no encryption of no encryption of encryption of
transaction data transaction data transaction data
Native currency Yes, bitcomn, Yes, ether No
high wvalue
Scripting Limited possibility, High possibility. High possibility,
stack-based scripting Turing-complete Turing-complete

wvirtual machine,
high-level language
support (Solidity)

scripting of chaincode,
high-level Go-language

April 13, 2018

Blockchain and Blockchain DevelopmeWtilliam Favre Slater, llI
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Comparison of Ethereum, Hyperledger Fabric and Corda

Characteristic

Ethereum

Hyperledger Fabric

R3 Corda

Description of platform

Generic blockchain
platform

Modular blockchain
platform

Specialized distrib-
uted ledger platform
for financial industry

Governance Ethereum developers Linux Foundation R3
Mode of operation Permissionless, Permissioned, Permissioned,
public or private® private private
Consensus Mining based on Broad understand- Specific understand-
proof-of-work (PoW) ing of consensus ing of consensus
Ledger level that allows multiple (i.e., notary nodes)
approaches Transaction level
Transaction level
Smart contracts Smart contract code Smart contract code Smart contract code
(e.g., Solidity) (e.g., Go, Java) (e.g., Kotlin, Java)
Smart legal contract
(legal prose)
Currency Ether None None
Tokens via smart Currency and
contract tokens via
chaincode

April 13, 2018

Blockchain and Blockchain DevelopmeWtilliam Favre Slater, llI
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Ethereum Public Blockchain

e Ethereum was developed initially for public chain deployment, where trustless
transaction requirements outweigh absolute performance. The current public
chain consensus algorithms (notably PoW) are overkill for networks with trusted
actors and high throughput requirements.

e Public chains by definition have limited (at least initially) privacy and
permissioning requirements. Although Ethereum does enable permissioning to
be implemented within the smart contract and network layers, it is not readily
compatible out of the box with traditional enterprise security and identity
architectures or data privacy requirements.

e Naturally, the current Ethereum improvement process (dominated by Ethereum
improvement proposals) is largely dominated by public chain matters, and it has
been previously challenging for enterprise IT requirements to be clarified and
prioritized within it.

N
— ; — ILLINOIS INSTITUTE\.’-//
SourceBlockchain Basics: A Ndachnical Introduction in 25 Steps OF TECHNOLOGY

by Daniel Drescher
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Public vs. Private

PUBLIC VS. PRIVATE BLOCKCHAINS

2l

o l®] € 1:1 l:l
Sooh - e
s ~@m a9 T o
AR AR

~ T o

PUBLIC, PERMISSIONLESS BLOCKCHAINS PRIVATE, PERMISSIONED BLOCKCHAINS
W Anyone can join the network and submit transactions m Only safelisted (checked) participants can join the
B Anyone can contribute computing power to the network

network and broadcast network data

) ) m Only safelisted (checked) participants can contribute
B All transactions are broadcast publicly

computing power to the network and broadcast
network data

m Access privileges determine the extent to which
each safelisted participant can contribute data to
the network and access data from the network

Key differences between public, permissionless blockchains and private, permissioned blockchains; Source: Accenture

LLINOIS INSTITUTE Y
OF TECHNOLOGY
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Four Functional Versions of Blockchain
Distributed Ledgers

Table 23-2 presents the four versions of the
blockchain that arise when combining the
extreme cases of reading and writing
restrictions.

Table23-2. Four Versions of the Blockchainasa
Result of Combining Reading and Writing

Restrictions
Reading Access and Creation of
Transactions

Writing Everyone Restricted

Access

Everyone |Public& Private &
Permissionless Permissionless

Restricted |Public& Private &
Permissioned Permissioned

‘{'
ILLINOIS INSTITUTE V

SourceBlockchain Basics: A Ndachnical Introduction in 25 Steps OF TECHNOLOGY

by Daniel Drescher
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HASH PUZZLE
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Hash functions transform any kind of
data into a number of fixed length,
regardless of the size of the input data.

There are many different hash
functions that differ among others
with respect to the length of the hash
value they produce.

Cryptographic hash functions are an
important group of hash functions that
create digital fingerprints for any kind
of data.

Cryptographic hash functions exhibit
the following properties:

¢ Provide hash values for any kind
of data quickly

Deterministic

Pseudorandom

e One-way usage

Collision resistant

e Application of hash functions to data
can be accomplished by using the
following patterns:

¢ Repeated hashing

Independent hashing

Combined hashing

Sequential hashing

Hierarchical hashing

Hello

World!

- 185F8DB3
- 514B6BB

— @

Independent Hashing

.

Hello

S

Combined

~—
7F83B165
Ty
World!

Hashing

<

185F8DB3)

©514B6BB

Hello

World!

Hashing Data

Repeated Hashing

Hello World!

Sequential Hashing

Hierarchical Hashing

“:‘,{.’
ILLINOIS INSTITUTE V

Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Gehprasg.

OF TECHNOLOGY
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Hashing in the Real World

e Hash values can be used:

To compare data

To detect whether data that were
supposed to stay unchanged have
been altered

To refer to data in a change-
sensitive manner

To store a collection of datain a
change-sensitive manner

To create computationally
expensive tasks

Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Gehmasg.

N
ILLINOIS INSTITUTE V
OF TECHNOLOGY
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Hashing in the Real World

Figure 11-1 illustrates the functioning of
hash references schematically by presenting
a valid hash reference. The gray circle
labeled R1 represents a valid hash reference.
The white box represents some data that are
supposed to stay unchanged. The arrow
that goes from the circle to the box depicts
the functioning of the hash reference. The
arrow points from the reference to the data
it refers to.

(Heilu World!j

Figure 11-2 illustrates the symbolic
representation of a broken or invalid hash

Hello World?

Figure 11-2. Schematic illustration of aninvalid
hash reference

reference.

e

ILLINOIS INSTITUTE ¥V

Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Gehmasg.

OF TECHNOLOGY
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Hashing in the Real World

Figure 11-3 illustrates the situation
when a new hash reference was created
after the data were changed. This situation
is depicted by a black box representing
altered data, a black circle representing a
newly created hash reference, and the
straight arrow pointing from the circle to
the box.

Hello World?

Figure 11-3. Schematicillustration of a newly
created hash reference after altering the data
being referred

Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Gehmasg.

ILLINOIS INSTITUTE V
OF TECHNOLOGY
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Hashing in the Real World

Usage of Hashing in the
Blockchain

Within the blockchain, hashing is used in
the following instances:

e Storing transaction data in a change-
sensitive manner

e Asadigital fingerprint of transaction
data

¢ Asaway to incur computational costs

for changing the blockchain-data- Note _
structure In the context of the blockchain, hash

puzzles are often called proof of work, as
their solution proves that someone has
done the work necessary to solve it.

ILLINOIS INSTITUTE V

Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Gehmasg. OF TECHNOLOGY
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Hash Puzzle

Before
INPUT CALCULATE OUTPUT RESTRICTION
- ~ HASH VALUE
q Leading Zeros
DATA
NONCE
| J
N
. . ILLINOIS INSTITUTE ¥V
Sourcehttp://www.blockchain-basics.com/HashPuzzle.html OF TECHNOLOGY
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Hash Puzzle

Test
INPUT CALCULATE OUTPUT RESTRICTION
- ~ HASH VALUE
s q 092447CF Leading Zeros
Illinois Tech Foren:
NONCE
(g J
N
: . ILLINOIS INSTITUTE ¥V
Sourcehttp://www.blockchain-basics.com/HashPuzzle.html OF TECHNOLOGY

April 13, 2018 Blockchain and Blockchain DevelopmeWtilliam Favre Slater, llI 43


http://www.blockchain-basics.com/HashPuzzle.html

Test
INPUT
-
DATA
[llinois Tech Foren:
NONCE
-

Hash Puzzle

CALCULATE QUTPUT
HASH VALUE

—l> 687A32A5

Solve Hash Puzzle

Sourcehttp://www.blockchainbasics.com/HashPuzzle.html

RESTRICTICN

Leading Zeros

v

ILLINOIS INSTITUTE 4

e

OF TECHNOLOGY
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Advanced Hash Tool
SYNEXSINTRODUCES

Advanced Hash Manipulation: Dagon

CyberPunk » Password Attacks

N
ILLINOIS INSTITUTE‘V/
Sourcehttps://nOwhere.net/advanceehashrmanipulationdagon OF TECHNOLOGY
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Hash Use Summary

e Hash values can be used:
e Tocompare data

e To detect whether data that were
supposed to stay unchanged have
been altered

e Torefer todatain achange-
sensitive manner

e To store a collection of datain a
change-sensitive manner

e To create computationally
expensive tasks

Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Gehprasg.

N
ILLINOIS INSTITUTE V
OF TECHNOLOGY
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MERKLE TREES
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Merkle Trees

A Merkle Trees are e L &
D L
used to add |
transactions to @@
Blocks In ] o), {momsa)] e
Bitcoin
Blockchains (@@

Y \J Y

Crransaction 1] (Transaction 2) (Transaction ED (Transaction 4)

i'
ILLINOIS INSTITUTE ¥V

R12

Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Gehprasg. OF TECHNOLOGY
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Merkle Tree
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Source: Nakamoto, S. (2009).
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Merkle Trees

Merkle Patricia Trees (MPT)
data structures are used to add

transactions to Blocks in
Ethereum Blockchains to .
permit the use of Smart

Contracts

MPTs use private and public

keys to authenticate

The Ethereum Blockchain is
zed
becauseé
programmed using languages,

like Solidity and Java, and

categori
Compl et eo

__________________________________
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Source: Peterson, O. (2018). An Introduction of Programmable Smart Contracts in Ethereum](Pt 1).
Retrieved fromhttps://www.linkedin.com/pulse/introductionprogrammablesmartcontracts
ethereumpl1l-%CE%BE%CE%BEY%ClatwBE
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Authentication in the Blockchain

A Blockchain uses asymmetric cryptography for
two purposes
I ldentification of actors
I Authorization of transactions

Asymmetric keys
¢ Encryption and decryption use different keys, a public key and a private key

o FOKT*QUAMST xdfM
Encrypt K" (Suk4789kds0
SkyView Partners D - % SkyView Partners
Private ; Public
\ KikAJATR% TNWEITIW
* " lqrsoeusprges * | _EncYPt
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Authentication in the Blockchain

e Identifying accounts: User
accounts are public cryptographic
keys.

e Authorizing transactions: The
owner of the account who hands
off ownership creates a piece of
cypher text with the
corresponding private key. This
piece of cypher text can be verified
by using the corresponding public
key, which happens to be the
number of the account that hands
off ownership.

Hello World!
8§59 8P&ZTF( H#H>HSAZG
YSEWS%TF e e
%&/(&RF/&% EFH|||%/&G
Hello World!

Figure 12-3, Schematic illustration of
asymmetric cryptography
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HOW DOES BLOCKCHAIN WORK?
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e 1here is a theory which states that if ever anybody
1 discovers exactly what the Universe is for and why
| it is here, it will instantly disappear and be
replaced by something even more bizarre and
inexplicable. There is another theory which states
that this has already happened.

(Douglas Adams)
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https://github.com/bitcoin/

How Does Blockchain Work?

HOW THE BITCOIN BLOCKCHAIN WORKS

~10 Minutes Of Transactions Are
Broadcast To All Miners

TRANSACTIONS mmmed MINERS o Block
Miner Solves BLOCK
Puzzle And Gets A PUZZLE

Proof Of Work

PROOF OF
g WORK
The Successful Miner

Broadcasts Its Proof Of L
Work To The Other A

Miners
MINERS Process Starts Over
Miners Verify The Proof
VERIFICATION pmmmmmsd TRANSACTIONS 4 MINERS

Of Work
ILLINOIS |NST|TUT§I/7
OF TECHNOLOGY

Miners Create A Block

Miners Try To
Solve Puzzle
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Block header

Block size

Transaction kst

Transaction counter

A typical block in the
blockchain

Previous block hash

Merkle Root

Version

Components
of block header

Timestamp

Difficulty tasget

Nonce

Components
of a transaction list

Version

Delay

Number of inputs

List of inputs

Number of outputs

List of outputs

4

Input transaction

Unlock script (private)

Amount (in Satoshis) |

Script length

Previous transaction
hash

g — — —p LOcking scrpt (public)

Scnpt length

Multiple inputs and outputs exist in the transaction list following this format

Typical Block Composition:

Block Header
Block Transactions

——n gy

SourceBlockchain Enabled Applications: Understand the Blockchain Ecosystem and How to
Make it Work for Youby VikramDhillon, David Metcalf, Max Hooper
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Transaction pool

1 Block:
ocks
Miner g
l Block Block
Most recent
block header 1
Block header )

Pnor block ID, version, imestamp, etc

___________ Candidate block
Transaction kst

Figure 2-1.
A simplified overview of the mining process

SourceBlockchain Enabled Applications: Understand the Blockchain Ecosystem and How to
Make it Work for Youby VikramDhillon, David Metcalf, Max Hooper

Blockchain

ﬁ:’_{.’
ILLINOIS INSTITUTE ¥V
OF TECHNOLOGY

April 13, 2018 Blockchain and Blockchain DevelopmeWtilliam Favre Slater, llI

58



Bitcoin Mining Principles

1.1.

An increase in nuning difficulty causes a decrease in the target value to

compensate for the nining time.

2. 2,

An increase in the number of miners joining the network causes an increase in
the rate at which PoW 1s solved, decreasing the nuning time. To adjust for this,
minming difficulty increases and the block creation rate returns to normal.

3- 3-

The target value is recalculated and adjusted every 2,016 blocks created, which

happens in approximately two weeks.

Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Gehprasg.
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More on Bitcoin Blockchain Mining

Note

The term mining is used because the process is similar to the mining of rare metals.
It is very resource intensive and it makes new currency avaliable at a slow rate, just

like the miners in the Bitcoin protocol getting rewarded.

allows it to be very resilient. Miners are the heartbeat of the Bitcoin network and
they have two main incentives for participation:

e The first transaction to be packaged in a block is called the coinbase transaction.
This transaction is the reward that the winning miner receives after mining the
block and announcing it on the network.

e The second reward comes in the form a fee charged to the users of the network
for sending transactions. The fee is given to the miners for including the
transactions in a block. This fee can also be considered a miner’s income because
as more and more Bitcoins are mined, this fee will become a significant portion
of the income.

i'
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Proof of Work

Candidate block

- N

Most recent block
———————— header
Updated with
each new
{ Nonce ‘
>

candidate biock
I
I
I
I
I
I
I

Inputs to hash
function

Hash function

Evaluate Hash value € Target value )= — — — — — — — — — — — —
No: Adjust Nonce and try
again to find a hash value
smaller than target
Yes
PoW soived, E

coinbase transaction
awareded to miner

SourceBlockchain Enabled Applications: Understand the Blockchain Ecosystem and How to
Make it Work for Youby VikramDhillon, David Metcalf, Max Hooper
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Solving the Proof of Work Problem

Try with a new Nonce

Previous block
header hash

E0m

Block announced on the network

and added to the blockchain
-
Brute-force trials |
|
| |
Increment Nonce ' v
No | /
— — -1 Target value yetem /\_x
Mining
difficulty
Compare the block
header to target
New block header
Candidate block
Hash function >
Provides new
block header

=

SourceBlockchain Enabled Applications: Understand the Blockchain Ecosystem and How to

Make it Work for Youby VikramDhillon, David Metcalf, Max Hooper
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Block Creation

1. Get the root of the Merkle tree that

contains the transaction data to be
added.

2. Create a hash reference to the header of
that block that will be the predecessor
from the new block header’s point of
view.

3. Obtain the required difficulty level.
4. Get the current time.

5. Create a preliminary block header that

contains the data mentioned in points 1

to 4.

6. Solve the hash puzzle for the preliminary

block header.

7. Finish the new block by adding the
nonce that solves the hash puzzle to the
preliminary header.

iy

Nonce

Time Stamp

Difficulty Level

Hash Value of
the Preceding
Block Header

o o Mol M

Restriction

. U . U s A o W

Root of a
Merkle Tree

Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Gehprasg.

Figure 16-1. Schematic illustration of the hash
puzzle required to be solved when adding a new
block to the blockchain-data- structure
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How Blockchain Works d1In Detail (part 1)

The procedure that governs how nodes deal
with new transaction data and blocks they
receive from their peers consists of the
following rules (the rules printed in bold are
the one that establish the two-step rhythm):

1. New transaction data as well as new
blocks are forwarded to all nodesin a
gossip fashion.

2. Each node collects new transaction
data in an inbox and selects them for
processing.

3. Each node processes new blocks
immediately with highest priority.

Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Gehmasg.
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How Blockchain Works d1In Detall (part 2)

4. Eachnode processes new transaction
data by validating them for
authorization and formal and semantic
correctness.

5. Eachnode collects only valid
transaction data into a Merkle tree and
starts creating a new block by solving
its hash puzzle.

6. Assoon as anode finishes the hash
puzzle, it sends the newly created
block to all other nodes.

7. Eachnode processes new blocks by
verifying the solution of its hash puzzle
and by verifying all its containing
transaction data for formal correctness,
semantic correctness, and
authorization.

e

ILLINOIS INSTITUTE ¥V

Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Gehmasg. OF TECHNOLOGY

April 13, 2018 Blockchain and Blockchain Developmelfilliam Favre Slater, 111 65



How Blockchain Works dIn Detalil (part 3)

8. Eachnode adds valid blocks to its own
copy of the blockchain-data-structure.

9. Ifanewly arrived block has been
identified as invalid, it will be discarded
and the nodes continue with processing
transaction data or with finishing the
hash puzzle of a new block.

10. If anewly arrived block has been
identified as valid, the node removes
those transactions that are contained in
the new block from its own inbox and
starts with processing transaction data
and the creation of a new block.

Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Gehprasg.
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How Blockchain Works dIn Detail (part 4)

11. If ablock that was added to the
blockchain-data-structure is identified
as invalid or useless later on, that block
as well as all its subsequent blocks will
be removedZ from the blockchain-data-
structure and their transactions will be
added to the inbox to be processed
again.

12. The node whose block was accepted
will receive the fees for all transactions
contained in the block as reward.

13. If ablockis removed from the
blockchain-data-structure, then the
reward for adding it is withdrawn from
the node that initially received it.

Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Gehprasg.

“:‘,{.’
ILLINOIS INSTITUTE V
OF TECHNOLOGY

April 13, 2018 Blockchain and Blockchain Developmelfilliam Favre Slater, 111

67



Why It Works oPart 1

The reasons the preceding rules work are:

e Due torule 1, all nodes receive all
information needed to validate and
add transaction data.

¢ Duetorule 2, nodes process new
transaction data they receive.

¢ Due to rule 3, the blocks created by
other nodes are processed immediately
on arrival at the nodes inbox.

¢ Duetorule 4, only valid transaction

data are added to the blockchain-data-

structure -
N
ILLINOIS INSTITUTE\-’//
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Why It Works o Part 2

e Duetorule 5, all nodes take partin a
race for solving the hash puzzle. Due to
the nature of the hash puzzle it is
unpredictable which node will solve it
first.

e Due to rule 6, all nodes are informed
when a node solves the hash puzzle of a
new block.

e Due torules 6 and 3, all nodes receive
the newly created block and recognize
the winner of the race for solving the
hash puzzle.

e Due torule 7, all nodes of the system
review and verify newly created blocks
and ensure that only correct blocks are
accepted.

Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Gehprasg.
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Why It Works oPart 3

e Due to rule 8, all nodes add new blocks
to their own copy of the blockchain-
data-structure and hence grow the
transaction history.

e Due torule 9, the collectively
maintained transaction history is kept
free of invalid transactions and hence
maintains integrity.

e Duetorule 10, no transaction data will
be added twice.

e Duetorule 11, no valid transaction will
get lost even if previously processed
blocks are reprocessed.

Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Gehprasg.
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Why It Works oPart 4

Due to rule 11, the system is able to
perform ex post validity checks on the
transaction history and correct it
retrospectively.

Due to rule 12, nodes have an incentive
to process transactions and to create
new blocks quickly.

Due to rule 12, all nodes have an
incentive to inform all other nodes
about a new block because earning a
reward depends on having
transactions examined and accepted by
all other nodes.

Due to rule 13, nodes have an incentive
to work correctly, to avoid accepting
any invalid transaction data, or
producing invalid blocks.

e Due torule 13, nodes have an incentive

to review and revalidate blocks and
transactions in a retrospective way.

“:‘,{.’
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BLOCKCHAIN ARCHITECTURE
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Microsoft Windows NT Software Architecture

Circa 1996

System Services
P—— Replicator Environment
Sanie d]J RPC subsystems Applications

VO system Cache Processes . Virtual
mana and threads Seaurlty
File il B—
systems Object management/Executive RTL
Device drivers ] Kernel

Hardware abstraction layer (HAL)

Figure 2-5
Windows NT architecture

Source: Solomon, D. (1998). Inside Windows N'Edition. Redmond, WA: Microsoft Press.

Win32 USER
and GDI
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Blockchain Architecture

Table21-3. Layers and Aspects of the Blockchain

Layer Functional Nonfunctional
Aspects Aspects
Application Clarifying Highly available
ownership Reliable
Transferring Open
ownership Pseudoanonymous

Implementation Ownership logic |Secure

Transaction Resilient
security Eventually
Transaction consistent

processing logic |Keeping Integrity
Storage logic
Consensus logic
Purely
distributed
peer-to-peer
architecture

Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Gehprasg.

e

ILLINOIS INSTITUTE ¥V

OF TECHNOLOGY

April 13, 2018 Blockchain and Blockchain Developmelfilliam Favre Slater, 111

74



Blockchain Architecture

Functional Aspects of the Internal Functioning: Functional
Application Layer Aspects of the Implementation
The blockchain serves two purposes: Layer

e Clarifying ownership

The internal functioning of the blockchain

can be traced back to the following major
¢ Transferring ownership components:

Ownership logic
Transaction security
Transaction processing logic
Storage logic

Peer-to-peer architecture

Consensus logic

e
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Blockchain Architecture

e The architecture of a software system e The blockchain is part of the

determines how its components are implementation layer of a distributed

organized and related to one another. software system

e Centralized and distributed software
architectures can be seen as antipodes.

e The purpose of the blockchain is to
ensure a specific nonfunctional aspect

* Adistributed system consists of a of a distributed software system that is:

number of independent computers
th:::lt cooperate w%th -:‘)ne anot.her t?y integrity.
using a communication medium in

order to achieve a specific objective

without having any centralized

element of control or coordination.

e Asarule of thumb, one can state that as
soon as a system has a single
component that could bring down the
whole system it is not distributed,
regardless of how complex its
architecture looks.

Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Gehprasg.

achieving and maintaining its

“:‘,{.’
ILLINOIS INSTITUTE V
OF TECHNOLOGY

April 13, 2018 Blockchain and Blockchain Developmelfilliam Favre Slater, 111

76



Blockchain Software Architecture

~ S
Application Specific Components
Ownership Transaction Transaction Transaction
Logic Data Validation Logic Security
\ z,
~
Blockchain-Technology-Suite
Storage Consensus Data Asymmetric
Logic Logic Processing Logic Cryptography
\ /),
~ ™
Purely Distributed Peer-to-Peer Architecture
\. y,

Figure 21-7.
The blockchain-technology-suite within the blockchain

Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Gehprasg.
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Blockchain Software Architecture 0
Storage Logic Components

- "y
Slorage Logic
\, y
r~ N
Immutable Append-Only Data Store

\ A

iy Y i T
Proof of Waork Blockchain-Data-Structure

L o N >

' Y N

Computationally Expensive Tasks Change-Sensitive Data Structures

L 7 P

f Y i e
Hash Puzzles Hash References

L o N .

- ™

Cryptographic Hash Values
e A

Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Gehprasg.
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Blockchain Software Architecture 0
Peer-to-Peer Components

Furely Distributed Peer-to-Peer Architecture

LY #
i 4
Independent Modes Gossip-Style
(Peers) ][ Netwark ][ Message Passing
\ 4
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Blockchain Software Architecture 0o
Consensus Components

Consensus Logic

% .

- "'I
Transachon Peer-lo-Peer Slorage Selachon
Frocessing Logic Architecture Logic C:ritenon

LN I’
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Blockchain Software Architecture 0
Application Specific Components

Application Specific Components

Crvmership Transacton Transaction Transaction
Logic Data Validation Logic Security

#

Blockchain-Technalogy-Suite

.‘

storage Lonsensus Data
Logic Logic Processing Logic

Asymmetnc
Cryptography

r

Puraly Distributed Peer-lo-Pear Architectura

&

Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Gehprasg.
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Blockchain Database Nodes are PdetPeer

Peer-to-Peer Architecture

The architecture determines how the components or nodes of the system are related
and connected with one another. As illustrated in Figure 21-5, the blockchain utilizes
a purely distributed peer-to-peer system that consists of independent peers called
nodes. These nodes are connected with one another via a network that serves as a
medium for communication. Each of the peers maintains its own copy of the
blockchain-data-structure containing the whole history of transaction data. The
peers communicate with one another by utilizing a gossip-style message-passing
protocol that ensures that eventually each peer will receive all of the information.

il ™

Purely Distributed Peer-to-Peer Architecture

r N
Independent Nodes Gossip-Style
(Peers) ][ Network ][ Message Passing
LS .

Figure 21-5.
Architecture and its underlying concepts
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Consensus LogcWhat Makes Blockchain
| Trusted

Since all the nodes of the distributed system maintain their history of transaction
data independently, their content can differ due to delays or other adversities of
passing messages through a network. As a result, the data store that was meant to
form a straight line of linked data blocks actually forms a three-shaped data
structure where each branch represents a conflicting version of the transaction
history. The consensus logic as depicted in Figure 21-6 makes all nodes of the system
eventually consistent by making them choose the identical version of the transaction
history that unites the most collective effort.

' '

Consensus Logic

p
Transaction Peer-to-Peer Storage Selection
Processing Logic Architecture Logic Criterion

.

Figure 21-6.
Consensus logic and i1ts underlying concepts
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Architecture Summary

Summary

Peer-to-peer systems consist of
computers, which make their
computational resources directly
available to another.

The advantage of peer-to-peer systems
is their ability to allow users to interact
directly with one another instead of
interacting indirectly through
middlemen.

Replacing middlemen with peer-to-
peer systems increases processing
speed and reduces costs.

Peer-to-peer systems can be centralized
or purely distributed.

Purely distributed peer-to-peer systems
form a network of equal members that
interact directly with one another
without having any central

coordination.

Napster demonstrated the power of
peer-to-peer systems as its file sharing
system ushered in a new era for the
business model of the traditional music
industry, which mainly acted as a
middleman between artists and
consumers.

Every industry that mainly actsas a
middleman between producers and
customers of immaterial or digital
goods and services is vulnerable to
being replaced by peer-to-peer systems.

A huge part of our financial system is
simple intermediation between
suppliers and consumers of money,
which mainly exists as digital or
immaterial good. Hence,digitalization
and peer-to-peer systems may reshape
the financial industry in a similar
fashion as Napster reshaped the music
industry.

Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Gehprasg.
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Ownership

Figure 6-1 depicts the relation of the
different concepts involved when designing
software for managing ownership.

r |
Cwmership
R
Proof of Ownership I‘ Use of Ownership
\, r

F i * iy
Mapping of
Owners to Identification Authentication Authorization
Property
S —
-
Ledger | Property ID Owner 1D Il Password ‘ Signature \
L. - A

Figure 6-1. Conceptsof ownership

Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Gehprasg.
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Major Tasks Involved in Designing a
System that Manages Ownership

e Describing ownership
¢ Protecting ownership
e Storing transaction data

e Preparing ledgers to be distributed in
an untrustworthy environment

e Distributing the ledgers
e Adding new transaction to the ledgers

¢ Deciding which ledgers represents the
truth

“:‘,{.’
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Documenting Ownership
with the Blockchain

e Transaction data provide the following e A transaction is executed by adding it

information for describing a transfer
of ownership:

¢ An identifier of the account who
initiates the transaction and is to
transfer ownership to another
account

e An identifier of that account that

is to receive ownership

e The amount of the goods to be
transferred

¢ The time the transaction is to be
done

o A fee to be paid to the system for
executing the transaction

e A proof that the owner of the
account who hands off ownership
agrees with that transfer

e The complete history of transaction
data is an audit trail that provides
evidence of how people acquired and
handed off ownership.

e Any transaction not being part of that
history is regarded as if it never
happened.

to the history of transaction data and
allowing it to influence the result of
aggregating them.

e The order in which transaction data are
added to the history must be preserved
in order to yield identical results when
aggregating these data.

e In order to maintain integrity, only
those transaction data are added to the
blockchain-data-structure that fulfill
the following three criteria:

e Formal correctness
e Semantic correctness

e Authorization

N
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Purposes and Property of a Ledger

Figure 6-2 illustrates how the proof of

ownership and transfer of ownership relate

to the purpose and the properties of a

ledger.

Ledger

Proof of Ownership

-,

~

Ny

Transfer of Ownership

Transparency

y

Privacy

Reading Data

Writing Data

Consuming
Historic Data

Creating
New Data

L

Maintaining the State

>

L

Changing the State

"

Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Gehprasg.

“:‘,{.’
ILLINOIS INSTITUTE V
OF TECHNOLOGY

April 13, 2018

Blockchain and Blockchain Developmelfilliam Favre Slater, 111

88



BLOCKCHAIN ACCOMPLISHMENT?
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Major Accomplishments

of the Blockchalin

e Disintermediation

e Automation

e Standardization

e Streamlining processes

e Increased processing speed
e Costreduction

e Shift toward trust in protocols and
technology

e Making trust a commodity

e Increased technology awareness

Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Gehmasg.
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The Core Problems
Solved by Blockchain

¢ Integrity and trust are major concerns of peers
of peer-to-peer systems.

e The knowledge about the

e People will join and continue to trustworthiness of the peers

contribute to a peer-to-peer system if

they trust it and if the results of e The core problem to be solved by the

interacting with the system on an blockchain is achieving and

ongoing basis confirm and reinforce maintaining integrity in a purely

that trust. distributed peer-to-peer system that is
¢ Assoon as people lose trust in a peer- comprised of an unknown number of

to-peer system, they will abandon it, peers with unknown reliability and

which in turn will cause the system to trustworthiness.

terminate eventually.

e Major integrity threats in peer-to-peer
systems are:

e Technical failures
e Malicious peers

¢ Achieving integrity in a peer-to-peer
system depends on:

¢ The knowledge about the number

Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Gehprasg.
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BLOCKCHAIN USES
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Small Selection of

Actual Blockchain Applications

Payments: Managing ownership and
transfer of digital fiat currencies.

Cryptocurrencies: Managing ownership
and creation of digital instruments of
payment that exist independently
from any government, central bank, or
other central institution.

Micropayments: Transfer of small
amounts of money that would be too
costly by using traditional means of
transfer.

Digital assets: Managing creation,
ownership, and transfer of digital

items that have value in their own right
or represent valuable goods in the real
world.

e Record management: Creation and
storing of medical records.

Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Gehprasg.
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Small Selection of

Actual Blockchain Applications

Digital identity : Proving identity and
authentication based on unique digital
items.

Notary services: Digitizing, storing, and
verifying documents or contracts and
proof of ownership or transfer.

Compliance and audit. Auditing
business activities of people or
organizations in regulated industries in
an audit track.

Zax: Calculating and collecting taxes

based on transactions or on sole

ownership, reducing tax avoidance,? or

double taxation.

Voting. Creating, distributing, and
counting digital ballot papers.

Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Gehprasg.
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Do Need Blockchain?

Do you need blockchain?

Multiple parties
share data

Multiple parties
update data

Requirement for
verification

participants need to trust that the
actions that are recorded are valid

multiple participants take actions
that need to be recorded and
change the data

() % v

multiple participants need views of
common information

Transactions
interact

Time sensitive
interactions

Intermediaries
add complexity

removal of intermediaries can reducing delay has business transactions created by different

reduce cost and complexity benefits participants depend on each other
source pwc via @mikequindazzi pwc

——n gy
e
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Blockchain Uses

({"'7“-1"'-,-::}\4 E-commerce

Global Payments

P2P Lending

Microfinance

Derivatives
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Blockchain Uses

Digital Content/Documents, Storage & Delivery

A

BitProof, Blockcai, Ascribe, ArtPlus, Chainy.Link,
Stampery, Blocktech (Alexandria), Bisantyum,
Blockparti, The Rudimental, BlockCDN

Smart Contracts Real Estate
Otonomaos, Mirror, Factom

Symbiont, New system
Technologies

Blockchain in loT App Development

R
Sk =2
di <
Filament, Proof of ownership for
Chimera-inc.io, modules in app
ken Code — ePlug development: Assembly

Non-Financial Use Cases

Authentication & Authorization

]

The Real McCoy, Degree of

Digital Identity

ﬁ Y
«.

Sho Card, Uniquid,

Marketplace

-

Providing premium

Trust, Everpass, BlockVerify, Onename, rights & brand based
Trustatom coins: MyPowers
Diamonds Gold & Silver Reviews/Endorsement
-
=\/

Everledger

Network Infrastructure & APIs

«:;;‘ge
Pk e

Ethereum, Eris, Codius, NXT,

Mamecoin, Colored Coins, Hello

BitShares, Real Asset
Co., DigitalTangible
(Serica), Bit Reserve

Block, Counterparty, Mastercoin,
Corona, Chromaway, BlockCypher

TRST.im, Asimov
(recruitment services),
The World Table

Other

N_..G

Prediction platform:

Augur
E Election Voting: Follow
VOTE My Vote

Patient Records
management: BitHealth

Currency Exchange & Remittance

< Pp

Coinbase (Wallet), BitPesa,
Billion, Ripple, Stellar, Kraken,
Fundrs.org, MeXBT, CryptoSigma

P2P Transfers

BTC Jam, Codius,
BitBond,
BitnPlay

Financial Use Cases

Ride Sharing Data Storage
-
—
L —
La'zooz Storj.io,
Peernova

(Donation),
DeBuNe (SME’s
B2B transactions)

Trading Platforms

Gaming

) ' \ceth
gt

equityBits, Spritzle, PlayCoin,
Secure Assets, Play(on DACx
Coins-e, platform),
DXMarkets, Deckbound
MUNA, Kraken,
BitShares
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Blockchain Use Evolution

Defining Blockchain
A distributed ledger technology

Blockchain is a cryptographic, or encoded
ledger — a database of transactions in the
form of blocks arranged in a chain. These are
validated by mwitiple users through
consensus mechanisms (such as proof-of-
work in Bitcoin mining) shared across a
public or private network.

Biockchain technoiogy could cut banks’
infrastructure costs for cross-border
payments, securities trading, and
regulatory compliance

2009-2012 the

Foundation :
days Rise of Bitcoin

exchanges

e Emer
based on a paper by
Satoshi Nakamoto

» On January 3, 2009, the
Genesis block was
mined

o Experimental and
limited to cryptographic el

with money lau

but also gains

others

2012-2014
Moving beyonc

nce of Bitcoin * Mixed response to
Bitcoin as it struggles

and criminal activity,

acceptance across some
online retail stores

Potential benefits of Blockchain technology for the financial services industry

Reduce costs of
overall transactions
and 1T infrastructure

irrevocable and

ﬁ amper-resistant

wransactions

Reduction in systemic
risks (eliminate credit

and iiquidity risks)

& Consensus in a variety
\§>\': of transactions

community « Rise of Bitcoin- based

e Blockchain as the startups

backbone of Bitcoin = Bitcoin price surged to

USs2 coo
o Blockchain gains
attention

financial

services firms (begins

internal trials)
v

v

AN

2014-2015

Blockchain
buzz years

Blockchain, the
underlying technology
behind Bit<coin, gets
seriovs attention and
investment from
financial services firms,
regulators, and VCs
Expilosion of use cases
within BFS1
Announcement of
consortiums to
accelerate adoption,
innovation, and
common standards
Banks experiment with
their versions of
cryptocurrencies
Global service providers
and technology
companies put their
weight behind
Blockchain

“ Everest Group Blockchain in BFS! — Looking Beyond the Hype

Abdlity to store and

define ownership of any 1
tangible orintangible )
asset

Increased accuracy of
trade data and reduced -
settiement risk ,

Sl )
Near-instantaneous
clearing and
settiement

2016-2017

Crossing the
chasm

e The next two years are
criticat for Blockchain
technology to
demonstrate
sustainable value and
show adoption beyond
proofs of concept by FS
firms

e Startups backed by VC
funding and
consortiums need to
show resuits to justify
the large sums of
funding andfor
investment of time and
resources

» Scalability and
throughput issues need
to be solved for the
Bicckchain tech
to cross the chazm to
mainstream adoption

2021.8-2020

Adoption
movement

Consortiums will be
instrumental in defining
protocols and common
standards to facikitate
widespread adoption
Regulatory bodies likely
to play a key role in
facilitating adopticn
while ensuring
compliance

Explosion of use cases
beyond BFS!

IT service providers
likely to accelerate
investments to build
capabilities around
Blockchain technology
implementation

Rise of IPOs and
Unicoms in the
Blockchain startup
ecosystem

e Blockchain will gain

Improved securnty
and efficiency of
transactions

Enabling effective
meonitoning and auditing by
Participants, supervisors,
and regulators

2020 &
beyond

Accelerated
adoption

adoption within and
beyond B8FS|, leading to
new business models at
the intersection of
advanced analytics, oT,
and Blockchain

based smart contracts

e Blockchain is referenced

in two major shifts
expected to occur in the
nearest future,
according to a report by
World Economic Forum:
The first tax collected by
gavemment vsing the
lockchain technology
by 2023 The second
one iz storing more than
10%6 of global gross
domestic product in
Blockchains by 2027

e Banks' infrastructure

costs for cross-border
payments, securities
trading, and regulatory
compiance reduced by
USsas-20 billion a year
from 2022, according o
arecent report by
Spanish bank Santander
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Technical Limitations

The most important technical limitations of
the blockchain are:

e Lack of privacy

¢ The security model
¢ Limited scalability
e High costs

¢ Hidden centrality
e Lack of flexibility

e (Critical size

“:‘,{.’
ILLINOIS INSTITUTE V
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Technical Limitations

Table232-1. Technical Limitations of the
Blockchain and Their Reasons

Technical Conflict Fundamental
Limitati F ionali

Lack of Transparency |Reading the history of
privacy vs. privacy transaction data

Lack of Security vs. Writing transaction
scalability |speed data to the data store

Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Gehprasg.
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Nontechnical Limitations

The most important  nontechnical
limitations of the blockchain are:

e Lack of legal acceptance

e Lack of user acceptance

ILLINOIS INSTITUTE V

Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Gehmasg. OF TECHNOLOGY
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BLOCKCHAIN DEVELOPMENT
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View - User app

AP| rendering the view

Model and controller:
Consensus-dependent

Application
specific logic

[ API layer for blockchain-level access ]

Blockchain \
Features:

Immutable records
Timestamps

Consensus on transactions

SourceBlockchain Enabled Applications: Understand the Blockchain Ecosystem and How to
Make it Work for Youby VikramDhillon, David Metcalf, Max Hooper

Simple Blockchalin
Application Model
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Simple Blockchalin

Model and control
i Consensus-dependent = =
Application :
ccccccccccccc T

. SourceBlockchain Enabled Applications: Understand the Blockchain Ecosystem and How to
T Make it Work for Youby VikramDhillon, David Metcalf, Max Hooper

Figure 1-3.

Simple prototype of a decentralized application that interacts with the end user at
the final steps

The model and controller here rely on the blockchain for data (data integrity and
security) and accordingly update the view for the end user. The secret sauce 1n this
prototype is the application programming interface (API), which works to pull
information from the blockchain and provides it to the model and controller. This
API provides opportunities to extend business logic and add it to the blockchain,
along with basic operations that take blocks as input and provide answers to binary
questions. The blockchain could eventually have more features, such as oracles that
can verify external data and timestamp it on the blockchain itself. Once a
decentralized app starts dealing with large amounts of live data and sophisticated
business logic, we can classify it as a blockchain-enabled application.

April 13, 2018 Blockchain and Blockchain Developmelfilliam Favre Slater, 111 105



Example of a
Blockchainbased

i e I Application layer (E-Fast)

|

— /\ -
— Blockchain layer
l l A A

E. I}\l
— . Resource management layer (XtremWeb-HEP)

Data L 4

Description of task repository Scheduler
Buyer  and on-chain address
of the dataset
After a task is assigned to runon a
container, the worker downloads the dataset

Distributed cloud

SourceBlockchain Enabled Applications: Worker
Understand the Blockchain Ecosystem anc
How to Make it Work for Youby Vikram
Dhillon, David Metcalf, Max Hooper

Container Container [
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Generic
Blockchain Application Patterns

e Proof of existence

e Proof of nonexistence
e Proof of time

e Proof of order

e Proof of identity

e Proof of authorship

e Proof of ownership

ILLINOIS INSTITUTE V

Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Gehmasg. OF TECHNOLOGY
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12 Free Blockchain Resources

William Sl ater 0s Bhttp:/biKs@ateraomrblodRahano ur c e
FactomUniversity http://www.factom.com/university

Ethereum 10Mhttp://www.ethereum101.org

Build on Ripplehttp://ripple.com/build

Programmable money by Ripahktps://goo.qgl/g8vFPL

DigiKnow https://youtu.be/scr68zFddso

Blockchain Universityhttp://blockchainu.co

Bitcoin Corehttps://bitcoin.org

Blockchain Alliancehttp://www.blockchainalliance.org
Multichain Bloghttp://www.mutichain,com/blog

HiveMind http://bitcoinhivemind.com

Chicago Blockchain Projetittp://chicagoblockchainproject.com/

Chicago Bitcoin and Open Blockchain Meetup Group
https://www.meetup.com/Bitcoi@penBlockchairCommunityChicago/
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http://billslater.com/blockchain
http://www.factom.com/university
http://www.ethereum101.org/
http://ripple.com/build
https://goo.gl/g8vFPL
https://youtu.be/scr68zFddso
http://blockchainu.co/
https://bitcoin.org/
http://www.blockchainalliance.org/
http://www.mutichain,com/blog
http://bitcoinhivemind.com/
http://chicagoblockchainproject.com/
https://www.meetup.com/Bitcoin-Open-Blockchain-Community-Chicago/

The 10 Rules to
Never Break on the Blockchain

Donot us e Cr yop TakecCare Whem ldsyg

or Blockchain to Skirt the Exchanges

Law 7. Beware WiFi

Keep your contracts as g, |dentify Your Blockchain
simple as possible Dev

Publish with greatcaution 9 ponéd6t Get Suc.

Back Up, Back Up, Back  10.Don6t Trade T
Up Your Private Keys You Know What
Triple-check the Address Doing

Before Sending Currency

——

N
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Top 10 Blockchain Projects

A The R3 Consortiurhttp://www.r3cev.com

A T ZERO: Overstocking the Stock Marketp://www.overstock.com
A Bl o c k s Distribuaten 8ystembttp://www.blockstream.com

A Op e n B a Bleclkchaidgtp://www.openbazaar.com

A Code Valley: Find Your Codédrttp://www.codevalley.com

A Bi t f Digital Assetshttp://www.bitfury.com

A Any Coin Can Shapeshiffittp://www.shapeshift.io

A MachinePayable Apps on 21ttp://www.21.co

A Anonymous Transactions on Dastp://www.dash.org

A ConsenSysDecentralized Applicationstttp://www.consensys.net

——

N
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http://www.shapeshift.io/
http://www.21.co/
http://www.dash.org/
http://www.consensys.net/
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How Can You Accelerate Your Blockchain
Understanding, Knowledge, and Skills?

ABecome obsessed with it becau
Decentralized, Distributed Computing

A The Internet

A Visit this link often:http://billslater.com/blockchain

A Self-study

A Handson (get a free tutorial)

A Join one or more Chicago Blockchain Meetup Groups

A Take one or more classes, either online or in a physical classroot
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Conclusion
A Blockchain:

A A technical marvel made possible by software,
hardware, strong cryptography, and the Internet

A Has made significant progress in only 100+ months
A Has significant strengths and a few limitations too

A Blockchain is starting to be widely used to automate
trusted computing transactions and increase
efficiencies in many industries

A Has great potential because of popular support of
talented nerds, and now major players in major
industries

e The excitement about the blockchain is
based on its ability to serve as a tool for
achieving and maintaining integrity in
purely distributed peer-to-peer systems
that have the potential to change whole

industries due to disintermediation. -
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