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HNDL in One Picture

Today:
Capture encrypted 
data

Storage:
Keep data for 
years/decades

Future:
CRQC + Shor's 
Algorithm
= Decrypt

HNDL = Adversaries harvest encrypted data now and decrypt it later
when quantum computers become powerful enough.
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What is Harvest Now, Decrypt 
Later (HNDL)?

• Adversaries capture encrypted traffic and 
data today.

• They store it for years or decades, waiting 
for stronger compute.

• A future cryptanalytically relevant 
quantum computer (CRQC) can use Shor’s 
Algorithm to break RSA/ECC keys.

• Result: Long-term confidentiality is lost 
even if systems appear secure today.
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Source: 
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Why HNDL is a Serious 
Privacy Threat

• Targets data with long sensitivity lifetimes: 
PII, medical records, biometrics, financial 
histories, IP, classified data.

• Once decrypted, historical communications 
can be searched, correlated, and profiled 
without the victim ever knowing.

• Bulk HNDL harvesting enables mass 
surveillance and retroactive exposure of 
past behavior.

• Trust in digital records, contracts, and 
identities can be undermined when historic 
data is silently decrypted.
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Quantum Computers & 
Shor’s Algorithm

• Shor’s Algorithm can efficiently factor large 
integers and solve discrete log problems.

• This breaks widely deployed public-key 
schemes such as RSA, Diffie–Hellman, and 
ECC.

• A CRQC could decrypt stored sessions 
protected only by these algorithms.

• Symmetric algorithms (e.g., AES) are less 
impacted, but key sizes may need to 
increase.
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PQC as a Defense Against 
HNDL

• Post-Quantum Cryptography (PQC) algorithms are 
designed to resist both classical and quantum attacks.

• NIST has standardized PQC algorithms (e.g., Kyber for 
key establishment, Dilithium and SPHINCS+ for 
signatures).

• NSA CNSA 2.0 and other national standards require 
quantum-resistant algorithms by the early 2030s.

• Encrypting with PQC today ensures that harvested 
ciphertext remains secure even after Q-Day.

11

William Slater
Slater Technologies, Inc
Chicago, Illinois, USA

HNDL



Illustrative PQC Readiness 
(Selected Survey Metrics)
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strategy

Wait-and-see /
respond later

No plans

Note: Values are illustrative and based on multiple industry surveys.
Many large organizations are still in early planning stages.
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Who Has Started
Their PQC 

Migrations?
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Tehrani, M. (2025).  "The Quantum Deadline: The Good, The Bad, and The Ugly of PQC Adoption", published d at Medium 
and retrieved from: 
https://medium.com/@madjid.tehrani_17692/the-quantum-deadline-the-good-the-bad-and-the-ugly-of-pqc-adoption-
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Key Mitigation Steps to 
Reduce HNDL Risk

• Create a cryptographic inventory ( CBOM ) (where public-
key crypto is used, which algorithms, key sizes, and data 
lifetime).

• Identify "long-lived" data and high-value targets (citizen 
data, health, finance, critical infrastructure, defense).

• Upgrade protocols (TLS/VPN/email/IoT/PKI) to PQC and, in 
the near term, hybrid (classical + PQC) modes.

• Implement crypto-agility so algorithms, key lengths, and 
certificates can be swapped quickly without redesign.

• Encrypt sensitive data at rest with quantum-safe keys and 
strong access controls.

• Continuously monitor standards, vendor roadmaps, and 
quantum threat intelligence.
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HNDL Mitigation Lifecycle

1. Discover
Crypto inventory,
SBOM / CBOM

2. Assess
Data lifetime & risk
HNDL exposure

3. Remediate
PQC + hybrid crypto
key & cert updates

4. Govern & Monitor
Crypto-agility,
policy, testing
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Illustrative Quantum Risk 
Timeline (2025–2035)
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Perceived quantum
decryption risk
(illustrative)

Analysts expect CRQCs capable of breaking today’s public-key cryptography
sometime in the 2030s, with some forecasts as early as ~2030–2035.
Because of HNDL, sensitive data must be protected well before " Q-Day ".
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Key Takeaways & 
Call to Action

• HNDL is happening now: adversaries may already be collecting your 
encrypted data.

• The arrival of CRQCs is uncertain, but many experts place Q-Day 
between 2028 and 2033.

• Because of long data lifetimes, waiting until Q-Day is too late—
historic data will already be exposed.

• Begin PQC Planning and Migration immediately, starting with 
discovery, prioritization, and crypto-agility.

• Treat PQC Migration as a strategic, multi-year program, not a one-
time IT upgrade.

• Strive for Cryptographic Agility to become more effective at 
maintaining Cryptographic Requirements an Compliance in the 
Future.
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HNDL

Questions and Answers
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