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This presentation will be delivered in July 2026 at the request of  Chicago Quantum Grouo organizers. 

The presentation content is from William Favre Slater, III, a private U. S. Citizen, & 

President of Slater Technologies, Inc., and his research sources.  It was prepared 

and presented with Good Will as a Service to Benefit the members and visitors of the Chicago 

Quantum Group

This presentation contains information about Post-Quantum Cryptography and  Artificial Intelligence.

Mr. Slater provide NO WARRANTIES or GUARANATEES regarding the contents of this presentation.

Mr. Slater only represents himself in his dealings with the clients and prospective customers

of Gopher Security. and is solely responsible for his comments, content, and research.
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This Presentation Is Readily Available

• Harvest Now, Decrypt Later– 2026 ( July 2026 )

• Presentation
– https://billslater.com/hndl2026.pdf 
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We are here.
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HNDL in One Picture

Today:
Capture encrypted 
data

Today:
Capture encrypted 
data

Storage:
Keep data for 
years/decades

Storage:
Keep data for 
years/decades

Future:
CRQC + Shor's 
Algorithm
= Decrypt

Future:
CRQC + Shor's 
Algorithm
= Decrypt

HNDL = Adversaries harvest encrypted data now, store it and decrypt it later
when quantum computers become powerful enough.
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What is Harvest Now, Decrypt Later 
(HNDL)?

• Adversaries capture encrypted traffic and 
data today.

• They store it for years or decades, waiting 
for stronger compute.

• A future cryptanalytically relevant 
quantum computer (CRQC) can use Shor’s 
Algorithm to break RSA/ECC keys.

• Result: Long-term confidentiality is lost 
even if systems appear secure today.
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What Is Harvest Now, Decrypt Later?
( HNDL )

• Data that traverses the Internet is usually encrypted.

• The Bad Guys and Nation States are capturing and storing this data that is 
encrypted using older encryption algorithms.

• Between 2028 and 2030, when CRQC computers become commonplace, 
the harvested data can be decrypted at the time and place of the Bad 
Guys’ choosing and they use this decrypted data to their advantage.

• Note that the decrypted data can also be data that belongs to 
organizations that have completed their PQC Migrations, because the 
harvest data was encrypted using olded algorithms that are vulnerable to 
cryptoanalytic attacks of Quantum Computers.
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What Does a Harvest Now, Decrypt ( HNDL ) 
Attack Look Like?

• When Q-Day occurs, data that has 
been encrypted and captured will 
be at risk.  This risk is known as “ 
Harvest Now Decrypt Later “.

• Do an Internet Search on “ Enron 
Email Dataset “ and also “ Peter 
Attia Epstein “ and you will 
understand the awkward 
situations involving unintend 
releases of data that was 
previously thought to be 
CONFIDENTIAL and PROTECTED.
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Source: 
https://bondhighplus.com/blog/what-happens-in-an-internet-minute/
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Internet Minute – 2015 to 2025
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Source: 
https://bondhighplus.com/blog/what-happens-in-an-internet-minute/
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Source: 
https://localiq.com/blog/what-happens-in-an-internet-minute/
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Why HNDL is a Serious Privacy Threat

• Targets data with long sensitivity lifetimes: 
PII, medical records, biometrics, financial 
histories, IP, classified data.

• Once decrypted, historical communications 
can be searched, correlated, and profiled 
without the victim ever knowing.

• Bulk HNDL harvesting enables mass 
surveillance and retroactive exposure of 
past behavior.

• Trust in digital records, contracts, and 
identities can be undermined when historic 
data is silently decrypted.
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Quantum Computers & 
Shor’s Algorithm

• Shor’s Algorithm can efficiently factor large 
integers and solve discrete log problems.

• This breaks widely deployed public-key 
schemes such as RSA, Diffie–Hellman, and 
ECC.

• A CRQC could decrypt stored sessions 
protected only by these algorithms.

• Symmetric algorithms (e.g., AES) are less 
impacted, but key sizes may need to 
increase.
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PQC as a Defense Against HNDL

• Post-Quantum Cryptography (PQC) 
algorithms are designed to resist both 
classical and quantum attacks.

• NIST has standardized PQC algorithms (e.g., 
Kyber for key establishment, Dilithium and 
SPHINCS+ for signatures).

• NSA CNSA 2.0 and other national standards 
require quantum-resistant algorithms by the 
early 2030s.

• Encrypting with PQC today ensures that 
harvested ciphertext remains secure even 
after Q-Day.
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This Should Get Your Attention If You 
Care About PQC and the Internet
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This Should Get Your Attention If You 
Care About PQC and the Internet
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Illustrative PQC Readiness 
(Selected Survey Metrics)
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Actively
addressing PQC

Building PQC
strategy

Wait-and-see /
respond later

No plans

Note: Values are illustrative and based on multiple industry surveys.
Many large organizations are still in early planning stages.
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Who Has Started
Their PQC 

Migrations?
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Tehrani, M. (2025).  "The Quantum Deadline: The Good, The Bad, and The Ugly of PQC Adoption", published d at Medium 
and retrieved from: 
https://medium.com/@madjid.tehrani_17692/the-quantum-deadline-the-good-the-bad-and-the-ugly-of-pqc-adoption-
baf0348812e4 .
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Tehrani, M. (2025).  "The Quantum Deadline: The Good, The Bad, and The Ugly of PQC Adoption", published d at Medium 
and retrieved from: 
https://medium.com/@madjid.tehrani_17692/the-quantum-deadline-the-good-the-bad-and-the-ugly-of-pqc-adoption-
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PQC 
Readiness 
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Key Mitigation Steps to 
Reduce HNDL Risk

• Create a cryptographic inventory ( CBOM ) (where public-
key crypto is used, which algorithms, key sizes, and data 
lifetime).

• Identify "long-lived" data and high-value targets (citizen 
data, health, finance, critical infrastructure, defense).

• Upgrade protocols (TLS/VPN/email/IoT/PKI) to PQC and, in 
the near term, hybrid (classical + PQC) modes.

• Implement crypto-agility so algorithms, key lengths, and 
certificates can be swapped quickly without redesign.

• Encrypt sensitive data at rest with quantum-safe keys and 
strong access controls.

• Continuously monitor standards, vendor roadmaps, and 
quantum threat intelligence.
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Quantum Readiness
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Slide Source: Mr. Marin Ivezic, 2025.
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HNDL Mitigation Lifecycle

1. Discover
Crypto inventory,
SBOM / CBOM

1. Discover
Crypto inventory,
SBOM / CBOM

2. Assess
Data lifetime & risk
HNDL exposure

2. Assess
Data lifetime & risk
HNDL exposure

3. Remediate
PQC + hybrid crypto
key & cert updates

3. Remediate
PQC + hybrid crypto
key & cert updates

4. Govern & Monitor
Crypto-agility,
policy, testing

4. Govern & Monitor
Crypto-agility,
policy, testing
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❖ All organizations need to be 
thinking about Cryptographic 
Agility RIGHT NOW.  In fact, the 
experts as saying that all initial 
PQC Migration Projects MUST be 
coupled with Cryptographic 
Agility Projects that are 
conducted simultaneously.

❖ References:
❖ RFC 7696 https://www.rfc-

editor.org/rfc/pdfrfc/rfc7696
.txt.pdf 

❖ Becoming Quantum Safe, by 
Jai Singh Arun, Ray 
Harishankar, and Walid 
Rjaiibi, 2025

5-Year Crypto Agility Roadmap
Year         Objective
Year 1 Enterprise crypto inventory & 
CBOM
Year 2 Hybrid cryptography deployment
Year 3 Enterprise PQC migration scaling
Year 4 Legacy crypto retirement
Year 5 Automated crypto agility 
operations

Long-Term End State
• Quantum-safe enterprise 
• Fully automated certificate lifecycle 
• Dynamic algorithm replacement 
• Continuous crypto compliance 
• Enterprise crypto telemetry & 
monitoring

HNDL
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Illustrative Quantum Risk 
Timeline (2025–2035)
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2025 2028 2031 2035

Perceived quantum
decryption risk
(illustrative)

Analysts expect CRQCs capable of breaking today’s public-key cryptography
sometime in the 2030s, with some forecasts as early as ~2030–2035.
Because of HNDL, sensitive data must be protected well before " Q-Day ".
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Illustrative Quantum Risk Timeline (2025–2035)

Analysts expect CRQCs capable of breaking today’s public-key cryptography
sometime between 2029 and 2035, with some forecasts as early as ~2030–2035.
Because of HNDL, sensitive data must be protected well before " Q-Day ".
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Key Takeaways & 
Call to Action

• HNDL is happening now: adversaries may already be collecting your 
encrypted data.

• The arrival of CRQCs is uncertain, but many experts place Q-Day 
between 2029 and 2033.

• Because of long data lifetimes, waiting until Q-Day is too late—
historic data will already be exposed.

• Begin PQC Planning and Migration immediately, starting with 
discovery, prioritization, and crypto-agility.

• Treat PQC Migration as a strategic, multi-year program, not a one-
time IT upgrade.

• Strive for Cryptographic Agility to become more effective at 
maintaining Cryptographic Requirements an Compliance in the 
Future.
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Questions and Answers
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Sunrise, January 1, 2020

Uluru, Australia

1. E-Mail williamslater @ gmail.com 

2. Phone 1-312-342-2626

3. CEO and owner of Slater Technologies, Inc. (since 1989)

4. In Quantum since 2011

5. Started in Cybersecurity in the U.S. Air Force: 1977.

6. Former U.S. Air Force Computer System Staff Officer who 
served at Strategic Air Command HQ.

7. Programming Languages: 43

8. 3 Graduate Degrees

• MS Computer Informatiom Systems

• MBA

• MS Cybersecurity

9. 88 Certifications including CISSP, SSCP, CISA, PMP.

10. Certified Project Manager with over 25 years experience.

11. Born and Raised in Memphis, Tennessee

12. Lives and works in Chicago, Illinois, USA

13. Published Author: https://billslater.com/writing

14. Working with QSECDEF since September 2024.

15. Happily married to Joanna Roguska  since December 
2000.

16. Avid fan of Andreas Vollenweider Music ( since 1985), 
Chess (since 1964), and Judo (since 1968).

17. Voracious Reader with 18,000 physical books and 8000 
digital books.

18. Meyers-Briggs: INFP.

19. Non-Denominational Christian (since 1973).
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Event Link on Zoom, CLICK HERE:  

https://zoom.us/j/91478584384

Join Our QSECDEF Group Meeting Every Tuesday

Enter the Quantum Zone

3 PM Paris Time, 2 PM UK, 9 AM New York, 8 AM Chicago, 2 AM Wed. Australia
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https://us06web.zoom.us/j/81330899720

FREE QSECDEF (Australia) Group Meeting Every Monday
12:00 Noon, NSW Australia ( contact Muria.Roberts@protonmail.com for more information) 
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FREE Quantum Group Meetings
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QSECDEF - Germany & France - Meets Weekly, every Tuesday
Event Link: https://zoom.us/j/91478584384
Event Date and Time - Tuesday, April 7, 2026
15:00 CEST / 14:00 UK / 09:00 EST / 08:00 CST / 02:00 Wednesday - Australia
Steve Vaile is the Director.  steve@qsecdef.com 

Australia
QSECDEF Australian Quantum Group - 9:00 Central Time, every Sunday .  It's 12:00 
Noon Monday in Australia
https://us06web.zoom.us/j/81330899720
Meeting ID: 813 3089 9720
Wonderful People, and Great Presentations!
Muria Roberts is the Director - Muria.Roberts@protonmail.com

Chicago Quantum Meetup - Monthly Meetings
https://www.meetup.com/chicago-quantum-computing-meetup-group-revival/
Registration required - Meetup 
Do an Internet Search -  Chicago Quantum Meetup.  Sometimes they have 1 to 0 
meetings per month.  
Barry Burd and Ron Schreiner are the Directors.

Washington DC Quantum Meetup - Monthly Meetings
https://www.eventbrite.com/o/washington-dc-quantum-computing-meetup-
33793545445 
Registration required x 2 - Meetup AND EvenBrite. 
Do an Internet Search -  Washington DC Quantum Meetup.  Sometimes they have 3 to 4 
meetings per month.  
Helen Ma is the Director.

Alexandria, Egypt - Amsterdam, Netherlands Quantum Group - Monthly Meetings 
https://duckduckgo.com/?q=Alexandria%2C+Egypt+-
+Amsterdam++Quantum+Group&atb=v314-1&ia=web 
Registration required on LinkedIn
Do an Internet Search -  Alexandria Quantum Meetup.  Sometimes they have 1 meetings 
per month, or every other Month. 
Dr. Taha Selim is the Director.

Philippine Quantum Society
On Facebook, with announced Meetings on Zoom. 
https://www.facebook.com/qcsp.ph
See the Quantum-Readiness Workshop, Apr 23-24: 
https://quantumreadyph.qcsp.institute

This Photo by 
Unknown Author is 
licensed under CC 
BY-SA

T
h
i
s 
P
h
o
t
o 
b
y 
U
n
k
n
o
w
n 
A
u
t
h
o
r 
i
s 
l
i
c
e
n
s
e
d 
u
n
d
e
r 
C
C 
B
Y
-
S
A

HNDL

mailto:Muria.Roberts@protonmail.com
https://fi.wikipedia.org/wiki/Filippiinien_lippu
https://creativecommons.org/licenses/by-sa/3.0/
https://creativecommons.org/licenses/by-sa/3.0/
https://creativecommons.org/licenses/by-sa/3.0/
https://creativecommons.org/licenses/by-sa/3.0/
https://commons.wikimedia.org/wiki/File:Flag_of_Egypt.svg
https://commons.wikimedia.org/wiki/File:Flag_of_Egypt.svg
https://commons.wikimedia.org/wiki/File:Flag_of_Egypt.svg
https://commons.wikimedia.org/wiki/File:Flag_of_Egypt.svg
https://commons.wikimedia.org/wiki/File:Flag_of_Egypt.svg
https://commons.wikimedia.org/wiki/File:Flag_of_Egypt.svg
https://commons.wikimedia.org/wiki/File:Flag_of_Egypt.svg
https://commons.wikimedia.org/wiki/File:Flag_of_Egypt.svg
https://commons.wikimedia.org/wiki/File:Flag_of_Egypt.svg
https://creativecommons.org/licenses/by-sa/3.0/
https://creativecommons.org/licenses/by-sa/3.0/
https://creativecommons.org/licenses/by-sa/3.0/
https://creativecommons.org/licenses/by-sa/3.0/
https://creativecommons.org/licenses/by-sa/3.0/
https://creativecommons.org/licenses/by-sa/3.0/
https://creativecommons.org/licenses/by-sa/3.0/


William Slater

Slater Technologies, Inc

April 29, 2026

PQC System Engineer Readiness

World’s First Quantum Machine, 2010

End of Presentation

Wikipedia, 2011 - https://en.wikipedia.org/wiki/Quantum_machine
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Hosts:  Steve Vaile and  Anna Beata Kalisz Hedegaard
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