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Disclaimer

This presentation will be delivered in April 2026 at the request of Gopher Security, organizers of
the Securiting the Future Conference in ib Chicago, lllinois, USA.

The presentation content is from William Favre Slater, Ill, a private U. S. Citizen, &
President of Slater Technologies, Inc., and his research sources. It was prepared

and presented with Good Will as a Service to Benefit the clients and prospective customers
of Gopher Security.

This presentation contains information about Post-Quantum Cryptography and Artificial Intelligence.
Mr. Slater provide NO WARRANTIES or GUARANATEES regarding the contents of this presentation.

Mr. Slater only represents himself in his dealings with the clients and prospective customers
of Gopher Security. and is solely responsible for his comments, content, and research.
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 PQC System Engineer Readiness ( April 2026 )
* https://billslater.com/pgcengineerreadiness2026gopher.pdf
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lordly great compass within,
That the length and the
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PQC System Engineer Readiness
Abstract

This brief presentation will introduce the audience to the
importance of these topics: Q-Day, Post-Quantum
Cryptography Remediation, the Skills required to work on PQC
Remediation Projects. What makes these concepts so urgent
is that Computer Industry Experts, such as the Google
Leadership, are forecasting that Q-Day will arrive by 2029, or
perhaps even earlier. There are over 60 billion Internet-
connected devices that need to have their cryptographic
settings to be reconfigured. The time to act is now, because it
is now April 2026 and every day, we get one day closer to Q-
Day, when the Bad Guys can have total access to the data that
was encrypted with classical, legacy encryption algorithmes.

William Slater
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Introduction

«  PQC, Post-Quantum Cryptography, has risen to the forefront as a crucial topic
as people have realized the rapid advancement of Quantum Hardware
Development is a reality and that the capabilities and impacts of
Cryptographically Relevant Quantum Computers ( CRQC ) will be considerable.

« The algorithm is already there: Shor’s Algorithm, a cryptanalytical algorithm
developed by Peter Shor at MIT in 1994 will easily break complex ciphers such
RSA and ECC when Quantum Computers reach the capability to have the
number of Qubits to run the program(s) that have implemented this algorithm. (
estimated to be approximately 1 million Qubits ).

* NIST ( National Institute of Standards and Technology — under the U.S.
Department of Commerce) has developed Cryptographic Standards that are
supposed to be Quantum Safe.

 The time to act on PQC Migration Projects is NOW, because the average
Enterprise PQC Project takes 3 to 7 years to complete.

We will briefly discuss HNDL and WHY it is a significant problem.

William Slater
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What Is PQC?

 PQC is Post-Quantum Cryptography.

« Itis a standard that has been developed to withstand efforts by
Cryptographically Relevant Quantum Computers ( CRQC ) to break
standard cryptography. NIST is the most prevalent set of PQC
Standards, but there are also other standards available in Europe,

Japan, China, etc.

R
William Slater
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What are we converting?

128-hit AES

Hashing and Symmetric Key

X25519

RSA Key Exchange

Public key encryption

RSA PSS

RSA PKCS1 1.5

William Slater

Slater Technologies, Inc

April 29. 2026

ML-KEM (Kyber): ML-KEM 512,
ML-KEM 768, ML-KEM-1024

Hybrid X25519/ML-KEM

HQC: HQC-128, HQC-192,
HQC-256

Key Establishment

ML-KEM (Kyber) Hybrid
[ Hac it |

ML-DSA (Dilithium):
ML-DSA-44, ML-DSA-65,
ML-DSA-87

SLH-DSS (SPHINCS+):
SHA256-128f, SHA256-192f,

FN-DSA-512, FN-DSA-1024

New Additional Round: Inc.
CROSS, SQiSign, HAWK,
PERK and Mayo

PQC System Engineer Readiness

Source:
Professor Bill Buchanan
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What does PQC Migration Work Like?

It Is Hard to Do. Very, Very Hard!

* Not “Just Patch OpenSSL”: PQC
migration is an enterprise-wide
overhaul, touching nearly every
system using crypto

- Analogy - Bigger than Y2K: Far
more complex than Y2K; we
have millions of devices, apps,
and cloud services all using

cryptography

« Crypto Everywhere: No system is
exempt - OS, apps, databases,
loT, communications, etc. all rely o ;
on encryption/authentication Cover Picture From Technocracy in America, 2016

Slide Source: Mr. Marin Ivezic, 2025.
William Slater
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What Is Q-Day?

 Q-Day is the day when Quantum Computers reach the capacity to
easily run programs that have implemented Cryptanalytic
Algorithms such as Shor’s Algorithm or the GEECM Algorithm.

William Slater
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Timeline: Estimated Liklihood of Achieving CRQC
( Cryptographically Relevant Quantum Computers )

Estimated likelihood of achieving CRQC

Less likely

The period of vulnerability for critical data
(with a 10-year lifespan) compromised by
‘harvest now, decrypt later’ attacks
before PQC transition.

Create PQC transition plan

0
Commence PQC transition
H Complete PQC transition
William Slater
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Quantum Readiness

Quantum Readiness

Cryptographic Quantum Readiness Interim Protection

. M )
Discovery & Inventory Strategy Initiatives PQC Migration

Quantum

Readiness

Roadm
(Budge

planning

Crypto-Agility

Supply Chain & Vendor Management

Governance, Change Management, Training

Slide Source: Mr. Marin Ivezic, 2025.
William Slater
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Forget the Q-Day Predictions — Regulators, Stakeholders & Compliance People

Forget Q-Day Predictions

« Regulators
« Clients

* Insurers

« Vendors

* Investors
 Analysts

« Auditors

...have set up the deadline of
2030-2035 for quantum readiness

Slide Source: Mr. Marin Ivezic, 2025.
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PQC Standards Timeline — Historical Perspective
Milestones and Timeline NIST

2022 Ann
round
round candi
candidate NIST PQ

2016 Criteria and 2018 The 15! NIST 2020 Announ

7 finalists and 8

2021 The 3" NIST PQC Re te 2024 Pub
2017 Received 82 . 3 Standardization
3 missions and \ da fere
18t

round cand

2022 Called for 2 3
i | dvance to t
2021 NCCoE begins ditional P d
Migration to pnft. tu of the Additional Digital
Quantum Signatures for the PQC
Cryptography Project Standardization Process

NCCoE Migration to Post Quantum calling for
Cryptography Project collaborators (Oct)
Practices to ease migration from the
current set of public-key cryptographic | | I

algorithms to NIST standardized PQC 2022 Kickoff with 202+ Demanstratinghow touse

14 CRADA inventory for prioritization
algOl’[tth Collaborators 2023 Published initial public decisions, expanding

(July) drafts for discovery and interoperability and performance
Y interoperability/performance testinginto additional
workstreams (Dec) communication protocols (over

40 collaborators)
T —

Bill Newhouse

Cybersecurity Engineer & Project Lead
v National Cybersecurity Center of Excellence (NCCoE) at NIST

William Slater
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How Large Is This Opportunity?

World Population

8,500,000,000

People Connected to the Internet

6,000,000,000

Desktops, Laptops,& Smart Phones

21,600,000,000

loT

19,800,000,000

Network_Components

5,000,000,000

Servers 300,000,000
Virtual Servers 15,000,000,000
Hardware Scurity Modules 1,000,000
Soace Hardware 14,000

Total Devices

61,701,014,000

(Allfigures are estimated )

Copyright 2026, Slater Technologies, Inc.
Sunday, April 12, 2026
Chicago, Illinois, USA

William Slater

Slater Technologies, Inc
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Devices Connected to the Internet ine 2026 ( Estimated )
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PQC System Engineer Readiness — Course and Skills Suggestions

==Y

. Cryptography & PQC Knowledge

. Systems Engineering & Architecture
. Security Engineering & PKI

. PQC Migration

. Software & Systems Integration
. Database Skills
. Networks & Infrastructure

. Cloud, DevOps, and Automation

© 00 N O O A W DN

. Compliance & Standards Awareness
10. Testing

11. Custom Tools

12. Risk Management

13. Governance and Compliance

14. Soft Skills

William Slater
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PQC System Engineer Readiness — Course and Skills Suggestions

Xk X &

* Design principle

7

*%* All organizations need to be
thinking about Cryptographic
Aqility RIGHT NOW. In fact, the

cryptography

) R Cryptographlc Ag:hty 1 measure of an  _ | . adaptto ANY future
experts as saying that all initial janiza bility pt cryptographic 7 Z?;Ei’ﬁ;ﬁ;’phy
PQC Migration Projects MUST be PO S LR B + Minimaldsruption
coupled with Cryptographic ENEe 1o tavelnmEnts i Enoti SESe—
Agility Projects that are PSR, SIGECRI RIS e M e

conducted simultaneously.

% References:
** RFC 7696 https://www.rfc-
editor.org/rfc/pdfrfc/rfc7696
txt.pdf

* Becoming Quantum Safe, by
Jai Singh Arun, Ray
Harishankar, and Walid
Rjaiibi, 2025

L)

L)

Source: NIST at the PCl Consortium Conference
January 2025.

William Slater
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PQC System Engineer Readiness — Who Will Do This Work?

The Potential American Worker Pool Demographics
Generations in America

Generation Time Frame Age Now Size (Millions)
The Silent Generation 1928-1945 79-96 years old 50

Baby Boomers 1946-1964 60-78 years old 76

Gen X 1965-1980 44-39 years old 54
Millennials 1981-1996 28-43 years old 96
GenZ 1997-2012 12-27 years old 103

Gen Alpha Early 2010s-2025 O-approx. 11 years old In Progress Note: 2.8 million born /
week - set to be the largest
American Generation in
History

As of March 28, 2024, there
Generation Sizes in the U.S. (millions) have been 636 weeks since

January 2011

So 178,100,000 ?
Is this even possible?

Compiled by: William Favre Slater, Il
3/28/2024

Slater Technologies, Inc

Chicago, IL
United States of America
Sources: MentalFloss.com and Exploding Topics

The Silent Baby GenX Millennials GenZ GenAlpha
https://explodingtopics.com/blog/generation-alpha-stats#top-gen-alpha-stats Generation Boomers

The US Census in 2020
showed about 330 million
people in the U.S.

In Progress - Could be over 178 million

William Slater
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How Will We Get This PQC Migration Work Accomplished?

 Talented, Trained, Dedicated Engineers and Managers

e Automation Tools
— Discovery
— Replacement
— CBOM and SBOM Maintenance
— Verification
— Continuous Testing

* Al

William Slater
Slater Technologies, Inc PQC System Engineer Readiness 20
April 29, 2026
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An Al PQC “ Gift “ from William Slater and Sam Altman

Copy and Enter This Prompt into

ChatGPT at https://chatgpt.com

Please provide detailed remediation
steps to deal with Harvest Now Decrypt
Later in an MS Word document. Please
include a PQC Migration Architecture
Diagram, a Crypto Discovery Playbook,
Executive Briefing Slides, a CISO HNDL
Threat Model Diagram, Enterprise PQC
Migration Reference Architecture
(detailed engineering diagram), a Crypto
Asset Discovery Automation Toolkit, a
Hybrid PQC TLS Architecture Diagram,
and an Enterprise PQC Migration
Program Plan (5-year roadmap). Please
package these into a complete PQC
Migration Program Toolkit (Word + PPT +
Excel).

0009090900
William Slater
Slater Technologies, Inc PQC System Engineer Readiness 21
April 29, 2026
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An Al PQC “ Gift “ from William Slater and Sam Altman
PQC Migration Program Toolkit Workbook

Sheets
Roadmap 5-year migration plan with owners, timing, and status controls
CBOM_Template Cryptographic asset inventory template with scoring formulas
Discovery_Toolkit Automation controls and implementation patterns
Risk_Register Executive risk register with priority calculations
Dashboard Program metrics fed by other sheets
Color legend
Blue text User inputs / variables
Black text Formulas / derived values
Green text Linked/imported references
Gray text Static constants
Orange fill Review / caution
Light red fill High risk / issue
Purple text Control / logic
Teal text Key KPI / dashboard anchors
> Read Me Roadmap CBOM_Template Discovery_Toolkit Risk_Register Dasht == +

William Slater
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An Al PQC “ Gift “ from William Slater and Sam Altman

Copy and Enter This Prompt into

ChatGPT at https://chatgpt.com

Create a Work Breakdown Structure Diagram
and a Work Task List and a Schedule, for a
PQC Migration Project that will remediate
Quantum Vulnerability Cryptography issues
in an organization that has 10,000 laptops,
3,500 servers, 3,000 network devices, and
6,000 loT devices, all of which are connected
to the Internet. This project is expected to
last 5 years. Please include a WBS Diagram, a
detailed resource loaded Gantt Chart, a
Milestone List. a Deliverables List, a PQC
Migration Architecture Diagram, a CBOM
Database Design, a Budget Estimate, a
Staffing Plan, a Risk Register, a Individualized
Training Plan for each Job Category on the
Staff., and a 5-Year Crypto Agility Roadmap.

0009090900
William Slater
Slater Technologies, Inc PQC System Engineer Readiness 23
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An Al PQC “ Gift “ from William Slater and Sam Altman

Copy and Enter This Prompt into

ChatGPT at https://chatgpt.com

Please create a quantum circuit diagram
for a 25-Qubit Quantum Computer
depicting Shor’s algorithm and write the
results to jpg file.

0009090900
William Slater
Slater Technologies, Inc PQC System Engineer Readiness 24
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An Al PQC “ Gift “ from William Slater and Sam Altman

SHOR'S ALGORITHM - 25-QUBIT QUANTUM CIRCUIT

Order-finding: quantum phase estimation + controlled modular exponentiation + inverse QFT
1. Hadamard layer 2. Controlled modular exponentiation 3. Inverse Quantum Fourier Trafsféeasurement

Counting / P"Eﬁ? 3 E?H‘?H'ﬁﬁi"r‘%79’{@?"“”““'UE“A‘2A“) mod N) operations from phase register to work register Extract phase estimate s/r Read phase register; compute r classically
qoo |o=

Tl

01
q01 [0> 9

QFT dagger

erse QFT
Bunting qubits

—®
—(m)
—0
—0)
—0
—G0
—
—(m)
—(n)
—0
—0

Work / modular metic regist
qlz [1> —

630 1= 170 modw

q13 [0>

ql4

ql5

u2-o0 uz~1 u2-2 uz2°11

[y> > [a*y mod N> > -> [a~2% mod N > -> |a~4% mod -> [a~2048*y mod

qz21

qz22 |0>

kegend: Hadamard gate 2 {trolled madular multiplicafion by a~ (2 erse quantum Fouridr trdnsform (M |_measurement
q24 [0>

o

Register Allocation Shor Order-Finding Flow Circuit Abstraction Note

- 25 total qubits shown - Choose random base a with ged(a, N)=1 This is a high-level 25-qubit architecture diagram. Real Shor implementations decompose
- 12 counting qubits estimate the phase of U - Quantum circuit estimates phase s/r controlled modular multiplication into reversible adders, swaps, Toffoli gates, and

= 13 work qubits hold modular arithmetic state - Classical continued fractions recover r ancilla management steps. The diagram emphasizes algorithmic blocks rather than

- Example: Uy> = |a*y mod N> - ged(a~(r/2) +- 1, N) may yield factors a fully gate-synthesized factoring circuit for a specific integer N.

William Slater
Slater Technologies, Inc PQC System Engineer Readiness
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Two Very Dirty Secrets

» How Networked Computers Communicate
» They transmit electronic messages whether cryptography is
present or not, and whether is configured properly, or not.
» Harvest Now, Decrypt Later ( HNDL ) is a very cruel, harsh reality.
» You can accomplish a perfect PQC Migration project and still
be incredibly vulnerable, because of PAST network
communication activity using vulnerable legacy encryption.
( 1 wish this was not true, but it is TRUE.)
» No one, yet, has a viable solution to this issue.

Ny EEEs
Y. E-EEm

William Slater
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What Is Harvest Now, Decrypt Later?
( HNDL )

* Data that traverses the Internet is usually encrypted.

 The Bad Guys and Nation States are capturing and storing this data that is
encrypted using older encryption algorithms.

 Between 2028 and 2030, when CRQC computers become commonplace,
the harvested data can be decrypted at the time and place of the Bad
Guys’ choosing and they use this decrypted data to their advantage.

* Note that the decrypted data can also be data that belongs to
organizations that have completed their PQC Migrations, because the
harvest data was encrypted using olded algorithms that are vulnerable to
cryptoanalytic attacks of Quantum Computers.

William Slater
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What Is Harvest Now, Decrypt Later?
( HNDL )

Introduction to Enron Email
Dataset

Federal Energy Regulatory Commission (FERC)
posted the Enron email dataset on the web in May of
2002

= 619,446 emails

Professor Leslie Kaelbling from MIT purchased the
dataset

SRI - integrity and security

Professor William W. Cohen - CMU dataset

= 150 user folders

= 517,431 emails

= 400Mb

6/8/2007 NAACSOS 2007

=<

The Eastern Herald
Peter Attia Quits CBS as
Emails Spark Elite Scandal

]
William Slater
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Note:

Multiply these
Nunbers by 525,600
minutes and you will

begin to understand the
guantity of data that is
carried by the Public
Internet every year.




Internet Minute — 2015 to 2025

Emails Google YouTube TikTok Online App Instagram

% Sent Searches Views Views Spend Download Activity
£ 50 .
F -

ann £ A 843.6M 74K

Source:
https://bondhighplus.com/blog/what-happens-in-an-internet-minute/
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Slater Technologies, Inc PQC System Engineer Readiness 30
April 29. 2026



Internet Minute - 2025
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Conclusion

* We have presented a list of the Courses that will equip the PQC System Engineer to be a star
performer on PQC Migration Projects.

 Q-Day is a reality, and unlike Y2K when we knew the deadline was December 31, 1999, we don’t
know the exact date. Many believe it will occur between 2028 and 2031.

* Regulators and Compliance Organizations are mandating the requirements to get these projects
dome.

 These projects are not easy and require time and effort by experts. Work with experts to get it
done.

e Start now. Procrastination is three issues:
— You may not finish before Q-Day.
— The longer you wait, the more expensive it will get.
— Regulatory issues may incur fines and in worst case, prison time.

HNDL is the kind of technology problem that should have us ALL worried.

R
William Slater
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Conclusion

"The future 1s
already here -
1t's just not
)~ evenly
- distributed.”
—wWilliam Gibson

William Slater
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Important PQC References

QUANTUM READY

The Enterprise Guide to
Post-Quantum Cryptographic

..........

Readiness !
: we P0G R % e
e 'WAup‘oqu e
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s b R N . wget
Sel.: Jigndee - - e e rug o
s o -~
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QUANTUM
SAFE

PROTECT YOUR BUSINESS AND
MITIGATE RISKS WITH

AND CRYPTO-AGILITY

JAI SINGH ARUN
RAY HARISHANKAR - WALID RJAIBI

qQ: 3 @ - WILEY
CRCPrScS.i.,p
Published February 2026 Published September 2025
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Parting Message from Our Sponsor

Gopher Security

William Slater

®) @
® ORy

®

Complete Visibility <> Deep Inspection &
Active Defense

Inspects every tool call and actively blocks sophisticated MCP
threats—from tool poisoning and puppet attacks to malicious

external resources—before they can execute

Slater Technologies, Inc PQC System Engineer Readiness 35
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Parting Message from Our Sponsor

QUANTUM-SAFE NETWORKING / PILLAR 01

Gopher Microsegmentation

Identity-bound, peer-to-peer access — every workload becomes its own perimeter.

Gopher Security

ﬁl Identity-First Segmentation LEGACY VS. GOPHER
f m . R _ Architectural shift
Every connection is brokered by cryptographic identity — not IP, VLAN, or firewall
rule. Lateral movement is structurally impossible. LEGACY VLAN GOPHER MESH
A : A ‘.
<« Workload-Level Granularity . —————— . ] . ] .
= S W iy W
Policies attach to the asset, not the network. A single workload, container, or \ ’ L . L J

,,,,,,,,,

1 I
1 |
1 I
1 |
1 I
1 |
1 I
l l
l . , l
service can be isolated independently of its host environment. l N 4 } 9 ---------
1 |
1 I
1 |
1 I
1 |
1 I
1 |
1 I
1 |
1 I
1 |

ML-KEM key exchange and ML-DSA / Falcon signatures protect every segment — Bt e '

pen lateral movement Identity-brokered, isolated

no upgrade path, no future migration project.

| a Quantum-Resistant by Default

I BUSINESS OUTCOME

Blast radius collapsed to a single workload — breach containment without re-architecting the network.

GOPHER SECURITY Quantum-Safe Networking | Confidential 01/02

William Slater
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QUANTUM-5AFE NETWORKING / PILLAR 02

Layer-3 Tunneling — No Rip-and-Replace

Drop quantum-safe transport over your existing network — without touching applications, firewalls, or routing. Go p h er Secu rlty

ENCRYPTED L3 OVERLAY / EXISTING INFRASTRUCTURE PRESERVED

EXISTING IP / MPLS / SD-WAN UNCHANGED
Quantum-safe Layer-3 overlay

ML-KEM + ML-DSA
DATA CENTER

On-prem workloads

BRANCH / EDGE

Remote sites & users

% <7 days 0 Zero £3 100% U Day-1

TIME TO DEPLOY APP CHANGES INFRA REUSE PQC PROTECTED
Operates beneath the application layer. Runs over existing IP, MPLS, SD-WAN, and ML-KEM key exchange and ML-DSA /
Software-only overlay — no hardware e ; ; )
e . Legacy stacks and protocols pass through public internet. No vendor lock-in to a Falcon signatures from first packet —
refresh, no application rewrites. __ .
transparently. specific transport. HNDL threat neutralized.

I BUSINESS OUTCOME

Quantum-safe by next quarter — not next decade. Capex preserved, audit posture advanced.

GOPHER SECURITY Quantum-Safe Networking | Confidential 02/02
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Stockdale Paradox

You must never confuse faith that

you will prevail in the end -- which
you can never afford to lose --

with the discipline to confront the
most brutal facts of your current

reality, whatever they might be.

Admiral James B. Stockdale







I have learned
that people will
forget what you
said, people will
forget what you
did, but people
will never forget
how you made
them feel.

Maya Angelou
1928-2014
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FREE QSECDEF (Australia) Group Meeting Every Monday
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FREE Quantum Group Meetings

QSECDEF - Germany & France - Meets Weekly, every Tuesday Australia

Event Link: https://zoom.us/j/91478584384 QSECDEF Australian Quantum Group - 9:00 Central Time, every Sunday . It's 12:00
Event Date and Time - Tuesday, April 7, 2026 Noon Monday in Australia

15:00 CEST / 14:00 UK / 09:00 EST / 08:00 CST / 02:00 Wednesday - Australia https://us06web.zoom.us/j/81330899720

Steve Vaile is the Director. steve@qsecdef.com Meeting ID: 813 3089 9720

Wonderful People, and Great Presentations!
Muria Roberts is the Director - Muria.Roberts@protonmail.com

Chicago Quantum Meetup - Monthly Meetings Washington DC Quantum Meetup - Monthly Meetings
https://www.meetup.com/chicago-quantum-computing-meetup-group-revival/ https://www.eventbrite.com/o/washington-dc-quantum-computing-meetup-
Registration required - Meetup 33793545445

Do an Internet Search - Chicago Quantum Meetup. Sometimes they have 1to 0 Registration required x 2 - Meetup AND EvenBrite.

meetings per month. Do an Internet Search - Washington DC Quantum Meetup. Sometimes they have 3 to 4
Barry Burd and Ron Schreiner are the Directors. meetings per month.
Helen Ma is the Director.

Alexandria, Egypt - Amsterdam, Netherlands Quantum Group - Monthly Meetings Philippine Quantum Society
https://duckduckgo.com/?q=Alexandria%2C+Egypt+- On Facebook, with announced Meetings on Zoom.
+Amsterdam++Quantum+Group&atb=v314-1&ia=web https://www.facebook.com/qcsp.ph

Registration required on LinkedIn See the Quantum-Readiness Workshop, Apr 23-24:
Do an Internet Search - Alexandria Quantum Meetup. Sometimes they have 1 meetings https://quantumreadyph.qcsp.institute

per month, or every other Month.

Dr. Taha Selim is the Director.
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World’s First Quantum Machine, 2010

Wikipedia, 2011 - https://en.wikipedia.org/wiki/Quantum_machine
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