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Disclaimer

This presentation will be delivered in September 2025 at the request of the
organizers of the Australian Chapter of the Quantum Security Defence.

The content presentation is from William Favre Slater, I, a private U. S. Citizen, &
President and CEO of Slater Technologies, Inc., and his research sources. It was
prepared and presented with Good Will as a Service to Benefit the Good Citizens
of Cyber Breakfast Club, and not as a representative of the U.S. Government or
any other organization.

Mr. Slater only represents himself in his dealings with the Citizens of Cyber
Breakfast Club and is solely responsible for his comments, content, and research.
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PQC: A Short Primer

Introduction

PQC, Post-Quantum Cryptography, has risen to the forefront as a crucial topic
as people have realized the rapid advancement of Quantum Hardware
Development is a reality and that the capabilities and impacts of
Cryptographically Relevent Quantm Computers ( CRQC ) will be considerable.

« Shor’s Algorithm, a cryptoanalytical algorithm developed by Peter Shor at MIT in
1994 will easily break complex ciphers such RSA and ECC when Quantum
Computers reach the capability to have the number of Qubits to run the
program(s) that have implemented this algorithm. ( estimated to be
approximately 1 million Qubits )

* NIIST ( National Institute of Standards and Technology — under the U.S.
Department of Commerce) has developed Cryptograpic Standards that are
supposed to be Quantum Safe.

 The time to act on PQC Migration Projects is NOW, because the average
Enterprise PQC Project takes 3 to 7 years to complete.

«  We will briefly discuss HNDL and WHY it is a significant problem.

William Slater
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PQC: A Short Primer
What Is PQC?

 PQC is Post-Quantum Cryptography.

» Itis a standard that has been developed to withstand efforts by
Quantum Computers to break standard cryptography. NIST is the
most prevalent set of PQC Standards, but there are other standards
available in Europe, Japan, China, etc.

————————0009090900————
William Slater
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What are we converting?

28-bit hash 160-bit hash

sion highly likely Collision possible

128-bit AES

Hashing and Symmetric Key

X25519

RSA Key Exchange
Key Exchange

RSA OAEP

Public key encryption

RSA PSS

RSA PKCS11.5
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256-bit hash 512-bit hash

m SHA-2 m

256-bit AES

' ML-KEM (Kyber): ML-KEM 512,
ML-KEM 768, ML-KEM-1024

Hybrid X25519/ML-KEM

HQC: HQC-128, HQC-192,
HQC-256

Key Establishment

ML-KEM (Kyber) Hybrid

ML-DSA (Dilithium):
ML-DSA-44, ML-DSA-65,
ML-DSA-87

SLH-DSS (SPHINCS+):
SHA256-128f, SHA256-192f,
SHA256-256f
FN-DSA (FALCON):
FN-DSA-512, FN-DSA-1024

New Additional Round: Inc

CROSS, SQiSign, HAWK,
PERK and Mayo

NIST timeline:

To be setup as a FIPS standard
HQC
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What is the PQC Migration Work Like?

It Is Hard to Do. Very, Very Hard!

* Not “Just Patch OpenSSL”": PQC
migration is an enterprise-wide
overhaul, touching nearly every
system using crypto

- Analogy - Bigger than Y2K: Far
more complex than Y2K; we
have millions of devices, apps,
and cloud services all using

cryptography

« Crypto Everywhere: No system is
exempt - OS, apps, databases,
loT, communications, etc. all rely
on encryption/authentication

Slide Source: Mr. Marin Ivezic, 2025.
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Slater Technologies, Inc PQC: A Short Primer
November 5, 2025




PQC: A Short Primer
What Is Q-Day?

 Q-Day is the day when Quantum Computers reach the capacity to
easily run programs that have implemented Cryptoanalytic
Algorithms such as Shor’s Algorithm.

William Slater
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Estimated Liklihood of Achieving CRQC

Estimated likelihood of achieving CRQC

Less likely

‘harvest now, decrypt later’ attacks
before PQC transition.

The period of vulnerability for critical data
(with a 10-year lifespan) compromised by

Creo‘re PQC transition plon

Commence PQC transition
Complete PQC transition
William Slater
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Quantum Readiness

Quantum Readiness

Cryptographic Quantum Readiness Interim Protection

= S
Discovery & Inventory Strategy Initiatives PQC Migration

Crypto-Agility

Supply Chain & Vendor Management

Governance, Change Management, Training

Slide Source: Mr. Marin Ivezic, 2025.
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Forget the Q-Day Predictions — Regulators, Stakeholders & Compliance People

Forget Q-Day Predictions

« Regulators
« Clients

* Insurers

« Vendors

* |Investors
« Analysts

« Auditors

...have set up the deadline of
2030-2035 for quantum readiness

Slide Source: Mr. Marin Ivezic, 2025.
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PQC Timeline — Historical Perspective

William Slater

Milestones and Timeline NIST
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Cryptography Project Standardization Process

NCCoE Migration to Post Quantum calling for

collaborators (Oct)

Cryptography Project
Practices to ease migration from the |
current set of public-key cryptographic “‘—"——‘—‘%«
algorithms to NIST standardized PQC 2022 Kickoff with 2024 Demonstrating how touse

inventory for prioritization

2023 Published initial public ~ decisions, expanding
drafts for discovery and interoperability and performance

interoperability/performance testinginto additional
workstreams (Dec) communication protocols (over

40 collaborators)
T —

14 CRADA
Collaborators
(July)

algorithms

Bill Newhouse

Cybersecurity Engineer & Project Lead
Y National Cybersecurity Center of Excellence (NCCoE) at NIST
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Timeline of PQC Momentum

E
: : =
Cutting Out the Quantum Noise 4

Timeline: A year of PQC momentum // ////%///[//MM\\\

( First 3 finalized | (Australia to International | (UK release ) Google and IBM
post-quantum drop SHA-256, year of timeline for believe first
encryption RSA, ECDSA and | | Quantum migration to quantum computer
standards from ECDH, among launched by post-quantum will be by the end

( NIST " &others, by 2030 UN cryptography E of the decade )

PQC named in Google fGermany's BSI | | Microsoft EU publish
Gartner's Top 10 | | Quantum Al | | added NIST's | | announces roadmap with
Strategic announced algorithms Majorana 1 2030 target for
Technology Willow into official PQC transition
Trends for 2025 | Buldelines
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Timeline of PQC Momentum
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Mosca’s Theorem
MOSCA’S THEOREM

Based on Mosca’s Theorem (X+Y)>Z , if the amount of time you need your encrypted data to be secure
(X) + how long it will take to implement a quantum secure solution into your current infrastructure (Y) is
greater than how long it will take to develop a sufficiently strong enough scale quantum computer (Z),

then it’s time to worry.

X + Y > Z

How long do you need How long will it take to How long will it take to
your encrypted data implement a quantum develop a sufficiently
to be secure? secure solution into your strong enough scale
current infrastructure? quantum computer?

Source: https://www.thegrl.org/blog/grasping-the-quantum-threat-with-moscas-theorem/,
[

William Slater
Slater Technologies, Inc PQC: A Short Primer 16
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Cryptographic Agility

“Cryptographic aqility, or crypto-agility, is the ability of
a system to quickly and easily switch between
different cryptographic algorithms and parameters in
response to changing security needs or
vulnerabilities. This flexibility helps maintain security
and adapt to new threats without significant
disruptions to the system's infrastructure.”

- Brave Al

- Additional resource: RFC 7696
- https://www.rfc-editor.org/rfc/pdfrfc/rfc7696.txt.pdf

William Slater
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PQC Migration High-Level Project Plan

dele
MIGRATION

8 oE

e e

SCHEDULE

e Planning (2 months)

e Assessment (3 months)

e Implementation (8 months)
e Testing (3 months)

ROLES AND RESPONSIBILITIES QUALITY ASSURANCE

Project Manager--Manages ¢ Define acceptance criteria
overall project for each phase

Migration Team-Executes Perform regular coe de
technical tasks reviews

Security Analyst-Evaluates Verify in compliance with
cryptographic risks security standards

QA Team-Conducts ninigration

PROJECT CHARTER

e Objective: to migrate systems to post-quantum cryptography (PQC)
e Focus: on security, and minimal disruption

William Slater
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PQC Migration High-Level Project Phases

esmt——)

Education
Create a Plan r Post-Quantum \

Migration Project
Collect Data Life-cycle Phases

_—

Analyze

Take Action / Remediate \ /

Review and Improve as Needed

Source: Roger Grimes, Cryptography Apocalypse, 2020.

William Slater
Slater Technologies, Inc PQC: A Short Primer 19
November 5, 2025



Building a PQC Migration Team

How Do You
Establish and
Operate a PQC
Migration Team?
Peter Senge
Learning Team
Disciplines

William Slater
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B8 Dyigciplines

of .a

== LEARNING.ORGANIZATION

— PETER SENGE -

PAENTAL

SHARED,
VISION

TIEI A‘IMI capacities of g team
LEARN'NG to create results
they truly desire

to see

PQC: A Short Primer

comprehend and addvess
the whole and examine
interrelationships befween
the parTs

deeply ingrained

assumplions , images,

generalizafions that
influence how we act

ability to reflect in and
on actions

with vision, people
excel and learn

not because they are
told o but becduse
they want to.

continually

process of aligning
and developin
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PQC Migration Project Roles

Senior Management Sponsor

Project Leader with Quantum Computing
Knowledge

IT Security Manager

Other IT Employees as required
Cryptography Subject Matter Expert
End User Representative
Communications Specialist
Accouting/Budgeting/Purchaser

Inventory Manager/Specialist

Source: Roger Grimes, Cryptography Apocalypse, 2020.

William Slater
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PQC Migration Project Steps

Educate 1 month
Form a Project Team and Plam 1 month
Create a Timeline 1 month
Take a Data Protection Inventory 3 months
Analyze the Quantum Plan and Make Recommendations 6 months
Prevent Future Data Leaks 3 months
Strengthen existing traditional Cryptography 12 months
Move to Quantum-Resistant Cyrptography 60 months
Move to Quantum-Hybrid Techniques 60 months

Go fully Quantum Undetermined

Source: Roger Grimes, Cryptography Apocalypse, 2020.

William Slater
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PQC Migration Project Roadmap

Source: Mitre PQC Coalition, 2025, https://pqgcc.org/

William Slater
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Preparing for a PQC Migration

Prepare for Post-Quantum Cryptography

Key Things to Consider

Integrating quantum computing technology into
existing IT infrastructure will be a complex process.

The effort to upgrade to guantume-resilient
cryptography will be significant.

The amount of time remaining will
decrease every day.

INFO~TECH

William Slater
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Timeline — Roadmap to Readliness

O
< Bloclk>chain

M Roadmap to Quantum-Readiness

O

O
8 - - 1 - -
O

O
O
<O
O
8 Our long-term timeline considers three main waves:

<O * Wave 1 Foundational activities and those without external dependencies (No-Regret Actions)
8 * Wave 2 Transition to PQC

8 * Wave 3 Clean-up

O

O
O 2027
O

2; / Wave 1: Foundational and no external dependencies
gi / Wave 2: Transition to PQC /
O / Wave 3: Clean-up
O
O
O
o
O
O
o & Santander
O

William Slater
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Quantum-Securre Cryptography in Messaging Apps

Quantum-Secure Cryptography in Messaging Apps

Classical Cryptography

Not guantum secure

QQ Line
Skype Viber
Telegram WhatsApp
WeChat Signal (previous)

IMessage (previous)

Post-Quantum Cryptography (PQC)
With end-to-end encryption by default

Level 3 Future

PQC key
establishment
+
Ongoing PQC

rekeying

+
PQC
authentication

Signal IMessage
with PQXDH

William Slater
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PQC Migration and IT Governance

Quantum migration ready Governance

William Slater

Slater Technologies, Inc
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ID's
Devices
Logfiles

il Events |

SIEM

C yptog ph c |>‘_ e
‘ 5 TRUST j

DevSec | [
Ops | %
L

Supply Chain

Software |

Dependencies

Alexander Low

CEO at Data-Warehouse

PQC: A Short Primer

Harmonisation

Governance

Compliance

Strategy

Riskmanagement

Controlling

Quality

Cybersecurlty
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PQC and Presidential Politics

PQC Topic

Recognition of Quantum Threat
(CRQQC)

CISA PQC Product Category List

PQC Procurement Trigger

Agency Deployment of PQC/Hybrid
Algorithms

TLS 1.3 (or successor) Mandate

International PQC Engagement

SSDF and Patch Guidance (NIST SP
800-218, 800-53)

William Slater

Slater Technologies, Inc
November 5, 2025

Biden EO 14144 (Jan 2025) | Trump EO Amendment (Jun 2025)

CRQC described as a major
threat that could break public
key cryptography globally.

Same language retained verbatim in
§4(f).

DHS/CISA, in coordination
with NSA, must publish and |Same requirement, with explicit
maintain list of PQC-ready |deadline of Dec 1, 2025.
product categories.

Any product solicitation 90 |Removed entirely. No procurement
days after listing must require|enforcement based on PQC

PQC support.

Agencies must adopt PQC or

readiness.

hybrid KEM as soon as .
: Removed entirely.
technology becomes ’
available.
NSA (for NSS) and OMB (for
non-NSS) must issue Same requirement retained with a
guidelines to ensure TLS 1.3  |fixed publication deadline: Dec 1,
or better is adopted no later |2025.

than Jan 2, 2030.

Requires State and

Commerce to promote global [Removed. No diplomatic or export
adoption of NIST-standard |coordination on PQC.

PQC within 90 days.

Mandated frequent updates
to SSDF and security
controls, with a focus on

Kept intact in §2(c), including Dec
2025 update deadline.
PQC software practices.

PQC: A Short Primer

Difference

No difference.

Only change: fixed date
instead of relative timeline.

Deletes linkage between the
CISA list and mandatory

government purchasing.

Agencies are no longer
obligated to deploy PQC even
when available.

Only deadline phrasing

changes; goal remains.

Deletes U.S. international
advocacy on post-quantum
migration.

No change in this technical
guidance track.

28
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Q-Day Estimator

> C O 8 g-day.org/crqc-readiness-benchmark-g-day-estimator/ B & %

[1' IJ ‘-\Y EDEAD ) EIGCTA  My Prediction & Timeline  Articles

About Me

# Home / CRQC Reac enchmark (Q-Day Estimator)

CRQC Readiness Benchmark (Q-Day Estimator)

Read about the approach and relevant attributes in the two articles above. Then use the CRQC Readiness Benchmark (Q-Day Estimator) tool below to turn assumptions
into a defensible, crypto-specific forecast. The tool converts four inputs, LQC (logical qubits), LOB (logical operations budget), QOT (logical ops/sec), and an annual
growth factor, into a Composite CRQC Readiness Score and a projected "Q-Day” (when week-scale factoring of RSA-2048 becomes practical). Start with Conservative /
Median / Aggressive presets, then tweak to match vendor claims or your own view of roadmaps and error-correction progress. This is intentionally focused on

cryptographic breakability, not generic “quantum advantage,” so it may diverge from headline qubit counts.

Source:

AVAV I AW

William Slater
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Q-Day Estimator

[l' DJ-\Y My Prediction & Timeline  Articles

CRQC Readiness Benchmark (Q-Day Estimator)

N interacti

Scenarios: Conservative Median

Logical Qubit Capacity (LQC) ?
Composite CRQC Readiness Score

0.010

Logical Operations Budget (LOB)
Projected Q-Day

2031 (6 years from now)

Exponent (1

Projected CRQC Readiness score over time

?

Advanced formula (optional) 7 »

CRQC Explainer (Al)

Persona: 7 ( v Strictness: 7/ Synthe Explain above result Ask PostQuantum.com

Source: https://qg-day.org/crqc-readiness-benchmark-g-day-estimator/

William Slater
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Two Very Dirty Secrets

» How Networked Computers Communicate
» They transmit electronic messages whether cryptography is
present or not, and whether is is configured properly, or not.

» Harvest Now, Decrypt Later ( HNDL ) is a very cruel, harsh reality.
» You can accomplish a perfect PQC Migration project and still
be incredibly vulnerable, because of PAST network
communication activity. ( | wish this was not true, but it is TRUE.)

William Slater
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What Is Harvest Now, Decrypt Later?
( HNDL)

* Data that traverses the Internet is usually encrypted.

 The Bad Guys and Nation States are capturing and storing this data that is
encrypted using older encryption algorithms.

 Between 2028 and 2031, when CRQC computers become commonplace,
the harvested data can be decrypted at the time and place of the Bad
Guys’ choosing and they use this decrypted data to their advantage.

* Note that the decrypted data can also be data that belongs to
organizations that have completed their PQC Migrations, because the
harvest data was encrypted using olded algorithms that are vulnerable to
cryptoanalytic attacks of Quantum Computers.

William Slater
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Internet Minute — 2015 to 2025

-
Emails Google YouTube TikTok Online App Instagram ‘@}‘“
Sent Searches Views Views Spend Download Activity

interaction

"'i Source:

. - https://bondhighplus.com/blog/what-happens-in-an-internet-minute/
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Internet Minute - 2025

4K
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READING YELP
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Conclusion

e (Q-Day is a reality, and unlike Y2K when we knew the deadline was December 31, 1999,
we don’t know the exact date. Many believe it will occur between 2028 and 2031.

* Regulators and Compliance Organizations are mandating the requirements to get
these projects dome.

* These projects are not easy and require time and effort by experts. Work with experts
to get it done.

e Start now. Procrastination is three issues:
— You may not finish before Q-Day
— The longer you wait, the more expensive it will get
— Regulatory issues may incur fines and in worst case, prison time.

« HNDL is the kind of technology problem that should have us ALL worried.

William Slater
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WERIA D

HAPPY Q-DAY

Warning: It’ll be the worst holiday in the
history of the world.

W D
BY AMIT KATWALA
S TLLUSTRATIONS BY NICHOLAS LAW

Contents

PQC: A Short Primer

37



Q Day is the finish line for PQC
readiness

William Slater
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Questions and Answers

William Slater
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Enter the Quantum Zone

Join Our QSECDEF Group Meeting Every Tuesday

3 PM Paris Time, 2 PM UK, 9 AM New York, 8 AM Chicago, 2 AM Wed. Australia

Event Link on Zoom, CLICK HERE:
https://zoom.us/j/91685969165
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Join Our FREE QSECDEF Group Meeting Every Tuesday

3 PM Paris Time, 2 PM UK, 9 AM New York, 8 AM Chicago, 2 AM Wed. Australia

https://zoom.us/j/91685969165

QSECDEF
Weekly Meeting Attendance Counts - 2025
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Join Our FREE QSECDEF Group Meeting Every Tuesday

3 PM Paris Time, 2 PM UK, 9 AM New York, 8 AM Chicago, 2 AM Wed. Australia

https://zoom.us/j/91685969165

QSECDEF Topics Covered
September 2024 - September 2025
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Free Audio Book
Building a Quantum Foundry

Presented to the QSECDEF Group
Tuesday, June 3, 2025

SLATER THE REDDIX GROUP

EEEEEEEEEEEE

Building The
Quantum

Joe Reddix
William Slater

V|5|t to Listen

https://www.youtube.com/watch?v=kuiVO2EkZYM&t=20s
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Free Presentation

Building a Quantum Foundry

Presented to the QSECDEF Group
Tuesday, June 3, 2025
From Chicago, Illinois, USA

William Slater
CEO
Slater Technologies, Inc.

William Slater

Slater Technologies, Inc
June’3, 2025B ©

Visit to View and Download William Slater’s Slides
https://billslater.com.com/quantumfoundryga.pdf
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PQC: A Short Primer

World’s First Quantum Machine, 2010

Wikipedia, 2011 - https://en.wikipedia.org/wiki/Quantum_machine

End of Presentation
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