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Disclaimer
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This presentation will be delivered in September 2025 at the request of the 

organizers of the Australian Chapter of the Quantum Security Defence.

The content presentation is from William Favre Slater, III, a private U. S. Citizen, & 

President and CEO of Slater Technologies, Inc., and his research sources.  It was 

prepared and presented with Good Will as a Service to Benefit the Good Citizens 

of Cyber Breakfast Club, and not as a representative of the U.S. Government  or 

any other organization.

Mr. Slater only represents himself in his dealings with the Citizens of Cyber 

Breakfast Club and  is solely responsible for his comments, content, and research.
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Introduction

• PQC, Post-Quantum Cryptography, has risen to the forefront as a crucial topic 
as people have realized the rapid advancement of Quantum Hardware 
Development is a reality and that the capabilities and impacts of 
Cryptographically Relevent Quantm Computers ( CRQC ) will be considerable.

• Shor’s Algorithm, a cryptoanalytical algorithm developed by Peter Shor at MIT in 
1994 will easily break complex ciphers such RSA and ECC when Quantum 
Computers reach the capability to have the number of Qubits to run the 
program(s) that have implemented this algorithm.  ( estimated to be 
approximately 1 million Qubits )

• NIIST ( National Institute of Standards and Technology – under the U.S. 
Department of Commerce) has developed Cryptograpic Standards that are 
supposed to be Quantum Safe.

• The time to act on PQC Migration Projects is NOW, because the average 
Enterprise PQC Project takes 3 to 7 years to complete.

• We will briefly discuss HNDL and WHY it is a significant problem.
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What Is PQC?

• PQC is Post-Quantum Cryptography.

• It is a standard that has been developed to withstand efforts by 

Quantum Computers to break standard cryptography.  NIST is the 

most prevalent set of PQC Standards, but there are other standards 

available in Europe, Japan, China, etc.
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What are we converting?
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What is the PQC Migration Work Like?
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What Is Q-Day?

• Q-Day is the day when Quantum Computers reach the capacity to 

easily run programs that have implemented Cryptoanalytic 

Algorithms such as Shor’s Algorithm.
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Estimated Liklihood of Achieving CRQC
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Quantum Readiness
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Forget the Q-Day Predictions – Regulators, Stakeholders & Compliance People
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PQC Timeline – Historical Perspective
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Timeline of PQC Momentum
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Timeline of PQC Momentum
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Mosca’s Theorem

PQC: A Short Primer 16

Source: https://www.theqrl.org/blog/grasping-the-quantum-threat-with-moscas-theorem/, 

https://www.theqrl.org/blog/grasping-the-quantum-threat-with-moscas-theorem/
https://www.theqrl.org/blog/grasping-the-quantum-threat-with-moscas-theorem/
https://www.theqrl.org/blog/grasping-the-quantum-threat-with-moscas-theorem/
https://www.theqrl.org/blog/grasping-the-quantum-threat-with-moscas-theorem/
https://www.theqrl.org/blog/grasping-the-quantum-threat-with-moscas-theorem/
https://www.theqrl.org/blog/grasping-the-quantum-threat-with-moscas-theorem/
https://www.theqrl.org/blog/grasping-the-quantum-threat-with-moscas-theorem/
https://www.theqrl.org/blog/grasping-the-quantum-threat-with-moscas-theorem/
https://www.theqrl.org/blog/grasping-the-quantum-threat-with-moscas-theorem/
https://www.theqrl.org/blog/grasping-the-quantum-threat-with-moscas-theorem/
https://www.theqrl.org/blog/grasping-the-quantum-threat-with-moscas-theorem/
https://www.theqrl.org/blog/grasping-the-quantum-threat-with-moscas-theorem/
https://www.theqrl.org/blog/grasping-the-quantum-threat-with-moscas-theorem/


William Slater

Slater Technologies, Inc

November 5, 2025

PQC: A Short Primer

Cryptographic Agility
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“Cryptographic agility, or crypto-agility, is the ability of 

a system to quickly and easily switch between 

different cryptographic algorithms and parameters in 

response to changing security needs or 

vulnerabilities. This flexibility helps maintain security 

and adapt to new threats without significant 

disruptions to the system's infrastructure.”

- Brave AI

- Additional resource:  RFC 7696
- https://www.rfc-editor.org/rfc/pdfrfc/rfc7696.txt.pdf



William Slater

Slater Technologies, Inc

November 5, 2025

PQC: A Short Primer

PQC Migration High-Level Project Plan
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PQC Migration High-Level Project Phases
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Phase 
No.

Brief Description

1 Education

2 Create a Plan

3 Collect Data

4 Analyze

5 Take Action / Remediate

6 Review and Improve as Needed

Source: Roger Grimes, Cryptography Apocalypse,  2020.

Post-Quantum
 Migration Project 
Life-cycle Phases
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Building a PQC Migration Team

How Do You 
Establish and 
Operate a PQC 
Migration Team?
Peter Senge 
Learning Team 
Disciplines

$
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PQC Migration Project Roles
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Project Team Roles

Senior Management Sponsor

Project Leader with Quantum Computing 
Knowledge

IT Security Manager

Other IT Employees as required

Cryptography Subject Matter Expert

End User Representative

Communications Specialist

Accouting/Budgeting/Purchaser

Inventory Manager/Specialist

Source: Roger Grimes, Cryptography Apocalypse,  2020.
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PQC Migration Project Steps

PQC: A Short Primer 22

Project Steps Estimated 
Time to 
Complete

Educate 1 month

Form a Project Team and Plam 1 month

Create a Timeline 1 month

Take a Data Protection Inventory 3 months

Analyze the Quantum Plan and Make Recommendations 6 months

Prevent Future Data Leaks 3 months

Strengthen existing traditional Cryptography 12 months

Move to Quantum-Resistant Cyrptography 60 months

Move to Quantum-Hybrid Techniques 60 months

Go fully Quantum Undetermined

Source: Roger Grimes, Cryptography Apocalypse,  2020.
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PQC Migration Project Roadmap
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Source: Mitre PQC Coalition, 2025, https://pqcc.org/
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Preparing for a PQC Migration
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Timeline – Roadmap to Readliness
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Quantum-Securre Cryptography in Messaging Apps
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PQC Migration and IT Governance
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PQC and Presidential Politics
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Q-Day Estimator
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Q-Day Estimator
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Two Very Dirty Secrets

➢ How Networked Computers Communicate
➢ They transmit electronic messages whether cryptography is 

present or not, and whether is is configured properly, or not.

➢ Harvest Now, Decrypt Later ( HNDL ) is a very cruel, harsh reality.
➢ You can accomplish a perfect PQC Migration project and still

be incredibly vulnerable, because of PAST network 
communication activity. ( I wish this was not true, but it is TRUE.)
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What Is Harvest Now, Decrypt Later?
( HNDL )

• Data that traverses the Internet is usually encrypted.

• The Bad Guys and Nation States are capturing and storing this data that is 
encrypted using older encryption algorithms.

• Between 2028 and 2031, when CRQC computers become commonplace, 
the harvested data can be decrypted at the time and place of the Bad 
Guys’ choosing and they use this decrypted data to their advantage.

• Note that the decrypted data can also be data that belongs to 
organizations that have completed their PQC Migrations, because the 
harvest data was encrypted using olded algorithms that are vulnerable to 
cryptoanalytic attacks of Quantum Computers.
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Source: 
https://bondhighplus.com/blog/what-happens-in-an-internet-minute/
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Source: 
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Source: 
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Conclusion

• Q-Day is a reality, and unlike Y2K when we knew the deadline was December 31, 1999, 
we don’t know the exact date.  Many believe it will occur between 2028 and 2031.

• Regulators and Compliance Organizations are mandating the requirements to get 
these projects dome.

• These projects are not easy and require time and effort by experts.  Work with experts 
to get it done.

• Start now.  Procrastination is three issues: 
– You may not finish before Q-Day
– The longer you wait, the more expensive it will get
– Regulatory issues may incur fines and in worst case, prison time.

• HNDL is the kind of technology problem that should have us ALL worried.
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Questions and Answers
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Enter the Quantum Zone
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Free Audio Book

51

Visit to Listen 
https://www.youtube.com/watch?v=kuiVO2EkZYM&t=20s
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Visit to View and Download William Slater’s Slides 
https://billslater.com.com/quantumfoundryga.pdf 
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World’s First Quantum Machine, 2010

End of Presentation

Wikipedia, 2011 - https://en.wikipedia.org/wiki/Quantum_machine
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