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Nature of the Threat

-

-

st
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-

This paper deals with issues related to the present situation of lack 

of a clearly defined national policy on the use of cyberweapons and 

cyberdeterrence, as well as the urgent present need to include strategies 

and tactics for cyberwarfare and cyberdeterrence into the national CONOPS 

Plan, which is the national strategic war plan for the United States.

Integration of 
Cyberwarfare and Cyberdeterrence Strategies into the 

U.S. CONOPS Plan to Maximize Responsible Control and 

Effectiveness by the U. S. National Command Authorities 

-

How large a problem is this for the United 
States?

-

-

-

-

-

-

Other Not So Obvious Challenges for 
Cyberweapons and Cyberdeterrence

-
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Is it a problem for other countries?
-

-

-

-

-

Is it problematic for these countries in the 
same ways or is there variation? What kind?

-

-

-

-

-

What are the consequences to the U.S. and 
others if this threat is left unchecked?

-

-

-

What consequences has the threat already 
produced on American/global society?

-

-

-

-

-

-

-
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-

-

The Rapid Evolution of Cyberthreats
-

-

-

Part 1 Final Thoughts about Cyberwarfare 
Operations

-

-

-

-

-

-

-

Part 2 – U.S. Policy Appraisal Related to 
Cyberwarfare and Cyberdeterrence

-

Current U.S. Policy Covering Cyberwarfare 
Threats

-

-

-

-

-

-

-

-

-

Figure 1. Evolution of Cyberweapons (Technolytics, 2012)
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-

What is the e!ectiveness of current policy 
when it concerns this particular threat issue?

-

-

-

-

Short-Term and Long-term Rami"cations of 
Current Policy

-

-

-

-

-
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-

-

-

-

-

-

-

Allies and Adversaries Connected to this 
Speci"c Policy?

-

-

-

-

-

-

Part 2 Conclusion

-

-

Part 3 – Strategic Comparative Analysis in 
Cyberwarfare and Cyberdeterrence

-

-

What Other Countries / Regions of the World 
Are Concerned with This Same Threat Issue?

-

Countries Regions of the World That Do Not 
Place a High Priority on This Threat Issue

-

Some of the Current Policies Being Employed 
by These Other States / Regions in Regards to 
the Threat

Figure 2. Country Cyber Capabilities Ratings (Technolytics, 
2012)



www.hakin9.org/en 67

Successes and Failures of the Various 
Alternative Policies around the Globe

-

-

-

 

Areas of Joint Communication / Operation / 
Cooperation that Exist or Should Exist Across 
Countries Dealing with This Threat Issue

-

-

-

China and Its Role in Cyberwarfare 
Capabilities

-

-

-

-

Part 3 Conclusion
-

-

Table 1. Summary of Cyberwarfare Policies and Strategies of China, Russia, and India

Country Policy Strategy

China China supports cyberwarfare capabilities, especially 

providing such capabilities in the People’s Liberation 

Army. 

The Chinese will wage unrestricted warfare and these are 

the principles: 

Omni-directionality 

Synchrony 

Limited objectives 

Unlimited measures 

Asymmetry 

Minimal consumption 

Multi-dimensional coordination 

djustment, control of the entire process 

(Hagestad, 2012).

Russia Russia supports cyberwarfare capabilities, especially 

providing such capabilities in the Russian Army.

The nature of cyberwarfare and information warfare 

requires that the development of a response to these 

challenges must be organized on an interdisciplinary 

basis and include researchers from di!erent branches 

– political analysts, sociologists, psychologists, military 

specialists, and media representatives (Fayutkin, 2012).

The ability to achieve cyber superiority is essential to 

victory in cyberspace. (Fayutkin, 2012).

India India supports cyberwarfare capabilities, especially 

providing such capabilities in the Indian Army. 

"It is essential for e#cient and e!ective conduct of war 

including cyber-war. The war book therefore needs to 

specify as how to maintain no-contact cyber war and 

when the government decide to go for full-contact or 

partial-contact war then how cyber war will be integrated 

to meet overall war objectives (Saini, 2012).” 

Strategies are still under development, but will follow the 

guidance of policies related to the conduct of war. 

(Saini, 2012)
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Part 4 – Conflict Resolution in 
Cyberwarfare and Cyberdeterrence

-

Current Academic Research on This Threat 
Problem

-

-

-

-

Intellectual Positions and Theoretical 
Explanations That Have Been Staked Out  
on This Threat Problem

-

-

-

-

-

Joint Publication (JP) 5-0, Joint Operation 
Planning

-

-

-

-

-

-

-

Figure 3. Boyd’s OODA Loop Model (Bousquet, 2009)
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-

-

-

-

 

-

-

Options in Con#ict

-

Part 4 Conclusion

-

Figure 4. Understanding the Operational Environment (U.S. 
DoD, JCS, 2006)

Figure 5. 
Realms Related to the Operational Environment of Con!ict 

Making (U.S. DoD, JCS, 2006)
Figure 6. Course of Action Development (U.S. DoD, JCS, 
2006)
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-

Part 5 – Policy Generation Related to 
Cyberwarfare and Cyberdeterrence

-

-

Current U.S. Policy Covering Cyberwarfare 
Threats

-

-

Challenges Related to Cyberwar and 
Cyberdeterrence Policy and Strategy Creation

-

-

-

-

-

-

A Single Integrated Operational Plan for War
-

-

-

-

-

-

-

-

Table 2. 

Option Description Advantage Disadvantage

1 Create policies that mandate the 

inclusion of cyberwarfare and 

cyberdeterrence into the U.S. National 

CONOPS Plan

Prevents unintended consequences 

of unilateral use or unplanned use of 

cyberweapons

Takes time, politics, skills, knowledge, 

and money

2 Limited creation and application of 

policies that mandate the inclusion 

of cyberwarfare and cyberdeterrence 

into the U.S. National CONOPS Plan

Prevents some possible unintended 

consequences of unilateral use or 

unplanned use of cyberweapons

Still requires some time, political 

wrangling, skills, knowledge, and 

money

3 Do nothing whatsoever related to 

cyberweapons and U.S. National 

CONOPS Plan. Just continue to the 

present trend to continue to conduct 

cyberwarfare operations on an ad 

hoc basis in secrecy, and allow the 

situation with current cyberwarfare 

threats to continue (Sanger, 2012).

Saves time, political wrangling, and 

money

Unintended consequences of 

unilateral use or unplanned use of 

cyberweapons
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-

-

-

-

-

-

Recommendations for the U.S. Cyberwarfare 
Policy and Strategy

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

Table 3.

Idea Explanation

Unify Policy Direction E!ective policies will not be created by a single person or entity, but they require 

centralized leadership to unify their direction and intent.

Specialize Policy Direction Recognizing that one size does not $t all, specialized policies need to be created for 

varies infrastructures and industries to ensure maximum protection.

Strengthen and Unify Regulation Regulations must be strengthened to be more e!ective, or new, more e!ective 

regulations must be created.

De$ne State and Local Roles A workable Federal policy must have the involvement of state and local authorities 

to be e!ective

De$ne International Interfaces This is required because cyberspace is connected internationally and because there 

is still lack of international agreement on many aspects of cyberwar.

Mandate E!ective Systems Engineering for 

Infrastructure-related Software

Ensure that there is a realization and commitment for the need to have higher 

minimum standards for the quality of software that is related to infrastructure.

Don’t Take No for an Answer Ensure that stakeholders and those responsible participants realize the resolute, 

unwavering commitment toward a workable policy solution

Establish and Implement Clear Priorities This will ensure the best allocation of $nancial and management resources.

Inform the Public Clearly and Accurately The public needs to understand the e!orts being made to protect the U.S.

Conduct a Continuing Program of Research Keep the policy updated and relevant to changing technologies.
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