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What is Cyberwarfare?
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Attempting to Solve the “Attribution Problem” – Using Wireshark and 

Other Tools to as an Aid in Cyberwarfare and Cybercrime for Analyzing 

the Nature and Characteristics of a Tactical or Strategic Offensive 

Cyberweapon and Hacking Attacks.

Using Wireshark 
and Other Tools to as an Aid in Cyberwarfare and Cybercrime
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How large a problem is this for the United 
States?

-

-

-

-

-

-

Other Not So Obvious Challenges for 
Cyberweapons and Cyberdeterrence
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Is it a problem for other countries?
-

-

-
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Is it problematic for these countries in the 
same ways or is there variation? What kind?

-

-

-
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What are the consequences to the U.S. and 
others if this threat is left unchecked?

-

-
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What consequences has the threat already 
produced on American/global society?
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-

-

-
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networks. Again, a comprehensive CONOPS 
Plan that included well-defined cyberwarfare 
and cyberdeterrence strategies and tactics could 
have prevented such possible cyberattacks from 
even being considered, and it could have prevent-
ed the news of the possible consideration being 
publicized in the press (Schmitt, E. and Shanker, 
T., 2011). Without such restraint and well-planned 
deliberate actions, the U.S. runs the risk of ap-
pearing like the well-equipped cyber bully on the 
world stage, and an adversary who is willing to 
unleash weapons that can and will do crippling 
damage to an opponent, using technologies that 
are rapid, decisive, and not well-understood by 
those for whom they are intended. A similar effect 
and world reaction might be if U.S. Army infantry 
troops were equipped with laser rifles that emitted 
deadly laser blasts with pinpoint precision across 
several hundred yards.

Has this threat evolved or changed over time 
or is it relatively constant? If it has evolved 
or changed, exactly how has that change 
happened and what political consequences 
have emerged from them?
The threat has certainly rapidly evolved over time. 
Since Stuxnet was released in 2010, countries and 
the general public are now aware of some of the 
offensive, strategic and destructive capabilities 
and potential of cyberweapons (Gelton, T., 2011). 

The changes that produced Stuxnet and other 
recent, more modern cyberweapons were a na-
tional resolve to excel in the cyberwarfare area, 
coupled with excellent reconnaissance on desired 
targets, and partnering with computer scientists in 
Israel. The political consequences are not well un-
derstood yet, except to say that the U.S. and Is-
rael are probably less trusted and suspected of 
even greater future capabilities, as well as having 

Figure 1. Logical Model of IT Security Management Controls (Jacquith, 2007)
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Figure 2. Denial of Service Attack diagram from ABC news in 
February 2000

Figure 3. Denial of Service Attack Victims diagram from ABC 
news in February 2000

Figure 4. Denial of Service Attack Zombies diagram from 
ABC news in February 2000
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Recent Cyber Attacks

de-
nial of service

-

-

How do you know?
-

-

-

Free Tools You Can Use

Wireshark

 

Table 1. Wireshark Documentation – Packet Analysis Capabilities for Captured Packets
The menu items of the "Packet List" pop-up menu

Item Identical to 

main menu’s  

item:

Description

Mark Packet (toggle) Edit Marklunmark a packet.

Ignore Packet (toggle) Edit Ignore or inspect this packet while dissecting the capture !le.

Set Time Reference (toggle) Edit Set/reset a time reference.

Manually Resolve Address  Allows you to enter a name to resolve for the selected address.

Apply as Filter Analyze Prepare and apply a display !lter based on the currently selected

item.

Prepare a Filter Analyze Prepare a display !lter based on the currently selected item.

Conversation Filler - This menu item applies a display !lter with the address nformation#onitly selected 

packet. E.g. the IP mein enttywill eta !lter to show the tra$cbetweenthe two IP 

addresses of the current packet. XXX - add a new section describing this better. 

Cobrize Conversation - This menu item uses adisplay!lterwiththe address infounaticei from the selected 

packet to build a new colorizing rule. 

SCTP - Allows ycii to analyze and prepare a !lter for this SCTP associa!on.

Follow TCP Stream Analyze Allows you to view all the data on a TCP streambetw een a pair of noles. 

Follow UDP Stream Analyze Allows you to view all the data on a UDP datazrain stnain b etw een a pair of nodes. 

Follow SSL Stream Analyze Same as "Follow TCP Sbeanz" but for SSL. XXX - add a new ection descnbing this 

better. 

----  

Copy/ Summary (Text) - Copy the surtunny !elds as displayed to the clipboard, as tab-separated text. 

- Copy the summary !elds as displayed to the clipboard, as conuna-separated text. 

Copy/ As Filter - Prepare a display !lterbased on the currently selected item aid copy that !lter to tle 

clipboard. 

Copy/ Byter (O%set Hex) -  Copy the packet bytes to the clipboard in hexdump-like format, butwitlrut the text 

partion.

Copy/ Byter (Pantable Text 

Only>) 

- Copy the packet bytes to the clipboard as ASCII text, excludin; non-pzintab le 

characters.

Copy/ Wier (Hex Stream) -  Copy the packet bytes to the clipboard as an unpuirtuated list of hex digits.

Copy/ Byter (Binary Stream) - Copy the packet bytes to the clipboard as raw binary. The data is stored intly 

clipboard as MIME-tyre "application/octet-stteam".

----  

Decode As... Analyze Change or apply a new relationbetween two dissectors.

Print… File Print packets. 

Show Packet in New 

Window 

Display the selected packet ma new window.
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http://www.
wireshark.org/download.html

Ostinato
-

-

-

http://code.
google.com/p/ostinato/

TCPView

-

-

-

-

 

Figure 5. Wireshark Opening Screenshot after a Network 
Interface Has Been Selected for Packet Capture

Figure 6. Wireshark Conversation Analysis Screen

Figure 7. Wireshark Protocol Analysis Screen

Figure 8. Wireshark Endpoint Analysis Screen
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http://technet.micro-
soft.com/en-us/sysinternals

Traffic to Watch
-

-

-

-

-

-

A Caution to those Who Understand 
Network Attacks

-

-

-

-

The Future

-

 

Conclusion
-

-

-

-

Figure 9. Ostinato Packet Generator Screen
Figure 10. TCPView in operation, with records sorted by sent 
packets, in descending order
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