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THE INTERNET IN 2022
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Internet iIs a Huge and Global Place
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Every Continent and Country Is Connec
24 X

Notes: 1) Satellite connections are omitted here. 2) Due to totalitarian policies, the governments
of 23 countries did temporarily shut down the Internet for their Citizens this year.

September 30, 2022 AFCTI Presentation CyberLaw & CyberForengiiiiam Favre Slater, Il 5



Relatively
Speaking

Putting Things into Even Larger Perspective - Important Milestones in Technology

Construction Engineering (Pyramids + 500 years)
iPAD

Facebook

iPOD

Google

The intemet

Microsoft

PCs

ARPANET

First Manned Lunar Landing
Intel

Manned Space Flight
William H. Gates il
William F. Slater Il

Claude Shannon's "A Mathematical Theory of Communication”
Ilinois Institute of Technology

Television

Powered Flight

Radio

Automobiles

Trains

United States of America

Poland - Baptized

Birth of Jesus

Created by William F. Slater, 1lI
Jodated on January 8 2014
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Relatively
Speaking

1950 1980 2011
Mainframes >
Industrial
Computers >
Super
Computers >
Mini-Computers B>
Personal
Computers >
Laptops 3
MicroSystem Servers
(WINTEL and >
RISC)

Mobile Computing Devices —
(PDAs and Cell Phones)

Evolution of Modern Computing Platforms ! I I
227 —Vulnerability Analysis & Ethical Hacking - Lecture 01 - Spring 2016 - William Favre Siater, Il 156 S’ater Tec"no’ogies
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Relatively
Speaking

Capacity of the Internet
and the Web

Internet & Web Capacity in Terms of Human Brains
By Year - 2007 - 2041
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December 28, 2011 William F. Slater, ITT 84 I Siater Technologies |
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ARPANET September 1969

From Computer Desktop Encyclopedia
Reproduced with permission.
@ 2000 The Computer Museum History Center

340

J 4 }f

The Founding Fathers: Leonard Kleinrock, Paul Baran, and Larry Roberts

They were present at the creation. Baran, at the Rand Corporation in the |ate 1950s, conjured the idea of "packet
switching.” Roberts, chief computer scientist at the Pentagon’s Advanced Research Projects Agency, oversaw the
creation of the Arpanet in the late 1360s. In Kleinrock's laboratory at U.C.L.A., in 1969, this new digital way of
transmitting data—precursor of today's Internet—came to life.

Humble Beginnings

Scrawled on this paper in 1969 were the first four nodes of
the ARPANET. Little did they realize these four nodes would
grow to millions. (Image courtesy of The Computer History

Museum, www.computerhistory.org) I : Slater Technologies - I
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ARPANET, March 1977

ARPANET LOGICAL MAP, MARCH 1977
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Innovations that led to the Modern Internet
A Brief Summary of the

Evolution of the Internet

Memex
Conceived
1945

J\
Mathematical
Theory of
Communication
1948

Silicon
Chip
1958

First Vast
Computer
Network
Envisioned
1962

Packet
Switching
Invented
1964

Hypertext
Invented
1965

ARPANET
1969

TCP/IP
Created
1972

Internet
Named
and
Goes
TCP/AapP
1983

Www
Created
1989

Mosaic
Created
1993

Age of
cCommerce
Begins
1995

1945

Copynght 2002, Willinm F. Slater. ITI, Chicago, 1L, USA
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BASIC
HUMAN
NEEDS

Self-actualization

Creativity,
Problem Solving,
Authenticity, Spontaneity

Esteem

Self-Esteem, Confidence,
Achievement

Modern
Version of

Social needs
Friendship, Family

al at 2¢
Hierarchy of
Needs

Safety and Security

Physiclogical needs (survival)
Air, Shelter, Water, Food, Sleep, Sex

INTERNET

| Slater Technologies
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2 0 1 9 This Is What Happens In An
Internet Minute
facebook | h ?*'_":\

R
Go gle  ;mittion 18.1Million "m y

LoggingIn Texts Sent
3.8 Million 4.5 Million

y 4 Search
\-' 'M|x Oue'rfes

s
2019- What | Watched Appe Ol
Happens on . . 0
Spent Online Scrolling instagram
The Internet =
. 2.1 Million
87,500
IN 6 O Cs,zsf:d People Tweeting ,
I)
SeCO n dS : 41.6 Million 1.4 Million
Messages Swipes
sent 2
<) 4.8 Millio o ¥
OF%-— sotion
1 Million
| GIPHY Smart zg?nke!s M:s:( Views W‘

Shipped
R Streaming D

am echno YPS
mazon Subscriptions m Created By:
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2 02 0 ks Whatlieppensinag
Internet Minute

facebook.

2020- What
Happens on

The Internet
In 60
Seconds?

60

\._ SECONDS

‘ 2.5 Million
Snaps
4 Created

190 Million
, Emails Sent

Createdsy;
W @LorilLewis
W @OfficiallyChadd

["Slater Technologies |
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TIKTOK COOGILE

CONDUCTS
USERS WATCH

INSTAGRAM

USERS SHARE

2021- What
Happens on

The Internet
In 60
Seconds?

PRESENTED BY

CONNECTS

USERS
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2022- What
Happens on

minute

The Internet OF THE DAY
In 60
Seconds?
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Amazon gets an =
q average of 24,88,887
@ ay $3400 worth of Emails

transactions

eBay gets an average 35 069 I I
f $68
?raisagti\g:;th o 4,86,"] ]2 Ngw acti.ve of I’nternet traffic a p p e I I S
Whatsapp Mobile Social

Messages  users

28935  sent 6 New

Instagram 24 Facebook O n

Photos . Profiles
- Likes u Created @
L ) 72] gew 22 I h e
e g\;;et\é;;am LinkedIn Wordpress
ih:ps = Uploads Profiles Posts
= Created I nte rn et
@ 305 469,445

Reddit Facebook t
Likes

7 INn One

Tumblr Posts

1286 votes
Netflix 69,444@

Hours
of Videos Shapchat
Streamed Videos 7’203

Viewed 4745 162 . S e CO n d ?
ggzgggahtared E;gtsereSt q

54,319 ‘
_@, Google Searches i Slater Technologies ‘
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Digital Around the World 2020

vl OVERVIEW OF GLOBAL INTERNET USE

2020 A SNAPSHOT OF INTERNET USE AROUND THE WORLD

TOTAL NUMBER INTERNET USERS AS A ANNUAL GROWTH AVERAGE AMOUNT OF TIME PER
OF GLOBAL PERCENTAGE OF TOTAL IN THE NUMBER OF DAY SPENT USING THE INTERNET
INTERNET USERS GLOBAL POPULATION GLOBAL INTERNET USERS BY EACH INTERNET USER

4.57 59% +8.2% 6H 42M

BILLION +346 MILLION

SOURCES we
&) H .
. are, \ HOO
0 P COMPARABILITY ADVISORY soc'a' tsu'te

Slater Technologies
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Digital Around the World 2021

il OVERVIEW OF GLOBAL INTERNET USE

202‘ A SNAPSHOT OF INTERNET USE AROUND THE WORLD
A\ INTERNET USER NUMBERS NO LONGER INCLUDE DATA SOURCED FROM SOCIAL MEDIA PLATFORMS, SO VALUES ARE NOT COMPARABLE WITH PREVIOUS REPORTS
TOTAL NUMBER INTERNET USERS AS A ANNUAL CHANGE AVERAGE DAILY TIME SPENT PERCENTAGE OF USERS
OF GLOBAL PERCENTAGE OF TOTAL IN THE NUMBER OF USING THE INTERNET BY ~ ACCESSING THE INTERNET
INTERNET USERS GLOBAL POPULATION GLOBAL INTERNET USERS EACH INTERNET USER VIA MOBILE DEVICES

4.72 60.1% +7.6% 6H 56M

BILLION +332 MILLION

o SCN xR Sy AUWERINDEA COM 108 MORE DETAS  COMPARABIITY ADVISORY: SCUICE AND Bt ore ‘Hootsuute

Slater Technologies
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The 100 e e L]
Biggest .

Websites
on the
Internet
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How People Use the Internet

Internet users say they spend about 6.5 hours a day online. What do they do there?

They have fun: They send information
Netflix has About Y “ and updates to friends
: and colleagues:
125m @ 1m
subscribers, people
NETFLIX | @ — — |——=| 269bn
about 55% ¢ are always —— emails are
of whomare ! watching sent and
international. ! Twitch. A received
2018 data | each day.
They run errands: They pursue education: They keep in touch with
Online education old friends and.make
According to Is worth PR
one survey

$165bn

42% q'y bedstainly 2.2bn

of global to reach people
respondents say they are monthly
paid a bill using their s27 Sbn active users
mobile device. by 2022

Sowee: Business Inscer Globsl Wab ingex; Rislsan: Recode: leutess: Statista
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CYBERSECURITY
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SECURITQYWHAT IS IT EXACTLY?

I . Slater Technologies | I
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What Is Security?

A Definitions
i { SOdNR (& Aad RSTAYSR I a
secura U2 0S FTNBS FTNRY RIY

I Security Is often achieved by means of several
strategies undertaken simultaneously or used In
combination with one another

A Specialized areas of security

I Physical security, operations security,
communications security, and network security

I Slater Technologies I




V 4

2 KIFG La { SOdzNXA

A Information security

I The protection of information and its critical
elements (confidentiality, integrity and
availabllity), including the systems and hardware
that use, store, and transmit that information

AThrough the application of policy, technology, and
training and awareness programs

A Policy, training and awareness programs and
technology are vital concepts

I Slater Technologies I




CNSS Security Model

Information
security

Network
security

Management of

! _ _ Policy
information security

Computer & data security

_ Slater Technologies
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A C.1.A. triangle
I Confidentiality, integrity, and availability

I Has expanded into a more comprehensive list of
critical characteristics of information

ANSTISSC (CNSS) Security Model
I Also known as the McCumber Cube
I Provides a more detailed perspective on security

I Covers the three dimensions of information
security

I Slater Technologies I




I b{{ {SOdNR{G& :

Ab{c¢L{{/ {SOdNRI(G& az2R:

I Omits discussion of detailed guidelines and
policies that direct the implementation of controls

I Weakness of this model emerges if viewed from a
single perspective
ANeed to include all three communities of interest

l Slater Technologies I
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Confidentiality

Integrity

Availability

A

Storage

Processing Transmission

.
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Confidentiality

Integrity

Availability

Storage  Processing Transmission
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McCumber Cube Security Model
McCumber Cube Model

Information States

& %
<0 o
& L2 )
0 & 3
Z Q <
2 g >
o =
= O 0
O

| Slater Technologies |
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Key Concepts of
Information Security

A Confidentiality
I The characteristic of information whereby only those
with sufficient privileges may access certain
Information
A Measures used to protect confidentiality
I Information classification
I Secure document storage
I Application of general security policies
I Education of information custodians and end users

l Slater Technologies I




Key Concepts of
LYF2NXYIFOGA2Y {SO

A Integrity

I The quality or state of being whole, complete, and
uncorrupted

A Information integrity is threatened

I If exposed to corruption, damage, destruction, or
other disruption of its authentic state

A Corruption can occur while information is
being compiled, stored, or transmitted

I Slater Technologies I




Key Concepts of
LYF2NXYIFOGA2Y {SO

A Availability

I The characteristic of iInformation that enables user
access to information in a required format,
without interference or obstruction

I A user in this definition may be either a person or
another computer system

I Avallability does not imply that the information is
accessible to any user
Almplies availability to authorized users

I Slater Technologies I




Key Concepts of Information Security
602y i QR®U
A Privacy
I Information collected, used, and stored by an
organization is to be used only for the purposes

stated to the data owner at the time 1t was
collected

I Privacy as a characteristic of information does not
signify freedom from observation

AMeans that information will be used only in ways
known to the person providing it

I Slater Technologies I




Key Concepts of Information Security
602Y U0 QR®V
A Identification

I An Information system possesses the
characteristic of identification when it is able to
recognize individual users

I ldentification and authentication are essential to

establishing the level of access or authorization
that an individual Is granted

A Authentication

I Occurs when a control proves that a user
possesses the identity that he or she claims

I Slater Technologies I




Key Concepts of Information Security
602Y U0 QR®V
A Authorization

I Assures that the user has been specifically and

explicitly authorized by the proper authority to

access, update, or delete the contents of an
Information asset

I User may be a person or a computer
I Authorization occurs after authentication

I Slater Technologies I




Key Concepts of Information Security
602Y U0 QR®V
A Accountability

I Exists when a control provides assurance that
every activity undertaken can be attributed to a
named person or automated process

l Slater Technologies I




Parkerian Hexad

A Confidentiality
A Integrity

A Availability

A Control -
A Authenticity WA
A Utility

Donn B. Parker
1929 - 2021
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2 KFaQa 2NRy3 6A0K
and How to Fix It

A Video Lecture b{ponnB. Parker

A http://www.youtube.com/watch?v=RW9hOBCSy0c

Donn B. Parker
1929 - 2021

_ Slater Technologies
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http://www.youtube.com/watch?v=RW9hOBCSy0g

CYBERLAWND EXAMPLES OF
LAWBREAKERS
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CYBERCRIME

Slater Technologies
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2018 RISKIQ RESEARCH NUMBERS:

NUMBER OF NEW
BLACKLISTED MOBILE APPS

NUMBER OF B |
MALVERTISING INCIDENTS

‘The'

NUMBER OF NEW PHISHING
DOMAINS STOOD UP

INTERNET

MINUTE @.ZI/minute"

’,

‘“h«.hﬂd

What's in an internet minute? According to data from RisklQ and threat
researchers around the world, a lot of evil.

2018 COST OF CYBER CRIME

INCIDENTS OF
MAGECART

® 9.2/minute” (Q4 2017) ® .07 /minute®

NUMBER OF NEW HOSTS
RUNNING CRYPTO
MINING MALWARE

JOTAL COSY 0 RANSOMWARE
A$600 BILLION! ) costs to organizations

@ $1,138,888/minute ] ga B'2L2L1ION/yL:ur5
. 5171,233/mlnute @ 1 Sl /minute

spend by business on ®1.5 organizations/minute fall
information security? victim to ransomware attacks®

NUMBER OF NEW SITES _ 4
RUNNING COINHIVE @&

& Globally, for large businesses
affected, the average cost was

$11.7 MILLION/year:

@ Ranging from

szzz/minule

CYBERCRIME VICTIMS
% 2.7 MILLION/day'
6 1,861/m|num

MALWARE

G 1 ,274 new malware
varants/minute’

PHISHING EMAILS

@ 22.9 sttacks/minute®

RECORDS LEAKED
from publicly disclosed incidents

2.9 BlLLIoN/yeav"
(] 5,51 8/m||mlo

@ .OS/minute"

NUMBER OF POTENTIALLY VULNERABLE WEB ° | |

COMPONENTS DISCOVERED

@ 4/minute"3- (anatomy of an attack surface report) A
j .3

I . Slater Technologies | I
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In 2021, Cybercrime Exceeded
$6 Trillion in Damages

Global Cybercrime Damage Costs:

e $6 TrillionUSD a Year. *
e $500 Billion a Month.

e $115.4 Billion a Week.

e $16.4 Billion a Day.

e $684.9 Million an Hour.

ALL FIGURES ARE

e $11.4 Million a Minute. PREDICTED BY 2021
e $190,000 a Second.
CYBERSECURITY
* SOURCE: CYBERSECURITY VENTURES VENTURES

| Slater Technologies |
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2 O 1 9 G I O b al 2019 Global Cybersecurity Budgets vs. i
Projected Cybercrime Damages in 2021
C b - $7,000,000,000,000
ybersecurity -
$6,000,000,000,000
55,000,000, 000,000
Budget vs =
. $3,000,000,000,000
. £2,000,000,000,000
rOJ ‘ E Ct E $1,000,000,000,000
$103 Bilfios
- - %0 —
2019 Global 2021 Global
e rC rI I I l e I n Cybersecurity Cybercrime Damages
Spending [Estimated)
Sources:
2017 Cybercrime Repoct by the erjavic Group - https:// wanw berjavecgroup comfresourcesthe- 2017 cyberaime-repont/ Graphics:
2000t - hetpa://waw sdoet, com/artiche/glohal-secxity-spending  to-top- 105 billinn- - 2019 sayy-ide/ Wil Favee Sisted, m
slatur@bilislstur com
Copyright 2019

| Slater Technologies -
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Country GDPs, by Size

Today's visualization comes to us from HowMuch.net, and it charts the most recent
composition of the global economic landscape.

World's Region
AFRICA
LATIN AMERICA
AND CARIBBEAN
MIDDLE EAST
EUROPE
ASIA

CHINA NORTH AMERICA
$13.61T

15.86%

UNITED
STATES
$20.49T

23.89%

| Slater Technologies |
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Figure 1: Comparison between Traditional Criminal Techniques and Cybercrime

Traditional criminal techniques Cybercrime

| Burglary: Breaking
into a buliding with the

Hacking: Computer

of network intrusion providing C O m p ar I n g

intent to steal unauthorized access.
Deceptive callers: Phishing: A high-tech scam
Criminals who that freguently uses unsoticited

telephone their victims
and ask for their
financial and/or
persona! identity
information.

Extortion: llegal use
of force or one's official
position or powers to
obtain property, funds,
or patronage.

messages 10 deceive people ( m
Into disciosing their financial r I e
and/or personal identity
information.
and
Internet extortion: Hacking into
and controlling various industry =
diabased {or e treet o) ( :ybe rcrime

promising to release control back
to the company If funds are
received or some other demand
satisfied.

| Fraud: Deced, trickery,
sharp practice, or breach of
confidence, perpetrated for

Internet fraud: A broad category
of fraud schemes that use one or
more components of the internet

profit or t¢ gain some unfair to defraud prospective victims,
or gishonest advantage. o conduct fraudulent transactions,
or transmit fraudulent transactions
i.‘ to financial institutions or other
parties.
Identity theft: Identity theft: The wrongful
Impersonating or presenting oblaining and using of another

oneself as another in order
to gain accoss, information,
or reward.

person’s identifying information
in some way that involves fraud
or deception, typically for
econom:c gain.

Child exploitation:
Crimina! victimization of
minors for indecent purposes
such as pomography and ‘ Y

saxual abuse. é ’T/—"

Child exploitation: Using
computers ang networks 1o
facilitate the criminal victimizaton
of minors.

Sourca: GAD.

| Slater Technologies |
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10 Reasons
Why
Cybersecurity
Should Be

Your Top
Priority In
2019

10 REASONS WHY

CYBER SECURITY

SHOULD BE TOP PRIORITY FOR ORGANIZATIONS IN

2019

Financial loss of e CYEER CRIME is

e T 20808 e e
npaust OO 1 88888 sn,7'mmun,,

per yoar

he costs for U[ El[]g

Cybersacuity

Wl rise up to T“my ' 39% UF C[Ug
36 TRILLIDN : vepometiivome=s, l ' THINK
by 2021 b . ki O

t 1[ digital ransformation s at
the top of thelr agenda®

2018 1S GIVEN®

GLOBAL e :
riporarsnibg \/ om;nw“:f&;dz;
C{DERCFNHL i work 1ogether with

L for - = exte mnl partners to

REDUCE SECURITY
(Y o
RISKS

0 $1.6
a'?f;pﬂﬂﬂ%lonms i Enm[m

MT/ORGANIZATION PER YEAR DUE TO
expenanced ot least 208798 iz DDOS ATTACKS®

)
ane attack In the Inst yoar

= ot walt il it | tos bade sl sufrgannd paus Susiness now'

Buildisg Urancts ks sges, degtroping teem sar toke lews than o sight, in temes of dgrtelieation, 8
i ot 1 avuid outagus. Therefoen, organizesions nuwst colibeento with st 1T sotuiy provide: who
offers a faly autcommed, sell leaming and Soud based IT secunty sstuting that pratects agalnst
wven the woet cynet Bitwats such as DDOS sttacks.

it T (R MO B, 4 b s B b e DI, Chaing 9100 100 S CET7 MM et o TRans 1t Sas ) o1 0.8 gtsl d
A W bt 1 Cons of [yt (i foathy 1077 A Amerary o Portimentt {vney Sevriy beeachon sevey JE2), Man Senent
TRV Growz 208/ Upmmsny Srpest YA L0 gt 34 T Uikt gt 1 i et o Swmes W17

U riv | bmse | LC W (N Wby Mt @ 2050 B Omw ITLE Suat by Lt s tus§ ooy
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I
.I

é increased

Damage Costs

Expensive Virus By the end of 2017, global .
The most expensive ransomware da mage costs C b e rC r I m e
computer virus ever expected to exceed $5 y
("MyDoom") caused $38,5 billiont Healthcare
billion total in damages, Sect N
or At Risk
S

0 Healthcare organizations FaCtS &

are the number one

Beware Email cyber attacked industry. . .
Atiachments & Statistics
Email attaches are the #i ﬁ"' c"%

delivery method for malware.
Some hackers have a 90%
success rate with their email

i

Reiiing Increased
Workforce
Cybercrime will increase the
— cybersecurity workforce
- shortage by 2021, creating
= millions-of unfilled jobs.
Inside Job
Unfortunately, some cyber crime
Is carried out by employees. One
study found that 59% of
employees steal data when fired
or when they quit! Poor Employee
Practices
e o Employees are often
Facebook - responsible for poor
Vulnerabilities =, cybersecurity practices,
= A creating security
As of May 2016, 600,00 Lots of Users vulnerabilities.
Facebook accounts were ’ .
compromised every single day. It is estimated that by 2022,
there will be over 6 billion
internet users. That means 6
billion people will be
vuinerable to cyber crime. -
Sources:
nttp/fwww.blue-pencilcaftop-12-cyber-crime-facts-and-statistics/ b I u e-penCl I
nttps/fwww.csoonline.com/articie/3153707/security/top-5-cybersecurity-facts-figures-and-statistics. htm Information Se curity
ntips/fwwvew.darkreading com/endpoint/5-reasons-cybercriminals-target-heaithcare/d/d-id13252107
https/fawww.optus.com.au/enterprise/accelerate/security/10-sobering-facts-and-stats-about-cyber-crime
httpsi/fneimdalsecurity.com/olog/10-surprising-cyber-security-facts-that-may-affect-your-online-safety/ y @BluePenclI_lnfo
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2018 Cvyb Iminal Sh ' List
Recent mass data breaches have created an abundance
of verified credentials for sale across the dark market.

2018 CYBERCRIMINAL SHOPPING LIST ' whcisyoursenttywortt? see what eypercriminas are

willing to pay for access to a variety of consumer accounts.

Technology

Travel/Leisure Finance

Social Medis
webses
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6 Ways Cybercriminal Get Your Informat

United States

Magazine
A Multi-Platform Publishing Portal

6 WAYS CYBER-CRIMINALS
GET YOUR INFORMATION
R 7

DENIAL-OF-SERVICE ATTACKS ' ’

SOCIAL ENGINEERING

v

make a machine or network
resource unavailable to its
intended users

aims to convince a user to
Phishing is a ruse to extract disclose secrets such as

personal information from people [T FRECII BT TS TS

by disguising a trap as a trusted [ W CEET L PR RS T T
entity via email, messenger, ect. a bank, a contractor, or a
customer

DIRECT-ACCESS ATTACKS

An unauthorized user gaining physical
access to a computer ifs most Ekely able _ ’
to directly copy data from it. They may the qgoal of gaining access RO 5 3 o :

also compromise security by making e s S M R SO S www .llS(‘\’l)(‘l’S(‘(’ll l’ll \ ..ICl

operating system moJﬁcoﬁons, ' B s - e =
installing software worms, cdodd
keyloggers, covert listening devices or
using wireless mice

I Slater Technologies I
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Most small business owners
have been cyber victims o

Computer virus

44%

Phishing

30%

Trojan horses

22%

login
password

Hacking

16%

—=iE

Data breach

1%

T 1100
@)1 01
&710110
Issues due to
unpatched software

10%

S
ve

Unauthorized access
to customer info

A

Unauthorized access
to company info

8%

Most Small
Businesses Hav
Been Cybercrim

Victims

& CyberForengidiam Favre Slater, 4l



Numbers of Cybercrime Victims

2 ‘ ‘ SHOCKING SCALE: NUMBER
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OF VICTIMS

1 MILLtON+
VICTIMS A DAY

EVERY DAY THERE ARE TWICE AS MANYCYBERCRIME
VICTIMS AS NEW BORN BABIES @

%

50,000 820 14

VICTIMS EVERY VICTIMS EVERY VICTIMS EVERY
HOUR® MINUTE SECOND

o)o)c

7 /10 \ 69% .

69% of adults have
experienced cybercrime in
their lifetime. Compared to

the 2010 survey, there has H

beena 3% rise in overall

589\ 65%

M I L L I O N Cybercrime has affected

589m peoplein just 2

Among all cybercrime
5 victims surveyed,

i : 2

9% of the entire population nearly two thirds have
of the world

countries - equivalent to

fallen prey in the past
12 months alone - a
total of 431 m adults
in 24 countries

347m 431m _400m

43 1mMiLLION

The total number of cybercrime victims in the past 12 months Is greater than the entire
populations of USA & Canada (347m ,jj ) or Western Europe (400m i )
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The Dark
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Surface Web

1 Deep Web
‘ n .

The Deep

Web Vs. The
BET L QWE

Dark Web

© 2017 Gartner, Inc.
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Cok >§le

el e .
CONTINENTAL ' Ve

CONTENTS GOVERNMENT

\
1 ore
A . . ™

UNDETECTED ILLECAL PORN

| Slater Technologies |
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The Deep Web Vs. The Dark Wel

g g

THE DEEP WEB AND THE DARK WEB ARE THE DEEP WEB HAS HAGBIND THE DARK WEB IS USUALLY FOR
NOT THE SAME THING. DATA AND INFORMATION THAT IS CYBERCRIMINALS AND SICK PEOPLE
EITHER NOT NORMALLY INDEXED BY WANT TO DO BAD THINGS.

THE SEARCH ENGINES LIKE GOOGLE,
BING, AND YAHOO, OR IT IS JUST VERY
DIFFICULT TO FIND.

Slater Technologies
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THE DARKNET:

The Underground for the Underground

ACTORS
Those who lurk beyond the shadows of the Darknet

L
o9 /o Ml Dupasad

—t Sroly Dt e et
- . ke B s
| P S —
Gorrermment
o P

—t Cpm—

\

o Prmmitan

Crivinshe

Q [ Doy L
et Cnganit Crimm
\
-l

AMATS

Ly Mt

Biart s

Yecroratz
/7 Pl Taesn Lyt Warkare
= Erenamme Tevarors

N b

CRYPTOCURRENCY
Graasing the whaels of the Darknet

@®0

[ Dagecoin
ANONYMITY RULE OF THUME
e
HOW TO ACCESS THE DARKNET — L wewcizirtd bnpparsr wecraenly o Tufl W) abeid
mmnttne §itbealty leake
1 Mom—wklmr,uwcantﬁun
btz /W Serpreioc oG/ Dy 00T patalk Seswwnr pugen fis UK Boowen
2. Babunied Aronpmilly —— SOV eyines 20 (fes vy Laons of ivkaenation 1hat can Dazzde ALL gabmy 33 2 arives o0 Til Aioean)
Wz the slbectessass of ToR. T adcress 15 vne Tha Arviesiac incogaio Live 1w HTTPS matines o4 oo
Symam [TANS) sasdahie Aere: hesge el Boum ang/ B by = ;
1101 pegrabulaed 4 rpet doczre e o be et ihu
3. Comtriburte sk 10 TRt project by bocarsing & Relay e oat | Ofayy Bt = o srpwivide #1104l Ercivre a1
LT L e ey sotmin fog Faifrnd
4. Chotas “Divectery Site™ or dcoess pore: Diuzte paar sppicaten doon et Basas 1ol 1l 24 S0
* Bt 3 S (hatbianby Sl ) ooion) Utk Toi Bk ol
o Msdes Wki arnip s arfotaiiecmbel brsacd [, .,”.? N;-'-J‘N-l’wdﬁﬂw

o DuchDuckGa (Mtp VIgduphegiedtodn snond

Download the full report on the Darknet at www.batblue.com/the.darknet

B/\TBLUE

THE CLOWE URTY COMPANY

www.batblue.com
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random wikis and blogs

The Pirate Bay

~ You must be really
bored.

" 3
’ sTORage e -
PedoPlanet I —
Hard Candy -
i TorChan

> " Either use a proxy, or
7 y hi to the FBI. ,

K
:ﬁ‘f

Bl Hidden Wiki

Scat CP, Rape CP, Snuff CP.. etc.




& L ol place

The domain of theybercriminal

G Everything is for saleespecially your sensitive
data

The Dark

g Software Exploikits are for sale for Cyber

We b attacks

Appeals to people witkick minds

™ Requires &or Browser

Cryptocurrencys the coin of the realm

=
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The Dark Web ExampteSilk Road

3,_’_ _°_ _i 1:'—‘__'_;;;;;‘46-“» wieghg Blrgd ;:—--EH&Z— - pl !—

Silk Road mes3a0es 1 | orders 0 | account 84,00 xr-.emeoawmam.{*

anonymous market Search Go HU \0!
Shep by Category

Drugs 5779 OH
Cannabis 1,426
Dissociatives 122
Ecstasy <54
Opicids 379
Other 225
Precursors 22
Prescription 1,318
Psychedalics 875
Stimulants 653

Apparel 114

Ao

Books 996

Coliectibles 5

Computer equipment 57

Custom Orders 53

Digital goods 414

Drug paraphernalia 128

Elecironics 74

Erotica 204

Firoworks 12

Food 5

Forperies 53

Hardware &

Harhe & Sunnlamants &

News

Cioging the Armaory
A teand new ook for
Sk Roag!

The oift 2at keeps on
gring
Wio's your tireorite?

30MG TAS (Acderall) 30MG  Isclate 10cc Syringe ACKROAEOGNG Heroes
B10.37 8276

beeao
o eeae

\\
Q

N

H

Samgie Offer of 3gr 1/802 (3.50) Lemon Diesel 5 Gram Meth - DCN Pricrfy  Oryconsin 60MG X 5
lablested 84% MDA Shipping « FASTI!

8566 85,13 #1542

Walmart > < r" SVl

| Slater Technologies -
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Cybercrime Pays Well

How the Fraud Works

o)

1. Malware coder writes malicious
software to exploit a computer

vulnerability and installs a trojan .
Malware coder

Hacker

- ) a 2 Compromised
2. Victim infected 8@ 3. Banking 4. Hacker 5. Remote  ProXy
. » ete i i ,
with credential- vigtim credentlals g e retne-ves i tacs in
stealing malware siphoned e banking Ay ised
collection server . 4. 41 compromise
computer
l 6. Hacker logs into victim’s online bank account
iﬁ”y\g\;ﬁ — >
7. Money 8. Money
N—— transferred transferred from
Victim bank to mule T mule to organizers Fraudiient
Money mules company

Criminals come in
many forms:
« Malware coder

Money mules
transfer stolen

money for criminals, A ,
shaving a small « Malware exploiters

percentage for
themselves.

Victims are both

financial
institutions and
owners of infected

: = Mule organization
machines.

AN
SN
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"You have zero privacy anywaye Get

-- Scott McNealy
Former chief executive officer of Sun Microsystems

1999
Nl f something I s free
not the customer; you

product . O

Bruce Schneier

Cybersecurity Researcher & Author
2016

Data and Goliath: The Hidden Battles
to Collect Your Data and Control Your
World
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o

o Io Do D>

The Problem

51301 La ¢KS bS¢ hAiteé THE DARKNET: |

T In 2006, the top five companies were Oil Companies The Underground for the Underground
i Since 2015, the top five companies have been Digital Data Companies ..

Those who lurk beyond the shadows of the Darknet

The Internet was not designed to be secure. Security came late ...

P LI e

Privacy, especially digital privacy, has become increasing diffict W
achieve in the 21 Century. v

If we access and use the Internet and Smart Phones, we are
dzy g AuuAy3dte at SIHTAYy3I RIUGlI €D § it
Companies like Google, Facebook, Twitter, LinkedIn and thouse .« .
of others are harvesting (and selling) data about us when we us *#<::

their services. = I

Data brokerage firms such as Acxiom, Epsilon, Lotame, and Sp
etc., are buying, processing and categorizing our data and sellir £ v o
other companies that in turn make decisions as important as hir g
and firing of people. =
Thousands of Data Breaches in the last few years, especially w !rorsieomas |
entities like Equifax, Target, Anthem, Home Depot, OPM have s :
exposed our Pl at an unprecedented rate.

Bad actors misuse our data to hack accounts and steal
identify, money, etc. and put it out for sale on the Dark Web, Pt AR s o R i S o et
where people can buy it. EBATBLUE

www.batblue.com

| Slater Technologies |

September 30, 2022 AFCTI Presentation CyberLaw & CyberForengiiiiam Favre Slater, Il 63



TOP SECURI'I'Y BREACHES
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Eaplayrrmet o il osmon weris By anidyim sy develagen and Comgeomt nebeorh
lzdur $han the cvemage ot =i
Marw are some of

mochimets is propctml to grow 22% frem 2010 1o 2020'
occupations. bo when did e dors bregis
Vedory's op ihormation

=
' [1600 |

THE GUNPOWDER MLOT

November 5 1605
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(1700 |
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Spies for Veretian

frquisisors
17741783
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November 1986
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wwaponibor hosoge .
deal wih e U4
it ek

Feartand Payment Spvena

L

THE X-MEN ORIGINS:
WOLVERINE LEAX
March 31, 2000

Ar usheishad veruon of
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A wries of bmchowd g
wttvevant docummety awd
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Irowy Wor wawre leaied
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Pantwork cccantts were
teackail

2010~ ongoing
Comgemai vives
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World s Biggest Data Breaches o

Historic
Security
Breacheg
Part 2

AOCL

e

 Slater Technologies |
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2018
o L oer 5, SKY Toese
o MyHeritage 5 e Brasil*ye,
Careem MyFitnessPal = s
= LocalBlox Candr - ‘yu‘h-rmr.!ud
Corphise Dell MeatBizare gav ViewFines Wez e
T tshie
Facebook rigs Neweqgg NMEBS
Firebase = Q
uora H
Twitter
330,000,000

wwe Marriott
«*' Hotels <

Disqus
o v Turkish citizenship
o s o
Varg
: e ok database
Equifax =i
[Rry——— 49,611,709 records
Apr 2016, Turkish citizenship
= Myspa database has allegedly been
Fllng hacked and leaked online.
Dailymotion Lyreda com .

KM 1y

2016 g i e =
= (Frigndh = L. Yaiil00
™ Finder

Network Linkedin
Ry Tumblr VK
Dropbox _ . Mail. -
CarPhont u m MSpy Stack u::;..
Wetentecunt  lovest Sarcio Uber , ot
Anthem s wawd) VTech
Deep I syt )
Root Ve
e ANalytics
S

Historic
Security
Breacheg

Part 3
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A The Biggest Interndbased
Crimes Are:

According

1. Ransomware Attacks
to the FBI 2. Business #Mail

Compromise (BEC)
3. ldentity Theft

¢ September 30, 2022 AFCTI Presentation CyberLaw & CyberForengittiam Favre Slater, 411
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According to the FBI in 2019

Ransomware: how hackers take your data hostage

Malicious code blocks access to the data in your computer

' / Encryption key
locks all your
data

Without the key,
s all the files on
You receive an infected file (typically attached your computer ‘Command
to an email or an URL}, If you apen it, you've let are locked and control’
malicious code into your computer server

e

Ina matter of minutes,
your files are locked
out of reach

Here's what it can cost you
to get your data back

A message appears |
when you try to open |

a file demanding
aranson to unIocE )

your data,
If you don't pay * The equivalent of 1,500 €
: to unlock the contents
i n » Your encrypted files are lost of a computer

“ L k m ' » A Los Angeles hospital had

! * You will pay your ransom to an anonymous to pay 517,000 to recover
. : recipient hiding in the ‘Darknet’ control of its data in February
Payment in the online i A
currency Bitcoin helps » Normally, you will get the key to unlock AEP

hackers cover their tracks the encrypted data an hour or so later ©
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According to the FBI in 2019

' Stepilth
Iden aTarget

E-MAIL

From Foaawr Dot
SURECT wtiatr Argarame

-
.
»
.
"o
'y
4
seseei L

mBusiness E-Mail Compromise Timeline

An outline of how the business e-mail compromise I15 executed by some organized crime groups

September 30, 2022 AFCTI Presentation CyberLaw & CyberForeniiiiam Favre Slater, 4l



The top subject lines according to Barracuda analysis are based around

the following key phrases:

Business #alil
1. Request

Compl’OmISG; 2. Follow up
M OSt C ommon 3. Urgent/Important
S u bJ e Ct L| N e S 4. Are you available?/Are you at your desk?

5. Payment Status

Used to Trick e Pl
Vl Ct| m S 7. Purchase

8. Invoice Due

o. Re:
10. Direct Deposit
11. Expenses

12. Payroll

September 30, 2022 AFCTI Presentation CyberLaw & CyberForengitiam Favre Slater, 41l 70



2018 IDENTITY FRAUD TRENDS

2018

. m 2017. 6 6: PERCENT ACCOUNT TAKEOVER
rsumers became victime of GREW SIGNIFICANTLY

ari_u ty fraud

. Fraud
Trends

$5.1 BILLION

rease of evee ONE Million victims frem ATO Victims
o <% vea FIVET Dy growth i exElr Dt & e of $290 IR € il o
EN L tal o3
pent 15 hours

FRAUDSTERS GETTING
MORE SOPHISTICATED

15ING stealthier and mote complex
maoneatization schemas

‘ ONLINE &,HOP ING

prasents the aQr Tl

200%

GREATER
THAN THE
PREVIOUS
HIGH
1 ! : jut |
t f | T f | | ) )
f f ! y Iy " ) r

atar Technolo r;;-,—:'

[ §
alel 1€ .eﬁlm’\ruh sdoaat |




IDENTITY THEFT AND

PASSWORD SECURITY &=

WITH DUR UVES NOW SECOMING MORE AND MORE INTERTWINED IN THE Dl[‘-‘TN.
REALM OF THE INTERNET, HACKERS AND IDENTITY THIEVES ARE FINDING NEW
WAYS TO STEAL PERSONAL INFORMATION AND MAXE PEOPLES LIVES & MISERY
GET WISE TO THEIR TRICKS AND DON'T BECOME A VICTIM..

1 EVERY YEAR IN AMERICA, 9 MILLION PEGPLE

# FALL VICTIM TO SOME FORM OF IDENTITY THEFT.
This costs “° & bitlun in damages, The avecage theft per victim s
AVERAGE OUT 0F FoCHLT

ENPENGE FOR VICTIM IS 422,
AVERAGE
THEFT

47% OF IDENTITY THEFTS ARE PERPETRATED
® BYSOMEONE THE VICTIM KENEW.

~
- RATES OF IDENTITY THEFT
47’ PER AGE

People 85+ have the
lowest rate at 23%

AGE 651 2.3 PERCENT

People 25-34 have the haghest
vate of identity thelt at 545

AGE 250 S4 PRl

3 THE BREAKDOWN OF HOW A LOOK AT ONLINT

THIEVES GET YOUR IDENTITY THEFT:

°
INFORMATION :

receive
wscam emails a year
S% ity aough
19° click on the
link inside.
5% > [«?u 3% disclose bank and
o ad sbting financial infarmation by
accident

. 19% steal yout

L.77% are then scammed.

entity Theft

RECEIVING DANK STATEMENTS TO YOUR HOME MAKES YOU
4. O TUMES MORE LIEYLY TO HAVE YOUR INFORMATION STOLEN
THAN GOING PAPENLESS.
THEFT LIKELINESS THE MOST COMMON WAYS THIEVES
L8 RATIO USE YOUR INFORMATION:
% - v
Paper 35 a0l ather misc

J69 - Maxing aut yous
and opening llIw aCcouniy

26 0% - Signing up Tor
201 .
Online " W o T yout bank
%~ Take o oul

FIATITICS nvuulu: NAMIL

A BHORT aUlLy TO 6 AMD PARSWORDS ¢ -

» PASEWORD SECURITY; s sanmeminen
The top 3 ‘
passwords in Ametica are.. 2076 Most Common

N E=

e

1IN 5 PEOPLE USE THE WORD PASSWORD"
¢ ASTHEIR PASSWORD FOR ONLINE BANKING.

Hackers
but attack online lomm and stares
that hold yous passwords

WHY 7 secausz mosT rrorLe

UNE THE EAME FASSWORD FOR
EVERYTMING,

HACKERS CAN CRACK AN !
8 CHARACTER PARSWORD IN ALL
¥ LOWERCASE WITHIN 2 HOUNS,

Adding one ups [prees and
@ symbol makes it take 200 yua

CHARACTER -
:AIMID BEHRISEE « :
CRACK: » 1ins

Sourcehttps://brandongaille.com/22incredibleinternet-identity-theft-statistics/

I changed all my passwords 16-incorrect”.

\L 'R Ly

x T

T just backed a Billion s suords l'y.vi;{u.-‘;.'n:‘g 1-2-3-4-3."

| Slater Technologies |
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https://brandongaille.com/22-incredible-internet-identity-theft-statistics/

Chinese Hacker Espionage Problem Disclosec
by Mandiant Report¢ February 19, 2013

A new report fromMandiantimplicates a
unit of the People's Liberation Army of
China in the theft of terabytes of data
from 141 organizations since 2006.

URLS:
http://intelreport.mandiant.com/Mandia
nt APT1 Report.pdf

http://www.cyberwarzone.com/resource
s-mandiantaptl-chinascyber
espionageunits-report

http://www.economist.com/blogs/babba
ge/2013/02/chinesecyber
attacks?fsrc=nlw|newe|220-
2013|5066680|37961765|

The website of the Lanxiang vocational scheol in Jinan, China, says its 5,000-
square-meter Ne. 5 computer training room has 2,000 personal computers. The
computers have been replaced with the latest models.

| Slater Technologies -
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S NORSE ——

© ATTACK TARGETS
© ATTACK ORIGINS 3 M COUNTRY
3 B COUNTRY 8% ZIZE  United States
» = United States " B Russia
mw = China u = Taiwan
s §  Mil/Gov n §  Mil/Gov
n = Russia B o= Netherlands
¥\ T France s = Poland
M = Netherlands 2 P France
o W Mexico 1 = Sweden
24 o=  Germany 1 & Canada
=
0 - Ukraine
© ATTACK TYPES
# @ Smvice
© LIVE ATTACKS

PORT
2 ® hupalt 8080
Norse Cyber Attack Map %
7
z

TVPE. . e
TIMESTAMP ORGANIZATION LOCATION P LOCATION Q‘;-‘_y PORT January 2, 2015, 0008 Central Time 533 © telnet
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Some Other Current and Future
Cybersecurity Trends and Dangers to
Keep Us Awake at Night

& i 0 =] g

Internet of Things: Massive DeepFakeswhich Al, Big Data, and Cyberattack Botnets which are
which will add over  proliferation & use includeArtificial Machine Learning:  Automation: which comprised of
50 billion new of SmartPhones: Intelligence (AlYo which are now is now being used multiple programs
devices by 2021. which now use pictures, being used by by Cybercriminals to running on
Yescyour TV and  comprises well over documents, and Cybercriminals to perfect the speed, = computers that are
other home devices 50 user connected sound to deceive perfect the speed, accuracy, and controlled by one or
are watching and Internet devices. and commit accuracy, and effectiveness of a few command
recording you. cybercrimes. effectiveness of cyberattacks. control programs.
cyberattacks. These can be from
thousands to
millions of

programs, and can
and have caused
damage and/or
disruption on a scale
where they shut
down the Internet in
one or more
countries.
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Compliance with Laws, Regulations
and Policies

| Slater Technologies
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Why Compliance Management, Safet
and Security? And Why Now?

A Teaching people about
hardware and software
without emphasizing safety,
security, and compliance
with laws and regulations
would be irresponsible and
unethical.

A It would be like teaching
you to drive a car and not
mentioning things like
Safety, State Driving Laws,
and the Rules of the Road.

Image Sourcéttp://www.tellusdetroit.com/local/studentdriver.html

I . Slater Technologies | I
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The Cycle of
Compliance Management

Policies,
Standards &
Regulations

Requirements

Report,
Monitor & /
Improve
Tools,

Processes &
Procedures

| Slater Technologies -

Jacobs, S. (2011). Engineering Information Security, New York, NY: IEEE Press.
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Three Key Principles

A We live in a Nation of Laws with which the
citizens and visitors must comply.

A lgnorance of the Law is no excufs
oreaking the Law.

A DuralLex SedLex
Fo[ FOAY F2N a¢KS [¢ Aa

I Slater Technologies I




Two Kinds of Laws

A Criminal Laws
I Federal
| State (and also City Ordinances)

A Civil Laws (Tort Law)

| Federal
| State
I Local (i.e. City Ordinances)

I Slater Technologies I

September 30, 2022 AFCTI Presentation CyberLaw & CyberForengiiiiam Favre Slater, 4l 80



Criminal and Civil Legal Actions Comparec

Criminal Civil

Plaintiff The State (Public Sector) Private and nonprofit interests
Prosecutor The People The Victim
Main Purpose Punishment of the guilty Redress oinjury
Investigation By or on behalf of the State | By the victim, or agentsf the
victim
Sanctions Jail, prison Corrective action or behavior
Fines
Specific correctivactivity
Conviction Beyonda reasonable doubt | Preponderance of evidence
Appeals Possible by a defendant Possible by either party

Source:McCrig R. D. (2007). Security Operations Management, second edition. Burlington, MA: Elsevier.

_ Slater Technologies
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Criminal and Civil Legal Actions
Compared

AacCdzyRI YSYy(ilf RAFTFSNByOSa SE.
litigation. A defendant may be sued criminally, civilly, or both,
In which case different plaintiffs will bring charges. Private
sector investigations normally serve the interests of plaintiffs
and defendants in civil litigation. However, private
Investigators may be hired by the government, when
Indicated, to collect evidence on behalf of the public sector In
criminal cases and administrative issuRkCrie H N1 T 0 ¢

SourceMcCrie R. D. (2007). Security Operations Management, second edition. Burlington, MA: Elsevier.

I Slater Technologies I




US. Criminal Justice System

What is the sequence of events in the criminal justice system?

Entry into the system  Prosecution and pretrial services

Refusal to indict

Grand ju

Released Felonies
Unsolved Released without Charges Charges

ornot  without prosecution dropped  dropped
arrested prosecution or dismissed o dismissed

Information
Reported
and
crme ";'t:;rt\ i, olim | Bail or
3 Arrest - detenti
caring J| hearing
Crime
Information

Misdemeanors

Unsuccessful
diversion

Diversion by law enforcement, prosecutor, or court

Waived to
Police criminal L
juvenile Intakq court Formal juvenile or youthful
Juvenile earn offender court processing
offenders

Informal processing
Nonpolice referrals diversio

Released or Released or
diverted diverted

Note: This chart gives a simplified view of caseflow
through the criminal justice system. Procedures vary
am jurisdictions, The weights of the lines are not
inten to show actual size of caseloads.

Sentenci
Adjudication and sanctions Corrections
N —
Charge dismissed Acquitted Appeal Probation Habeas pardon and Capital
<l$mency ; punishment

‘\ . f f J
| Revocation \ i 5.
i" Prison /1/' \\.\ /5& I/

e
\ /| Out of system

]

\ f (registration,
%@;m&e J/  notification)
\ f

Intermediate |/ \

{

Revocation Out of system

Charge
dismi Jail
\|
\ Out of system
ll“
./
A

m———Out of system Probation

Probation or other

nonresidential disposition
~

|Revocation \

| Residential ‘Q.
J \

Adjudication

Out of system
)

—
£ %
N\' \‘\\ //
Released "\\l \\\ Aftercare /’
Source: Adapted from The challenge of crime in a free society. \:,‘ -
President’s Commission on Law Enforcement and Administration \| Revocatio

of Justice, 1967. This revision, a result of the Symposium on
the 30th Anniversary of the President’s Commission, was prepared
by the Bureau of Justice Statistics in 1997.
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INFORMATION SECURITY
AND THE LAW

I . Slater Technologies | I
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Computer Fraud Abuse Act of 1987

A Still the Number 1 Legal Statue Used by the
FBI to Investigate and Charge Cybercrime

Conspiracies and attempts to commit these acts are also criminalized under the CFAA. Federal law pravides for
potential imprisonment of up to 10 years for a violation of the CFAA and up to twenty years for a second offense

The chart below summarizes the various subsections of Section 1030 (CFAA) and the corresponding sentences

CFAA
Offense Section Sentence
Obtaining National Security Information (ax1) 10 yrs (20)
Accessing a Computer and Obtaining Information (a)2) 1 or5yrs (10)
Trespassing in @ Government Computer (a)(3) 1 yr(10)
Accessing a Computer to Defraud and Obtain Value (a)}4) 5vyrs (10)
Intentionally Damaging by Knowing Transmission (a)}5)A) 1 or 10 yrs (20)
Recklessly Damaging by Intentional Access (a)(5)B) 1 or 5 yrs (20)
Negligently Causing Damage and Loss by Intentional Access (a)(5)(C) 1yr{10)
Trafficking in Passwords (a)(B) 1yvr(10)
Extortion Involving Computers (@ay7) 5 yrs (10)
10 yrs for attempt but
> : 2 no penally specified
Attempt and Conspiracy to Commit such an Offense (b) -

for conspiracy in

section (c) ~ Slater Technologies |
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Computer Fraud Abuse Act of 198

In some circumstances, the CFAA also provides for a civil cause of action if a plaintiff can demonstrate the
following:

« loss to 1 or more persons during any 1-year period (and, for purposes of an investigation, prosecution, or
other proceeding brought by the United States only, loss resulting from a related course of conduct affecting 1
or more other protected computers) aggregating at least $5,000 in value;

» the modification or impairment, or potential modification or impairment, of the medical examination,
diagnosis, treatment, or care of 1 or more individuals;

» physical injury to any person;

» a threat to public health or safety;

« damage affecting a computer used by or for an entity of the United States Government in furtherance of the
administration of justice, national defense, or national security; or

» damage affecting 10 or more protected computers during any 1-year period.
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Computer Fraud Abuse Act of 1987
SudhisiRamesh

SudhistrRamesh, who was convicted

FOR IMMEDIATE RELEASE Wednesday, Decemnber g, 2020

San Jose Man Sentenced To Two Years Imprisonment For In December 20201 IS SCthUled to

Damaging Cisco’s Network

complete his Federal Prison
Intrusion Resulted in Deletion of 16,000 WebEx Teams Accounts in Fall 2018 .
I~ i Sentence in February 2023 and

$15,000 fine for intentionally accessing a protected computer without authorization and recklessly cansing

damage, announced United States Attomey David L. Anderson and Federal Bureau of Investigation WI II |ike|y be deported baCk to h iS

Special Agent in Charge Craig D, Fair, The sentence was banded down by the Honomble Lucy H. Koh,

(LS. District Judge. Home Country

Ramesh, 11, of San Jose, pleaded guilty on August 26, 2020, to one count of intentionally acoessing a

24 months in prison and srdersd 10

protected computer without suthorization und reckles
yed in approximately April 2
intentionally accessing the Cisco Svstoms cloud infrastructure thot was hosted by Amazon Web Serviees

cousing dumage to Ciseo. Ramesh worked for

Cisco but resi

18. According to the plea agrvement, Ramesh admitted to

without Ciseo's permission on September 24, 2018, Ramesh further admitted that during his
unanthorized access he deployved a code from his Google Clond Project sccount that resuited in the
deletion of 456 virtual machines for Cisco’s WebEX Teams application, which provides video meotings,
video messaging, file sharing, and other collaboration tools. He admitted that he acted recklessly in
deploying the code and conscionsly disregarded the substantial risk that his condoet would barm Cisco

As i result of Ramesh's conduct, over 16,000 WehEX Teams accounts wer

¢ shut down far up to lwo weeks
and caused Cisoo to spend approximatedy $1,400,000 1o etploves Lime (o restore the damage 1o the
application and refund over $1,000,000 to affected customers. No customer data was compromised as o

resalt of the defendont’s conduct

Ramesh was charnged by an information on July 13, 2020, with one count of Intentionally Accessing a
Protected Computer Without Authorization and Recklessly Causing Damage, In violation of 18 US.C. §§
1070 a M5B ausd (e 4IANIT)

IS, District Judge Xoh sentenced Ramesh today, following his guilty plea on August 26, 2020, to one

count of Intentionally Accessing a Protected Computer Without Authorization and Recklessly Causing
Damage, in viclation of 18 17.5.C. §8 1050¢a)(5)(B) and (X4 AN, The defendant was further

sentenced 1o serve o one year period of supervised release following the 24 moaths in prison and to pay a

515,000 fine. The defendant is out of cestody and will begin serving the sentence on February 16, 2021,

Susan Knight is the Assistant U8, Attorney who is prosecuting the case with the assistance of Elise Etter

The prosecution is the resull of an investigation by the Federal Bureau of Investigation. Cisco Systoms

Ine. fally cooperated with the U5 Attorney’s Office and Federal Burean of Investigation

Component(s):

\

USAQ - Culifornia, Northern

l Slater Technologies |
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Computer Fraud Abuse Act of 1987
SudhistlRamesh

ADDITIONAL INFO

e Ramesh has a Master of Science in Electrical and Computer Engineering from the University of California at Santa
Barbara, a Bachelor of Technology in Electronics and Communication Engineering from Vellore Institute of
Technology in India, and has several computer-related certifications.

e Ramesh’s job history connects him to numerous technology companies. including Qualcomm, Oracle. and WePay.

e Though it cost them 2.4 million in restoration and refunds, Cisco did not request any restitution for the damages
caused by Ramesh.

e Ramesh’s motivation for his actions remains unknown.
e No customer data was compromised as a result of the defendant’s conduct.

Resources for further exploration:

o Insider Threat Indicators Job Aid:
https://www.cdse.edu/Portals/ | 24/Documents/jobaids/insider/INTJO I 81 -insider-threat-indicators-job-
aid.pdf?ver=_HedcDIQk9sSEZIINMLQzA==

o Privileged User Cybersecurity Responsibilities, DS-IA112.06:
https://public.cyber.mil/training/privileged-user-cybersecurity-responsibilities/|

e DHS - U.S. CERT “Combating the Insider Threat™:
htps://www.us-cert.gov/security-publications/Combating-Insider-Threat

IF YOU SEE SOMETHING, SAY SOMETHING! [ Stater Technologies |
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A Name some ways that a person could
break the law using a computer:
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[ SGQa ¢ KA
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A Name some ways that a person could break the law using a computer:
i Stalking
I Harassment
i Defamation
i Child pornography
i Planning a crime or terrorism
I Software piracy
i Breaking into another computer
i Destruction of data and/or software
I Theft of data and/or software
i Disruption of service(s)
i SPAM
i Identity Theft
I Attempt to defraud
i Hate emalil
i Creation and/or distribution of Malware
i Involvement with foreign entities for cyber warfare attacks
|

Attempts to gain_access to and/or distribute passwords or
Personally Identifiable Information (PII)

I Document Theft
I Distributed Denial of Service Attacks
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Example of a Local Federal
Computer Crime from 2011

U. 5 Department of Fustice

TREFRR SR A LA ERFentE

United States Attomey BICERRHIRER, « Bz ~0114 78208
Merthern Distriet of Tilineds
Patrick 1. Fitzgrrald Frderal Buakling 714 Staff Legal Reporter 1R38
United States Attorney 219 Sputh Dearborn Street, Fifth Floor

Chicagn, Tlineds 60604

2011E7HeHES , =EFFFEE
(312)353-5300

B (e ET1B#E 7T mEmELi
SHER (ovE) SREERHEkR

FOR IMMEDIATE RELEASE PRESS CONTACTS: 2= . Sbdi | Y NS
hunlai Y FTMIAZA
WEDNESDAY SEPTEMPBER 28, 2011 AUSA Barmry Jonas 312-886-8027 (5, C f_ﬂ '\ a:f’) 2 ftﬂ?Jﬁileanfﬁ
wrare justic o goviusaodiln AUSA Paul Tzur 312-667-4032 mElbing, LBHEPEZFERZSE.
Randall Sambom 312-353-5318

BHRHGRIEF 5 1ER
HERNF0Y, WEXELRS
i, WREEEEREPLRE. FERETE
RFHET [ ALS] HIAEETHIRMAE.
BRI, Mrals] EEHERE2000
FEMAFICVERR]. BEBITRIAGE
RERLETHITH, EEWASTIRE.

CVERREEXEISZSIFNES
exchange in China. The defendant, Chunlai Yang, whe was arrested in July, was charged with tan wiE), BEThiEa=meEEmlicar
{Chicago Mercantile Exchange) Z5), 44 EE = NSRS 5T (Chicago Board of
Trade) ¥&HXEEAREMITERIZHI-
ZABIRE AR, EREPERENEFES. XHCRNEREFSERIME.
FEIEE|, HERMAHACVESTRTRIRRGANUR, IBETH T R ENEH

FORMER CME GROUP 50FTWARE ENGINEER INDICTED FOR THEFT OF
GLOBEX COMFUTER TRADE SECRETS WHILE ALLEGEDLY FLANNING
BUSINESS TO IMPROVE EILECTRONIC TRADING EXCHANGE IN CHINA

CHICAGD — A former senior so fhsare enganeer for Chicapn-based CME Group, Inc., was
indicted today for allegedly downloading and removing computer souree code and other proprietary

information while at the same time pursdng business plans to impmve an electomic mading

eounts of theft of trade seerets W an indictment retiumed by a federal grand jury, announeed Patick
J. Fitzgerld, United States Attomey for the Northern Distriet of Tineis, and Rebert D, Grant,

Speeial Apent-in-Charge of the Chicagn Office of the Federal Burean of Investigation.

Yang, 48, of Libertyville, was released on a $500 000 secured bond follovwing his arrest on E)]Xfi'_zf::j]\i;\ EEH&J: "
July | after bring charpedin 4 crminal complaint. He will be araigned on a date tn be determined CMEB"]?{%,’K& FEJFBITE&T%%MJ:B{]&E@@ ¢ U\iﬁaﬁﬁﬁfﬁTTjﬂ . %Bﬁw\ﬁﬁﬁﬁ"‘]}'{
inTJ. 8. Distriet Court. Theindietment seeks farfeiture nfeomputers and related squipment that were TS TR R AN EPINTER o

seized from Yang.

Sourcehttp://www.81law.com/news/sa n hnologies

Sourcehttp://www.cybercrime.gov/vanglndict.pdf
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Example of a Local Federal
Computer Crime

According to the indictment, Yang began working for CME Group in 2000 and was asenior
software engineer at the time ofhis arrest. His responsibilities included writing computer code and,
because ofhis position, he had access to the software programs that supported CME Group's Globex
electronic trading platform. Globex allowed market participants to buy and sell exchange products
from any place atany time. The source code and algorithms that made up the supporting programs
were proprietary and confidential business property of CME Group, which instituted internal
measures to safeguard and protect its trade secrets.

Between Dec. 8, 2010, and June 30, 2011, Yang allegedly downloaded more than 1,000

computer files containing CME computer source code from CME s secure internal computer system

to his CME-issued work computer; he then transferred many ofthese files from his work computer
to his personal USB flash drives; and then transferred many of these computer files from his USB ChunlaiYang
flash drives to his personal computer located at his home. Duwring the same time, Yang also St. Financial Applications Developer

downloaded and printed numerous CME internal manuals and guidelines describing how many of

the computer files that comprise Globex operate and how these computer files interact with each

other, the indictment alleges.
Sourcehitp://www.cybercrime.qgov/yvangindict.pdf l . Slater Technologies | I
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Example of a Local Federal
Computer Crime

Tohelp the Chinese exchange attractmore customers and generate higher profits, Gateway proposed
to expand the capabilities of Zhangjiagang’s software by providing customers with more ways of
placing orders; connecting the exchange’s database storage system and matching systems; rewriting
the trading system software in the JAVA computer programming language; raising the system’s
capacity and speed by modifying communication lines and structures; and developing trading
software based on the FIX computer coding language, the indictment alleges.

CME Group has fully cooperated with the investigation.

Each count of theft of trade secrets carries maximum penalty of 10 years in prison and a
$250,000 fine. If convicted, the Court must impose a reasonable sentence under the advisory United
States Sentencing Guidelines.

The government is being represented by Assistant United States Attomeys Barry Jonas and
Paul Tzur.

The public is reminded that an indictment contains only charges and is not evidence of guilt.
The defendant is presumed innocent and is entitled to a fair trial at which the government has the

burden of proving guilt beyond a reasonable doubt.

o

Sourcehttp://www.cybercrime.qgov/yanglndict.pdf

ChunlaiYang
Sr. Financial Applications Developer

I . Slater Technologies | I
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Some Federal Laws

1974 | Privacy Act of 1974 (Public Law 93-579, 5 U.S. Code 552a). - sets limits on the collection and
transfer of personal data by government agencies and lets citizens sue agencies thatviolate
the act (Lane, 1997).

1984 | Computer Fraud and Abuse Act - originally enacted as part of the Crime Control Act and was
the first statute to specifically address computer crime. In 1990, this was amended it “to
coverall computers used in interstate commerce or communications” and to prohibit forms of
computer abuse which arise in connection with, and have a significant effect upon, interstate
or foreign commerce.

1986 | Electronic Communications Privacy Actof 1986 - the most comprehensive piece of federal
legislation dealing with the interception of and access to electronic communicationssuch as
e-mail and voice mail.

1987 | The Computer Security Act of 1987

1996 | Health Insurance Portability and Accountability Act (HIPAA) of 1996 - required the Department
of Health and Human Services to promulgate regulations governing the disclosure of health
information.

1999 | Gramm-Leach-Bliley Act - for the purpose of implementing the congressional policy thateach
financial institution has an affirmative and continuing obligation to respect the privacy of its
customers to protect the security and confidentiality of those customers’ nonpublic personal
information...

2001 | USAPATRIOT Act, H.R. 3162

2005 | H.R. 4127 - Data Accountability and Trust Act (DATA)

2009 | HITECH Act (part of the ARRA 2009 legislation)

I . Slater Technologies | I
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Other Federal Laws

A USA PATRIOT Act Expired on May 31, USA FREEDOM Act
2015

A USA FREEDOM Act Signed into Law
on June 2, 2015

I Cooperation and Data Exchange
Between Federal Agencies

Long title To reform the authorities of the Federal

I Telecommunications Providers will Government to require the production of

retain User Metadata related to certain business records, conduct electronic
. . surveillance, use pen registers and trap and

communications trace devices, and use other forms of

.- ) . information gathering for foreign intelligence,

I https.//wvwv.conqre_ss.qov/b|II/113t counterterrorism, and criminal purposes, and
h-congress/housdill/3361 for other purposes.

- . o : ‘L Acronyms USA FREEDOM Act, a backronym for "Uniting

I https://en.wikipedia.org/wiki/USA (colloquial)  and Strengthening America by Fulfiling
Freedom Act Rights and Ensuring Effective Discipline Over

Monitoring Act"

Nicknames Freedom Act

_ Slater Technologies
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NSA GELEBRATES PASSAGE OF USA ‘FREEDOM’ ACT,
WHILE SKYPE KEEPS ITS SPYING EYES ON YOU

The NSA is coming out of this unscathed

by COIN TELEGRAPH | JUNE 16, 2015 [ 22 33 o =1 El

Both privacy advocates and the NSA are celebrating the USA Freedom Act that
passed the Senate on June 2. The act legalized and simplified the collecting of

phone metadata for the NSA. Meanwhile Skype continues to collect voice, chat,
video and other data, and deliver it to the Five Eyes international spy coalition.

Source:
http://www.infowars.com/nsacelebratespassagenf-usafreedomactwhile-skypekeepsits-spyingeyeson-you/ I ' Slater Technologies _ I
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Learn About the Edward Snowden
and the NSA Data Breach

A Visithttp://billslater.com/snowden
A Search on these words together:

T Edward Snowden NSA Data Breach Presentation

A Former NSA Contractor Edward Snowden is now a
new Citizen of Russia, effective September 26, 2022

_ Slater Technologies

September 30, 2022 AFCTI Presentation CyberLaw & CyberForengitiiam Favre Slater, 4l 97


http://billslater.com/snowden

U.S. Department of Justice
Computer Crime Website

http://www.cybercrime.gov/

Computer Crime & Intellectual Property Section
United States Department of Justice

Homs Computsr Crims Intslisctieal Propsrty Elsctronic Evidsncs about CCIPS

Mews tis ingex | T Sewrch I

Other High Tech Lagsl Issuss

Computer Crime & Intellectual Property Section

Latest Press Releases

+  Cyoersecurfy Protecting Americe's New Fronller tuowemoer 15, 2011)

-

Adminisirsar of VisknTech Components, LLC Sentencad To 35 Monms In Prison For Her Roke in Sakes of CountersR imegrated
ndusiries To 35 Monts In Prison For Her Role in Sakes of CounterisR imagrated
U5 Nayy and Defense Contraciors (Ociober 25, 2041)

T Top Adminkstrators of Minjaviden iesshe Plead Cully o Criminal Copyright Corspliacy iocooer 25, 2011

Chinese Mationzl Fleads Gully to Economic Explonage and Thet of Trade Sacrefs: First Proesacution In indlana for Forelgn Economic Esplonage (Docser 12, 2011)

Thinee Semenced W Federal Prison for Farcing Labor and Distrivating Pited CounenieR G0 and DVDS iDoober 14, 20110

*® & & ®

platiorm bzsad on CRadel's propristary model iDomoer 13, 2011

La Plata Man Pleats Sully 1N Soneme 10 S2il Coumeri=n VISgra iSememner 30, 2011)

Ninjaviceo Founder Pleads Gully In Virginla o Crimingl Copyright Conspiracy (Samemoer 29, 2011)

Former CHIE Sroun Sofwane Enginesr indicted For Them O Sianes Compuisr Traoe S207ets (Sememoer I8 2011)

Founder of Ninjavideo Pleads Gully o Criming] Cogyright Conspiragy (Sememper 23, 2011)

Wirginitz S%ore Cwner Arrested for Selling CourtarieR Go0ds (Sememver 21, 2011)

Chilnese National indicted wiln Tramcking In CoumerieR Merchandise of aver 1000 Rems (Septemiser 15, 20113

Southem Calfmila kan Serfiencad fo 30 Moz In Prison for Importing CounterieR Exenclss Equipment (Sememaer 12, 2011)

Ninjaiae0 Welie Oparatans Charged wim Criminal Cogynignt Consairasy (Semamssr 3. 2044)

Oniline identRy ThieT Semenced In Virglinla b 14 Years In Prison for Selling Counterial CredR Cards Leading 1o More Than 53 Milllon In Logses (Samemnar 9, 2011)
Two Texas Wien Gully of TramMoking CounterieR Goods 3t hall KIDsks (Sapemoer 9, 2014)

Vinginlz Woman Santenced ta 60 Monfhs In Prison far iImporting and Selling CourierieR Clsco Compuiar Networking Equipment (Sagnemier 3, 2011)

*® ® & # # & # & # & #® @

Sauen Indiched For Exfensie CounteriaR Medla Oparation (Septemioer 5, 2011)

September-30,2022

Circuls Destined o ULS. MIlIRary and Omer
Circuks Destingd o ULS. MIRary and Ofher industries: CoumterieR Davicas Were Sold

Fommer Chadel Employes Armested for Thet of Flnanclzl Fins Trade Secrets: Hand drives recoversd from canal aliegedly contzined e 10 constnuct curmensy fuiures trading

Hot Documents

-

* & B & B & 2 5 2 5 5 3

How to Report Cyber and IP Crime
& oW b Report Computer- 2nd Inbemet Felzed Crime
& How b Report Intellectusl Property Crime
IP Enforcement Coondingors 2010 Anmal Repor Feonary 20113
PRO P Act Anmual Repan 2010 (POF) (Decermioer 2040)
FEI PRO IP Act Anrual Report 2010 (PDF) iDecemver 2040
2010 Jolet Straegi: Plan on ineliechusl Propery ERbrosment([PDF) (une 2040
Testimony of Deputy Asskstant Aomey Ganeral Jzson M. Welnsteln on Comiating IP Crime (POF) (Decerriosr 2005
LiSA Bulletin on Economic Esplnage and Trade Secrets (POF) towermioer S005)
CCIPS Manual on Elecironic Seanch and Seltzure - Uipdated 2009 (Auges: 24, 2005)
Meew Law Faview Aricle, "Dt Breaches: Wihat e Undarground Workd of “Carding” Rewsls™[POF) duey 2008
NPR Inteniew wiln CCIPS and FBLE Cyoer Sleuths Zend In 35 Wed Fraud Takes Toll (Jemuary 20, 2008)
Dikigital Forensic Analysls Methodalogy Flowchan (POF) August 22, 2007
CCIPS "Prosecuting Computer Crimes™ Mamal qiarcn 2007)
CCIPS "Prosecuting int=liectual Propery Crimes" Manusl (Dcober 2008)
Unied Siates Joins Councll of Europe Corventlon on Cybercrime iSaotemosr 29, 2005)
4 Maore Infnmation on e Cybercrime Comention

Cyparemics
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http://www.cybercrime.gov/

U.S. Department of Justice

Computer Crime Website
http://www.cybercrime.gov/

Reporting Computer, Internet-Related, or Intellectual Property Crime

niemmet-retated crime, e amy oer crime, should be reporied fo aponoprizie taw erforoement Inesiigatie sulhariies 3t he looal, state, federal, or Intermational levels, depending on e scope of he orime. CRkpenss wiho ane aware of federal crimes should repart Sem io losal offices of Sederal kaw enforcement

+ Reparting Computer Crime
+ Reparting imelieciual Property Crimea

Reporting Computer Hacking, Fraud and Other Internet-Related Crime

T-e :rl-nar, “20eral 3 STDCEMET! SQENCiEs TE! IVESTIQEGE GOMESNC CriME on T8 INEME INCIU0E: e Federsl Bureay of IVESNgation (P50, e Unhed Sttes Secre Senvice. e Unied Sttes IMPIgation 3nd CUsTms Enforcement (ICE) . Me Unied Si2ies Postal MEpection SSnice, 2nd e Buresy of Alconol, Tooacoo 2nd Firesms
o of thege agencies Mzs oices corvenliently KzRed 1N SVEry StERE 10 WAKN CTIMIES M3y De reporied Contact FROMmERion ragarding Sese 0ozl oioss May b2 fund In Kocal tzlepnions dinectories. In general, federal Crime may b reportsd B M2 local 0ios of 2n Bpproprizes Lw eoroement agency by 3 tekpnons call 2nd by

re,Jes I'r, e "Duty ODmnlaITH—,e‘r

Each law eireement agency aleo NEs 2 heedouanans (SO 0 Wasningion, D.C. whkeh hzs agents who specizlize In parikular arezs. For eample, e FE and e US. Secnel Sanvice bof nave headoueners-Desed specialists In computer Intruskon (Le., compuier fecker) cases

To GEtENTINE S0ME OF T2 SS0STal IVESIgEINE ZW SNTIICEMEnt SQENCiEs TS ME) DS EDIOpriEte ST NEg0ning CEMEN KiNgs of CTIME, DIEEES T2t 10 T Dliowing 0l

Type of Crime Appropriate federal investigative law enforcement agencies
Computer intrusion (i.e. hacking) « FBI local office
« U5 Seoet Service

« |Internet Crime Complaint Center

Password trafficking +« FBI local office
« U5 Seoet Service

« |Internet Crime Complaint Center
Counterfeiting of currency + U5 Seoet Senvice

« FBI local office

Child Pornegraphy or Exploitation +» if imported, U.S. Immigration and Customs Enforcement

« |nternet Crime Complaint Center

Child Exploitation and Internet Fraud matters that have a mail nexus « .5, Postal Inspection Service
« |Internet Crime Complaint Center
Internet fraud and SPAM + FBl local office
+ .5 Seocet Service [Financial Crimes Division)
» Federal Trade Commission {online complaint)
+ if securities fraud or investmentrelated SPAM e-mails, Securities and Exchange Commission {online complaint)
« The Internet Crime Complaint Center
Internet harassment « FBI local office
Internet bomb threats + FBl local office

« ATF local office

Trafficking in explosive or incendiary devices or firearms over the Internet = FBI local office

ATF local office
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R
-

U.S. Department of Justice

Computer Crime Website
http://www.cybercrime.gov/

Other Cybercrime Reporting Resources

& The Intsrnst Crime Compizsint Cantsr (1IC3)

The Intemat Crime Compilaint Cemer (53] ks 3 partnershilp betwean e Faderal Bunasu of ivestigation (FBT) and ha National whike Collar Crime Caner (WW3IC). 10575 mission ks 00 sane 23 3 venikcla 1o racehve, davelop, and refer criminal compiaints raganding e mur,'emaﬂnrgﬁf'au'caercrm The i53
gﬁsﬁt'emrma’c,ml rime 3 corenient and e3sy-lo-use reporting mechanksm Bt alers auloriles of sispected eriminal or chlwioktions. For Ew enforoament and reguision agencles 3 e fderal, stle, and kocal ke, 153 provides 2 central refrral mechanism for complains 102
r

« The imeme Crime Complalnt Cerfier

% Depanment of Homeland Ssourky's Natonal infrastruciure Coondingting Camsr (202) 282-9001 (f=00r Inchsnts Nelsting io NEtonal Securlty and Irsstncure lssuss)
+ LS. Computer Emergency Readiness Team (LS. CERT) (onling reponing for ecniclans)
Hiational AssociEtion of ARomey Eeneral's Comguter Crime Faint of Contact List (21l stste-relzid ojoer guestons)

-

Reporting Intellectual Property Crime

Type of Crime Appropriate federal investigative law enforcement agencies
Copyright piracy (e.g., software, movie, sound recordings) +« FBllocal field office
¢« U.S. Immigratien and Customs Enforcement (ICE}
¢ Internet Crime Complaint Center

Trademark counterfeiting + FBllocal field office
+« U5 Immigration and Customs Enforcement
+ Internet Crime Complaint Center

Theft of trade secrets + FBllecal field office

» “Reporting Intslisctual Proparty Crims: 4 Guits for Vichims of Counterfeiting, Copyright infringsmant. and Thert of Trage Sscrsts™ (PDF)
Thils guide ks contalned In Agpendl C of B Report of e Department of Jusiios's Intellechual Property Task Forse (Oolober 2004) (PDF). The guide also contalns e Tillowlng chadklists for reporting Intelleciual property orime fo law enfroament

w  Cheddist for Reporiing a Copyright Infringement or Counteri2l Trademark Ofiense (PDF)
« Chicklist for Reporting a Thefl of Trade Sacrets Ofiense (PDF)

» Other Govsrnment inttistives to Combat Cybercrims

= The $TOP Inttiathwe [www stoplakes gov)
The sioptakes gov welbsiie provides Information fo consumens and busihesses on Infeliecius] property, Including Irfarmation on how B0 report frade in feke goods:

= Matlonal intefsctiesl Propsrty Rights Coordination Cantsr
The PR Coondination Canter's nesponsioliRles Inciude
= Coordinalivg U.S. govemment domestle and Intemiational lzw enforcement acthities Imoling PR lssues.
= Sening a5 a collection palnt for Intelligence provided oy privaie Industry, 25 well 35 3 channel for law enoreement 1o ootaln cooperation from priaie Industn (i specifc 3w enforcament shuations)
= IREQTETING COMEENC 3N IMEMEtonE] I eoroemant IelligEnce Wit DIVERE INOUSTT) ITIEton rRIZng 0 PR orime, 3nd dissemineting PR elligance Tr Sporoariste InEstigate N mocal uss
= Dasbping ennanced Mvestigetve, melligencs and Imendiction cepanlinkes
= Saning 252 polil of contact regarding PR lzw enforcement related ues

Thas2 WiRn spacific Infanmation reganding Intelieciual propery crime C3n submi an PR Coordination Cemer Complain Referral Fomm.
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Commonwealth of Massachusetts

Data Privacy Law

Enacted in September 2008

People and companies that handle personal data are legally obligated to
protect it and encrypt it

Companies must have a comprehensive Information Security program
Requires ristbased approach

Requires written evidence of
I An active information security program
I Internal and external audits

I Annual review of security or whenever organizational changes that could
affect security will occur

Penalties includes5000 for each violation
Additional exposures include legal costs and civil litigation

I Slater Technologies I




Full Text of Regulation 201 CMR 17.00: STANDARDS FOR THE
PROTECTION OF PERSONAL INFORMATION OF RESIDENTS OF THE
COMMONWEALTH

Section:

¢ 17.01: Purpose and Scope

« 17.02: Definitions

& 17.03: Duty to Protect and Standards for Protecting Personal Information
& 17.04: Computer System Security Requirements

*« 17.05: Compliance Deadline

17.01 Purpose and Scope

(1) Purpose

This regulation implements the provisions of M.G.L. c. 93H relative to the standards to
be met by persons who own or license personal information about a resident of the
Commonwealth of Massachusetts. This regulation establishes minimum standards to be
met in connection with the safeguarding of personal information contained in both
paper and electronic records. The objectives of this regulation are to insure the
security and confidentiality of customer information in a manner fully consistent with
industry standards; protect against anticipated threats or hazards to the security or
integrity of such information; and protect against unauthorized access to or use of

such information that may result in substantial harm or inconvenience to any consumer.

(2) Scope

The provisions of this regulation apply to all persons that own or license personal
information about a resident of the Commonwealth.

17.02: Definitions

The following words as used herein shall, unless the context requires otherwise, have
the following meanings:

Breach of security, the unauthorized acquisition or unauthorized use of unencrypted
data or, encrypted electronic data and the confidential process or key that is capable
of compromising the security, confidentiality, or integrity of personal information,
maintained by a person or agency that creates a substantial risk of identity theft or
fraud against a resident of the commonwealth. A good faith but unauthorized
acquisition of personal information by a person or agency, or employee or agent
thereof, for the lawful purposes of such person or agency, is not a breach of security
unless the personal information is used in an unauthorized manner or subject to further
unauthorized disclosure.

Electronic, relating to technology having electrical, digital, magnetic, wireless, optical,
electromagnetic or similar capabilities.

Commonwealth of
Massachusetts
Data Privacy Law

(Excerpt)

 Slater Technologies |
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17.03: Duty to Protect and Standards for Protecting Personal Information

(1) Every person that owns or licenses personal information about a resident of the
Commonwealth shall develop, implement, and maintain a comprehensive information
security program that is written in one or more readily accessible parts and contains
administrative, technical, and physical safeguards that are appropriate to (a) the size,
scope and type of business of the person obligated to safeguard the personal
information under such comprehensive information security program; (b) the amount of
resources available to such person; (c) the amount of stored data; and {d) the need
for security and confidentiality of both consumer and employee information. The
safeguards contained in such program must be consistent with the safeguards for
protection of personal information and information of a similar character set forth in any
state or federal regulations by which the person who owns or licenses such information
may be regulated.

{2) Without limiting the generality of the foregoing, every comprehensive information
security program shall include, but shall not be limited to:

s (a) Designating one or more employees to maintain the comprehensive
information security program;

s (b) Identifying and assessing reasonably foreseeable internal and external risks to
the security, confidentiality, and/or integrity of any electronic, paper or other
records containing personal information, and evaluating and improving, where
necessary, the effectiveness of the current safeguards for limiting such risks,
including but not limited to:

1. ongoing employee {including temporary and contract employee) training;
2. employee compliance with policies and procedures; and
3. means for detecting and preventing security system failures.

s (c) Developing security policies for employees relating to the storage, access and
transportation of records containing personal information outside of business
premises.

s (d) Imposing disciplinary measures for violations of the comprehensive information
security program rules.

* (e) Preventing terminated employees from accessing records containing personal
information.

s (f) Oversee service providers, by:

1. Taking reasonable steps to select and retain third-party service providers
that are capable of maintaining appropriate security measures to protect
such personal information consistent with these regulations and any
applicable federal regulations; and

2. Requiring such third-party service providers by contract to implement and
maintain such appropriate security measures for personal information;
provided, however, that until March 1, 2012, a contract a person has
entered into with a third party service provider to perform services for said
person or functions on said person's behalf satisfies the provisions of 17.03
(2)(f)(2) even if the contract does not include a requirement that the third
party service provider maintain such appropriate safeguards, as long as

Commonwealth of
Massachusetts
Data Privacy Law

(Excerpt)
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17.04: Computer System Security Requirements

Ewvery person that owns or licenses personal information about a resident of the
Commonwealth and electronically stores or transmits such information shall include in
its written, comprehensive information security program the establishment and
maintenance of a security system cowvering its computers, including any wireless
system, that, at a minimum, and to the extent technically feasible, shall have the
following elements:

1. Secure user authentication protocols including:

= (a) control of user IDs and other identifiers;

= (b} a reasonably secure method of assigning and selecting passwords, or
use of unique identifier technologies, such as biometrics or token devices;

= {c) control of data security passwords to ensure that such passwords are
kept in a location and/or format that does not compromise the security of
the data they protect;

= {d) restricting access to active users and active user accounts only; and

= (e) blocking access to user identification after multiple unsuccessful Com monwealth Of

attempts to gain access or the limitation placed on access for the

ticul tem;
2. Securszrcf:szrcsnftrirrmeasures that: M assaCh usetts

= (&) restrict access to records and files containing personal information to .
those who need such information to perform their job duties; and Data Prlvacy LaW

= (b)) assign unique identifications plus passwords, which are not vendor
supplied default passwords, to each person with computer access, that are
reasonably designed to maintain the integrity of the security of the access
controls;

3. Encryption of all transmitted records and files containing personal information
that will travel across public networks, and encryption of all data containing
personal information to be transmitted wirelessly.

4. Reasonable monitoring of systems, for unauthorized use of or access to personal

information; E t
5. Encryption of all personal information stored on laptops or other portable devices; ( Xce rp )

6. For files containing personal information on a system that is connected to the
Internet, there must be reasonably up-to-date firewall protection and operating
system security patches, reasonably designed to maintain the integrity of the
personal information.

7. Reasonably up-to-date versions of system security agent software which must
include malware protection and reasonably up-to-date patches and wvirus
definitions, or a version of such software that can still be supported with up-to-
date patches and virus definitions, and is set to receive the most current
security updates on a regular basis.

8. Education and training of employees on the proper use of the computer security
system and the importance of personal information security.

l Slater Technologies |
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Who needs Mass 201 CMR 177

All persons, corporations, associations, partnerships or other legal entities with systems
containing Massachusetts resident’s personal information in transit or at rest are
responsible for complying with the 201 CMR 17 regulations by March 1, 2010. However, the
regulations also require businesses to complete internal and external security risk
assessments prior to the effective date. The regulation applies regardless of whether the
entities or the data is either inside or outside state borders, and applies equally to private
and public sector organizations.

Penalties for non-compliance

The penalties for non-compliance with 201 CMR 17 are enforced through Massachusetts
General Law Title ¥XV: Regulation of Trade, chapter 934, section 4. Violators may be faced
with a civil penalty of $5.000 for each violation, are required to pay the reasonable costs of
investigation and litigation of such violation (including reasonable attorney's fees), and are
subject to additional civil action since 201 CMR. 17 creates a baseline standard that allows
plaintiffs in civil suits to argue that a business that lost data was negligent. Title ¥V also
requires any data breach be reported to both the Office of Consumer Affairs and Business
Regulation (OCABR) and the Attorney General.

What you need to be Mass 201 CMR 17 compliant

The new Massachusetts Privacy Law requires the following criteria be met:

& an internal and external risk assessment of the human, physical, technical environment
based on the criteria outlined in 201 CMR. 17

& the computer security provisions in the regulation use a risk-based approach that comply
to the extent that it is technically feasible, meaning that reasonable means must be used
to accomplish a required result if there is a reasonable technology is available

¥ the results of the internal and external risk assessments must be documented in a
Written Comprehensive Information Security Program (WISP)

& the scope of the WISP must be reviewed at least on an annual basis or whenever there iz
a change in business practices that may impact security controls

The OCABR published the 201 CMR 17 Compliance Checklist as an aid to be used by
either organizations themselves or their auditors when conducting their risk assessment.
However, additional guidance on how and where to submit risk assessment results is
expected from the state prior to the March 2010 deadline

Commonwealth of
Massachusetts
Data Privacy Law

Non-Compliance /
Compliance Facts

(Excerpt)
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State of lllinois Personal Information
Protection Act (PIPA)

A Enacted in June 2005

A People and companies that handle personal data are legally obligated to
protect it

A Penalties are covered under the Consumer Fraud and Protection Act
A Additional exposures include legal costs and civil litigation

I Slater Technologies I




HB1623 Enrolled LEBOS%4 07564 BRXD 27732 b

AN ACT concerning business.

Be it enacted by the People of the 5tate of Illinois,
represented in the General Assembly:

Section 1. Short title. Thi=z Act may be cited as the
Personal Information Protection Act.

Section 5. Definitions. In this Act: - -

"Data Collector™ may include, but is not limited to, State O I InOIS
government agencies, public and private universities,
privately and publicly held corporations, finmancial
institutions, retail operators, and any other entity that, for
any purpose, handles, collects, disseminates, or otherwise ersona
deals with nonpublic personal information.

"Breach of the security of the system data™ means -
unauthorized acquisition of computerized data that compromises
the security, confidentiality, or integrity of personal Inforl I latlon
information maintained by the data collector. "Breach of the
security of the system data™ does not include good faith -
acquisition of personal information by an employee or agent of P t t A t
the data collector for a legitimate purpose of the data ro eC Ion C

collector, provided that the personal information is not used

for a purpose unrelated to the data collector's business or
subject to further unauthorized disclosure. P I PA
"Personal information™ means an individual's first name or

first initial and last mame in combination with any one or more
aof the following data elements, when either the name or the
data elements are not encrypted or redacted:
(1) Social Security number.
(2} Driver's license number or State identification
card number.
(3) LAccount number or credit or debit card number, or
an account number or credit card number in combination with (Excerpt)
any required security code, access code, or password that
would permit access to an individual's financial account.
"Personal information™ does not include publicly available
information that is lawfully made awvailable to the general l Slater TGChnOlogiesl
public from federal, S5tate, or local government records.
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Section 10. Notice of Breach.

(a) Any data collector that owns or licenses personal
information concerning an Illinois resident shall notify the
resident that there has been a breach of the security of the
system data following diszcovery or notification of the breach.
The disclosure notification shall be made in the most expedient
time possible and without unreasconable delay, consistent with
any measures necessary to determine the scope of the breach and
restore the reasonable integrity, security, and
confidentiality of the data system.

(b) Any data collector that maintains computerized data
that includes personal information that the data collector does
not own or license shall notify the owner or licensee of the
information of any breach of the security of the data
immediately following discovery, if the personal information
was, or is reasonably believed to have been, acguired by an
unauthorized person.

(c) For purposes of this Section, notice to consumers may
be provided by one of the following methods:

(1) written notice:;
{(2) electronic notice, if the notice provided is
consistent with the provisions regarding electronic

records and signatures for notices legally required to be

in writing as set forth in Section 7001 of Title 15 of the

United States Code; or

(3) substitute notice, if the data collector
demonstrates that the cost of providing notice would exceed
£250,000 or that the affected class of subject persons to
be notified exceeds 500,000, or the data collector does not
have sufficient contact information. Substitute notice
shall consist of all of the following: (i) email notice if
the data collector has an email address for the subject
persons; (ii) conspicuous posting of the notice on the data
collector's web =ite page if the data collector maintains
one; and (iii) notification to major statewide media.

(d) Notwithstanding subsection (c), a data collector that
maintains its own notification procedures as part of an
information security policy for the treatment of personal
information and is otherwise consistent with the timing
requirements of this Act, shall be deemed in compliance with
the notification reguirements of this Section if the data
collector notifies subject persons in accordance with its
policies in the event of a breach of the security of the system
data.

Section 15. Waiwver. Any waiver of the provisions of this
Act is contrary to public policy and is wvoid and unenforceable.

Section 20. Vioclation. A wioclation of this Act constitutes
an unlawful practice under the Consumer Fraud and Deceptive
Business Practices Act.

State of lllinois
Personal
nformation
rotection Act

(PIPA)

(Excerpt)
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White House Cyberspace Policy
Review o July 2009

| Slater Technologies
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TABLE 1: NEAR-TERMACTION PLAN

1.

CYEERSPACE POLICY REVIEW

Appoint 3 cybersacurity policy official res ponsible for coordinating the Mation oy barsecurity
policiesandactivities; astablisha stmong MSC dirsctomts, undart he diraction of thacybarsacurity
policy official dual-hatted to the MSCand the MEC, to coordinate intemgancy developrne it of
cybersacurity-related sttegyand policy.

Prapare for the President’sappmwal an updeted rational strategy 1o securathe information
and comrmunications infrastructure, This strategy should include continued evaluation of CHC)
activitias and, whera appmopriate, buildon its succassas.

D sigrate cy barsecurity 25 one of the Prasidant’s key managemsant pricritie s and establish
parformance meatrics.

Cyberspace
Policy Review

The Nea¥Term Action Plan

Desigrate a privacy and civil libertias official 1o the M5 cy barsacurity directomta.

Corvenaapp moprizte intemgancy rmathanism s toconduct ine moe ncy-claared legal analyses

of pricrity cybarsacurity-relted issuas idertified duringthe policy-davalbpmeant process and
farmulate coherent unifiad policy Quidance that clarifies rokes, rsponsibilities, and the application
of agancy autharities for cybersecurity-ralated activities acnoss the Radaral govarnm ant.

Initiste & rational public 2waranes sand educationcam paign to promcta cybarsacurity.

Devalop LS. Govemmeanit positions foraninterratioral oy barsaecu ity policy fra meworkand
strangthenour inte mationa| part narships 1o create initiatives that addras s the full @noe of
activities, policies, and opportu nities associated with cybersacurity.

Prapare acybersecurnity incident response plan;initistea dizlog toenhance public-private
partnerships with an aye toward st rzarm lining, aligning, and prowiding resources o optim e their
contributionand engagemant

Incollbaration with athar EQP entitie s, davelopa fram ewark far rssanchand davalopmant
stEtagias that foru son gam e hanging technologiesthat have the potential toanbance the
sacurity, reliability, resiliance, and tr stwort hines s of digital infrastructure; provida the research
COMn Unity accass 1o avant datato facilitate davalo ping tools, tasting theorias, and idant fving
wiorkabla solutions.

1.

Build acybarsacu rity-basad idantity maragement vision and stetagy that addresses privecyand
civil libartias interasts, lawaraging privacy-anhancing technologies for the Mation,

I Slater Technologies I
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History Informs our Future

The Satellite and Networks Era Significant Laws and Governance
1971: e-mail 1960s - present ki 1960s - present
Late 1940s: program ; World Wide web,
transition from created T;?;IQP G first meeting of 1990s: R
analog to digitals; e 1983: www Fiber optics - n
< B v 1970s: widespread commerdal adopted and used by the Zsit . v HSPD-7 {2003) use W/W
> R use of cellular PRRCR RS consortium; SUTPasses ot
3 T phones; cellular networks = i traditional cable ﬁmamcal
Bumdiry . developed bt ess codifies - 5
-O‘ managed ‘ TCP/IP developed Congrt ol sentification,
z radio frequency 1862 it Prioritization,
6 1908 - communications NSDD-97 (1383) Dey 2 and Protection
w 2 satellite launched National security Buhnrity oer :
(= L8 1977: e i foreign policy 2006:
joins ITU | PC modem " related to latest revision
| : 1960s: DARPA invented communications of U
Transistor and ; and information Constitution/
1900: cellular develops ARPANET iy o 5
Radio telephone : K, \
) A f \ — |
1900 1920 1940 1960 1970 1975 1980 1985 1990 1995 2000 2005 2010
1975: Telecommun
ARPANET EO 12472 (1984) -ications Protect
turned over to National security Act of 1995 America
Radio Act of 1912; DoD’s Defense and emergency | Act, 2007
Regulated private Communication preparedness L
icati telecommunications
communications Pres. Memo 252 (1963, Agency fancti Insurance 2002
[l Established National - Portability and Federal
Communications System e Accountability Information
1918, Congress Communications i
= i i EO 12333 (1981) . Act of 1996 Security
outiaws wiretapping | | Privacy Act
g o e o pop.gs Managementact;
Brooks Act, 1965 intelligence ( ) Homeland Security FISA
Established NIST AcHities i Actof 2002, Amendments
Radio Act of 1927, Actof 1987 Infrostructure s Act, 2008
Outlawed intercept i standards and : Protection ,
of private technical assistance oomte::fettAccess Intelligence
communication | Device and Reform and
FRH Computer Fraud and Gramm Terrorism
1928 case- 1967 case: Abuse Act, 1984 Leach Prevention Act
Obmistaod Katzv. United States Bliley 2004
roreign Intelligence Act NSPD-54/
Surveillance Act (1999) HSPD-23
Communications Act of 1934; o 2975 {riSA) usa (2008}
Formed the FCC PATRIOT
Act, 2001
Modem ITU formed by merger of
ITU Convention and IRC, 1934 ‘::rm‘:f Act t:':‘d
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PHOTOS & VIDEO BRIEFING ROOM ISSUES the ADMINISTRATION

Home - The White House Elog

The White House Blog

The Administration Unveils its Cybersecurity Legislative Proposal
Posted by Howard A. Schmidt on May 12, 2011 at 02:00 PM EDT

Today | am happy to announce that the Administration has transmitted a cybersecurity legislative proposal to O n M ay 1 2 ] 2 O 1 1 3 I h e

Capitol Hill in response to Congress’ call for assistance on how bestto address the cybersecurity needs of our

Mation. This is a milestane in our national effort to ensure secure and reliable networks for Americans, Wh ite H O u Se S u b m itte d

businesses, and government; fundamentally, this proposal strikes a critical balance between maintaining the
government's role and providing industry with the capacity to innovatively tackle threats to national cybersecurity.

Just as importantly, it does so while providing a robust framework to protect civil liberties and privacy. n eW Ie g |S | atlve p ro posal

When the President released his Cyberspace Policy Review (pdf) almost two years ago, he declared cyberspace

as a key strategic asset for the United States and its security just as vital. This legislative proposal is the latest to C O n g reSS th e

achievementin the steady stream of progress we are making in securing cyberspace and completes another

near-term action item (pdf) identified in the Cyberspace Policy Review. Leg iS I ati O n Wi I | p rOVi d e

The Administration proposal helps safequard your personal data and enhances your right to know when it

has been compromised. In addition to educating you on how to protect yourself from cyber threats with the Stop. n eW fe d e ral Iy m an d ate d

Think. Connect. campaign, we believe organizations should inform you when your sensitive personal information
may have been compromised. This notice not only helps you to protect yourself against harms like identity theft,

but also incentivizes organizations to have better data security in the first place. Today, our country has a re q u | re m e ntS for

patchwork of 47 state notification laws. Our proposal simplifies and strengthens this reporting requirement and

companies to report
It helps protect our national security by addressing threats to our power grids, water systems, and other

critical infrastructure. These systems are the backbone of our modern economy, many are privately owned, but d ata b re aC h eS to th e I r
all merit our support in protecting them. The Administration proposal advances the security of our increasingly

“wired” critical infrastructure, strengthens the criminal penalties for hacking into the systems that control these

vital resources, and clarifies the ability of companies and the government to waluntarily share infarmation about ﬁ t d t m

cybersecurity threats and incidents in a privacy-protective manner. This is behavior we want and need to a‘ e C e C u S O e rS
promote.

It helps the U.S. government protect our federal networks, while creating stronger privacy and civil liberties
protections that keep pace with technology. Since our Federal systems are under constant pressure by
hackers, criminals and other threats, the government needs better tools to detect and preventthose threats. Part
of cybersecurity is about finding malicious programs, and stopping their spread before they have any impact. Slater Techno[ogfes
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Presidential Cybersecurity
Executive Order

A February 12, 2013
A Defined Critical Infrastructure
A Encouraged information sharing

I . Slater Technologies | I
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CYBERTHREALS
CYBERVULNERABILITIES

ACFTI S
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Vulnerabilities

A Vulnerabilityc definition
A Vulnerability examples

Thetis dipping Achilles
into the River Styx
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Vulnerabilities

A2 KFG Aa | aQBdzZ ySNI oAt AGE:
T A situation or condition that
represents an opportunity for
a threat to damage or for
Information to be stolen from

the organization, IT Systems or
network.

I Comes from the Latin word,
GQ@dzf ydzaésx YSI yA
i Sometimescallel & ¢ K S
| OKAfTtSa | SSt o¢

Thetis dipping Achilles
into the River Styx

_ Slater Technologies
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The Death of Achilles

Achilles was mortally wounded in the
one place he was vulnerable: his heel.
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Some Sources of Vulnerabilities

Complicated user interface

Default passwords not changed

Disposal of storage media without deleting data
Equipment sensitivity to changes in voltage
Equipment sensitivity to moisture and contaminants
Equipment sensitivity to temperature
Inadequate cabling security

Inadequate capacity management

Inadequate change management

Inadequate classification of information
Inadequate control of physical access
Inadequate maintenance

Inadequate network management

Inadequate or irregular backup

Inadequate password management

Inadequate physical protection

To o o o o To To To Io Do Do Do Do Do Do Do

I Slater Technologies I




Some Sources of Vulnerabilities

Inadequate protection of cryptographic keys
Inadequate replacement of older equipment
Inadequate security awareness

Inadequate segregation of duties

Inadequate segregation of operational and testing facilities
Inadequate supervision of employees

Inadequate supervision of vendors

Inadequate training of employees

Incomplete specification for software development
Insufficient software testing

Lack of access control policy

Lack of clean desk and clear screen policy

Lack of control over the input and output data
Lack of internal documentation

Lack of or poor implementation of internal audit
Lack of policy for the use of cryptography

To o o o o To To To Io Do Do Do Do Do Do Do

I Slater Technologies I




Some Sources of Vulnerabilities

Lack of procedure for removing access rights upon termination of employment

To o o o o To To To Io Do Do Do Do Do Do Do

Lack of protection for mobile equipment
Lack of redundancy

Lack of systems for identification and authentication

Lack of validation of the processed data
Location vulnerable to flooding

Poor selection of test data

Single copy

Too much power in one person
Uncontrolled copying of data
Uncontrolled download from the Internet
Uncontrolled use of information systems
Undocumented software

Unmotivated employees

Unprotected public network connections
User rights are not reviewed regularly

I Slater Technologies I




WHAT ARE THREATS?

I . Slater Technologies | I
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Threats

A Threatc definition
A Some sources of threats
A More threat examples

I ~ Slater Technologies | I
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Threats

A2 KIdG Aa | aUKNBLFUOEK
I Something that can potentially cause damage or
theft to the organization, IT Systems or network.

I Slater Technologies l
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Some Sources of Threats

o o Io Do Po To  I»

Misguided Employees

Mistakes by careless Employees

External Parties

Low awareness of security issues

Lack of or lapse in security policy compliance
Growth in networking and distributed computing

Growth in complexity and effectiveness of hacking

tools and viruses

Natural disasters e.qg. fire, flood, earthquake, hurricanes, etc.

I Slater Technologies I




Typical Threats that Represent

Business Risks

Human Errors or failures

Compromise to Intellectual Property

Deliberate Acts or espionage or trespass

Deliberate Acts of Information extortion

Deliberate Acts of sabotage / vandalism

Deliberate Acts of theft

Deliberate software attacks

Deviations in quality of service from
service provider

Forces of nature

Technical hardware failures or errors

Technical software failures or errors

Technological Obsolescence

Accidents, Employee mistakes

Piracy, Copyright infringements

Unauthorized Access and/or data collection
Blackmail of information exposure / disclosure
Destruction of systems / information

lllegal confiscation of equipment or information

Viruses, worms, macros Denial of service

Power and WAN issues

Fire, flood, earthquake, lightening

Equipment failures / errors

Bugs, code problems, unknown loopholes

Antiquated or outdated technologies

| Slater Technologies
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Risk Model Showing Relationships Between Threa
Vulnerabilities, and Controls

exploit

Information
assets

Protection Asset values
Requirements

* Controls: A practice, procedure or mechanism that reduces risk l SIater Techno[og[es l
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QUICK STORY ABOUT DAVID BREWER, MICHAEL
NASH, AND THE "BREWER EVENTS".

I . Slater Technologies | I
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[ 2 [SUQa {AYLIX ATeée ¢KAaA
And Make It Easier, Achievable and More
Manageable

Note: with clientsg he had to start using the
7y A 2 2NRX G09+9b¢éx 0 S Of dz
' Executive Management got upset
About the connotation of

Words likeTHREAT&Nd
VULNERABILITIES

Co-author of the ISO 27001 standard security framework, October 200
Co-author of ISO 27001 Annex A Insights, December 2010

Director, Gamma Secure Systems Limited

ISO/IEC 27001 and ISO 9001 Certified for the

Dr. David Brewer, FBCS, CITP Provision of Information Security Consultancy
www.gammassl.co.uk

I _ Slater Technologies | I
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Brewer Event List

Event Code Event Description
51 Theft
S2 Acts of God, vandals and terrorism
S3 Fraud
54 IT failure
S5 Hacking
S6 Denial of Service
S7 Disclosure
S8 Law
B1 Inappropriate deployment of people
B2 Failure to maintain proper records
B3 Issuance of wrong documents
NA Not Applicable
P Policy

I Slater Technologies I
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Risk Management Strategies

Code

1

Ul B W N

Risk Management Strategy

Remediate
Transfer
Accept

Avoid
Not Applicable

I Slater Technologies I

September 30, 2022

AFCTI Presentation CyberLaw & CyberForengiidam Favre Slater, Il

131



Applying the Brewer Events with
Risk Management Strategies

Event Code Event Description Management Strategy
S1 Theft 1
52 Acts of God, vandals and terrorism 3
S3 Fraud 1
S4 IT failure 1
S5 Hacking 1
S6 Denial of Service 1
S7 Disclosure 1
S8 Law 4
B1 Inappropriate deployment of people 1
B2 Failure to maintain proper records 1
B3 Issuance of wrong documents 4
NA Not Applicable 3

P Policy 1

Code |Risk Management Strategy
1 Remediate
2 Transfer
3 Accept
4 Avoid
5 Not Applicable

l Slater Technologies I
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Are You Reducing Your Cyber
Legal Risks?

Hillard M. Sterling

Clausen Miller P.C.
10 South LaSalle Street
Chicago, lllinois 60603
hsterling@clausen.com

312.606.7747

Clausen
MI IIeI‘r"r © 2019 Clausen Miller P.C



Typical PostData Breach Event

Sequence

A Breach
A Initial Investigation (Need Protection)
A Notification

A Additional Investigation/Litigation and/or
Regulatory Action (Need Protection)

Clausen
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Model Data Breach

Response Investigative Team

Outside Counsel

N

|l nsuredods I ntefnal | nci dent
Response Team External Contractors
Management, IT, Public Info Analysts, SIEM,
Affairs, Media Relations, Risk Forensics, PR, Crisis
Management, Finance, audit, Management
HR

Clausen
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When & Why to Engage Outside

Counsel?

A Early
A Why

I Increased Flexibility to uncover root
cause of breach

I Avold careless creation of
documents

| Litigation hold notices /preserve
existing documents

I Restrict circulation of investigation
materials

Clausen
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Legal Standards to Which You are Helc
A
A
A
A
A
A
A
A

Clausen

Statutory 1 e.g., GLB, SOX

State laws T Notification, Consumer Protection
Regulations

Guidelines

Industry Standards

Best Practices

NnReasonabl enesso

Whatever the FTC says, with hindsight

AII. I ] ep © 2019 Clausen Miller P.C..



States Have Not Stood Idly By

A State Trade Secret Statutes

A Baby FTC Acts combat IP theft using unfair
competition law

A Generally provide for a private right of action

A Provide varying levels of specificity regarding
the application of unfair competition as it
related to misappropriated IT

Clausen
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Traditional Theories of Liability

A Liability for breach of Personally Identifiable

|l nf ormation (nPl1l1 o) & Protec
I Violation of privacy laws and common law rights
I Breach of contract

I Negligence: 11/11/14, Connecticut Supreme Court held that HIPAA
may provide applicable standard of care for negligence claim.

I Fraud
I Unfair trade practices

A Recovery
I Compensatory damages
i Treble damages
i Attorneyso fees
I _Punitive damages, Statutory Fines

Clausen
AII Iler © 2019 Clausen Miller P.C..



Playing Defense: Prepare Well!

A Prioritize Data Based On

Risks A Communication
A Comprehensive Data- A |mplementation: Stewards
Governance Plan A Training
A Incident Response Plan R Metrics
A Table-Top Exercises A Use Attorney-Client
A Policies Privilege When Possible
I Access, Use, Transmission
- Emall

Mobile, Laptops, Tablets

|
|
.
I Social Media

Clausen
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Implement Compliant

Corporate Policies

A Access, Use,
Transmission

i User ID and Passwords I Laptop Restrictions

i Access Protocols I Business Uses

i Third-Party Access I Non-Disclosure

i Employee Screening I Software Restrictions
i Dedicated Devices I Data Backups

i Device Management I Encryption

Clausen
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Implement Compliant

Corporate Policies

A Email
I Primarily for Business and Permissible Content
I Confidential or Proprietary Data Secured and Encrypted
I No Clicking on Suspicious Emails, Docs, and/or Links
I No Expectation of Privacy
I Retained if Business Record
I Retained in Accordance With Record Retention Policies
I No ISPs for Company Business
I Compliance With Statutory or Reqgulatory Requirements
I No Expectation of Privac

Clausen
AII I]er © 2019 Clausen Miller P.C..




Implement Compliant

Corporate Policies

A Mobile / BYOD

I Acceptable Use Only

I No Access of Non-Work Websites

i Permitted and Prohibited Apps

I Permitted Operating Systems

I No Direct Connections to Network

I Proper and Authorized IT Support and Maintenance

I Strong Password Protected

i Automatic Locks

I Remotely Wiped if Lost, Employee Terminated, or Breach

Clausen
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Data Management is Key:

Reduce and Destroy Bad Data

A Email
I Must be part of document
retention/destruction policy. A Protect Self-Critical
I Stop preserving exhibits for  Analyses, Investigations

your opponent. | A Preemptive Data Security
A Avoid Creating Smoking

GUNs AAPTSI o
A Routine Destruction A Social Mgdla | New
Programs and Leading Cause of

A Attorney-Client Privilege ~ Malware

Clausen
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Best Practices

A How do you protect your customers and your
firm?

E-Mail Encryption

I Password Protection T Change Frequently

i Construct and Maintain an Appropriate Firewall
| Back-up your Data

|
|
|
|

Avoid Public Wi-Fi

'~ Understand how to wipe your smartphone
" Educate your clients
" Be Proactive - Constantly review and

A update your systems

Clausen
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Best Practices

Are your vendors secure? C Forensics/Investigation
I Due diligence may be C External device control
mandatory (GLB, HIPAA) C Encryption
I Questionnaires are required C Management and support
at minimum C Reporting and compliance
I May need to visit and verify if C Identity management
high risk .
§ . C Company profile
-Components to review and
assess:

C Data leakage protection

C Monitoring, alerting, and
enforcement

Clausen
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Intensified Ransomware

A Coverage: Extortion and/or Business Interruption

A Emerging Virulent Variants:

I Cryptolocker, Torrentlocker,CryptoFortress

I Encryption of any file found through wildcard searches

I Encryption of files in network shares

I Volume shadow copies deleted to prevent restoration

I "Freemium" offer to convince victims that they can recover files
A Damages and Harm Expanded Exponentially

I More data at risk

I Ransom paid in bitcoins

I Amounts increasing - hundreds to thousands

I Repeated ransomdemands-" Thanks, but we want n

Clausen
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Questions?

Hillard M. Sterling
Clausen Miller P.C.
10 South LaSalle Street
Chicago, lllinois 60603
hsterling@clausen.com
312.606.7747

Clausen
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CYBERFORENS&(SORENSICS
PRINCIPLES

Slater Technologies
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r—

|. Information form arrested criminal ]

2. Trace back habitat on the internet

‘1 Procedures Processes Outputs
1. Patvol 6 the l Filter former messages/records 1. False alarm
hacker web#ites 2, Identify offended wagets 2, True crime
("1. OS version: Unix-base/window-base
2. Live response: Volatile/nonvolatile
3. Forensics: Network-base/host-base . gy
g e T ;: L. Single criminal
I1. Analysis of Audmng 4. Locations: Cl{endxnlelmedldxy 2. Niilth-crir inats
computer logs 1085 (ISP, Proxy, Firewall)/server

5. Action: Known/unknown

\ 6. Messages: Success/failure J
)
Dynamic IP ]
address L. Tlmg zone
Q)

2. Daylight saving time
3. Time adjustment

I11. Identity the
sequential clues

| Static
IP address

Computer
name 1. Dial-up account
2. System account

IV, Interview the
Plea guilty
suspect for prosecution ‘ Guilty/ il
or pros fuilty/not guilty
PUPOSE. Announce
trojan defense

Phase: <:> Element: O Option: C]
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- Guide to Computer Forensics
and Investigations
Fourth Edition

Chapter 1

Computer Forensics and Investigations
as a Profession
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ODbjectives

A Define computer forensics

A Describe how to prepare for computer investigations
and explain the difference between law enforcement
agency and corporate investigations

A Explain the importance of maintaining professional
conduct
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Understanding Computer Forensics

A Computer forensics

I Involves obtaining and analyzing digital information
A As evidence in civil, criminal, or administrative cases

A FBI Computer Analysis and Response Team
(CART)

I Formed in 1984 to handle the increasing number of
cases involving digital evidence
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Understanding Computer Forensics
(continued)

A Fourth Amendment to the U.S. Constitution

I Protects everyoneos rights
person, residence, and property

A From search and seizure
I Search warrants are needed
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Computer Forensics Versus Other
Related Disciplines

A Computer forensics

I Investigates data that can be retrieved from a
computeros hard di sk or ot

A Network forensics

I Yields information about how a perpetrator or an
attacker gained access to a network

A Data recovery

I Recovering information that was deleted by mistake
A Or lost during a power surge or server crash

I Typically you know what vyo
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Computer Forensics Versus Other
Related Disciplines (continued)

A Computer forensics

I Task of recovering data that users have hidden or
deleted and using it as evidence

I Evidence can beinculpatory ( Al ncr i mi nat i
exculpatory

A Disaster recovery

I Uses computer forensics techniques to retrieve
iInformation their clients have lost

A Investigators often work as a team to make
computers and networks secure in an organization
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Computer Forensics Versus Other
Related Disciplines (continued)

Intrusion Response

Figure 1-2 The investigations triad
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Computer Forensics Versus Other
Related Disciplines (continued)

A Enterprise network environment

I Large corporate computing systems that might include
disparate or formerly independent systems

A Vulnerability assessment and risk management
group

I Tests and verifies the integrity of standalone
workstations and network servers

I Professionals in this group have skills in network
Intrusion detection and incident response
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Computer Forensics Versus Other
Related Disciplines (continued)

A Litigation
I Legal process of proving guilt or innocence in court
A Computer investigations group

I Manages investigations and conducts forensic
analysis of systems suspected of containing evidence
related to an incident or a crime
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Understanding Case Law

A Technology is evolving at an exponential pace

I Exi sting | aws and statutes
ACase | aw used when statut
exist

A Case law allows legal counsel to use previous cases
similar to the current one

I Because the | aws donot yet
A Each case is evaluated on its own merit and issues
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Developing Computer Forensics
Resources

A You must know more than one computing platform

I Such as DOS, Windows 10, Windows 11, Linux,
Macintosh, and current Windows platforms

A Join as many computer user groups as you can

A Computer Technology Investigators Network
(CTIN)

I Meets monthly to discuss problems that law
enforcement and corporations face
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Developing Computer Forensics
Resources (continued)

A High Technology Crime Investigation
Association (HTCIA)

I Exchanges information about techniques related to
computer investigations and security

A User groups can be helpful

A Build a network of computer forensics experts and
other professionals

I And keep in touch through e-mail

A Outside experts can provide detailed information
you need to retrieve digital evidence
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Preparing for Computer Investigations

A Computer investigations and forensics falls into two
distinct categories

I Public investigations
I Private or corporate investigations
A Public investigations

I Involve government agencies responsible for criminal
Investigations and prosecution

I Organizations must observe legal guidelines

A Law of search and seizure
I Protects rights of all people, including suspects
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Preparing for Computer Investigations
(continued)

Privale or corporate organizations
Company policy vinlations
Litigation disputes

Government agencies

Article 8 in the Charter of Rights of Canada  T—

U.S. Fourth Amendment search
and seizure rules

) ]
T 1

e || | e

Figure 1-5 Public and private investigations
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Preparing for Computer Investigations
(connnued)
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Preparing for Computer Investigations
(continued)

A Private or corporate investigations

I Deal with private companies, non-law-enforcement
government agencies, and lawyers

I Arenot govVver gremdnaldaw ordouttnh y
Amendment issues

I Governed by internal policies that define expected
employee behavior and conduct in the workplace

A Private corporate investigations also involve
litigation disputes
A Investigations are usually conducted in civil cases
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Understanding Law Enforcements
Agency Investigations

A In a criminal case, a suspect is tried for a criminal
offense

I Such as burglary, murder, or molestation

A Computers and networks are only tools that can be
used to commit crimes

I Many states have added specific language to
criminal codes to define crimes involving computers

A Following the legal process

I Legal processes depend on local custom, legislative
standards, and rules of evidence
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Understanding Law Enforcements
Agency Investigations (continued)

A Following the legal process (continued)
I Criminal case follows three stages

A The complaint, the investigation, and the prosecution

Complaint

|ﬁ

Investigation

Figure 1-7 The public-sector case flow
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Understanding Law Enforcements
Agency Investigations (continued)

A Following the legal process (continued)

I A criminal case begins when someone finds
evidence of an illegal act

I Complainant makes an allegation, an accusation or
supposition of fact

I A police officer interviews the complainant and
writes a report about the crime

A Police blotter provides a record of clues to crimes
that have been committed previously

I Investigators delegate, collect, and process the
iInformation related to the complaint
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Understanding Law Enforcements
Agency Investigations (continued)

A Following the legal process (continued)

I After you build a case, the information is turned over
to the prosecutor
I Affidavit
A Sworn statement of support of facts about or evidence
of a crime
I Submitted to a judge to request a search warrant
A Have the affidavit notarized under sworn oath

I Judge must approve and sign a search warrant
A Before you can use it to collect evidence
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Understanding Law Enforcements
Agency Investigations (continued)

/|

Date

Based on actual inspection of spreadsheets, financial records, and
invoices, Joe Smith, a computer forensics expert, is aware that
computer equipment was used to generate, store, and print
documents used in Jonathon Douglas's tax evasion scheme. There
is reason to believe that the computer system currently located on
Jonathon Douglas's premises is the same system used to produce
and store the spreadsheets, financial records, and invoices, and
that both the [spreadsheets, financial records, invoices] and other
records relating to Jonathon Douglas's criminal enterprise will be
stored on Jonathon Douglas's computer.

Source: Searching and Seizing Computers and Obtaining Electronic
Evidence in Electronic Investigations, U.S. Department of Justice,
July 2002.

Figure 1-8 Typical affidavit language
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Understanding Corporate
Investigations

A Private or corporate investigations

I Involve private companies and lawyers who address
company policy violations and litigation disputes

A Corporate computer crimes can involve:
I E-mall harassment
I Falsification of data
I Gender and age discrimination
I Embezzlement
I Sabotage
I Industrial espionage
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Understanding Corporate
Investigations (continued)

A Establishing company policies

I One way to avoid litigation is to publish and maintain
policies that employees find easy to read and follow

I Published company policies provide a line of authority
A For a business to conduct internal investigations
I Well-defined policies

A Give computer investigators and forensic examiners the
authority to conduct an investigation

A Displaying Warning Banners
I Another way to avoid litigation
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Understanding Corporate
Investigations (continued)

A Displaying Warning Banners (continued)

I Warning banner

A Usually appears when a computer starts or connects to
the company intranet, network, or virtual private network

A Informs end users that the organization reserves the right
to inspect computer systems and network traffic at will

A Establishes the right to conduct an investigation

I As a corporate computer investigator
A Make sure company displays well-defined warning banner
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Understanding Corporate
Investigations (continued)

w. US Government Facility _X_|

You are about to access a United States government
computer network that is intended for authorized users
only. You should have no expectation of privacy in your
use of this network. Use of this network constitutes
consent to monitoring. retrieval, and disclosure of any
information stored within the network for any purpose
including criminal prosecution.

OK

Figure 1-9 A sample warning banner
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Understanding Corporate
Investigations (continued)

A Designating an authorized requester

I Authorized requester has the power to conduct
Investigations

I Policy should be defined by executive management

I Groups that should have direct authority to request
computer investigations
A Corporate Security Investigations
A Corporate Ethics Office
A Corporate Equal Employment Opportunity Office
A Internal Auditing
A The general counsel or Legal Department
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Understanding Corporate
Investigations (continued)

A Conducting security investigations

I Types of situations
A Abuse or misuse of corporate assets
A E-mail abuse
A Internet abuse

I Be sure to distinguilsh bet\
problems and potential criminal problems

I Corporations often follow the silver-platter doctrine

A What happens when a civilian or corporate investigative
agent delivers evidence to a law enforcement officer
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Understanding Corporate
Investigations (continued)

A Distinguishing personal and company property

I Many company policies distinguish between personal
and company computer property

I One area thatos difficult t
cell phones, and personal notebook computers

I The safe policy is to not allow any personally owned
devices to be connected to company-owned resources

A Limiting the possibility of commingling personal and
company data
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Maintaining Professional Conduct

A Professional conduct
I Determines your credibility
T Includes ethics, morals, and standards of behavior

A Maintaining objectivity means you must form and
sustain unbiased opinions of your cases

AMaintain an investigationdt
case confidential

I In the corporate environment, confidentiality is critical

A In rare instances, your corporate case might become
a criminal case as serious as murder
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Maintaining Professional Conduct
(continued)

A Enhance your professional conduct by continuing
your training

A Record your fact-finding methods in a journal
A Attend workshops, conferences, and vendor courses

A Membership in professional organizations adds to
your credentials

A Achieve a high public and private standing and
maintain honesty and integrity
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Summary

A Computer forensics applies forensics procedures to
digital evidence

A Laws about digital evidence established in the 1970s

A To be a successful computer forensics investigator,
you must know more than one computing platform

A Public and private computer investigations are
different
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Summary (continued)

A Use warning banners to remind employees and
visitors of policy on computer and Internet use

A Companies should define and limit the number of
authorized requesters who can start an investigation

A Silver-platter doctrine refers to handing the results of
private investigations over to law enforcement
because of indications of criminal activity

A Computer forensics investigators must maintain
professional conduct to protect their credibility
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HOW TO BE ANONYMOUS ONLINE

Slater Technologies
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Presentation Abstract

n the day and age of big Data Breaches and loss of
orivacy, many people wonder how they can do a
petter job of guarding their privacy and their data,
and possibly even attempting to be invisible or
anonymous when they use the Internet. This
presentation will cover the challenges of privacy, and
the methods and tools that can be used to allow
Internet users become anonymous and do a better
job of guarding their digital privacy.
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Introduction

A The creators of the ARPANET (1969) which evolved into the Internet (1983)
created something that was designed to be simple, reliable, platform
independent, and perform well. The Internet population had 50 million users
In less than four years, and today there are over 2.5 billion on the Internet.
{;\yos 0 KS LYuSNySu gSYyid aodzaAySaa
privacy have been constant issues, and every year it has continued to get
worse, leading to serious crimes involving hacking, identity theft, stalking,
harassment, etc. It is no wonder then that many Internet users are pondering
the idea of going online as anonymous users to protect their privacy. This
presentation will address the problems related to lack of privacy, and how to
plan and implement methods and tools to protect privacy. While many of
these tools and techniques are free, it still requires regular efforts and
knowledge to stay abreast of the threats, as well as the selecting the right too
at the right time to meet each threat. Suffice it to say that privacy protection
must become a new way of operating on the Internet and using your
smartphone, if it is to be done successfully.
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LEGAL STUFF
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4 Amendment
U.S. Constitutiog Bill of Rights
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