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THE INTERNET IN 2022
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The Internet is a Huge and Global Place
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Every Continent and Country Is Connected
24 x 7

Notes: 1) Satellite connections are omitted here.  2) Due to totalitarian policies, the governments 
of 23 countries did temporarily shut down the Internet for their Citizens this year.
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Relatively 
Speaking
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Relatively 
Speaking
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Relatively 
Speaking
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Lƴ ǘƘŜ .ŜƎƛƴƴƛƴƎΧ 
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ARPANET September 1969



ARPANET, March 1977
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Innovations that led to the Modern Internet
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Modern 
Version of 
aŀǎƭƻǿΩǎ 

Hierarchy of 
Needs
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2019 - What 
Happens on 
The Internet 

in 60 
Seconds?
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2020 - What 
Happens on 
The Internet 

in 60 
Seconds?
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2021 - What 
Happens on 
The Internet 

in 60 
Seconds?
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2022 - What 
Happens on 
The Internet 

in 60 
Seconds?
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What 
Happens 
on 
The 
Internet 
in One 
Second?
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Digital Around the World - 2020
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Digital Around the World - 2021
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The 100 
Biggest 

Websites 
on the 

Internet
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CYBERSECURITY
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SECURITY ςWHAT IS IT EXACTLY?
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What Is Security?

ÅDefinitions

ï{ŜŎǳǊƛǘȅ ƛǎ ŘŜŦƛƴŜŘ ŀǎ άǘƘŜ ǉǳŀƭƛǘȅ ƻǊ ǎǘŀǘŜ ƻŦ ōŜƛƴƎ 
secureτǘƻ ōŜ ŦǊŜŜ ŦǊƻƳ ŘŀƴƎŜǊέ 

ïSecurity is often achieved by means of several 
strategies undertaken simultaneously or used in 
combination with one another

ÅSpecialized areas of security

ïPhysical security, operations security, 
communications security, and network security
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²Ƙŀǘ Lǎ {ŜŎǳǊƛǘȅΚ όŎƻƴǘΩŘΦύ

ÅInformation security

ïThe protection of information and its critical 
elements (confidentiality, integrity and 
availability), including the systems and hardware 
that use, store, and transmit that information

ÅThrough the application of policy, technology, and 
training and awareness programs

ÅPolicy, training and awareness programs and 
technology are vital concepts
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CNSS Security Model

Figure 1-1 Components of  Information security

Source: Course Technology/Cengage LearningSeptember 30, 2022 AFCTI Presentation CyberLaw & CyberForensics - William Favre Slater, III- 26



/b{{ {ŜŎǳǊƛǘȅ aƻŘŜƭ όŎƻƴǘΩŘΦύ

ÅC.I.A. triangle 
ïConfidentiality, integrity, and availability 

ïHas expanded into a more comprehensive list of 
critical characteristics of information

ÅNSTISSC (CNSS) Security Model 
ïAlso known as the McCumber Cube

ïProvides a more detailed perspective on security

ïCovers the three dimensions of information 
security
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/b{{ {ŜŎǳǊƛǘȅ aƻŘŜƭ όŎƻƴǘΩŘΦύ

Åb{¢L{{/ {ŜŎǳǊƛǘȅ aƻŘŜƭ όŎƻƴǘΩŘΦύ

ïOmits discussion of detailed guidelines and 
policies that direct the implementation of controls

ïWeakness of this model emerges if viewed from a 
single perspective

ÅNeed to include all three communities of interest
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/b{{ {ŜŎǳǊƛǘȅ aƻŘŜƭ όŎƻƴǘΩŘΦύ

Figure 1-2 CNSS security Model

Source: Course Technology/Cengage Learning 
(adapted from NSTISSI No. 4011)
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McCumber Cube Security Model

Figure 1-2 CNSS security Model

Source: Course Technology/Cengage Learning 
(adapted from NSTISSI No. 4011)
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Key Concepts of 
Information Security

ÅConfidentiality 

ïThe characteristic of information whereby only those 
with sufficient privileges may access certain 
information

ÅMeasures used to protect confidentiality

ïInformation classification

ïSecure document storage

ïApplication of general security policies

ïEducation of information custodians and end users
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Key Concepts of 
LƴŦƻǊƳŀǘƛƻƴ {ŜŎǳǊƛǘȅ όŎƻƴǘΩŘΦύ

ÅIntegrity 

ïThe quality or state of being whole, complete, and 
uncorrupted 

ÅInformation integrity is threatened 

ïIf exposed to corruption, damage, destruction, or 
other disruption of its authentic state

ÅCorruption can occur while information is 
being compiled, stored, or transmitted 
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Key Concepts of 
LƴŦƻǊƳŀǘƛƻƴ {ŜŎǳǊƛǘȅ όŎƻƴǘΩŘΦύ

ÅAvailability

ïThe characteristic of information that enables user 
access to information in a required format, 
without interference or obstruction

ïA user in this definition may be either a person or 
another computer system

ïAvailability does not imply that the information is 
accessible to any user

ÅImplies availability to authorized users
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Key Concepts of Information Security 
όŎƻƴǘΩŘΦύ

ÅPrivacy

ïInformation collected, used, and stored by an 
organization is to be used only for the purposes 
stated to the data owner at the time it was 
collected

ïPrivacy as a characteristic of information does not 
signify freedom from observation

ÅMeans that information will be used only in ways 
known to the person providing it
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Key Concepts of Information Security 
όŎƻƴǘΩŘΦύ

ÅIdentification
ïAn information system possesses the 

characteristic of identification when it is able to 
recognize individual users 

ïIdentification and authentication are essential to 
establishing the level of access or authorization 
that an individual is granted

ÅAuthentication 
ïOccurs when a control proves that a user 

possesses the identity that he or she claims
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Key Concepts of Information Security 
όŎƻƴǘΩŘΦύ

ÅAuthorization

ïAssures that the user has been specifically and 
explicitly authorized by the proper authority to 
access, update, or delete the contents of an 
information asset

ïUser may be a person or a computer

ïAuthorization occurs after authentication
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Key Concepts of Information Security 
όŎƻƴǘΩŘΦύ

ÅAccountability 

ïExists when a control provides assurance that 
every activity undertaken can be attributed to a 
named person or automated process 
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Parkerian Hexad

ÅConfidentiality

ÅIntegrity

ÅAvailability

ÅControl

ÅAuthenticity

ÅUtility

Donn B. Parker

1929 - 2021
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²ƘŀǘΩǎ ²ǊƻƴƎ ǿƛǘƘ LƴŦƻǊƳŀǘƛƻƴ {ŜŎǳǊƛǘȅ 
and How to Fix It

ÅVideo Lecture by DonnB. Parker
Åhttp://www.youtube.com/watch?v=RW9hOBCSy0g
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Donn B. Parker

1929 - 2021

http://www.youtube.com/watch?v=RW9hOBCSy0g


CYBERLAWAND EXAMPLES OF 
LAWBREAKERS
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CYBERCRIME
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In 2021, Cybercrime Exceeded
$6 Trillion in Damages
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2019 Global 
Cybersecurity 

Budget vs. 
Projected 

Cybercrime in 
2021
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2019 
Annual 
GDPs By 
Country
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Comparing 
Traditional 
Crime 
and 
Cybercrime
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10 Reasons 
Why 

Cybersecurity 
Should Be 
Your Top 
Priority in 

2019
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Cybercrime 
Facts & 
Statistics
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2018 Cybercriminal Shopping List
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6 Ways Cybercriminal Get Your Information
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Most Small 
Businesses Have 
Been Cybercrime 

Victims
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Numbers of Cybercrime Victims
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The Dark 
Web
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The Deep 
Web Vs. The 
Dark Web
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THE INTERNET IS A HUGE PLACE
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The Deep Web Vs. The Dark Web

THE DEEP WEB AND THE DARK WEB ARE 
NOT THE SAME THING.

THE DEEP WEB HAS HARD-TO-FIND 
DATA AND INFORMATION THAT IS 

EITHER NOT NORMALLY INDEXED BY 
THE SEARCH ENGINES LIKE GOOGLE, 

BING, AND YAHOO, OR IT IS JUST VERY 
DIFFICULT TO FIND.

THE DARK WEB IS USUALLY FOR 
CYBERCRIMINALS AND SICK PEOPLE 

WANT TO DO BAD THINGS.

September 30, 2022 AFCTI Presentation CyberLaw & CyberForensics - William Favre Slater, III- 56



The Dark 
Web
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The Dark 
Web

LǘΩǎ ŀƴ evil place

The domain of the cybercriminal

Everything is for sale, especially your sensitive 
data

Software Exploit kits are for sale for Cyber 
attacks

Appeals to people with sick minds

Requires a Tor Browser

Cryptocurrency is the coin of the realm
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The Dark Web Example ςSilk Road
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Cybercrime Pays Well
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ñIf something is free, youôre 

not the customer; youôre the 

product.ò

Bruce Schneier

Cybersecurity Researcher & Author

2016

Data and Goliath: The Hidden Battles 

to Collect Your Data and Control Your 

World

"You have zero privacy anywayé Get over it.ò

-- Scott McNealy

Former chief executive officer of Sun Microsystems

1999
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The Problem
Å ά5ŀǘŀ Lǎ ¢ƘŜ bŜǿ hƛƭέ

ï In 2006, the top five companies were Oil Companies

ï Since 2015, the top five companies have been Digital Data Companies

Å The Internet was not designed to be secure.  Security came later.

Å Privacy, especially digital privacy, has become increasing difficult to 
achieve in the 21st Century.

Å If we access and use the Internet and Smart Phones, we are 
ǳƴǿƛǘǘƛƴƎƭȅ άƭŜŀƪƛƴƎ ŘŀǘŀέΦ

Å Companies like Google, Facebook, Twitter, LinkedIn and thousands 
of others are harvesting (and selling) data about us when we use 
their services.

Å Data brokerage firms such as Acxiom, Epsilon, Lotame, and Spokeo, 
etc., are buying, processing and categorizing our data and selling to 
other companies that in turn make decisions as important as hiring 
and firing of people.

Å Thousands of Data Breaches in the last few years, especially with 
entities like Equifax, Target, Anthem, Home Depot, OPM have 
exposed our PII at an unprecedented rate.

Å Bad actors misuse our data to hack accounts and steal
identify, money, etc. and put it out for sale on the Dark Web, 
where people can buy it.
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Historic 
Security 

Breaches ς
Part 1
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Historic 
Security 

Breaches ς
Part 2

September 30, 2022 AFCTI Presentation CyberLaw & CyberForensics - William Favre Slater, III- 65



Historic 
Security 

Breaches ς
Part 3
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According 
to the FBI 
in 2019

Å The Biggest Internet-based 
Crimes Are:

1. Ransomware Attacks

2. Business E-Mail 
Compromise (BEC)

3. Identity Theft
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According to the FBI in 2019
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According to the FBI in 2019
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Business E-Mail 
Compromise ς
Most Common 
Subject Lines 
Used to Trick 

Victims
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2018 
Identity 
Fraud 
Trends
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Identity Theft

Source: https://brandongaille.com/22-incredible-internet-identity-theft-statistics/
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Chinese Hacker Espionage Problem Disclosed 
by Mandiant Report ςFebruary 19, 2013

Å A new report from Mandiantimplicates a 
unit of the People's Liberation Army of 
China in the theft of terabytes of data 
from 141 organizations since 2006. 

Å URLs: 
http://intelreport.mandiant.com/Mandia
nt_APT1_Report.pdf

Å http://www.cyberwarzone.com/resource
s-mandiant-apt1-chinas-cyber-
espionage-units-report

Å http://www.economist.com/blogs/babba
ge/2013/02/chinese-cyber-
attacks?fsrc=nlw|newe|2-20-
2013|5066680|37961765|

September 30, 2022 AFCTI Presentation CyberLaw & CyberForensics - William Favre Slater, III- 73

http://intelreport.mandiant.com/Mandiant_APT1_Report.pdf
http://www.cyberwarzone.com/resources-mandiant-apt1-chinas-cyber-espionage-units-report
http://www.economist.com/blogs/babbage/2013/02/chinese-cyber-attacks?fsrc=nlw|newe|2-20-2013|5066680|37961765|


Screenshot from the Norse Cyber Attack Map Showing Recent Cyberattacks

December 2014
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Some Other Current and Future 
Cybersecurity Trends and Dangers to 

Keep Us Awake at Night

Internet of Things:
which will add over 

50 billion new 
devices by 2021.  
Yes ςyour TV and 

other home devices 
are watching and 
recording you.

Massive 
proliferation & use 
of SmartPhones:

which now 
comprises well over 
50 user connected 
Internet devices.

DeepFakes:which 
include Artificial 

Intelligence (AI) to 
use pictures, 

documents, and 
sound to deceive 

and commit 
cybercrimes.

AI, Big Data, and 
Machine Learning:

which are now 
being used by 

Cybercriminals to 
perfect the speed, 

accuracy, and 
effectiveness of 
cyberattacks.

Cyberattack 
Automation:which 
is now being used 

by Cybercriminals to 
perfect the speed, 

accuracy, and 
effectiveness of 
cyberattacks.

Botnets: which are 
comprised of 

multiple programs 
running on 

computers that are 
controlled by one or 

a few command 
control programs.  
These can be from 

thousands to 
millions of 

programs, and can 
and have caused 
damage and/or 

disruption on a scale 
where they shut 

down the Internet in 
one or more 
countries. 
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Compliance with Laws, Regulations 
and Policies
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Why Compliance Management, Safety 
and Security? And Why Now?

Å Teaching people about 
hardware and software 
without emphasizing safety, 
security, and compliance 
with laws and regulations 
would be irresponsible and 
unethical.

Å It would be like teaching 
you to drive a car and not 
mentioning things like 
Safety, State  Driving Laws, 
and the Rules of the Road.

Image Source: http://www.tellusdetroit.com/local/student-driver.html
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The Cycle of 
Compliance Management

Jacobs, S. (2011). Engineering Information Security, New York, NY: IEEE Press.
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Three Key Principles 

ÅWe live in a Nation of Laws with which the 
citizens and visitors must comply.

ÅIgnorance of the Law is no excuse for 
breaking the Law.

ÅDura Lex, SedLex

ïό[ŀǘƛƴ ŦƻǊ ά¢ƘŜ [ŀǿ ƛǎ IŀǊǎƘΣ ōǳǘ ƛǘ ƛǎ ǘƘŜ [ŀǿΦέύ
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Two Kinds of Laws

ÅCriminal Laws

ïFederal

ïState (and also City Ordinances)

ÅCivil Laws (Tort Law)

ïFederal

ïState

ïLocal (i.e. City Ordinances)
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Criminal and Civil Legal Actions Compared

Factor Criminal Civil

Plaintiff The State (Public Sector) Private and nonprofit interests

Prosecutor The People The Victim

Main Purpose Punishment of the guilty Redress ofinjury

Investigation By or on behalf of the State By the victim, or agentsof the 
victim

Sanctions Jail, prison
Fines
Specific correctiveactivity

Corrective action or behavior

Conviction Beyonda reasonable doubt Preponderance of evidence

Appeals Possible by a defendant Possible by either party

Source: McCrie, R. D. (2007). Security Operations Management, second edition. Burlington, MA: Elsevier.
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Criminal and Civil Legal Actions 
Compared

Source: McCrie, R. D. (2007). Security Operations Management, second edition. Burlington, MA: Elsevier.

ÅάCǳƴŘŀƳŜƴǘŀƭ ŘƛŦŦŜǊŜƴŎŜǎ ŜȄƛǎǘ ōŜǘǿŜŜƴ ŎǊƛƳƛƴŀƭ ŀƴŘ ŎƛǾƛƭ 
litigation.  A defendant may be sued criminally, civilly, or both, 
in which case different plaintiffs will bring charges.  Private 
sector investigations normally serve the interests of plaintiffs 
and defendants in civil litigation.  However, private 
investigators may be hired by the government, when 
indicated, to collect evidence on behalf of the public sector in 
criminal cases and administrative issues (McCrieΣ нллтύΦέ
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US. Criminal Justice System
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INFORMATION SECURITY 
AND THE LAW
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Computer Fraud Abuse Act of 1987

ÅStill the Number 1 Legal Statue Used by the 
FBI to Investigate and Charge Cybercrime
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Computer Fraud Abuse Act of 1987
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Computer Fraud Abuse Act of 1987
SudhishRamesh
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SudhishRamesh, who was convicted 
in December 2020, is scheduled to 
complete his Federal Prison 
Sentence in February 2023 and 
will likely be deported back to his
Home country.



Computer Fraud Abuse Act of 1987
SudhishRamesh
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[ŜǘΩǎ ¢Ƙƛƴƪ ŦƻǊ ŀ 
aƛƴǳǘŜΧ

Å Name some ways that a person could 
break the law using a computer:
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[ŜǘΩǎ ¢Ƙƛƴƪ ŦƻǊ ŀ 
aƛƴǳǘŜΧ

Å Name some ways that a person could break the law using a computer:
ï Stalking
ï Harassment
ï Defamation
ï Child pornography
ï Planning a crime or terrorism
ï Software piracy
ï Breaking into another computer
ï Destruction of data and/or software
ï Theft of data and/or software
ï Disruption of service(s)
ï SPAM
ï Identity Theft
ï Attempt to defraud
ï Hate e-mail
ï Creation and/or distribution of Malware
ï Involvement with  foreign entities for cyber warfare attacks
ï Attempts to gain access to and/or distribute passwords or 

Personally Identifiable Information (PII)
ï Document Theft
ï Distributed  Denial of Service Attacks
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Example of a Local Federal 
Computer Crime from 2011

Source: http://www.cybercrime.gov/yangIndict.pdf
Source: http://www.81law.com/news/sa_news_aid_1640/
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Example of a Local Federal 
Computer Crime

Source: http://www.cybercrime.gov/yangIndict.pdf

ChunlaiYang
Sr. Financial Applications Developer
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Example of a Local Federal 
Computer Crime

Source: http://www.cybercrime.gov/yangIndict.pdf

ChunlaiYang
Sr. Financial Applications Developer
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Some Federal Laws
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Other Federal Laws

Å USA PATRIOT Act Expired on May 31, 
2015

Å USA FREEDOM Act Signed into Law 
on June 2,  2015

ï Cooperation  and Data Exchange 
Between Federal Agencies

ï Telecommunications Providers will 
retain User Metadata related to 
communications

ï https://www.congress.gov/bill/113t
h-congress/house-bill/3361

ï https://en.wikipedia.org/wiki/USA_
Freedom_Act
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Source:
http://www.infowars.com/nsa-celebrates-passage-of-usa-freedom-act-while-skype-keeps-its-spying-eyes-on-you/
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Learn About the Edward Snowden 
and the NSA Data Breach

ÅVisit http://billslater.com/snowden

ÅSearch on these words together:

ïEdward Snowden NSA Data Breach Presentation

ÅFormer NSA Contractor Edward Snowden is now a 
new Citizen of Russia, effective September 26, 2022
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U.S. Department of Justice
Computer Crime Website

http://www.cybercrime.gov/
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U.S. Department of Justice
Computer Crime Website

http://www.cybercrime.gov/
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U.S. Department of Justice
Computer Crime Website

http://www.cybercrime.gov/
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Federal Laws
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Commonwealth of Massachusetts 
Data Privacy Law

Å Enacted in September 2008

Å People and companies that handle personal data are legally obligated to 
protect it and encrypt it

Å Companies must have a comprehensive Information Security program

Å Requires risk-based approach

Å Requires written evidence of 

ï An active information security program

ï Internal and external audits

ï Annual review of security or whenever organizational changes that could 
affect security will occur

Å Penalties include: $5000 for each violation

Å Additional exposures include legal costs and civil litigation
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Commonwealth of 
Massachusetts 

Data Privacy Law

(Excerpt)

September 30, 2022 AFCTI Presentation CyberLaw & CyberForensics - William Favre Slater, III- 103



Commonwealth of 
Massachusetts 

Data Privacy Law

(Excerpt)
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Commonwealth of 
Massachusetts 

Data Privacy Law

(Excerpt)
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Commonwealth of 
Massachusetts 

Data Privacy Law

Non-Compliance / 
Compliance Facts

(Excerpt)
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State of Illinois Personal Information 
Protection Act (PIPA)

Å Enacted in June 2005

Å People and companies that handle personal data are legally obligated to 
protect it 

Å Penalties are covered under the Consumer Fraud and Protection Act

Å Additional exposures include legal costs and civil litigation
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State of Illinois 
Personal 

Information 
Protection Act 

(PIPA)

(Excerpt)
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State of Illinois 
Personal 

Information 
Protection Act 

(PIPA)

(Excerpt)
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White House Cyberspace Policy 

Review ðJuly 2009
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Cyberspace 

Policy Review
The Near-Term Action Plan
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On May 12, 2011, The 
White House submitted 
new legislative proposal 

to Congress ςthe 
Legislation will provide 

new federally mandated 
requirements for 

companies to report 
data breaches to their 

affected customers

May 2011
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Presidential Cybersecurity 
Executive Order

ÅFebruary 12, 2013

ÅDefined Critical Infrastructure

ÅEncouraged information sharing
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CYBERTHREATS& 
CYBERVULNERABILITIES
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Vulnerabilities

ÅVulnerability ςdefinition

ÅVulnerability examples

Thetis dipping Achilles 

into the River Styx
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Vulnerabilities

Å²Ƙŀǘ ƛǎ ŀ άǾǳƭƴŜǊŀōƛƭƛǘȅέΚ

ïA situation or condition that 
represents an opportunity for 
a threat to damage or for 
information to be stolen from 
the organization, IT Systems or 
network.

ïComes from the Latin word, 
άǾǳƭƴǳǎέΣ ƳŜŀƴƛƴƎ άǿƻǳƴŘέ

ïSometimes calledΣ ά¢ƘŜ 
!ŎƘƛƭƭŜǎ IŜŜƭΦέ

Information Security Awareness, v4.0 - March 31, 2011

Thetis dipping Achilles 

into the River Styx
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The Death of Achilles

Achilles was mortally wounded in the 

one place he was vulnerable: his heel.
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Some Sources of Vulnerabilities
Å Complicated user interface

Å Default passwords not changed

Å Disposal of storage media without deleting data

Å Equipment sensitivity to changes in voltage

Å Equipment sensitivity to moisture and contaminants

Å Equipment sensitivity to temperature

Å Inadequate cabling security

Å Inadequate capacity management

Å Inadequate change management

Å Inadequate classification of information

Å Inadequate control of physical access

Å Inadequate maintenance

Å Inadequate network management

Å Inadequate or irregular backup

Å Inadequate password management

Å Inadequate physical protection

Information Security Awareness, v4.0 - March 31, 2011
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Some Sources of Vulnerabilities
Å Inadequate protection of cryptographic keys

Å Inadequate replacement of older equipment

Å Inadequate security awareness

Å Inadequate segregation of duties

Å Inadequate segregation of operational and testing facilities

Å Inadequate supervision of employees

Å Inadequate supervision of vendors

Å Inadequate training of employees

Å Incomplete specification for software development

Å Insufficient software testing

Å Lack of access control policy

Å Lack of clean desk and clear screen policy

Å Lack of control over the input and output data

Å Lack of internal documentation

Å Lack of or poor implementation of internal audit

Å Lack of policy for the use of cryptography

Information Security Awareness, v4.0 - March 31, 2011
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Some Sources of Vulnerabilities
Å Lack of procedure for removing access rights upon termination of employment

Å Lack of protection for mobile equipment

Å Lack of redundancy

Å Lack of systems for identification and authentication

Å Lack of validation of the processed data

Å Location vulnerable to flooding

Å Poor selection of test data

Å Single copy

Å Too much power in one person

Å Uncontrolled copying of data

Å Uncontrolled download from the Internet

Å Uncontrolled use of information systems

Å Undocumented software

Å Unmotivated employees

Å Unprotected public network connections

Å User rights are not reviewed regularly

Information Security Awareness, v4.0 - March 31, 2011
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WHAT ARE THREATS?
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Threats

ÅThreat ςdefinition

ÅSome sources of threats

ÅMore threat examples
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Threats

Å²Ƙŀǘ ƛǎ ŀ άǘƘǊŜŀǘέΚ

ïSomething that can potentially cause damage or 
theft to the organization, IT Systems or network.

Information Security Awareness, v4.0 - March 31, 2011
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Some Sources of Threats
Å Misguided Employees

Å Mistakes by careless Employees

Å External Parties

Å Low awareness of security issues

Å Lack of or lapse in security policy compliance 

Å Growth in networking and distributed computing

Å Growth in complexity and effectiveness of hacking 

tools and viruses

Å Natural disasters e.g. fire, flood, earthquake, hurricanes, etc.

Information Security Awareness, v4.0 - March 31, 2011
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Typical Threats that Represent 
Business Risks
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Risk Model Showing Relationships Between Threats, 
Vulnerabilities, and Controls
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QUICK STORY ABOUT DAVID BREWER, MICHAEL 
NASH, AND THE "BREWER EVENTS".
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{ƻ [ŜǘΩǎ {ƛƳǇƭƛŦȅ ¢Ƙƛǎ {ǘǳŦŦ
And Make it Easier, Achievable and More 
Manageable

Co-author of the ISO 27001 standard security framework, October 2005

Co-author of ISO 27001 Annex A Insights, December 2010

Director, Gamma Secure Systems Limited 

ISO/IEC 27001 and ISO 9001 Certified for the

Provision of Information Security Consultancy

www.gammassl.co.uk 

Note: with clients ςhe had to start using the 
²ƻǊŘΣ ά9±9b¢έΣ  ōŜŎŀǳǎŜ ƘŜ ƭŜŀǊƴŜŘ
Executive Management got upset
About the connotation of 
Words like THREATS and 
VULNERABILITIES

ISMS Project Update Meeting  - Information Asset  & Information Security Discussion ςJune 10, 2011
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Brewer Event List
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Risk Management Strategies

ISMS Project Update Meeting  - Information Asset  & Information Security Discussion ςJune 10, 2011
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Applying the Brewer Events with
Risk Management Strategies

ISMS Project Update Meeting  - Information Asset  & Information Security Discussion ςJune 10, 2011
September 30, 2022 AFCTI Presentation CyberLaw & CyberForensics - William Favre Slater, III- 132



! /¸.9w [L¢LD!¢hwΩ{ !5±L/9 ς
FOR DEFENDANTS
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© 2019 Clausen Miller P.C..

Are You Reducing Your Cyber 

Legal Risks?

Hillard M. Sterling
Clausen Miller P.C.

10 South LaSalle Street

Chicago, Illinois 60603

hsterling@clausen.com

312.606.7747
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ÅBreach

ÅInitial Investigation (Need Protection)

ÅNotification

ÅAdditional Investigation/Litigation and/or 

Regulatory Action (Need Protection)

Typical Post-Data Breach Event 

Sequence
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Outside Counsel

Insuredôs Internal Incident 
Response Team

Management, IT, Public 
Affairs, Media Relations, Risk 
Management, Finance, audit, 

HR

External Contractors
Info Analysts, SIEM, 
Forensics, PR, Crisis 

Management 

Model Data Breach 

Response Investigative Team 
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ÅEarly

ÅWhy

ïIncreased Flexibility to uncover root 

cause of breach

ïAvoid careless creation of 

documents

ïLitigation hold notices /preserve 

existing documents

ïRestrict circulation of investigation 

materials

When & Why to Engage Outside 

Counsel?
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Legal Standards to Which You are Held

Å Statutory ïe.g., GLB, SOX

Å State laws ïNotification, Consumer Protection

Å Regulations

Å Guidelines

Å Industry Standards 

Å Best Practices

Å ñReasonablenessò

Å Whatever the FTC says, with hindsight
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ÅState Trade Secret Statutes

ÅBaby FTC Acts combat IP theft using unfair 

competition law

ÅGenerally provide for a private right of action

ÅProvide varying levels of specificity regarding 

the application of unfair competition as it 

related to misappropriated IT

States Have Not Stood Idly By
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ÅLiability for breach of Personally Identifiable 

Information (ñPIIò) & Protected Health Info. (ñPHIò)
ï Violation of privacy laws and common law rights

ï Breach of contract

ï Negligence:  11/11/14, Connecticut Supreme Court held that HIPAA 

may provide applicable standard of care for negligence claim.

ï Fraud

ï Unfair trade practices

ÅRecovery
ï Compensatory damages

ï Treble damages

ïAttorneysô fees

ï Punitive damages, Statutory Fines

Traditional Theories of  Liability
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ÅPrioritize Data Based On 

Risks

ÅComprehensive Data-

Governance Plan 

Å Incident Response Plan

ÅTable-Top Exercises

ÅPolicies
ï Access, Use, Transmission

ï Email

ï Mobile, Laptops, Tablets

ï Social Media

ÅCommunication

Å Implementation: Stewards

ÅTraining

ÅMetrics

ÅUse Attorney-Client 

Privilege When Possible

Playing Defense: Prepare Well!
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ÅAccess, Use,  

Transmission

ïUser ID and Passwords

ïAccess Protocols

ïThird-Party Access

ïEmployee Screening

ïDedicated Devices

ïDevice Management

ïLaptop Restrictions

ïBusiness Uses

ïNon-Disclosure

ïSoftware Restrictions

ïData Backups

ïEncryption

Implement Compliant 

Corporate Policies
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ÅEmail

ïPrimarily for Business and Permissible Content

ïConfidential or Proprietary Data Secured and Encrypted

ïNo Clicking on Suspicious Emails, Docs, and/or Links

ïNo Expectation of Privacy

ïRetained if Business Record

ïRetained in Accordance With Record Retention Policies

ïNo ISPs for Company Business

ïCompliance With Statutory or Regulatory Requirements

ïNo Expectation of Privacy

Implement Compliant

Corporate Policies
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ÅMobile / BYOD

ïAcceptable Use Only

ïNo Access of Non-Work Websites

ïPermitted and Prohibited Apps

ïPermitted Operating Systems

ïNo Direct Connections to Network

ïProper and Authorized IT Support and Maintenance

ïStrong Password Protected

ïAutomatic Locks

ïRemotely Wiped if Lost, Employee Terminated, or Breach

Implement Compliant

Corporate Policies
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ÅEmail 

ïMust be part of document 

retention/destruction policy.

ïStop preserving exhibits for 

your opponent.

ÅAvoid Creating Smoking 

Guns

ÅRoutine Destruction 

Programs

ÅAttorney-Client Privilege

ÅProtect Self-Critical 

Analyses, Investigations

ÅPreemptive Data Security

ÅAPTs

ÅSocial Media ïNew 

and Leading Cause of 

Malware

Data Management is Key: 

Reduce and Destroy Bad Data
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ÅHow do you protect your customers and your 
firm?
ïE-Mail Encryption

ïPassword Protection ïChange Frequently

ïConstruct and Maintain an Appropriate Firewall

ïBack-up your Data

ïAvoid Public Wi-Fi

ïUnderstand how to wipe your smartphone

ïEducate your clients

ïBe Proactive - Constantly review and 
Åupdate your systems

Best Practices
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Are your vendors secure?

ïDue diligence may be 

mandatory (GLB, HIPAA)

ïQuestionnaires are required 

at minimum

ïMay need to visit and verify if 

high risk

-Components to review and 

assess:

ÇData leakage protection

ÇMonitoring, alerting, and 

enforcement

ÇForensics/Investigation

ÇExternal device control

ÇEncryption

ÇManagement and support

ÇReporting and compliance

Ç Identity management

ÇCompany profile

Best Practices
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Intensified Ransomware

Å Coverage: Extortion and/or Business Interruption

Å Emerging Virulent Variants:

ïCryptolocker,Torrentlocker,CryptoFortress

ï Encryption of any file found through wildcard searches

ï Encryption of files in network shares

ï Volume shadow copies deleted to prevent restoration

ï "Freemium" offer to convince victims that they can recover files

Å Damages and Harm Expanded Exponentially

ïMore data at risk

ïRansom paid in bitcoins

ï Amounts increasing - hundreds to thousands

ï Repeated ransom demands - "Thanks, but we want more.ò
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Questions?

Hillard M. Sterling
Clausen Miller P.C.

10 South LaSalle Street

Chicago, Illinois 60603

hsterling@clausen.com

312.606.7747
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CYBERFORENSICS& FORENSICS 
PRINCIPLES
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Guide to Computer Forensics 

and Investigations 

Fourth Edition

Chapter 1

Computer Forensics and Investigations 
as a Profession

September 30, 2022 AFCTI Presentation CyberLaw & CyberForensics - William Favre Slater, 

III-
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Objectives

ÅDefine computer forensics

ÅDescribe how to prepare for computer investigations 

and explain the difference between law enforcement 

agency and corporate investigations

ÅExplain the importance of maintaining professional 

conduct 
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Understanding Computer Forensics

ÅComputer forensics

ïInvolves obtaining and analyzing digital information 

ÅAs evidence in civil, criminal, or administrative cases

ÅFBI Computer Analysis and Response Team 

(CART)

ïFormed in 1984 to handle the increasing number of 

cases involving digital evidence

AFCTI Presentation CyberLaw & CyberForensics - William Favre Slater, III- 155



Understanding Computer Forensics 

(continued)

ÅFourth Amendment to the U.S. Constitution

ïProtects everyoneôs rights to be secure in their 

person, residence, and property

ÅFrom search and seizure

ïSearch warrants are needed
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Computer Forensics Versus Other 

Related Disciplines

ÅComputer forensics

ïInvestigates data that can be retrieved from a 

computerôs hard disk or other storage media

ÅNetwork forensics

ïYields information about how a perpetrator or an 

attacker gained access to a network

ÅData recovery

ïRecovering information that was deleted by mistake

ÅOr lost during a power surge or server crash

ïTypically you know what youôre looking for

AFCTI Presentation CyberLaw & CyberForensics - William Favre Slater, III- 157



Computer Forensics Versus Other 

Related Disciplines (continued)

ÅComputer forensics

ïTask of recovering data that users have hidden or 

deleted and using it as evidence

ïEvidence can be inculpatory (ñincriminatingò) or 

exculpatory

ÅDisaster recovery

ïUses computer forensics techniques to retrieve 

information their clients have lost

ÅInvestigators often work as a team to make 

computers and networks secure in an organization
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Computer Forensics Versus Other 

Related Disciplines (continued)
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Computer Forensics Versus Other 

Related Disciplines (continued)

ÅEnterprise network environment

ïLarge corporate computing systems that might include 

disparate or formerly independent systems

ÅVulnerability assessment and risk management 

group

ïTests and verifies the integrity of standalone 

workstations and network servers

ïProfessionals in this group have skills in network 

intrusion detection and incident response
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Computer Forensics Versus Other 

Related Disciplines (continued)

ÅLitigation

ïLegal process of proving guilt or innocence in court

ÅComputer investigations group

ïManages investigations and conducts forensic 

analysis of systems suspected of containing evidence 

related to an incident or a crime
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Understanding Case Law

ÅTechnology is evolving at an exponential pace

ïExisting laws and statutes canôt keep up change

ÅCase law used when statutes or regulations donôt 

exist

ÅCase law allows legal counsel to use previous cases 

similar to the current one

ïBecause the laws donôt yet exist

ÅEach case is evaluated on its own merit and issues

AFCTI Presentation CyberLaw & CyberForensics - William Favre Slater, III- 162



Developing Computer Forensics 

Resources

ÅYou must know more than one computing platform

ïSuch as DOS, Windows 10, Windows 11, Linux, 

Macintosh, and current Windows platforms

ÅJoin as many computer user groups as you can

ÅComputer Technology Investigators Network 

(CTIN)

ïMeets monthly to discuss problems that law 

enforcement and corporations face
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Developing Computer Forensics 

Resources (continued)

ÅHigh Technology Crime Investigation 

Association (HTCIA)

ïExchanges information about techniques related to 

computer investigations and security

ÅUser groups can be helpful

ÅBuild a network of computer forensics experts and 

other professionals

ïAnd keep in touch through e-mail

ÅOutside experts can provide detailed information 

you need to retrieve digital evidence
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Preparing for Computer Investigations

ÅComputer investigations and forensics falls into two 

distinct categories

ïPublic investigations

ïPrivate or corporate investigations

ÅPublic investigations

ïInvolve government agencies responsible for criminal 

investigations and prosecution

ïOrganizations must observe legal guidelines

ÅLaw of search and seizure

ïProtects rights of all people, including suspects

AFCTI Presentation CyberLaw & CyberForensics - William Favre Slater, III- 165



Preparing for Computer Investigations 

(continued)
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Preparing for Computer Investigations 

(continued)
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Preparing for Computer Investigations 

(continued)

ÅPrivate or corporate investigations

ïDeal with private companies, non-law-enforcement 

government agencies, and lawyers

ïArenôt governed directly by criminal law or Fourth 

Amendment issues

ïGoverned by internal policies that define expected 

employee behavior and conduct in the workplace

ÅPrivate corporate investigations also involve 

litigation disputes

ÅInvestigations are usually conducted in civil cases
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Understanding Law Enforcements 

Agency Investigations

ÅIn a criminal case, a suspect is tried for a criminal 

offense

ïSuch as burglary, murder, or molestation

ÅComputers and networks are only tools that can be 

used to commit crimes

ïMany states have added specific language to 

criminal codes to define crimes involving computers

ÅFollowing the legal process

ïLegal processes depend on local custom, legislative 

standards, and rules of evidence
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Understanding Law Enforcements 

Agency Investigations (continued)

ÅFollowing the legal process (continued)

ïCriminal case follows three stages

ÅThe complaint, the investigation, and the prosecution
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Understanding Law Enforcements 

Agency Investigations (continued)

ÅFollowing the legal process (continued)

ïA criminal case begins when someone finds 

evidence of an illegal act

ïComplainant makes an allegation, an accusation or 

supposition of fact

ïA police officer interviews the complainant and 

writes a report about the crime

ÅPolice blotter provides a record of clues to crimes 

that have been committed previously

ïInvestigators delegate, collect, and process the 

information related to the complaint
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Understanding Law Enforcements 

Agency Investigations (continued)

ÅFollowing the legal process (continued)

ïAfter you build a case, the information is turned over 

to the prosecutor

ïAffidavit

ÅSworn statement of support of facts about or evidence 

of a crime

ïSubmitted to a judge to request a search warrant

ÅHave the affidavit notarized under sworn oath

ïJudge must approve and sign a search warrant 

ÅBefore you can use it to collect evidence
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Understanding Law Enforcements 

Agency Investigations (continued)
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Understanding Corporate 

Investigations

ÅPrivate or corporate investigations

ïInvolve private companies and lawyers who address 

company policy violations and litigation disputes

ÅCorporate computer crimes can involve:

ïE-mail harassment

ïFalsification of data

ïGender and age discrimination

ïEmbezzlement

ïSabotage

ïIndustrial espionage
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Understanding Corporate 

Investigations (continued)

ÅEstablishing company policies

ïOne way to avoid litigation is to publish and maintain 

policies that employees find easy to read and follow

ïPublished company policies provide a line of authority 

ÅFor a business to conduct internal investigations

ïWell-defined policies

ÅGive computer investigators and forensic examiners the 

authority to conduct an investigation

ÅDisplaying Warning Banners

ïAnother way to avoid litigation
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Understanding Corporate 

Investigations (continued)

ÅDisplaying Warning Banners (continued)

ïWarning banner

ÅUsually appears when a computer starts or connects to 

the company intranet, network, or virtual private network

ÅInforms end users that the organization reserves the right 

to inspect computer systems and network traffic at will

ÅEstablishes the right to conduct an investigation

ïAs a corporate computer investigator

ÅMake sure company displays well-defined warning banner
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Understanding Corporate 

Investigations (continued)
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Understanding Corporate 

Investigations (continued)

ÅDesignating an authorized requester

ïAuthorized requester has the power to conduct 

investigations

ïPolicy should be defined by executive management

ïGroups that should have direct authority to request 

computer investigations

ÅCorporate Security Investigations

ÅCorporate Ethics Office

ÅCorporate Equal Employment Opportunity Office

ÅInternal Auditing

ÅThe general counsel or Legal Department
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Understanding Corporate 

Investigations (continued)

ÅConducting security investigations

ïTypes of situations

ÅAbuse or misuse of corporate assets

ÅE-mail abuse

ÅInternet abuse

ïBe sure to distinguish between a companyôs abuse 

problems and potential criminal problems

ïCorporations often follow the silver-platter doctrine

ÅWhat happens when a civilian or corporate investigative 

agent delivers evidence to a law enforcement officer
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Understanding Corporate 

Investigations (continued)

ÅDistinguishing personal and company property

ïMany company policies distinguish between personal 

and company computer property

ïOne area thatôs difficult to distinguish involves PDAs, 

cell phones, and personal notebook computers

ïThe safe policy is to not allow any personally owned 

devices to be connected to company-owned resources

ÅLimiting the possibility of commingling personal and 

company data

AFCTI Presentation CyberLaw & CyberForensics - William Favre Slater, III- 180



Maintaining Professional Conduct

ÅProfessional conduct

ïDetermines your credibility

ïIncludes ethics, morals, and standards of behavior

ÅMaintaining objectivity means you must form and 

sustain unbiased opinions of your cases

ÅMaintain an investigationôs credibility by keeping the 

case confidential

ïIn the corporate environment, confidentiality is critical

ÅIn rare instances, your corporate case might become 

a criminal case as serious as murder
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Maintaining Professional Conduct 

(continued)

ÅEnhance your professional conduct by continuing 

your training

ÅRecord your fact-finding methods in a journal

ÅAttend workshops, conferences, and vendor courses

ÅMembership in professional organizations adds to 

your credentials

ÅAchieve a high public and private standing and 

maintain honesty and integrity
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Summary

ÅComputer forensics applies forensics procedures to 

digital evidence

ÅLaws about digital evidence established in the 1970s

ÅTo be a successful computer forensics investigator, 

you must know more than one computing platform

ÅPublic and private computer investigations are 

different
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Summary (continued)

ÅUse warning banners to remind employees and 

visitors of policy on computer and Internet use

ÅCompanies should define and limit the number of 

authorized requesters who can start an investigation

ÅSilver-platter doctrine refers to handing the results of 

private investigations over to law enforcement 

because of indications of criminal activity

ÅComputer forensics investigators must maintain 

professional conduct to protect their credibility
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HOW TO BE ANONYMOUS ONLINE 
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Presentation Abstract

ÅIn the day and age of big Data Breaches and loss of 
privacy, many people wonder how they can do a 
better job of guarding their privacy and their data, 
and possibly even  attempting to be invisible or 
anonymous when they use the Internet.  This 
presentation will cover the challenges of privacy, and 
the methods and tools that can be used to allow 
Internet users become anonymous and do a better 
job of guarding their digital privacy.
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How to Be Anonymous Online
Agenda

Å Introduction

Å Legal Stuff

Å The Problem 

Å Why Would You Want to Be Anonymous Online?

Å 17 Steps to Being Completely Anonymous Online

Å 17 Essential Tools to Protect Your Online Identity, Privacy

Å Other Threats to Your Privacy and Identity ςLife in The Surveillance Society

Å Other Forms of Accomplishing Anonymity in Your Daily Life

Å 10 Tips for Data Privacy in Businesses

Å Advantages and Disadvantages

Å Parting Thoughts

Å Conclusion

Å Questions

Å References
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Introduction
Å The creators of the ARPANET (1969) which evolved into the Internet (1983) 

created something that was designed to be simple, reliable, platform-
independent, and perform well.  The Internet population had 50 million users 
in less than four years, and today there are over 2.5 billion on the Internet.  
{ƛƴŎŜ ǘƘŜ LƴǘŜǊƴŜǘ ǿŜƴǘ άōǳǎƛƴŜǎǎ ŎǊƛǘƛŎŀƭέ ƛƴ мффтΣ ƭŀŎƪ ƻŦ ǎŜŎǳǊƛǘȅ ŀƴŘ ƭƻǎǎ ƻŦ 
privacy have been constant issues, and every year it has continued to get 
worse, leading to serious crimes involving hacking, identity theft, stalking, 
harassment, etc.  It is no wonder then that many Internet users are pondering 
the idea of going online as anonymous users to protect their privacy.   This 
presentation will address the problems related to lack of privacy, and how to 
plan and implement methods and tools to protect privacy.  While many of 
these tools and techniques are free, it still requires regular efforts and 
knowledge to stay abreast of the threats, as well as the selecting the right tool 
at the right time to meet each threat.   Suffice it to say that privacy protection 
must become a new way of operating on the Internet and using your 
smartphone, if it is to be done successfully.
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LEGAL STUFF
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4th Amendment
U.S. Constitution ςBill of Rights
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