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Abstract
Å Since Blockchain became well-known as the foundational set of  technologies that 

enabled the creation and operation of Bitcoin, it has captured the attention and 
imagination of developers, industry leaders, and investors.  This is because as a set of 
technologies that use consensus and peer-to-peer, decentralized systems, it creates 
immutable data records and enables trust and disintermediation at scale.  So what is 
preventing Blockchain from changing the world? 

Å tǊŜǎŜƴǘƭȅΣ Ƴŀƴȅ ǇŜƻǇƭŜ ǳƴŘŜǊǎǘŀƴŘ ǘƘŜ ōŀǎƛŎǎ ƻŦ .ƭƻŎƪŎƘŀƛƴ ¢ŜŎƘƴƻƭƻƎȅΣ ȅŜǘ ǘƘŜȅ ŘƻƴΩǘ 
understand it at a level to sufficiently address the most fundamental and important 
aspects of Information Assurance:  Security and Auditing.  This ambitious presentation 
will present some of the challenges that are preventing mass adoption of Blockchain, 
and some practical solutions to those challenges.  Specifically:  1) Threats and 
Vulnerabilities in Blockchain-based systems; 2) How to Secure Blockchain infrastructure 
and applications; 3) How to perform Secure Software Development for Blockchain 
applications by design, coding practices, testing and verification; 4) Blockchain and 
Auditing 5) Concepts of Auditing the Data and Transactions in Blockchain Data 
Structures; and 6) Automating the Auditing of Blockchains and Blockchain Applications.
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Presentation Location

http://billslater.com/writing
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For a Cynical & Humorous View of Blockchain

This is a good and very readable book.
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ISIS Loves Bitcoin (or They DidLove It)

Their Public Key

Comment: 
This actually 
ŘƛŘƴΩǘ ŜƴŘ ǿŜƭƭ 
for ISIS and 
their Donors.

Enough said.
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Free Blockchain Daily Newspaper: 

More information: https://paper.li/billslater/1530793250#/

August 15, 2019 A Brief Introduction to Blockchain, Blockchain Security, & Blockchain Auditing- William Favre Slater III 7

https://paper.li/billslater/1530793250#/


Agenda

ÅWhy Blockchain Is Important?
ÅWhat Is Blockchain?
ÅWhy Blockchain?
ÅLatest Blockchain News
ÅBlockchain Security
ÅBlockchain Auditing
ÅConclusion
ÅQuestions
ÅFinal Thoughts
ÅReferences
ÅSupplemental Slides

8June 8, 2017August 15, 2019 A Brief Introduction to Blockchain, Blockchain Security, & Blockchain Auditing- William Favre Slater III 8



Why Is Blockchain Important? 
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Why is Blockchain Important?

1)Creates the capability for immutable transaction data
2)Peer-to-Peer & Decentralized
3)Secure (relatively speaking)
4)Rapidly growing in popularity
5)Large companies like WalMart, IBM, and suppliers are 

using it solve real-world challenges.
6)Congress introduced a Bill in July 2019, the Blockchain 

Promotion Act of 2019 
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Why is Blockchain Important?
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Why Is Blockchain Important?
Å Accessible

Å Open source

Å Easily provides three challenging elements of the Parkerian Hexad model for 
security:
Å Authenticity

Å Control

Å Utility

Å It WORKS!

Å Business enabler

Å Reduces risk of computer fraud

Å It is being widely adopted for trusted computing

Å Blockchain developers and architects are in great demand: 
for every Blockchain professional there are 14 open positionsDonn B. Parker
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ParkerianHexad?
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What is Blockchain?
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A Logical Diagram of a Blockchain Network

Source: This Photoby Unknown Author is licensed under CC BY-SA
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What Is Blockchain?
ÅLǘΩǎ ƭƛƪŜ ŀƴ hǇŜǊŀǘƛƴƎ {ȅǎǘŜƳ ǘƘŀǘ ǊƛŘŜǎ ƻƴ ǘƻǇ 

on Linux, Unix, and of Windows
ÅDistributed Ledger
ÅDecentralized, Peer-to-Peer
ÅPopularized by Satoshi Nakamoto (Bitcoin 

inventor)
ÅUses Public-Key Cryptography and Hashing
ÅAppend-only Transactions (no deletes or 

modifications to data)
ÅThe Open Source Code already exists in Github

(Bitcoin and Ethereum)
Å Immutable (cannot delete blocks or change data 

in blocks)
ÅDriven by consensus protocol(s)
Å Proof of Work
Å Proof of Stake
Å Etc.

Å¢ƘŜ ǿƻǊƭŘΩǎ ƭŀǊƎŜǎǘ .ƭƻŎƪŎƘŀƛƴ 5ŀǘŀōŀǎŜ ƛǎ ǘƘŜ 
Bitcoin Blockchain Database, with 180 GB (it 
ŘƻŜǎƴΩǘ ǎŎŀƭŜ ǾŜǊȅ ǿŜƭƭύ

ÅBlockchain IS NOT Cryptocurrency, BUT 
Cryptocurrency uses Blockchain
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What Is Blockchain?

ÅFrom Blockchain Consensus Protocol Guide:
ÅA blockchain is a decentralized peer-to-

peer system with no central authority 
figure. 

ÅWhile this creates a system that is devoid 
of corruption from a single source, it still 
create a major problems:

How are any decisions made?
How does anything get done?
Think of a normal centralized organization.

ÅAll the decisions are taken by the leader or 
ŀ ōƻŀǊŘ ƻŦ ŘŜŎƛǎƛƻƴ ƳŀƪŜǊǎΦ ¢Ƙƛǎ ƛǎƴΩǘ 
possible in a blockchain because a 
ōƭƻŎƪŎƘŀƛƴ Ƙŀǎ ƴƻ άƭŜŀŘŜǊέΦ CƻǊ ǘƘŜ 
blockchain to make decisions, they need 
ǘƻ ŎƻƳŜ ǘƻ ŀ ŎƻƴǎŜƴǎǳǎ ǳǎƛƴƎ άŎƻƴǎŜƴǎǳǎ 
ƳŜŎƘŀƴƛǎƳǎέΦ
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¢ƘŜ ¢ŜǊƳ ά.ƭƻŎƪŎƘŀƛƴέ
ÅName for a data structure
ÅName for an algorithm
ÅName for a suite of Technologies
ÅAn umbrella term for purely 

distributed peer-to-peer 
systems with a common 
application area
ÅA peer-to-peer-based operating 

system with its own unique rule 
set that utilizes hashing to 
provide unique data
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Blockchain ςSimplified View

Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Germany: Apress.
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Comparing a Centralized Application to a 
Decentralized Application

Source: Roberto Infante, Building Ethereum DApps, 2019

August 15, 2019 A Brief Introduction to Blockchain, Blockchain Security, & Blockchain Auditing- William Favre Slater III
2
0



Full Ethereum Node

Source: Roberto Infante, Building Ethereum DApps, 2019
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Example 
Blockchain 
Contents

Source: Roberto Infante, Building Ethereum DApps, 2019
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Example
of

Blockchain
Immutability

Source: Roberto Infante, Building Ethereum DApps, 2019
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Actual Ethereum Main Net Blockchain

Source: http://etherescan.io
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Actual RinkbyEthereum Test Net  Blockchain

Source: https://www.rinkeby.io/#stats
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Bitcoin vs. Ethereum
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Important Architecture Decision

Source: McKinsey & Company 2017
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DEMOS FROM ANDERS.COM
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Blockchain ςSimple Demonstration

Source: Udacity Blockchain Developer Course
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Blockchain ςSimple Demonstration
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Source:  https://anders.com/blockchain/block.html
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Blockchain ςSimple Demonstration
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Blockchain ςSimple Demonstration
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HOW DOES BLOCKCHAIN WORK?
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How Does a Blockchain Work?

August 15, 2019 A Brief Introduction to Blockchain, Blockchain Security, & Blockchain Auditing- William Favre Slater III
3
4

Source:  BI Intelligence



Mining Principles: Block Creation

August 15, 2019 A Brief Introduction to Blockchain, Blockchain Security, & Blockchain Auditing- William Favre Slater III
3
5

Special Note:  Many other Blockchains, including Ethereum, apply these same principles. 

Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Germany: Apress.



Why Blockchain? 
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Source: To Blockchain or not to Blockchain? https://medium.com/causys/to-blockchain-or-not-to-blockchain-
aed05bf08150Hats off to the author,  Thomas Ferry of Causys
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Source: Provenance ςUsing Blockchain to Manage the Supply Chain
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Blockchain Enhances Supply Chain Management

Note: WalMart will require Blockchain-based  Management and 
Tracking for ALL Third-Part Food Suppliers by September 2020. 



Blockchain Use Evolution
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Blockchain Use Cases in Business
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Latest Blockchain News 
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Real-World Blockchain Solutions?
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Entity Use Blockchain(s) Link

Maersk Expedite tracking of Cargo shipment 
internationally

Hyperledger https://www.ibm.com/blogs/think/2018/
11/tradelens-how-ibm-and-maersk-are-
sharing-blockchain-to-build-a-global-
trade-platform/

U.S. State Department & 
Coca-Cola

Reduce risk of forced labor and child labor Customized https://www.digitaltrends.com/cool-
tech/coca-cola-blockchain-forced-labor/

Saudi Arabia Tracking cross-border trade Hyperledger https://cointelegraph.com/news/saudi-
arabia-completes-ibm-tradelens-pilot-for-
cross-border-blockchain-trade

Overstock Business model change from online retail to 
investor in Blockchain and Cryptocurrency 
Start-ups

Several https://mashable.com/article/overstock-
blockchain-cryptocurrency/

Walmart Requiring several fresh food suppliers to use 
Blockchain

Several https://cointelegraph.com/news/walmart
-requires-certain-produce-suppliers-to-
deploy-blockchain-technology

FedEx Supply chain and logistics management 
improvements.

Hyperledger https://cointelegraph.com/news/fedex-
joins-hyperledger-blockchain-hub-big-
implications-for-logistics

https://www.ibm.com/blogs/think/2018/11/tradelens-how-ibm-and-maersk-are-sharing-blockchain-to-build-a-global-trade-platform/
https://www.digitaltrends.com/cool-tech/coca-cola-blockchain-forced-labor/
https://cointelegraph.com/news/saudi-arabia-completes-ibm-tradelens-pilot-for-cross-border-blockchain-trade
https://mashable.com/article/overstock-blockchain-cryptocurrency/
https://cointelegraph.com/news/walmart-requires-certain-produce-suppliers-to-deploy-blockchain-technology
https://cointelegraph.com/news/fedex-joins-hyperledger-blockchain-hub-big-implications-for-logistics


Blockchain Security 
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3 Important Things Business Leaders 
Need to Know About Blockchain Security?

Å1. Security is not just a technical problem, it is a leadership 
problem

Å2. Exploitation is not just a result of attacker capabilities, but 
also of developer errors

Å3. While attackers do compromise a blockchain itself, they more 
commonly exploit the configuration of the technology leveraging 
a blockchain
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How to Secure Blockchain Applications and Infrastructure

ÅBuild and lead Teams of experienced, dedicated workers
ÅDesign securely
ÅDo code reviews and rigorous testing
ÅImplement securely
ÅDocument everything
ÅTest security

Å Routinely test vulnerabilities (at least quarterly)
Å https://tinyurl.com/y292y3yf

Å Penetration test semi-annually
Å https://tinyurl.com/yya4vtac

Å Test and document performance
Å https://tinyurl.com/yxpwszj7

ÅDo Threat Management
ÅContinuously review for upgrading
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How to Perform Secure Software Development for 
Blockchain Applications by Design, Coding Practices, Testing 

and Verification

ÅExperienced DApp developers

ÅTest-driven Development

ÅCode Defensively

ÅCode reviews, by multiple experienced developers

ÅUnderstand and remediate the weakest security points, 
especially protection of private keys and sensitive data.

ÅImplement the tests on test net and understand exactly how the 
code will behave prior to moving to main net

ÅAutomate Smart Contract testing when possible
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Ethereum Smart Contract Security Best Practices 
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Smart Contract Security Best Practices

https://consensys.github.io/smart-contract-best-practices/

Best Free Resources

On Smart Contract 

Security

Best Practices

https://consensys.github.io/smart-contract-best-practices/


Blockchain Auditing 
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Blockchain and Auditing

ÅBlockchain Integrity and Security

ÅDApps

ÅInfrastructure

ÅPhysical Security
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Concepts of Auditing the Data and 
Transactions in Blockchain Data Structures

ÅData should be validated and verified prior to 
committing as a Blockchain transaction because once 
written to the Blockchain it is immutable.

ÅSample transactions should be verified from the DApp 
as successfully written to the Blockchain.

ÅUse Blockchain Logs and Processing Events

August 15, 2019 A Brief Introduction to Blockchain, Blockchain Security, & Blockchain Auditing- William Favre Slater III 50



AUTOMATING THE AUDITING OF 

BLOCKCHAINS AND BLOCKCHAIN 
APPLICATIONS
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Automating the Auditing of Blockchains and 
Blockchain Applications

Å In February 2018, Maian, an open source tool to monitor Smart 
Contracts for being Greedy, Prodigal, or Suicidal was announced.

ÅAs of April 2018, EY has Blockchain Auditing tools and 
technology.
ï https://www.ey.com/en_gl/news/2018/04/ey-announces-blockchain-audit-technology

ÅAs of October 2018, How Big Four Auditors Delve Into 
Blockchain: PwC, Deloitte, EY and KPMG Approaches Compared
ï https://cointelegraph.com/news/how-big-four-auditors-delve-into-blockchain-pwc-deloitte-ey-and-kpmg-approaches-

compared
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AUTOMATING THE AUDITING OF 
BLOCKCHAINS WITH MAIAN
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Maian: Auditing Smart Contracts at Scale
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February 2018 Technical paper about flaws in 
How Ethereum and EVM handle

Smart Contracts.  Worth your time

Source: 
https://www.reddit.com/r/Bitcoin/comments/7ys5nq/pdf_finding_the_greedy_prodigal_and_suicidal/

Prodigal - Leak them 

carelessly to arbitrary 

users

Suicidal - Can be 

killed by anyone

Greedy - Lock funds 

Indefinitely

February 2018 Technical paper about flaws in 
How Ethereum and EVM handle
Smart Contracts.  Worth your time

https://www.reddit.com/r/Bitcoin/comments/7ys5nq/pdf_finding_the_greedy_prodigal_and_suicidal/


EY has a new Tool, Blockchain Analyzer with the Capability 
to Automate the Auditing of Blockchain Applications
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Conclusion 

August 15, 2019 A Brief Introduction to Blockchain, Blockchain Security, & Blockchain Auditing- William Favre Slater III 56



Conclusion
So we covered:

ÅWhy Blockchain Is Important?

ÅWhat Is Blockchain?

ÅWhy Blockchain?

ÅLatest Blockchain News

ÅBlockchain Security

ÅBlockchain Auditing
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ConclusionFrom James Nguyen
February 12, 2019
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Source: Blockchain still vulnerable to hacks despite security hype, but here are some solutions by James Nguyen. 
Retrieved from https://e27.co/blockchain-still-vulnerable-to-hacks-despite-security-hype-but-here-are-some-solutions-20190212/-

https://e27.co/blockchain-still-vulnerable-to-hacks-despite-security-hype-but-here-are-some-solutions-20190212/


Questions?
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Questions?

General George S. PattonCrypto Rebels 

Revealed

Wired Magazine, 

February 1993

Book of Satoshi

Collected Writings 

Of Satoshi Nakamoto
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What is Blockchain?
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Introduction and 

Where Are WeRight Now?
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Source: BlobalBlockchain Terms by the Blockchain Training Alliance.
https://cdn.shopify.com/s/files/1/2137/1081/files/BTA_Global_Blockchain_Terms.pdf?2499

https://cdn.shopify.com/s/files/1/2137/1081/files/BTA_Global_Blockchain_Terms.pdf?2499
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Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Germany: Apress.
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Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Germany: Apress.
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Typical Blockchain Composition
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Source: Blockchain Enabled Applications: Understand the Blockchain Ecosystem and How to 
Make it Work for You  by VikramDhillon, David Metcalf, Max Hooper 

ÅBlock Header
ÅBlock Transactions



Creating a Block: The Blockchain Mining Processs
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Source: Blockchain Enabled Applications: Understand the Blockchain Ecosystem and How to 
Make it Work for You  by VikramDhillon, David Metcalf, Max Hooper 



Mining Principles: Proof of Work
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Source: Blockchain Enabled Applications: Understand the Blockchain Ecosystem and How to 
Make it Work for You  by VikramDhillon, David Metcalf, Max Hooper 

Special Note:  Many other Blockchains, including Ethereum, apply these same principles. 



Mining Principles: Solving the Proof of Work
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Source: Blockchain Enabled Applications: Understand the Blockchain Ecosystem and How to 
Make it Work for You  by VikramDhillon, David Metcalf, Max Hooper 

Special Note:  Many other Blockchains, including Ethereum, apply these same principles. 
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