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Abstract

A Since Blockchain became witlown as the foundational set of technologies that
enabled the creation and operation of Bitcoin, it has captured the attention and
imagination of developers, industry leaders, and investors. This is because as a set
technologies that use consensus and paepeer, decentralized systems, it creates
immutable data records and enables trust and disintermediation at scale. So what i
preventing Blockchain from changing the world?

A tNSaSyiGftes Ylyeée LIS2L}S dzy RSNRUOUFYR GKS
understand it at a level to sufficiently address the most fundamental and important
aspects of Information Assurance: Security and Auditing. This ambitious presentati
will present some of the challenges that are preventing mass adoption of Blockchair
and some practical solutions to those challenges. Specifically: 1) Threats and
Vulnerabilities in Blockchaimased systems; 2) How to Secure Blockchain infrastructu
and applications; 3) How to perform Secure Software Development for Blockchain
applications by design, coding practices, testing and verification; 4) Blockchain and
Auditing 5) Concepts of Auditing the Data and Transactions in Blockchain Data
Structures; and 6) Automating the Auditing of Blockchains and Blockchain Applicatic

Slater Technologies
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Free Blockchain Daily Newspaper:
Blockchain Matters

A Curated Daily Web Newspaper Dedicated to Blockchain, Blockchain-related Technologies, & CryptoEconomics

HEADLINES TECHNOLOGY BUSINESS WORLD POLITICS LEISURE SCIENCE #BLOCKCHAIN MORE ~

. W . CryptoGalaxy 2.0 — Into an Era of
The Evolution Of Bitcoin In Terrorist Origin

Financing - bellingcat N

Pl Shared by
pio /. @ = v fe

www.bellingcat.com - crupto B Golony Wm Favre Slater, Ill

Terrorists have been

tinkering with bitcoin as : Sr. Consultant in Cybersecurity & Blockchain -
early as 2012 — but . More information at http:/billslater.com/blockchain
- today, jihadi al and http:/billslater.com/interview
L New creatures in origin ¢4
sy i ol o crowdfunding //
P s Y | o ey A ol gl -
campaigns have been o

on the rise. Some think

that since most of these ]
campaigns haven't medium.com - CrytoGalaxy has gained

raised significant... popularity with a fast-growing number of
players since its debut in 2018. As a thank-you
surprise to all its loyal fans, a long-awaited
CryptoGalaxy 2.0 recently showed up with...

Ripple in 'Multiple' M&A Talks, Plans 100 New
Contracts in 2019

Deloitte Ditches Ethereum for
VeChain, Brags about Overtaking

cryptonews.com - Ripple, a California-based Bitcoin Transactions
major blockchain startup focusing on the

banking sector, is in talks over "multiple” B
potential investments and acquisitions, CEO

- A EY T
Brad Garlinghouse confirmed. In an ’ f. m
intervie ‘—

More information:https://paper.li/billslater/1530793250#/
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Why Is Blockchain Important?

1) Creates the capability for immutable transaction data

2) Peerto-Peer & Decentralized

3) Secure (relatively speaking)

4)Rapidly growing in popularity

5)Large companies like WalMart, IBM, and suppliers are
using it solve realvorld challenges.

6) Congress introduced a Bill in July 2019, the Blockchain
Promotion Act of 2019

I - Slater Technologies | I
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Why Is Blockchain Important?

BELOCKCHAIN

U.S. Senate approves Blockchain Promotion Act to formally explore
opportunities for the technology

JULY 12, 2019, 3:24PM EDT

The U.5. Congress is working on legislation defining blockchain.

The Senate Commerce, Science and Transportation Committee approved the Blockchain Promotion Act, CHNET
reports. The bipartisan legislation instructs the 1.5, Department of Commerce to set up a working group to define
what “blockchain™ is.

The bill aims to create a blockchain definition an the federal level to ensure uniformity in definition among states.
Besides preparing the definition, the Blockchain Working Group will also provide recommendations on potential
applications of blockchain, including on how federal agencies could take advantage of the technology.

Members of the working group will include both governmental and non-governmental stakeholders:
representatives of Federal agencies that could benefit from blockchain as well as information and communication
technology manufacturers, suppliers, software providers, service providers, vendors, and subject matter experts.
“Blockchain is an exciting new technology with great potential and promise,” said U.5. Sen. Ed Markey, a co-

sponsor of the bill. According to Markey, the legislation would help *further understand applications for this
technology and explore opportunities for its use within the federal government.” I Slater Technologies I
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Why Is Blockchain Importarnit

Accessible
Open source

Easily provides three challenging elements of Haekerian Hexaanodel for
security:

A Authenticity
A Control

A Utility | o
It WORKS! I e
Business enabler

Reduces risk of computer fraud
It is being widely adopted for trusted computing

Blockchain developers and architects are in great dem

for every Blockchain professional there are 14 open positic Donn B. Parke

Slater Technologies
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A Logical Diagram of a Blockchain Network
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http://bitcoin.stackexchange.com/questions/51043/aws-elb-for-bitcoin-node-discovery
https://creativecommons.org/licenses/by-sa/3.0/

What Is Blockchain?

ALGQa tA1S Iy hLSNYOGAYy3 {eaidSY GKIFd NARS
on Linux, Unix, and of Windows

A Distributed Ledger

A Decentralized, Peen-Peer

A Popularized by Satoshi Nakamoto (Bitcoin
inventor) o

A Uses Publiey Cryptography and Hashing uble Key vk Koy Fubic Koy

A Appendonly Transactions (no deletes or :
modifications to data)

A The Open Source Code already exisGithub
(Bitcoin and Ethereum)

A Immutable (cannot delete blocks or change df
in blocks)

A Driven by consensus protocol(s)
A Proof of Work
A Proof of Stake
A Etc.

A¢cKS ¢62NI RQa fI NBSad .ft201OKFAY 5Fdlol as

Bitcoin Blockchain Database, with 180 GB (it
| s |

R2SayQu aolfS @OSNE 4Sftfo

August 15, 2019 A Brief Introduction to Blockchain, Blockchain Security, & Blockchain Auditidliam Favre Slater Il



What Is Blockchain?

A From Blockchain Consensus Protocol Guide:
A A blockchain is a decentralized pder
peer system with no central authority

figure. T R
A While this_ creates a system that is (_jevpi et P
of corruption from a single source, it still — e i
create a major problems: ] i ]
How are any decisions made? | |
How does anything get done? et

Think of a normal centralized organization.
A All the decisions are taken by the leader

Owner 3's

I 62 NR 2F RSOAaA?Z2 o Koy e Koy Prvso ey
possible in a blockchain because a
0f 201 OKIFAY Kl & y?2
blockchain to make decisions, they need

G2 02YS (2 | O2yaSyadza dzaAy3d aO2yasSy:

YSOKIYyAaYaco

Slater Technologies
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¢tKS C¢CSNXY a
A Name for a data structure
A Name for an algorithm
A Name for a suite of Technologies
A An umbrella term for purely
distributed peerto-peer
systems with a common
application area

A A peerto-peer-based operating e
system with its own unique rule A=
set that utilizes hashing to

provide unique data

Figure 1.4 A peer-to-peer (P2P) network is made of
nodes that communicate directly with each other
without the coordination of a master node.

Slater Technologies




Blockchaing Simplified View

BLOCK 1 BLOCK 2

Block Header 1 Block Header 2

(rmirs) ()

Figure 14-5, A simplified blockchain-data-
structure containing four transactions

later Technologi
Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Gekprasg: Slater Technologies




Comparing a Centralized Application to a
Decentralized Application

Figure 1.2. Comparison of a centralized voting application with a decentralized one. One institution owns all
servers of a centralized application. A decentralized voting application runs simultaneously on multiple nodes
of a network that different entities own.

Centralized voting application

A centralized voting
application contains
various servers. Each
server plays a different
role, but the owning
entity controls all

DB of them.
server

Internet

Decentralized voting application P2P network

——
-l
==
|

52

wd
- el
A\
X |
= == =
-l - -l

|

|

\
A decentralized voling /; /r,%
lication runs simultaneously on 9
application runs simultaneously o ‘_/\
=

|
4
each node of a P2P network, ==
All nodes are equivalent to each
other: each contains both application
logic and a database. A different entity
controls each node.

o I Slater Technologies I
Source: Roberto Infante, Building Ethereum DApps, 2( : :
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Full Ethereum Node

2.1.1. Inside an Ethereum node

Figure 2.1. An Ethereum node includes an Ethereum client and a blockchain database. The client contains a
client process, an Ethereum Virtual Machine, a memory pool, and a JSON-RPC API exposing the functionality
of the node externally. There are two types of nodes: full nodes and mining nodes.

Ethereum full node

Ethereum client Blockchain DB

Client
process
JSON-RPC

API

. Figure 2.1 An Ethereum node
Mining includes an Ethereum client and
node |© T a blockchain database. The
/ client contains a client process,
an Ethereum Virtual Machine, a
memory pool, and a JSON-RPC
API exposing the functionality
of the node externally. There
are two types of nodes: full
nodes and mining nodes.

Source: Roberto Infante, Building Ethereum DApps, 2(
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Block number: 233
Timestamp: 5623754237528

Previous block's hash: 76ce3dbf3dfb47fb p

-
Transaction id:3f6abc12-aaaf-215a B I O C kC h al n
Amount: 12144 34

From: aa89c962-d4f8-48b9
To: 2145b009-0ee1-6aa2

Digital signature:56542af45c4 36b21 C O n te n tS

Transaction id:a067 1bca-112a-al7b
Amount: 145.89

From: 215522de-df15-1123

To: fc10dc61-2b38-4942

Digital signature:aaa1e2f03f68bbaf

This block's hash: 9¢25b3c178344c1d =

Block number: 234
Timestamp: 56237542657576
Previous block's hash: 9¢25b3c178344c1d

Transaction id:61f42b63-cb5c-48db
Amount: 9899.56

From: aa89c962-d4f8-48b9

To: 4d82b009-0ee1-4c56

Digital signature:e83a3d7539d84ed4

Transaction id:3b99fc6 4-ff05-4df9
Amount: 789.14

From: 195522de-df15-4266

To: fc10dc61-2b38-4942

Digital signature:c238e2f03f6847e0

This block's hash: 884f1f47527448b9 =

Figure 2.14 A blockchain is a sequence
Block number: 235 of blocks, each containing a sequence
Tamastamp: 562375426360 61 number, a timestamp, and a list of
R transactions, each individually digitally
signed. Each block also references the
cryptographic hash of the previous block.

Transactions ...

A block includes a list of transactions, which are digitally signed to prove their prove-
nance. Most blockchains digitally sign transactions with an elliptic curve digital signature

Slater Technologies

Source: Roberto Infante, Building Ethereum DApps, 2(




This structure guarantees trans

transaction recorded in a
hash of the bl¢

t be alt C
-ontaining it would have to be regenerate

the existing one already referenced by subsequent blocks, as shown in figure

Original block 233

Block number: 233
Timestamp: 5623754237528

Previous block's hash: 76ce3dbf3dfba7fb

Transaction id: 61f42b63-cb5c-48db
Amount: 12144.34

From: aa89c962-d4f8-48b9

To: 4dB2b009-0ee1-4c56

Digital signature:e83a3d7539d84ed4

Transaction id: 3b98fc64-fi05-4df9
Amount: 14589

From: 19552 2de-df1 5-4266

To: fc10dc61-2b38-4942

Digital signature: c238e2f03f6847e0

This block's h: 3c25b3c178344c1d

Altered block 233

Block number: 233
Timestamp: 5623754237528
Previous block's hash: 76ce3dbf3dfb47b

Transaction id: 61f42b63-cb5c-48db

Amount: 121440000.34

From: aa89c962-d4f8-48b9

To: 4d82b009-0ee1-4c56

Digital signature: d7c48a808eb942ba Modified data
in bold

Transaction id: 3b99fc64-ff05-4df9
Amount: 145.89

From: 19552 2de-df15-4266

To: fc10dc61-2b38-4942

Digital signature: c238e2f03f6847e0

This block's hash: 2556415e50254de8 =

Block number: 234 X
Timestamp: 7542657576

Previous block's hash: 9c25b3c178344c1d

Transactions ...

This block's hash: B84f1f47527448b9

Example
of
Blockchain
Immutabllity

igure 2.15 An attempt at altering the contents of a block, for example its transactions, won't
be suc : the / has 2nerated from the altered block details won't match the original
block’s hash alreac
subsequent blocks.

NOTE If two transactions contradict each other—for ins

thereum network through a globall
. They will reject the second one, and it will n

Source: Roberto Infante, Building Ethereum DApps, 2(
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201 ms . . 328ms 100%
84220 ms )  156ms 100%
4220 ms - . 329ms 100%
4239 ms . 330ms 100%
249 ms . 356ms 100%
#4259 ms 402ms 100%

Source https://www.rinkeby.io/#stats
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A

Founder

Release Date
Release Method

Blockchain

Useage

Cryptocurrency Used
Algorithm

Blocks Time

Mining

Scalable

Bitcoin vs. Ethereum

Bitcoin Ethereum

E

9 Jan 2008 30 July 2015
GenesisBlockMined |  Presale |

Broof of y Proof of work (Planning for
roof of work
- POS)
Smart Contracts
i I mg

Bitcoin(Satoshi)
m)m)

ASIC miners Us
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Important Architecture Decision

Most commercial blockchain will use{private, permissioned architecture
to optimize network openness and scalability.

Blockchain- Architecure based on read, write, or commit
architecture options permissions granted to the participants

Permissionless Permissioned

@ Anyone can join, read, write, Anyone can join and read
Public and commit ) Only authorized and

@® Hosted on public servers known participants can

@ Anonymous, highly resilient write and commit

Architecture 4
® Low scalability

based on
ownership
of the data
infrastructure Oﬂ|\,’ authorized i Ol’]“y‘ authorized sz'if'ii(ii*

) participants can join, pants can join and read
Private read, and write ® Only the network operator

Z
)

» Hosted on private servers can write and commit

. I Slater Technologies I
Source: McKinsey & Company 20 : :




DEMOS FROM ANDERS.COM
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Blockchaing Simple Demonstration

Block Demonstration

Mow that you have some idea of the basics of blocks, lets go through a simple
demanstrati ad back to the website from before to show how vou can start

interacting with blocks yourself,

Yiou can fallow along with this demonstration at Anders.co

Slater Technologies

Source: Udacity Blockchain Developer Course




Blockchaing Simple Demonstration

htlps:,’,n'anders.mmfblod«:hainfhlnck_html

Blockchain Demo Hash Block | Blockchain Distributed ~ Tokens  Coinbase

. Slater Technologies
Source: https://anders.com/blockchain/block.html



https://anders.com/blockchain/blockchain.html

Blockchaing Simple Demonstration

Now that you have a better understanding of the basics of blockchains, let's go
through another demonstration. This expands on our demonstrations from earlier to

allow you to interact with the basic ideas of the blockchain.
You can follow along with this demonstration at Ander

@ Mips:anders.comt
Wipster v

“- C & Secu ¢ a 2 X ra
& Wy Drive - Google. £ Socicnan ND -Co.  |) SLOCK boerd - Ag.. & course-Ystonytioar.. Uzecity Teams Oire... D Bleckehain ND Pro..
cki nD Hash Blockchain 1 h

Blockchain

Block:
Nonce:

Dara:

000012£a%b916abi0 78 £8d% 078640065 7a0k])

Slater Technologies

Source: Udacity Blockchain Developer Cour|




Blockchaing Simple Demonstration

Blockchain Demo Hash Block Blockchain = Distributed Tokens  Coinbase

Blockchain

Slater Technologies
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HOW DOES BLOCKCHAIN WORK?

Slater Technologies
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How Does a Blockchain Work?

HOW THE BITCOIN BLOCKCHAIN WORKS

~10 Minutes Of Transactions Are
Broadcast To All Miners

TRANSACTIONS pmmeed MINERS —>

Miners Create A Block

- )

Miners Try To —

Solve Puzzle =

Z.

Miner Solves BLOCK j

Puzzle And Gets A PUZZLE r_‘

Proof Of Work —

o

PROOF OF rTi

- WORK Z.

The Successful Miner @

Broadcasts Its Proof Of l |
Work To The Other

Process Starts Over

Miners
MINERS

Miners Verify The Proof

Of Work
VERIFICATION mmmmwmemd TRANSACTIONS meeed MINERS

. I Slater Technologies I
Source: Bl Intelligence




Mining Principles: Block Creation

. Get the root of the Merkle tree that
contains the transaction data to be (

added.

iy

Nonce

. Create a hash reference to the header of ( Time Stamp
that block that will be the predecessor
from the new block header’s point of {: Difficulty Level

Restriction

F hud Ao AN

VIEw. " Hash Value of

. . o the Preceding
. Obtain the required difficulty level. L Block Header

. Get the current time. i

J

Root of a

. Create a preliminary block header that (__Merkle Tree )

contains the data mentioned in points 1

to 4. Figure 16-1. Schematic illustration of the hash

. Solve the hash puzzle for the preliminary puzzile requirved to be solved when adding a new

block header. block to the blockchain-data- structure
. Finish the new block by adding the

nonce that solves the hash puzzle to the
preliminary header.

Special Note: Many other Blockchains, including Ethereum, apply these same principles.

I - Slater Technologies | I

Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Gekprasy:
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If you are a little lost, don’t worry, here is a visual framework that will help
you assess whether a Blockchain is something you should be looking into:

Are there
— multiple

writers?

‘ Do they trust
‘ each other?

Is there data
involved?

No

4

What are you

: - [ Is there an
doing here Need a verifiable, easily available

immutable and Yes TTP?
time-stamped chain of
states?

Is it expensive
touse a TTP?

J

No Yes
y

]
Centralized Shared TTP managed Blockchai
Database Database Database —

Voila! You have now a framework to decide whether Blockchain technology is
worth looking into. However, your journey doesn’t end here. Once you figured

out that a decentralized solution might be suited to your problem, there are
kopp?

Source: To Blockchain or not to Blockchditis://medium.com/causys/teblockchairor-not-to-blockchain Sl Technoloai
aed05bf08150Hats off to the author, Thomas Ferry@husys ater Technologies
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Blockchain Enhances Supply Chain Manageme

INTEGRATION WITH EXISTING SYSTEMS

END CONSUMER EXPERIENCES
S I IS IS DS DS DS DS B B B B B B B B B B B e e e

I Note: walMart will require Blockchaipased Management and |
/-\ /_\ L Tracking for ALL Thi@art Food Suppliers by September 2020y

@v ) @ REGISTER PROCESS DELIVER @
NGO PRODUCER SUPPLIER ITEM ITEM ITEM

THE FIRST MILE

SUPERMARKET FISHMONGER REQYAURANY
. 53
: . T
) S o : : :
: < - T
PRODUCT 3 : . INFORMED
: & I CONSUMER
: . v =
] - N || M N »
. ] =) ‘
s B, é
. - =~ (G | et | IS >
PHYSICAL : ® E l - . INFORMED
2 l D 2 CONSUMER
: : : _ o Y, o ™
ITEM TRACKING
. . . . : . C . . . INTERFACE
H . . . . > . . . . . INFORMED
- : : 4 2 ; . = : H g - - - CONSUMER
DIGITAL ﬁ : g mi = RN || R D E D 3 2 :
: 2 : : v
e (51 5 2 g B B B3 B P
4 S - L 4 ;
@ ? o  ® ? ¢ @ A
GHEGK: e e e e e e e e e e e e IS S S
FROM CATCH TO CONSUMER: TRACKING TUNA ON THE BLOCKCHAIN MOVEMENT OF PHYSICAL ITEMS sevveee FLOW OF DIGITAL INFORMATION «++++++ CASCADE OF CERTIFICATION TRANSFORMATION PROCESSES

Figure 1: This chart shows how Provenance uses blockchain technology to not only permanently record certifications of supply chain data
for tuna (up through sale), but also those of the participating NGOs tasked with ensuring the catch is slavery-free. (Source: Provenance)

I - Slater Technologies | I
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Blockchain Use Evolution

Defining Blockchain

A distributed ledger technology

Blockchain is a crypto
ledger — a database ©

work in

public or private network

Biockchain technology could cut banks’
tructure costs for cros
payments, securities t'asxng, and

infras

regulatory compliance

2009-2012

« Emergence of Bitcoin
based on a paper by
Satoshi Nakamoto

e On January 3, 2009, the
Genesis block was
mined

o Experimental and
limited to cryptographic
community

e Blockchain as the
backbone of Bitcoin

Everest Group Bicckchain in BFS

August 15, 2019

a"h ¢, or encoded
ransactions in the
form of blocks arranqec in 8 chain

validated by muitiple users through
consensus mechanisms (such as
Bitcoin mining) shared across a

s-border

hcsc are

proof-of-

R:se of Brtcoun
exchanges
Mixed response to
Bitcoin as it struggles
with money laundering
and criminal activity,
but also gains
acceptance across some
online retail stores
amaong others

Rise of Bitcoin- based
startups

Bitcoin price surged to
USs2 c00

Blockchain gains
attention of financial
services firms (begins
internal trials)

©

-~ ’,
Reduce costs of
overall transactions
and IT infrastructure

irrevocable and
amper-resistant
ransactions

Reduction in systemic
risks (eliminate ¢r d.
and iquidity risks

Consensus in a variety
of transactions

201[, 2015

Blockchain, the
underlying technology
behind Bitcoin, gets
seriouvs at:ention and
investment from
financial services firms,
regulators, and VCs
Expilosion of use cases
within BFSI
Announcement of
consortiums to

accelerate adoption,
innovation, and
common standards
Banks experiment with
their varsions of
cryptocurrencies
Global service providers
and technclogy
companies put their
weight behind
Slockchain

| = Looking Beyond the Hype
A Brief Introduction to Blockchal

' %

Increased accuracy of
trade data and reduced
settiement risk

Near-ins (anta"nous

P N <:earmga—w
P settiement

2016-2017

Crossing the
chasm

o The next twWo years are
critical for Blockchain
technology to
demonstrate
sustainable value and
show adoption beyond
proofs of concept by FS
firms

e Startups backed by VC
funding and
consortiums need 1o
show resuits to justify
the large sums of
funding and/cr
investment of time and
resources

e Scalability and
throughput issues need
to be solved for the
Bicckchain technoiogy
to cross the chasm to
mainstream adoption

, Blockchain Secur

2021.8-2020

Adoption
movement

Consortiums will be
instrumental in defining
protocols and common
standards to facikitate
widespread adoption
Regulatory bodies likely
to play a key role in
facitating adopticn
while ensuring
compliance

Explosion of use cases
beyond BFS!

IT service providers
likely to accelerate
investments to build
capabilities arcund
Blockchain technology
implementation

Rise of IPOs and
Unicoms in the
Blockchain startup
ccosystem

m Favre Slater Il

e Blockchain will gain

Potential benefits of Blockchain technology for the financial services industry

“ Abdlity to store and
define ownership of any

ta"qx"'c orintangible

Improved secunty
and efficiency of
transactions

Enabling effective
meonitonng and audit
Participants, supervisors,
and regulators

ng by

2020 &
beyond

Accelerated

adoption

adoption within and
beyond BFS|, leading to
new business models at
the intersection of
advanced analhytics, 1oT,
and Blockchain

based smart contracts

e Blockchain is referenced

in two major shifts
expected to occur in the
nearest future,
according to a report by
World Economic Forum:
The first tax coliected by
government vsing the
Blockchain technology
by 2023 The second
one iz storing more than
10%6 of global gross
domestic product in
Blockchains by 2027
Banks' infrastructure
costs for cross-border
payments, securities
trading, and regulatory
compizance reduced by
USsag-20 billion a year
from 2022, according o
a recent report by
Spanish bank Santander




Blockchain Use Cases In Business

Digital Content/Documents, Storage & Delivery

G

T
BitProof, Blockcai, Ascribe, ArtPlus, Chainy.Link,
Stampery, Blocktech (Alexandria), Bisantyum,
Blockparti, The Rudimental, BlockCDN

Smart Contracts Real Estate

Otonomos, Mirror, Factom

Symbiont, New system
Technologies

Blockchain in loT App Development

e ——
-

e

2k S

Filament,
Chimera-inc.io,
ken Code — ePlug

modules in app

Proof of ownership for

development: Assembly

Non-Financial Use Cases

Authentication & Authorization Digital Identity

Q 2
mn -’
The Real McCoy, Degree of

Trust, Everpass, BlockVerify, Onename,

Trustatom

Diamonds Gold & Silver

e,

S
BitShares, Real Asset
Co., DigitalTangible
(Serica), Bit Reserve

Everledger

Network Infrastructure & APls
-
am N

& ® L4
Ethereum, Eris, Codius, NXT,
Namecoin, Colored Coins, Hello
Block, Counterparty, Mastercoin, n

Corona, Chromaway, BlockCypher

Sho Card, Uniquid,

Marketplace

\ i ’

)
Providing premium
rights & brand based
coins: MyPowers

Reviews/Endorsement

©

TRST.im, Asimov
(recruitment services),
The World Table

Other

Prediction platform:
Augur

Election Voting: Follow
My Vote

Patient Records

management: BitHealth

Currency Exchange & Remittance

ﬁ':

3 B

Coinbase (Wallet), BitPesa,
Billion, Ripple, Stellar, Kraken,
Fundrs.org, MeXBT, CryptoSigma

August 15, 2019

P2P Transfers

BTC Jam, Codius,
BitBond,
BitnPlay

{Donation),
DeBuNe (SME's
B2B transactions)

Financial Use Cases

Ride Sharing Data Storage

=)

La'zooz Storj.io,

Peernova

equityBits, Spritzle,
Secure Assets,
Coins-g,
DXMarkets,
MUNA, Kraken,
BitShares

Trading Platforms

PlayCoin,
Play(on DACx
platform),
Deckbound

A Brief Introduction to Blockchain, Blockchain Security, & Blockchain AuditiNgliam Favre Slater Il1
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Latest Blockchain News
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RealWorld Blockchain Solutions

Maersk

U.S. State Department &
CocaCola

Saudi Arabia

Overstock

Walmart

August 15, 2019

Expedite tracking of Cargo shipment Hyperledger
internationally

Reduce risk of forced labor and child labor Customized

Tracking crosborder trade Hyperledger

Business model change from online retail tc Several
investor in Blockchain and Cryptocurrency
Startups

Requiring several fresh food suppliers to us Several
Blockchain

Supply chain and logistics management Hyperledger
improvements.

https://www.ibm.com/blogs/think/2018/
11/tradelenshow-ibm-and-maerskare-
sharingblockchainrto-build-a-globat

trade-platform/

https://www.digitaltrends.com/cool
tech/cocacolablockchairforcedlabor/

https://cointelegraph.com/news/saudi
arabiacompletesibm-tradelenspilot-for-
crossborder-blockchairtrade

https://mashable.com/article/overstock
blockchaincryptocurrency/

https://cointelegraph.com/news/walmart
-requirescertainproducesuppliersto-
deploy-blockchairtechnology

https://cointelegraph.com/news/fedex
joins-hyperledgetblockchairhub-big-
implicationsfor-logistics

I Slater Technologies I
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https://cointelegraph.com/news/fedex-joins-hyperledger-blockchain-hub-big-implications-for-logistics
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Blockchain Security
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3 Important Things Business Leaders
Need to Know About Blockchain Secur:ty

A 1. Security is not just a technical problem, it is a leadership
problem

A 2. Exploitation is not just a result of attacker capabilities, but
also of developer errors

A 3. While attackers do compromise a blockchain itself, they more
commonly exploit the configuration of the technology leveraging
a blockchain

Source: Alison DeNisco Ramone, TechRepublic.com, April 18, 2019
https://www.techrepublic.com/article/how-to-secure-a-blockchain-3-things-business-leaders-need-to-know/ I ey . = . 1
Slater Technologies
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How to Secure Blockchain Applications and Infrastructur

A Build and lead Teams of experienced, dedicated workers
A Design securely

A Do code reviews and rigorous testing

Almplement securely

A Documenteverything

A Test security

A Routinely test vulnerabilities (at least quarterly)
A https://tinyurl.com/y292y3yf

A Penetration test semainnually
A https://tinyurl.com/yyadvtac

A Test and document performance
A https:/ftinyurl.com/yxpwszj7

A Do Threat Management
A Continuously review for upgrading

Slater Technologies
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How to Perform Secure Software Development for
Blockchain Applications by Design, Coding Practices, Te:
and Verification

A Experienced DApp developers

A Testdriven Development

A Code Defensively

A Code reviews, by multiple experienced developers

A Understand and remediate the weakest security points,
especially protection of private keys and sensitive data.

A Implement the tests on test net and understand exactly how the
code will behave prior to moving to main net

A Automate Smart Contract testing when possible

Slater Technologies
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Ethereum Smart Contract Security Best Practice

Ethereum Smart Contract Security Best Practices

This document provides a baseline knowledge of security considerations for intermediate
Solidity programmers. It is maintained by ConsenSys Diligence, with contributions from our
friends in the broader Ethereum community.

Where to start?

General Philosophy describes the smart contract security mindset

Solidity Recommendations contains examples of good code patterns

Known Attacks describes the different classes of vulnerabilities to avoid

Software Engineering outlines some architectural and design approaches for risk mitigation

Documentation and Procedures outlines best practices for documenting your system for
other developers and auditors

Security Tools lists tools for improving code quality, and detecting vulnerabilities
Security EIPs lists EIP's related to security issues and vulnerabilities
Security Resources lists sources of information for staying up to date

Tokens outlines best practices specifically related to Tokens.

Smart Contract Security Best Practices

https://consensys.github.io/smart-contract-best-practices/

Best Free Resources
On Smart Contract
Security
Best Practices

- Slater Technologies |
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Blockchain Auditing
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Blockchain and Auditing

A Blockchain Integrity and Security
A DApps
A Infrastructure

A Physical Security

Slater Technologies
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Concepts of Auditing the Data and
Transactions in Blockchain Data Structures

A Data should be validated and verified prior to
committing as a Blockchain transaction because once

written to the Blockchalin it

A Sample transactions shou
as successfully written to t

A Use Blockchain Logs and

August 15, 2019 A Brief Introduction to Blockchain, Blockchain Se

IBnmutable.

d be verified from the DApp
ne Blockchain.

Processing Events

Slater Technologies
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AUTOMATING THE AUDITING OF
BLOCKCHAINS AND BLOCKCHAIN
APPLICATIONS




Automating the Auditing of Blockchains and
Blockchain Applications

A In February 2018viaian, an open source tool to monitor Smart
Contracts for being Greedy, Prodigal, or Suicidal was announce

A As of April 2018, EY has Blockchain Auditing tools and
technology.

T https://www.ey.com/en dl/news/2018/04/eyannounceshlockchairaudit-technology

A As of October 2018, How Big Four Auditors Delve Into
Blockchain: PwC, Deloitte, EY and KPMG Approaches Compart

T https://cointelegraph.com/news/howbig-four-auditors-delve-into-blockchainrpwc-deloitte-ey-and-kpmagapproaches
compared

Slater Technologies
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AUTOMATING THE AUDITING OF
BLOCKCHAINS WITHIAIAN
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Maian: Auditing Smart Contracts at Scale

February 2018 Technical paper about flaws in
How Ethereum and EVM handle
Smart Contracts. Worth your time

Prodigal - Leak them
carelessly to arbitrary
users

Suicidal - Can be
killed by anyone

Greedy - Lock funds
Indefinitely

Source: Slater Technologies
https://www.reddit.com/r/Bitcoin/comments/7ys5ng/pdf _findin i ici
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EY has a new Tool, Blockchain Analyzer with the Capab
to Automate the Auditing of Blockchain Applications

The EY Blockchain Analyzer is designed to facilitate EY audit teams in gathering an organization’s entire
transaction data from multiple blockchain ledgers.
Auditors can then interrogate the data and perform analysis of transactions, reconciling and identifying

transaction outliers. The technology has been designed to support testing of multiple.
Cryptocurrencies including BitCoin, Ether, BitCoin Cash, LiteCoin, and a number of other crypto-assets
managed or traded by exchanges or asset management firms.

Slater Technologies
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Conclusion

So we covered:
A Why Blockchain Is Important?
A What Is Blockchain?

A Why Blockchain?

A Latest Blockchain News

A Blockchain Security

A Blockchain Auditing

VOICE OF BLOCKCHAIN
Navy Pir, Clicago




Trust and Transparency

The bottom line is that it's not enough to just trust in blockchain security because there
is usually more transparency than other technological data security and privacy
methods. Developers, miners and even enterprises need to look at the entire digital

ecosystem when considering security, as every single point provides savvy hackers with
a weak leak to exploit.

As blockchain investment continues to skyrocket and the crypto markets continue to
diversify — even with the recent slowdown — we will see more unigue and
sophisticated examples of cyber criminals penetrating blockchain's security veneer.
That's the paradoxical ratio of technology: for as many positive innovations that tech
brings up, there almost is an equal amount of sinister efforts to match it. The trick is to
keep discussing the threats to blockchain while also inspiring and enabling the
community to secure it.

SourceBlockchain still vulnerable to hacks despite security hype, but here are some solutions by James Nguyen.
Retrieved fromhttps://e27.co/blockchain-still-vulnerableto-hacksdespite-security-hype-but-here-are-some-solutions20190212/-

I - Slater Technologies | I
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Questions?

Rebals with a Cauga

e [Your Privacy)

’i - 0

Crypto Rebels
Revealed
Wired Magazine,
February 1993

PHIL CHAMPAGNE

FOREWORD BY JEFF BERWICK

Book of Satoshi
Collected Writings
Of Satoshi Nakamoto

SATOSHI L@J MAGNIFICENT

L VR AT
o & &

General George S. Patton
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Referenceg; 13 Free Blockchain Resources
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Designed to maximize networking opportunities and give participants real
ROI through valuable connections and information.

Annual Chicago
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Special Promotion

Only 79 GA Tickets Left w/ Discoufitwo Days, Three Stages, 200 Speakers!
The Chicago Blockchain Project discount code for $100 off is running out!
Use code: CBPDEAL to receive $100 off tickets

Buy yours todayhttps://voiceofblockchain.com

Check out all the newest additions including FINRA, CFTC, TD Ameritrade, Fidelity, anc
Deloitte at the website!

PRE Voice of Blockchain Event on August 27th at Workbox downtown! FREE!
Meet the creator of thePetro, a cryptocurrency made by the Venezuelan government.
Gabriel Jimenez escaped from Venezuela while the electricity was out across the countr
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Why Is Blockchain Important?

BELOCKCHAIN

U.S. Senate approves Blockchain Promotion Act to formally explore
opportunities for the technology

JULY 12, 2019, 3:24PM EDT

The U.5. Congress is working on legislation defining blockchain.

The Senate Commerce, Science and Transportation Committee approved the Blockchain Promotion Act, CHNET
reports. The bipartisan legislation instructs the 1.5, Department of Commerce to set up a working group to define
what “blockchain™ is.

The bill aims to create a blockchain definition an the federal level to ensure uniformity in definition among states.
Besides preparing the definition, the Blockchain Working Group will also provide recommendations on potential
applications of blockchain, including on how federal agencies could take advantage of the technology.

Members of the working group will include both governmental and non-governmental stakeholders:
representatives of Federal agencies that could benefit from blockchain as well as information and communication
technology manufacturers, suppliers, software providers, service providers, vendors, and subject matter experts.
“Blockchain is an exciting new technology with great potential and promise,” said U.5. Sen. Ed Markey, a co-

sponsor of the bill. According to Markey, the legislation would help *further understand applications for this
technology and explore opportunities for its use within the federal government.” I Slater Technologies I
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Cerf and Kahn, “A Protocol for Packet Network Intercommunication” (1974) - TCP/IP

RSA Public-key Cryptosystems (1978)

David Chaum, “Untraceable Electronic Mail, Return Addresses, and Digital
Pseudonyms” (1981)

David Chaum, “Blind Signatures for Untraceable Payments” (1983)

Cryptography
(1985)

Ralph Merkle, David Chaum,

"Protocols for public key cryptosystems” Founded Digicash (1989)
(1980)

Murray Rothbard, “The Ethics of Liberty” (1982)

CyberCash (1994)
E-gold (1996)
NSA, “How To Make a Mint" (1996)

Adam Back, HashCash, DOS counter-measure w/ proof-of-work (1997)

Nick Szabo, “Formalizing and Securing Relationships on Public Networks" (1997) -
Smart Contracts, Third part vulnerabilities

Nick Szabo, “Securing Property Titles with Owner Authority” (1998) - Timestamped database
Bit Gold (1998)

Wei Dai, “B-money” (1998) - decentralized database to record txs and using a type of proof-of-work

Timothy C. May, “The Crypto-Anarchist’s Manifesto

Phil Zimmerman, Pretty Good Privacy - PGP (1991)

S. Haber, W.S. Stornetta, "How to time-stamp a digital document,” (1991)

Cypherpunks founded in SF (1992)
by Eric Hughes, Timothy C. May and John Gilmore

Elliptic Curve Tim Berners-Lee, World Wide Web (1992)
Eric Hughes, “A Cypherpunk's Manifesto” (1993)
Timothy C. May, “The Cyphernomicon” (1994)

Bitcoin Prehistory

Bitcoin did not come out of the blue, it's not a fad

Whitfield Diffie and Martin Hellman, “New Directions in Cryptography” (1976) It's the result of 40 years of research, development and demand

Bitcoin launched,
“Chancellor on brink of second bailout for banks”
(Jan 3, 2009)

Satoshi Nakamoto,
o 1+ Bitcoin: A Peer-to-peer Electronic Cash System”
udlf (Oct 31, 2008)

Lehman Bankruptcy
(Sep 15, 2008)

Liberty Reserve
(2006)

Hal Finney, “Reusable Proof-of-work” (2004)
Bram Cohen, Bittorrent (2001)

Distributed Hash Tables (2001)

Video game currencies and markets
(era started in 2001) - demand

Many online retailer currencies in the dotcom bubble
(Beenz, Flooz, etc) (1998-2001) - demand

@Ansellindner / @btcmrkts
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Blockchain terms 2.0
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Procedure Calls) RSA encryplion sy 1o encrypl a e An Indvidual
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Sharding

SHA-256
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D Smart Contract

SHA-256 as the Proof of work

Solidity Stablecoin Stake Weighting

The detnition A functicn of Proof-of
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Source BlobalBlockchain Terms by the Blockchain Training Alliance. Slater Technologies

ttps://cdn.shopify.com/s/files/1/2137/1081/files/BTA_Global_Blockchain_Terms.pdf?2499
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The blockchain is a purely distributed peer-
to-peer data store with the following S

Transaction Transaction

properties: Owner 1's Owner 2's Owner 3's
Public Key Public Key Public Key

e Immutable

e Append-only

Cwner 0's : Owner 2's
e Ordered Signature Signature

Time-stamped s

e
Open and transparent Private Key Private Key Private Key
Secure (identification, authentication,

and authorization)

Eventually consistent

Slater Technologies
Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Gekprasg:
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When interacting with the blockchain, you
will notice how it fulfills its duties. The
quality at which the blockchain serves its

Transaction Transaction Transaction

Owner 1's Cwner 2's Owner 3's
Public Key Public Key Public Key

purpose is described by its nonfunctional
aspects:

Highly available

Cwner 0's : Owner 2's
Signature Signature

Censorship proof

&
A9

o8
Cwner1's | Owner2s | Owner 3's
Private Key Private Key Private Key

Reliable

Open

Pseudoanonymous
Secure

Resilient

Eventually consistent

Slater Technologies
Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Gekprasg:




HOW DOES BLOCKCHAIN WORK?
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Typical Blockchain Composition

Block size

A Block Header
A Block Transactions

Transaction counter

A typical block in the
blockchain

Previous block hash

Merkle Root

Version

Components
of block header

“Difficulty target

Timestamp

Nonce

Components

of a transaction list -

Number of outputs

Input transaction
Unlock scnpt (pnivate)

Script length

Previous transaction
hash

\

Version
Delay

Nur;béf of m;uts

List of mx)u'(s

—

List of outputs

—p Locking scrpt (public)

écrr[it Iénglr; 2

Amount (1_n Saloshg)'

Multiple inputs and outputs exist in the transaction list following this format

SourceBlockchain Enabled Applications: Understand the Blockchain Ecosystem and How to

Make it Work for Youby VikramDhillon, David Metcalf, Max Hooper

Slater Technologies




Creating a Block: The Blockchain MiniRgocesss

Transaction pool

o — — —

Miner

Most recent
block header

v

Block i{chdc« 3

Prnior block 1D, version, imestamp, elc

Candidate block
Transaction kst

igure 2-1.

vlified overview of the mining

SourceBlockchain Enabled Applications: Understand the Blockchain Ecosystem and How to
Make it Work for Youby VikramDhillon, David Metcalf, Max Hooper

Blockchain

I - Slater Technologies | I




Mining Principles: Proof of Work

|

’ Candidate block

Combine

Inputs to hash /" Most recent block
function "‘\. header
Updated with
each new
candidate block

/
Hash function |: )

Evaluate Hash value < Target value

No: Adjust Nonce and try
again to find a hash value
smaller than target

PoW solved,
conbase transaction
awareded to miner

Special Note: Many other Blockchains, including Ethereum, apply these same principles.

SourceBlockchain Enabled Applications: Understand the Blockchain Ecosystem and How to| I - Slater Technologies | I
Make it Work for Youby VikramDhillon, David Metcalf, Max Hooper




Mining Principles: Solving the Proof of Work

Block announced on the network
and added to the blockchain

Brute-force trials

Try with a new Nonce
Increment Nonce

"
7\

P.‘»m.n;}
difficulty

Compare the block
header to target

Previous block
header hash New block header

Candidate block

Hash functuon =

Provides new
block header

Special Note: Many other Blockchains, including Ethereum, apply these same principles.

SourceBlockchain Enabled Applications: Understand the Blockchain Ecosystem and How to| I - Slater Technologies | I
Make it Work for Youby VikramDhillon, David Metcalf, Max Hooper




Why Blockchain?

August 15, 2019 A Brief Introduction to Blockchain, Blockchain Security, & Blockchain Auditidliam Favre Slater IlI




