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New Free Blockchain Daily Newspaper:
Blockchain Matters i

A Curated Daily Web Newspaper Dedicated to Blockchain, Blockchain-related Technologies, & CryptoEconomics
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Abstract

Since Blockchain became well-known as the foundational set of
technologies that enabled the creation and operation of Bitcoin, it
has captured the attention and imagination of developers, industry
leaders, and investors. This is because as a set of technologies that
use consensus and peer-to-peer, decentralized systems, it creates
Immutable data records and enables trust and disintermediation at
scale. So what is preventing Blockchain from changing the world?

This presentation will present some of the challenges that are
preventing mass adoption of Blockchain, and some practical
solutions to those challenges.
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Agenda

What’s Holding Back Blockchain from Mass Adoption?

Topic 1: Why Blockchain?
Topic 2: Blockchain Law
Topic 3: Distributed Systems and Blockchain Security Concepts

Topic 4: Blockchain Limits and Challenges

Topic 5: How to Secure Blockchain Infrastructure and Applications

Topic 6: How to perform Secure Software Development for Blockchain applications by
design, coding practices, testing and verification

Topic 7: Blockchain and Auditing

Topic 8: How to Design and Implement a Blockchain Solution Project —an Organized
High-Level Step-by-Step Approach

Topic 9: How to Help your Organization Rapidly Ramp Up Skills and Readiness for
Blockchain Application Development
Conclusion
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TOPIC 1: WHY BLOCKCHAIN?

~ BlockchainWeekly

Shindig
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Elements in favor of a blockchain approach

constellation  © 2010-2018 Constellation Research, Inc. All rights reserved. @rwang0 #Blockchain 10
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Block chain use cases requires massive cloud
resources

Ensure
provenance of
data

Transact on

Establish trust identity

Facilitate
value

exchange

Enable smart
contracts

N

constellation  © 2010-2018 Constellation Research, Inc. Al rights reserved. @rwang0 #DisruptingDigital 12




If you are a little lost, don’t worry, here is a visual framework that will help
you assess whether a Blockchain is something you should be looking into:

Are there
Is there data Yes Yes _ | Do they trust
ivolved? ||  Multiple ™| each other?
writers?
Yes No
Is there an
Need a verifiable, easily available
immutable and Yes TTP?
time-stamped chain of
states?
Is it expensive
tousea TTP? No
Yes
No Yes
Centralized Shared TTP managed
Database Database Git Database Blockchain

Voila! You have now a framework to decide whether Blockchain technology is
worth looking into. However, your journey doesn’t end here. Once you figured

out that a decentralized solution might be suited to your problem, there are
kopp?

Source: To Blockchain or not to Blockchain? https://medium.com/causys/to-blockchain-or-not-to-blockchain-
aed05bf08150 Hats off to the author, Thomas Ferry of Causys
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Blockchain Use Evolution

Defining Blockchain
A distributed ledger technology

Blockchain is a cryptographic, or encoded
ledger — a database of transactions in the
form of blocks arranged in 3 chain. These are
validated by mwitiple users through
consensus mechanisms (such as proof-of-
work in Bitcoin mining) shared across a
public or private network.

Biockchain technoiogy could cut banks’
infrastructure costs for cross-border

payments, securities trading, and

regulatory compliance

2009-2012

Foundation
days

Emergence of Bitcoin
based on a paper by
Satoshi Nakamoto

On January 3, 2009, the
Genesis block was
mined

Experimental and
limited to cryptographic
coOmmunity

Blockchain as the
backbone of Bitcoin

v

v

2012-2014

Moving beyonc
the

Rise of Bitcoin

exchanges

» Mixed response to
Bitcoin as it struggles
with money lau *
and criminal activity,
but also gains

acceptance across some

online retail stores
among others

» Rise of Bitcoin- based
startups

e Bitcoin price surged to
USs2 coo

o Blockchain gains
attention of financial
services firms (begins
internal trials)

Potential benefits of Blockchain technology for the financial services industry

e

Reduce costs of
overall transactions
and 1T infrastructure

irrevocable and
tamper-resistant
wransactions

Reduction in systemic
risks (eliminate credit

and iiquidity risks)

~ Concensus in a variety

w: of transactions

2014-2015

Blockchain
buzz years

Blockchain, the
underlying technology
behind Bit<coin, gets
seriovs attention and
investment from
financial services firms,
regulators, and VCs
Expilosion of use cases
within BFS1
Announcement of
consortiums to
accelerate adoption,
innovation, and
common standards
Banks experiment with
their versions of
cryptocurrencies
Global service providers
and technology
companies put their
weight behind
Blockchain

e The next two years are

Abdlity to store and

define ownership of any )
tangible orintangible 1
asset

¢

ols

2016-2017

Crossing the
chasm

criticat for Blockchain
technology to
demonstrate
sustainable value and
show adoption beyond
proofs of concept by FS
firms

e Startups I;aa(ked by VC

funding a

consortiums need to
show resuits to justify
the large sums of
funding andfor
investment of time and
resources

» Scalability and

throughput issues need
to be solved for the
Bicckchain tech

to cross the chazm to
mainstream adoption

Increased accuracy of
trade data and reduced -
settiement risk

Near-instantaneous
clearing and
settiement

2021.8-2020

Adoption
movement

Consortiums will be
instrumental in defining
protocols and common
standards to facikitate
widespread adoption
Regulatory bodies likely
to play a key role in
facilitating adopticn
while ensuring
compliance

Explosion of use cases
beyond BFS!

IT service providers
likely to accelerate
investments to build
capabilities around
Blockchain technology
implementation

Rise of IPOs and
Unicoms in the
Blockchain startup
ecosystem

Fe@pﬁsﬂﬁmup Blockchain in BFS! ~ Lookinyy Bey'stid e BiBleckchain Back? - Blockchain Security & Auditing - William Favre Slater, Il

e Blockchain will gain

Improved securnty
and efficiency of
transactions

Enabling effective

meonitoning and auditing by

PArticipants, SUpernvisors,

and regulators

2020 &
beyond

Accelerated
adoption

adoption within and
beyond B8FS|, leading to
new business models at
the intersection of
advanced analytics, oT,
and Blockchain

based smart contracts

e Blockchain is referenced

in two major shifts
expected to occur in the
nearest future,
according to a report by
World Economic Forum:
The first tax collected by
gavemment vsing the
lockchain technology
by 2023 The second
one iz storing more than
10%6 of global gross
domestic product in
Blockchains by 2027
Banks' infrastructure
costs for cross-border
payments, securities
trading, and regulatory
compiance reduced by
USsas-20 billion a year
from 2022, accerding o
arecent report by
Spanish bank Santander
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Why Is Blockchain Important?

Accessible
Open source

Easily provides three challenging elements of the Parkerian Hexad model for
security:
» Authenticity

CONFIDENTIALITY
Accens b9 data s
fimed to
thate irtences

CONTROL

« Control -
-y - Secuttyotimecurtyof R TEeA T
« Utility t> o /‘ o heet
of the dets

It WORKS!

- \ ‘ m >
Business enabler gy ——.m.--.-m

todalais
’ --h-i g
* 4

Reduces risk of computer fraud
It is being widely adopted for trusted computing

Blockchain developers and architects are in great demand: Donn B. Parker
for every Blockchain professional there are 14 open positions
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Parkerian Hexad

CONFIDENTIALITY
Accens B9 data s
imfed to
thare irtendes

UTRLITY
Secunty of Imecurty of
Gata does not Nt
the practx s uwe

of the dats

AVAILABILITY

Timedy access
todelaln
awryl sured

Donn B. Parker
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TOPIC 2: BLOCKCHAIN LAW

> BlockchainWeekly

Shindig
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Blockchain & The Law

»  Blockchain establishes ownership, confirmed transactions, control, A
. ) ‘i S ok & 2 el | ,,'-‘I A
and transfer of ownership. YLOCLCKLHA \

«  Blockchain will force lawyers to understand technology better and the L AW

*  Blockchain could also make room for “smart contracts,” where assets
would be transferred automatically once certain conditions are met.

»  Blockchain could resolve disputes very directly and efficiently,
saving lawyers and their clients a great deal of work. This also could The RULE of CODE
mean the end of escrow accounts where the law firm holds onto
money and distributes funds once conditions have been met.

«  Contracts and transactions could be a logical first-step in the
blockchain adoption journey.

«  Blockchain could very well improve the effectiveness of the criminal
justice system;

« If corporations and websites agree to give law firms access to records
automatically collected through blockchain, those records could
cause new, reliable evidence to surface more quickly. Get

»  Expect that those with evidence on their side will embrace this Blockchain & the Law
concept, and others will prefer to drag their adversary through a
drawn-out process.

«  As more companies adopt Blockchain technologies and require their
third-party suppliers to adopt Blockchain technologies, expect this
requirement to be written into legally binding business contracts.

Primavera De Filippl

Aaron Wright

For more information

By Primavera De Filippi
And Aaron Wright, 2018

Source: https://www.forbes.com/sites/ianaltman/2018/06/29/blockchain-changes-business-law/#698d3605ch9f
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When Blockchains Crash, Who When Blockchains CraSh,
Can XopSuey Who Can We Sue?

Andrea Tinlanow Contributor
; Crypto & Blockchain
~ I am the Blockchain Czarina. I bring you the world of blockchain.

CRYPTOCURRE‘NC:IY

Delaware corporate law is rich in rules arising from issues of trust and

the application of fiduciary duties. Usually the rules relate to whether
the directors of a corporate board have breached their fiduciary duty
of care or loyalty to the company or shareholders. While this
framework affords directors considerable leeway to manage the
affairs of the company through a bedrock principle of Delaware law
called the business judgment rule, it also serves to deter directors .
from engaging in problematic behavior and to hold directors P u bl IS h ed Fe b rua ry 7' 20 19 at
responsible when they act carelessly or put their own interests above FO rbe S.com

those of the shareholders.

Source: https://www.forbes.com/sites/andreatinianow/2019/02/07/when-blockchains-crash-whom-can-you-sue/#760e20707775
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Blockchain & The Law

YR ANE

o

)

Nelson Rosario Ms. Puneet Bhasin
Chicago Mumbai, India
https://www.linkedin.com/in/nelsonrosario/ https://www.linkedin.com/in/advpuneetbhasincyberlawyer/

>NE |Week|y

Shindig
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TOPIC 3: DISTRIBUTED SYSTEMS AND BLOCKCHAIN
SECURITY CONCEPTS

< = BlockchainWeekly

Shindig
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CAP Theorem

Consistency

All clients see the
same view of data,
even right after
update or delete

CA
Availability

All clients can find a
replica of data, even
in case of partial
node failures

Source: https://en.wikipedia.org/wiki/CAP theorem

CP

2 Partitioning

AP The system continues
to work as expected,

even in presence of
partial network failure

BlockchainWeekly

Shindig



https://en.wikipedia.org/wiki/CAP_theorem

CAP Theorem

CAP Theorem

- - - -

- - .

Eventual
Consistency

Enforced

Consistency Tolevance to

nertwork

~ pariition

Source: https://en.wikipedia.org/wiki/CAP theorem
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CAP Theorem

__ CAP Theorem edureka!l

CAP theorem states that there are 3 basic requirements which exist in a special relation when designing
appliations for a distributed architecture.

\
»

This means that the data in the database remains consistent after o ity St
Consistency |the execution of an operation. For example after an update NoSQL databases or in fact
cpaahma!deisseeﬂlesalmdaa etoni gt s oo

"l‘hus means that the system is always on (service guarantee
\ —— ravalat:ity), no downtime.

|
§
y

Ths means that the system continues to function even the

Partition )cmmucatlon among the servers is unreliable, i.e. the servers

| felerance lmay be partitioned into multiple groups that cannot communicate
_/ vith one another.

Slide 7 Twitter @ edurekalN, Facebook /edurekzIN, use #zskEdure ke for Questions wawwvw.edureka.in

Source: Edureka.in
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CAP Theorem

CAP theorem

From Wikipedia, the free encyclopedia

In theoretical computer science, the CAP theorem, also named Brewer's theorem after computer scientist Eric Brewer, states that it is
impossible for a distributed data store to simultaneously provide more than two out of the following three guarantees:[1[2I[3]

« Consistency: Every read receives the most recent write or an error
« Availability: Every request receives a (non-error) response — without the guarantee that it contains the most recent write

« Partition tolerance: The system continues to operate despite an arbitrary number of messages being dropped (or delayed) by the
network between nodes

In particular, the CAP theorem implies that in the presence of a network partition, one has to choose between consistency and availability.
Note that consistency as defined in the CAP theorem is quite different from the consistency guaranteed in ACID database transactions.

Source: https://en.wikipedia.org/wiki/CAP theorem
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CAP Theorem

No distributed system is safe from network failures, thus network partitioning generally has to be tolerated. In the presence of a partition,
one is then left with two options: consistency or availability. When choosing consistency over availability, the system will return an error or
a time-out if particular information cannot be guaranteed to be up to date due to network partitioning. When choosing availability over
consistency, the system will always process the query and try to return the most recent available version of the information, even if it

Explanation [edit]

cannot guarantee it is up to date due to network partitioning.

In the absence of network failure — that is, when the distributed system is running normally — both availability and consistency can be
satisfied.

CAP is frequently misunderstood as if one has to choose to abandon one of the three guarantees at all times. In fact, the choice is really

between consistency and availability only when a network partition or failure happens; at all other times, no trade-off has to be made.[4I[®]

Database systems designed with traditional ACID guarantees in mind such as RDBMS choose consistency over availability, whereas
systems designed around the BASE philosophy, common in the NoSQL movement for example, choose availability over consistency. /6l

The PACELC theorem builds on CAP by stating that even in the absence of partitioning, another trade-off between latency and

consistency occurs.

History [edit]

According to University of California, Berkeley computer scientist Eric Brewer, the theorem first appeared in autumn 1998.[61 |t was
published as the CAP principle in 199971 and presented as a conjecture by Brewer at the 2000 Symposium on Principles of Distributed
Computing (PODC).8l In 2002, Seth Gilbert and Nancy Lynch of MIT published a formal proof of Brewer's conjecture, rendering it a

theorem "]

In 2012, Brewer clarified some of his positions, including why the often-used "two out of three" concept can be misleading or misapplied,
and the different definition of consistency used in CAP relative to the one used in ACID.[®]

A similar theorem stating the trade-off between consistency and availability in distributed systems was published by Birman and Friedman
in 1996.1°] The result of Birman and Friedman restricted this lower bound to non-commuting operations.

Source: https://en.wikipedia.org/wiki/CAP theorem
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Blockchain Security Threats and Vulnerabilities
& Remediations (A Short List - Part 1)

Threat or Description Remediation Comment(s)
Vulnerability

Threat 51% Attack Securely design, implement, monitor, Happened to Bitcoin in June

maintain, test & upgrade. 2014.
http://tinyurl.com/y5malrxc

Threat Sybil Attack Securely design, implement, monitor, Need better education and
maintain, test & upgrade. experience.

Vulnerability Bad Private Key Management Understand & Securely manage private Need better education and
keys. tools.

Vulnerability Centralization Understand the CAP Theorem and Need better education.
Decentralization. Design and implement
accordingly.

Vulnerability Scalability Securely design, implement, monitor, Need better education and
maintain, test & upgrade. experience.

Vulnerability Network Security Securely design, implement, monitor, Need better education.

maintain, test & upgrade.

Vulnerability Smart Contracts — Coding errors Securely design, implement, monitor, Need better education and
maintain, test & upgrade. experience.

Vulnerability Smart Contracts — Configuration Securely design, implement, monitor, Need better education and
Errors maintain, test & upgrade. experience.

Vulnerability Blockchain & Smart Contracts - Use Secure Development practices, and Need better education and
Inexperience experienced developers and testers. experience.

February 27,2019 What's Holding Blockchain Back? - Blockchain Security & Auditing - William Favre Slater, 111
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Blockchain Security Threats and Vulnerabilities
& Remediations (A Short List - Part 2)

Threat or Description Remediation Comment(s)

Vulnerability

Vulnerability Reentrancy Securely design, implement, monitor, maintain, ~ See Mastering Ethereum,
test & upgrade. Code reviews & Audits. Chapter 9.

Vulnerability Unexpected Ether Securely design, implement, monitor, maintain, ~ See Mastering Ethereum,
test & upgrade. Code reviews & Audits. Chapter 9.

Vulnerability DELEGATECALL Securely design, implement, monitor, maintain, ~ See Mastering Ethereum,
test & upgrade. Code reviews & Audits. Chapter 9.

Vulnerability Default Visibilities Securely design, implement, monitor, maintain, ~ See Mastering Ethereum,
test & upgrade. Code reviews & Audits. Chapter 9.

Vulnerability Entropy lllusion Securely design, implement, monitor, maintain, ~ See Mastering Ethereum,
test & upgrade. Code reviews & Audits. Chapter 9.

Vulnerability External Contract Referencing Securely design, implement, monitor, maintain, ~ See Mastering Ethereum,
test & upgrade. Code reviews & Audits. Chapter 9.

Vulnerability Short Address / Parameter Attack  Securely design, implement, monitor, maintain,  See Mastering Ethereum,
test & upgrade. Code reviews & Audits. Chapter 9.

Vulnerability Unchecked CALL Return Value Securely design, implement, monitor, maintain, ~ See Mastering Ethereum,
test & upgrade. Code reviews & Audits. Chapter 9.

Vulnerability Race Conditions / Front Running Securely design, implement, monitor, maintain, ~ See Mastering Ethereum,
test & upgrade. Code reviews & Audits. Chapter 9.
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Blockchain Security Threats and Vulnerabilities
& Remediations (A Short List - Part 3)

Threat or Description Remediation Comment(s)

Vulnerability

Vulnerability Denial of Service Securely design, implement, monitor, maintain, ~ See Mastering Ethereum,
test & upgrade. Code reviews & Audits. Chapter 9.

Vulnerability Block Timestamp Manipulation Securely design, implement, monitor, maintain, ~ See Mastering Ethereum,
test & upgrade. Code reviews & Audits. Chapter 9.

Vulnerability Constructions with Care Securely design, implement, monitor, maintain, ~See Mastering Ethereum,
test & upgrade. Code reviews & Audits. Chapter 9.

Vulnerability Uninitialized Storage Pointers Securely design, implement, monitor, maintain, ~ See Mastering Ethereum,
test & upgrade. Code reviews & Audits. Chapter 9.

Vulnerability Floating Point and Precision Securely design, implement, monitor, maintain, ~ See Mastering Ethereum,
test & upgrade. Code reviews & Audits. Chapter 9.

Vulnerability Transaction Origin Authentication  Securely design, implement, monitor, maintain,  See Mastering Ethereum,
test & upgrade. Code reviews & Audits. Chapter 9.

Vulnerability Contract Libraries Securely design, implement, monitor, maintain, ~ See Mastering Ethereum,
test & upgrade. Code reviews & Audits. Chapter 9.

Threat Shor’s Algorithm (Using Stronger, better encryption, perhaps Closer than you think

Quantum Computing) Quantum Cryptography.
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Once hailed as 0
unhackable, 51% Attack

blockchains are now on Ethereum
getting hacked Classic -

More and more security holes are appearing in cryptocurrency

and smart contract platforms, and some are fundamental to the J a n u a ry 2 O 1 9

way they were built.
by Mike Orcutt  February 19,2019

arly last month, the security team at Coinbase noticed
something strange going on in Ethereum Classic, one of the
cryptocurrencies people can buy and sell using Coinbase’s

popular exchange platform. Its blockchain, the history of all its

transactions, was under attack. Source: MIT Review, Mike Orcutt, February 19, 2019

https://www.technologyreview.com/s/612974/once-
An attacker had somehow gained control of more than half of the hailed-as-unhackable-blockchains-are-now-getting-
network’s computing power and was using it to rewrite the transaction hacked/

history. That made it possible to spend the same cryptocurrency more
than once—known as “double spends.” The attacker was spotted pulling
this off to the tune of $1.1 million. Coinbase claims that no currency was
actually stolen from any of its accounts. But a second popular exchange,
Gate.io, has admitted it wasn’t so lucky, losing around $200,000 to the

attacker (who, strangely, returned half of it days later).

Just a year ago, this nightmare scenario was mostly theoretical. But the
1in Security & Auditing - William Favre Slater, Il 29

so-called 51% attack against Ethereum Classic was just the latest in a
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Top Web Application & Software Vulnerabilities
The Story in 2019

FIGURE 23: 20 MOST COMMON VULNERABILITY CATEGORIES

Information Leakage
Cryptographic Issues

Code Quality

CRLF Injection

Cross-Site Scripting (XSS)
Directory Traversal
Insufficient Input Validation
Credentials Management

SQL Injection 27.5%
Encapsulation 19.9%
Time and State 19.4%

13.7%
12.3%
10.9%
9.5%
9.0%

Command or Argument Injection
API| Abuse

Untrusted Initialization

Session Fixation

Potential Backdoor

Race Conditions 8.1%

Code Injection 7.9%

Error Handling 7.7%
Untrusted Search Path 6.9%

Percent of Applications
Source: Veracode SOSS Volume 9, n=25,790

Source: https://www.veracode.com/sites/default/files/pdf/resources/ipapers/state-of-software-security-volume-9/index.html
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TOPIC 4: BLOCKCHAIN LIMITS AND CHALLENGES

| BlockchainWeekly

Shindig
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Technical Limitations

The most important technical limitations of
the blockchain are:

e Lack of privacy

¢ The security model
¢ Limited scalability
e High costs

¢ Hidden centrality
e Lack of flexibility

e (Critical size

>NE |Week|y

Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Germany: Apress. DN - ey
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Technical Limitations

Table23-1. Technical Limitations of the
Blockchain and Their Reasons

Technical Conflict Fundamental
Limitati E ionali

Lack of Transparency |Reading the history of
privacy VS. privacy transaction data

Lack of Security vs. |Writing transaction
scalability |speed data to the data store

chainWeekly

Shindig

Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Germany: Apress.
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Limits and Challenges

« Scalability
» Performance (Bitcoin — 600 seconds / block; Ethereum, 14 to 17 seconds / block)
« Security, especially with user wallets

» Weaknesses in the technologies, i.e. deployment of bad contracts, can cause very
expensive blunders and loss of confidence and reputation

» Finding the right people to develop DApps and manage the technologies
* Resistance to change

» Anti-trust issues (Norton Rose Fulbright):

— Does blockchain allow for improper information sharing and facilitate collusion among
competitors?

— Do blockchain standards and rules create or enhance market power by favoring one or
several industry participant(s) over others?

— Does a permissioned blockchain amount to a concerted refusal to deal?
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TOPIC 5: HOW TO SECURE BLOCKCHAIN
INFRASTRUCTURE AND APPLICATIONS
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Topic 5: How to Secure Blockchain
Infrastructure and Applications

« Build and lead Teams of experienced, dedicated workers
* Design securely

* Implement securely

« Document everything

 Test security
— Routinely test vulnerabilities (at least quarterly)
* https://tinyurl.com/y292y3yf

— Penetration test semi-annually
* https://tinyurl.com/yya4vtac
— Test and document performance
* https://tinyurl.com/yxpwszj7

Do Threat Management |
»  Continuously review for upgrading - BlockchainWeekly

Shindig
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TOPIC 6: HOW TO PERFORM SECURE SOFTWARE
DEVELOPMENT FOR BLOCKCHAIN APPLICATIONS

BY DESIGN, CODING PRACTICES, TESTING AND

VERIFICATION

% BlockchainWeekly

Lo———y—0

Shindig
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Topic 6: How to Perform Secure Software
Development for Blockchain applications by
Design, Coding practices, Testing and
Verification

« Experienced DApp developers
« Test-driven Development
» Code reviews, by multiple experienced developers

« Understand and remediate the weakest security points,
especially protection of private keys and sensitive data.

* Implement the tests on test net and understand exactly how the
code will behave prior to moving to main net

« Automate Smart Contract testing when possible

_ | Blockchai WELEN)Y

Shindig
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CASE STUDIES

< ::Z BlockchainWeekly
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Case Study 1

 Timeframe: November 2017

 Location: User devops199 somewhere on the
Ethereum Blockchain

 Topic: Placement in Production of flawed Smart
Contract

e Results: Loss of over $150 million
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$150,000

9 mmmm  js/src/contracts/snippets/enhanced-wallet.sol

000 bug

Show comments View w

l{i act Wal L A 5
// constructor is given number of sigs required to do protected // constructor is given number of sigs required to do protected
"onlymanyowners" transactions "onlymanyowners" transactions
/f as well as the selection of addresses capable of confirming // as well as the selection of addresses capable of confirming
them. them.
function initMultiowned(address[] _owners, uint _required) { function initMultiowned(address([] _owners, uint _required) internal
{
m_numwners = _owners. length + 1; m_numOwners = _owners.length 1
m_owners[1] = uint(msg.sender); m_owners [1
m_ownerIndex [uint(msg.sender)] = 1; % [uint{msg.sender)] = 1
=23 a8 7 +1 a ract WalletLibrary
}
// constructor - stores initial daily limit and records the present // constructor - § ial daily limit and records the present
day's index. day's index.
function initDaylimit(uint _limit) { function initDaylimit(uint _limit) internal {
m_dailyLimit = _limit; m_dailyLimit = _limit;
m_lastDay = today(); m_lastDay = today();
}
% 2 1

m_spentToday = @; m_spentToday = @;

/ throw unless the contract is not yet initialized.
modifier only_uninitialized { if (m_numOwners = @) throw; _; }
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TOPIC 7: BLOCKCHAIN AND AUDITING

< = BlockchainWeekly

Shindig
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Topic 7: Blockchain and Auditing

Blockchain Integrity and Security
DAppS
Infrastructure

Physical Security




Concepts of Auditing the Data and
Transactions in Blockchain Data Structures

 Data should be validated and verified prior to
committing as a Blockchain transaction because once
written to the Blockchain it Is immutable.

« Sample transactions should be verified from the
DApp, to as successfully written to the Blockchain.

&> BlockchainWeekly
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Automating the Auditing of Blockchains
and Blockchain Applications

* In February 2018, Maian, an open source tool to monitor Smart Contracts
for being Greedy, Prodigal, or Suicidal was announced.

« As of April 2018, EY has Blockchain Auditing tools and technology.
— https://www.ey.com/en_gl/news/2018/04/ey-announces-blockchain-audit-
technology
« As of October 2018, How Big Four Auditors Delve Into Blockchain: PwC,
Deloitte, EY and KPMG Approaches Compared

— https://cointelegraph.com/news/how-big-four-auditors-delve-into-blockchain-
pwc-deloitte-ey-and-kpmag-approaches-compared

S ' Blockcha \Weekly

Shindig

February 27, 2019 What's Holding Blockchain Back? - Blockchain Security & Auditing - William Favre Slater, 11| 45


https://www.ey.com/en_gl/news/2018/04/ey-announces-blockchain-audit-technology
https://cointelegraph.com/news/how-big-four-auditors-delve-into-blockchain-pwc-deloitte-ey-and-kpmg-approaches-compared

Auditing Smart Contracts at Scale

Finding The Greedy, Prodigal, and Suicidal Contracts at Scale

Ivica Nikolic
School of Compuring, NUS
Singapore

Prateek Saxena
School of Computing, NUS
Singapore

Abstract

Smart contracts—stateful executabke objects hosted on
blockchains like Fthereum—carry billions of dollars
waorth of coins and cannot be updated once deploved. We
present a new systematic characterization of a class of
trace vulnerabilities, which result from analyzing mul-
tiple imvocations of a contract over its lifetime. We fo-
cus attention on three example properties of such trace
vulnerabilities: finding contracts that either lock funds
indefinitely, leak them carelessly to arbitrary users, or
can be killed by anyone. We implemented MAIAN, the
first tool for precisely specifying and reasoning about
trace properties, which employs inter-procedural sym-
bolic analysis and concrete validator for exhibiting real
exploits. Our analysis of nearly one million contracts
flags 34, 200 (2,365 distinct) contracts vulnerable, in 10
seconds per contract.  On a subset of 3,759 contracts
which we sampled for concrete validation and manual
analysis, we reproduce real exploits at a true positive rate
of 9%, vielding exploits for 3, 686 contracts. Our tool
finds exploits for the infamous Parity bug that indirectly
locked 200 million dollars worth in Ether, which previ-
ous analyses faiked to capture.

1 Introduction

Cryptocurrencies feature a distributed protocol for a set
of computers to agree on the state of a public kdger

Aashish Kolluri
School of Computing, NUS
Singapore

llya Sergey
Universiry College London
United Kingdom

Aquinas Hobor

Yale-NUS College and School of Computing, NUS

Singapore

purpose applications. Contracts are programs that run on
blockchains: their code and state is stored on the ledger,
and they can send and meceive coins. Smart contracts
have been popularized by the Ethereum blockchain. Re-
cently, sophisticated applications of smart contracts have
arisen, especially in the area of token management due
to the development of the ERC20 token standard. This
standard allows the uniform management of custom Lo-
kens, enabling, e.g.. decentralized exchanges and com-
plex wallets. Today, over @ million smart contracts oper-
ate on the Ethereum network, and this count is growing.

Smart contracts offer a particularly unigue combina-
tion of security challenges. Omnce deployed they can-
not be upgraded or patched.' unlike traditional con-
sumer device software. Secondly, they are written in a
new ecosystem of languages and runtime environments,
the de facto standard for which is the Ethereum Virtual
Machine and its programming language called Solidity.
Contracts are relatively difficult to test. especially since
their runtimes allow them to interact with other smart
contracts and external off-chain services; they can be in-
voked repeatedly by transactions from a large number of
users. Third, since coins on a blockchain often have sig-
nificant value, attackers are highly incentivized to find
and exploit bugs in contracts that process or hold them
directly for profit. The attack on the DAO contract cost
the Ethereum community 360 million US; and several
more recent ones have had impsact of a similar scale

[1].

T phin sl s et o ek o

February 2018 Technical paper
about flaws in

How Ethereum and EVM handle
Smart Contracts. Worth your time.

Prodigal - Leak them carelessly
to arbitrary users

Suicidal - Can be killed by
anyone

Greedy - Lock funds Indefinitely

Source: https://www.reddit.com/r/Bitcoin/comments/7ys5nag/pdf finding the greedy prodigal and suicidal/
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Auditing Smart Contracts at Scale

Finding The Greedy, Prodigal, and Suicidal Contracts at Scale

5.4 Summary and Observations

The symbolic execution engine of MAIAN flags 34,200
contracts. With concrete validation engine or manual in-
spection, we have confirmed that around 97% of prodi-
gal, 97% of suicidal and 69% of greedy contracts are true
positive. The importance of analyzing the bytecode of
the contracts, rather than Solidity source code, is demon-
strated by the fact that only 1% of all contracts have
source code. Further, among all flagged contracts, only
181 have verified source codes according to the widely

Prodigal - Leak them
carelessly to arbitrary users

Suicidal - Can be killed by
anyone

Greedy - Lock funds
Indefinitely

Inv. depth Prodigal Suicidal Greedy
1 131 127 682
2 156 141 682
3 157 141 682
4 157 141 682

Table 2: The table shows number of contracts flagged
for various invocation depths. This analysis is done on a
random subset of 25,000-100, 000 contracts.

used platform Etherscan, or in percentages only 1.06%,
0.47% and 0.49%, in the three categories of prodigal,
suicidal, and greedy, respectively. We refer the reader to
Table 1 for the exact summary of these results.

Furthermore, the maximal amount of Ether that could
have been withdrawn from prodigal and suicidal con-
tracts, before the block height BH, is nearly 4,905 Ether,
or 5.9 million US dollars'® according to the exchange
rate at the time of this writing. In addition, 6,239 Ether
(7.5 million US dollars) is locked inside posthumous
contracts currently on the blockchain, of which 313 Ether
(379,940 US dollars) have been sent to dead contracts af-
ter they have been killed.

Finally, the analysis given in Table 2 shows the num-
ber of flagged contracts for different invocation depths
from 1 to 4. We tested 25, 000 contracts being for greedy,
and 100,000 for remaining categories, inferring that in-
creasing depth improves results marginally, and an invo-
cation depth of 3 is an optimal tradeoff point.

7 Conclusion

We characterize vulnerabilities in smart contracts that
are checkable as properties of an entire execution trace
(possibly infinite sequence of their invocations). We
show three examples of such trace vulnerabilities, lead-
ing to greedy. prodigal and suicidal contracts. Analyzing
970,898 contracts, our new tool MAIAN flags thousands
of contracts vulnerable at a high true positive rate.

Bottom Line: three to four percent of the smart contracts on Ethereum’s blockchain still contain trace vulnerabilities, according to the

researchers’ new analysis methodology.

Sources: https://www.reddit.com/r/Bitcoin/comments/7ys5na/pdf finding the greedy prodigal and suicidal/

and https://bitsonline.com/singapore-research-ethereum/
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Auditing Smart Contracts at Scale

Finding The Greedy, Prodigal, and Suicidal Contracts at Scale

Opacity Is Hampering Ethereum Security

Another interesting point raised in the paper is the unavailability of smart
contract source code for Ethereum smart contracts, estimating the number at
only one percent of the 970 thousand contracts they analyzed.

Fixing serious security vulnerabilities at scale requires peer review, and the
culture of propriety on the Ethereum network forced the research team to
directly analyze EVM bytecode instead of the sources to complete their research.
Were the source code for these contracts more available and reviewed, Trace
Vulnerabilities on Ethereum may not have proliferated in the first place.

-- O'Ham, T. (2018). Singapore Research Team Codifies 3 new Ethereum VM
Vulnerabilities. An article published at Bitsonline.com on February 21, 2018.
Retrieved from https://bitsonline.com/singapore-research-ethereum/ on
February 27, 20109.

Bottom Line: three to four percent of the smart contracts on Ethereum’s blockchain still contain trace vulnerabilities, according to the

researchers’ new analysis methodology.

Sources: https://www.reddit.com/r/Bitcoin/comments/7ys5na/pdf finding the greedy prodigal and suicidal/
and https://bitsonline.com/singapore-research-ethereum/
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MAIAN

<« (&2 % S W itps://github.com/MAIAN-tool /MAIAN e %) 0 ® lin

Pull requests Issues Marketplace Explore

MAIAN-tool / MAIAN ®© Watch~ 24 W Star | 217 ¥ Fork 53

<> Code Issues 13 Pull requests 4 Projects 0 Wiki Insights

MAIAN: automatic tool for finding trace vulnerabilities in Ethereum smart contracts

P 14 commits ¥ 2 branches © 0 releases 22 2 contributors gfs MIT
Branch: master v New pull request Create new file Upload files = Find file
% ivicanikolicsg fixed issues Latest commit ab387el on Mar 19, 2018
i tool fixed issues 10 months ago
E) LICENSE Create LICENSE 11 months ago
[E) README.md mior 11 months ago
B gui-maian.png imgs 11 months ago
[E) maian.png imgs 11 months ago

README.md

Source https://github.com/MAIAN-tool/MAIAN
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MAIAN

«Maian

The repository contains Python implementation of Maian -- a tool for automatic detection of buggy Ethereum smart contracts
of three different types: prodigal, suicidal and greedy. Maian processes contract's bytecode and tries to build a trace of
transactions to find and confirm bugs. The technical aspects of the approach are described in our paper.

Evaluating Contracts

Maian analyzes smart contracts defined in a file <contract file> with:

1. Solidity source code, use -s <contract file> <main contract name>
2. Bytecode source, use -bs <contract file>

3. Bytecode compiled (i.e. the code sitting on the blockchain), use -b <contract file>
Maian checks for three types of buggy contracts:

1. Suicidal contracts (can be killed by anyone, like the Parity Wallet Library contract), use -c @
2. Prodigal contracts (can send Ether to anyone), use -c 1

3. Greedy contracts (nobody can get out Ether), use -c 2

For instance, to check if the contract ParityWalletLibrary.sol given in Solidity source code with WalletLibrary as main
contract is suicidal use

% python maian.py -s ParitylWalletlibrary.sol Walletlibrary -c @

Source https://github.com/MAIAN-tool/MAIAN
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[ ] Compiling Solidity contract from the file example_ contracts/Pari!yﬁalletLibrary $0) oo
[ ] Connecting to PRIVATE blockchain ouptychain

[ ] Deploying contract .... 1dd : Bx9ES34236ABF2288a7864C6A1ATAALCHIBDAS

[ ] Contract code length on the blockchain : 16538 : Ox6060604052680436106101105760

[ ] Contract address saved in file: . rov ¢

[ ] Check if contract is SUICIDAL

[ ] Contract address : Bx9ES36236ABF2288a7864LCHA1ATaALCDIBDLGL3BS

[ ] Contract bytecode : 606060405626004361061011d576000357c0180000000000000. ..
[ ) Bytecode length : 16528

[ ] Blockchain contract: True

[ ] Debug : False

[ ) Search with call depth: 1
[ ] Search with call depth: 2

111111111212131111111111
1112222222222222222222222122222222222222222222212222

[-] Suicidal vulnerability found

The following 2 transaction(s) will trigger the contract to be killed:

~Tx[1] :e4bdcfeb 20ROROCRCRRRDACRRCEERRARNDORCRCRAANDORCRECA0RNDRRRCRRRA0DRORRER4LE PORRRARRBARADRR
aepeoesenecrehppoeRERRORRRORRRRRRRRORRRRERRRRRO0E CRRADEDRRGRERRANRRREARRNRRRRRRERARRADORGRRRRRRDRRER
eppapaascenee

~Tx[2] :cbf@bece

The transactions correspond to the functions:
-initwallet(address{],uint256,uint256)
~-kill(address)

[ ] Confirming suicide vulnerability on private chain ... ..... tx(®) mined ........ tx(1) mined
Confirmed ! The contract is_suicidal !

To get the full list of options use python maian.py -h

Source https://github.com/MAIAN-tool/MAIAN
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MAIAN

For GUI inclined audience, we provide a simple GUI-based Maian.
given below

GUI

Use python gui-maian.py to startit. A snapshot of one runis

" 1
MALAN 1.0 - + X
Type of contract code Run
& Solidity source code Contract name  WalletLibrary F Check on Pradigal
' Bytecode source F Check on Suicidal START
C Bytecode compiled B Check on Greedy
A Check on PRODIGAL =
Vulnerability found
Vulnerability confirmed
(see the log below)
Check on SUICIDAL
wse modifiens onlyowner [just own cwred) or Vulnerability found
snlymaryownersihash), whereby the same hash must be provided —
Vulnerability confirmed
ke il (see the log below)
efare the
Check on GREEDY
agm oldity “0.4% 2 —
R Not vulnerable v
contsact WalletEvents | _ o - o .
this contract only has six types of events: it can accept a
in which case ) et
the contract to be killed
cwener xnd operation (hash) Aloagside i i
sddees et i
dress owmer, bytes32 ¢ .
0000
some others ae in the case of an oy S
event OwnerC hal dress obd Owner, address rewOwner )
everd CranerAdd ri3 newOhwner -
= } e
inetWalketia
- kally adedrean)
Settings
[ ] Confirmeng saicide vulnerabality on private chain tx[0] miped
5 i (1] e
Max function invocations b 1] mined
Condirrmed ! The contract s suicidal !
Solver timeout (msec) 10000 ﬂ

To keep MAIAN free and up to date, consider donating Ether to our account: Oxfd03b29b5c 2018788 36a3b357 1835 1adf2414206

Source https://github.com/MAIAN-tool/MAIAN
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MAIAN

Supported Operating Systems and Dependencies

Maian should run smoothly on Linux (we've checked on Ubuntu/Mint) and MacOS. Our attempts to run it on Windows have
failed. The list of dependencies is as follows:

1. Go Ethereum, check https://ethereum.github.io/go-ethereum/install/

2. Solidity compiler, check http://solidity.readthedocs.io/en/develop/installing-solidity.htm|
3. Z3 Theorem prover, check https://github.com/Z3Prover/z3

4. web3, try pip install web3

5. PyQt5 (only for GUI Maian), try sude apt install python-pyqt5

Important

To reduce the number of false positives, Maian deploys the analyzed contracts (given either as Solidity or bytecode source) on
a private blockchain, and confirms the found bugs by sending appropriate transactions to the contracts. Therefore, during the
execution of the tool, a private Ethereum blockchain is running in the background (blocks are mined on it in the same way as
on the Mainnet). Our code stops the private blockchain once Maian finishes the search, however, in some extreme cases, the
blockchain keeps running. Please make sure that after the execution of the program, the private blockchain is off (i.e. top does
not have geth task that corresponds to the private blockchain).

License

Maian is released under the MIT License, i.e. free for private and commercial use.

Source https://github.com/MAIAN-tool/MAIAN
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TOPIC 8: HOW TO DESIGN AND IMPLEMENT A
BLOCKCHAIN SOLUTION PROJECT — AN ORGANIZED
HIGH-LEVEL STEP-BY-STEP APPROACH

- BlockchainWeekly

e Shindig
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Overview of Ethereum

Smart
Contracts

Private Keys

ethereum & »

Control 3l cts
Transaction: \
User From: Previous Block/Transaction Output \
:W-MHMM-MUW: To: New Recipient Address
Client | \ 1F36aY 4640 HKIRGSADINTIATDASEY
ien X 1511 AFpUPUESYSEthMicvOloVepVRWSeSq Signed by Key .
Network achleves ® Network Nodes [ \\ or.o
consensus on current Carry all network transmissions | \ .
blockchain q\\\\ DAPPs X v Baas
NN Dececentralised
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e @ Exchange
\ N\ e
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Fig. 6. Ethereum framework elements, modified from [39, p.16]

Source: https://www.researchgate.net/publication/315619465_ A_more_pragmatic_Web 30 Linked Blockchain_Data

February 27,2019

What's Holding Blockchain Back? - Blockchain Security & Auditing - William Favre Slater, 111

55


https://www.researchgate.net/publication/315619465_A_more_pragmatic_Web_30_Linked_Blockchain_Data

Ethereum DApp Architecture

BLOCKCHAIN |

BACK END

FRONT END
QTQUICK HTML CsSS

Fig. 11. Ethereum Architecture [52]

Source: https://www.researchgate.net/publication/315619465 A _more_pragmatic_Web_30_Linked_Blockchain_Data
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HTML/CSSUavascript
Web3js

...................................................

EVM - Elthereum Vinual Maching

|
Block 1 —»Block 2 L&ewa —»Block 4

|

Blockchan

Ethereum Dapp - Instance 1

Replaces the databaseicache and server code

HTMUCSSavascript
Web3js

High-Level
DApp
Architecture

...................................................

EVM - Ethereum Virtual Machine

Block | —»Block2 —» Block3 —»Biock 4

Figure 4.1: High-level DApp architecture, Source: Ma-

hesh Murthy, medium.com

Source: Ethereum Smart Contract Development by Mayukh Mukhopadhyay
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Web3.js Tech Stack

MIST BROWSER

DECENTRALIZED APPLICATIONS

SWARM WHISPER EVM
(STORAGE) (MESSAGING) (CONSENSUS)
HARDWARE CLIENTS
INTERNET

Figure 2.4: Web 3.0 tech stack for Ethereum, Source: Ethereum stack exchange
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Web Apps and DApps - Compared

Web 2.0 Web 3.0
|Serverbased

architecture)

sese [Serverless
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Google
Play
Store

Mist
Browser

iTunes
=
Apple
s Backward
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S &=« P compatibility
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DApp Development Steps

Analysis

1 . An aIyS I S Identify the entities involved, their roles and types of interactions

. between them (e.g. contract owner, users, devices)
2. Design
3. Implementation

Design

Model the entity attributes as state variables and interactions
between them as functions. Also capture the dependencies and
constraints

Implementation

Implement the contracts (including state variables, functions,
modifier and events) in a higher-level languages such as Solidity
For Dapp, also implement the front-end (HTML and CSS) and
backend (Javascript).

Source: Blockchain Applications: A Hands-on Approach by Arsheep Bahga and Vijay Madisetti




DApp Development Steps Campaign Owner
— Analysis - Example

Creates campaign
Checks Campaign status

Crowdfunding
Campaign

Fund campaign

Campaign backers

Source: Blockchain Applications: A Hands-on Approach by Arsheep Bahga and Vijay Madisetti




DApp Development Steps —
Design - Example

Campaign Owner

e address public owner; } & T T

uint public backers; e  Creates campaign

uint public deadline; .- & Checks Campaign status
string public campaignStatus; .

bool ended;

uint public goal;

uint public amountRaised;

e  struct Backer {address addr; uint amount;} |
e mapping (uint => Backer) backers; | Crowdfunding

777777 Campaign

. Fund campaign

Campaign backers

e  Crowdfunding(uint_deadline, uint_goal) 4,
e  checkGoalReached ()
e  fund()

Source: Blockchain Applications: A Hands-on Approach by Arsheep Bahga and Vijay Madisetti




DApp Development Steps —
Implementation - Example

(Example Business Case:
Crowdfunding Application)

Contract Crowdfunding

Cfea(‘jes Transaction: Create Create
:vr\]/ns Externally Owned Contract contract
Account . .
e uint deadline
e uint goal .
Check if .
crowd- .
funding g
goal is .
Y -~ Transaction: reached _
| checkGoalReached () v
EOAs .
send .
transactions
) Fund
Transaction: fund () campaign
—> EOAs >
e value

State Variables

struct Backer {address addr; uint amount;}
address public owner;

uint public backers;

uint public deadline;

string public campaignStatus;

bool ended;

uint public goal;

uint public amountRaised;

mapping (uint => Backer) backers;

Functions

Crowdfunding(uint_deadline, uint_goal)
checkGoalReached ()

fund()

destroy()

Modifiers
onlyOwner()

Events

Deposit (address_from,uint_amount)
Refund (address_to,uint_amount)

Source: Blockchain Applications: A Hands-on Approach by Arsheep Bahga and Vijay Madisetti




BLOCKCHAIN APPLICATION TEMPLATES

< BlockchainWeekly

Shindig
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Blockchain Application Templates

Contract owner

Creates
and
owns

== »

Contract

Users

Many-to-One
Calls and
Externally Owned Transactions
Account (EOA) >
Account Address
Account Keys
Ether Balance
Calls and
Transactions
EOAs P

State Variables

Functions

Modifiers

Events

Some Current Examples

Source: Blockchain Applications: A Hands-on Approach by Arsheep Bahga and Vijay Madisetti

Crowdfunding
Event Registration
Voting

Name Registration




Blockchain Application Templates

Many-to-One for IoT Applications

Contract owner

Calls and Contract
Externally Owned Transactions

—_—) Account (EOA)

State Variables

Functions
Calls and
Transactions .
Modifiers < loT Device
veers Events

Calls and

Transactions
—> EOAs —>

Some Current Examples

e  Solar charging stations
. Smart switch

Source: Blockchain Applications: A Hands-on Approach by Arsheep Bahga and Vijay Madisetti




Blockchain Application Templates
Many-to-One for Financial Applications

Contract owner

Calls and
Transactions

EOA
A 4
Contract
Calls and Calls and
Transactions i )
Users State Variables Transactions Users
\
Functions
|- 4l
—> EOAs EOAs
Modifiers
Roles
Roles Events e  Buyer
. Seller . Consumer
. Producer *  Verifier
. Creator

Some Current Examples

. Product sales
e  Stock photos
. Document verification

Source: Blockchain Applications: A Hands-on Approach by Arsheep Bahga and Vijay Madisetti




Blockchain Application Templates

Many-to-Many or Peer-to-Peer

Party B
Party A N Contract
2. Initiate 5. Validate
contract _ contract
—P State Variables <
3. Authorize 6. Authorize
%, account account >
% R, A’s Trading Functions B’s Trading
OO(//)/)O’ Account > »  Account
‘ 8. Settlement . 7. Settlement
< Modifiers <
Events

Some Current Examples

e  Call option
e Interest rate swap

Source: Blockchain Applications: A Hands-on Approach by Arsheep Bahga and Vijay Madisetti




View - User app

Simple Blockchain
AP rendering the view Application MOdEI

Model and controller:
Consensus-dependent

Application
specific logic

API layer for blockchain-level access

Blockchain \
Features:

Immutable records
Timestamps

Consensus on transactions

Source: Blockchain Enabled Applications: Understand the Blockchain Ecosystem and How to
Make it Work for You by Vikram Dhillon, David Metcalf, Max Hooper
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Example .Of d i A I Application layer (E-Fast)
Blockchain-based

N
Application
— Blockchain layer
l l A A
E. A
M— . Resource management layer (XtremWeb-HEP)
~— Data A 4
Description of task repository Scheduler
Buyer and on-chain address
of the dataset
After a task is assigned torunon a
container, the worker downloads the dataset

Distributed cloud

Source: Blockchain Enabled Applications: Worker
Understand the Blockchain Ecosystem and
How to Make it Work for You by Vikram
Dhillon, David Metcalf, Max Hooper

Container Container
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TOPIC9: HOW TO HELP YOUR ORGANIZATION
RAPIDLY RAMP UP SKILLS AND READINESS FOR
BLOCKCHAIN APPLICATION DEVELOPMENT

{0

BlockchainWeekly

Shindig
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The Required Skills for a
Blockchain Development Staff

Blockchain Developer Skill Set

Top 30 Co-occurring IT Skills

For the & months to 12 July 2018, Blockchain Developer job roles required the fellowing IT skills in order of popularity. The figures
indicate the abzelute number co-cccurrences and ag a proportion of all permanent job ads featuring Blockehain Developer in the job

title.

10

11

12

13

13

14

397 (100.00%)
200 (50.38%)
184 (46.35%)
168 (42.32%)
151 (38.04%)
146 (36.78%)
142 (35.77%)
139 (35.01%)
134 (33.75%)
125 (31.459%)
123 (30.98%)
122 (30.73%)
118 (25.72%)
118 (29.72%)

115 (28.97%)

February 27,2019

Blockchain
Finance
JavaScript
Mode.js
Ethereum
Bitcoin

SQL
Cryptocurrency
Java

MNoSQL

Git (software)
React

Test Automation

GitHub

Front End Development

15

16

17

18

19

20

21

21

22

23

24

24

25

25

26

111 (27.96%)
107 (26.95%)
106 (26.70%)
104 (26.20%)
101 (25.44%)
98 (24.63%)
93 (23.43%)
93 (23.43%)
92 (23.17%)
88 (22.17%)
85 (21.41%)
85 (21.41%)
84 (21.16%)
84 (21.16%)

77 (19.40%)

Smart Contracts
Solidity

Linux
Angularls
Docker

Redis

MySQL

Banking
Amazon AWS
HTML

Telecoms
PostgreSQL
Agile Software Development
ES6

Css
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Additional Required Skills for a
Blockchain Development Staff

« Web3.js

* DApp development

« Ul and UX Design and Testing Skills

* Deep understanding of compiled code, Gas, and the Ethereum Virtual Machine (EVM)
« Secure coding

» Defensive coding

» Egoless Programming

+ Stringent Code Reviews

. LNJetdworfing_ f Protocol And don’t forget
. p|gn?]risngn 19 OT FIOIOEET PROJECT MANAGEMENT &
« Requirements PROGRAM MANAGEMENT!

» Technical Specifications and Writing

* Design

» Architecture — Infrastructure, Data, and Security
« Testing — Testing — Testing

« Simulation

« Troubleshooting

3lockchainWeekly

Shindig
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Roadmap to "Blockchain" Your IT Organization: How to Help Your IT Staff Go from
Square One to Competence & Dominance in Blockchain Technologies

Preparation Orientation

:
)

Learn the
Terminology and
Concepts.

Perform a
Baseline Skills
Inventory and

Assessment

Blockchain

—————» Introduction and

Orientation

Review Real-

—————p»] World Use Cases

and Applications

Read Papers & Join
Blockchain Meetup

' Groups, and other
Blockchain-related

Organizations like
www.isoc-bsig.org

Analyze your initial

Baseline your

Perform Gap

Remediate Skills
Gap with

Perform Detailed

Create a
Blockchain

Blockchain Needs > Capabilities P| Analysis of Needs > Consultants, p| Requirements |———»| Solution Design
and Requirements p versus Capabilities Training, and/or Analysis Based on the
Mentoring Detailed Analysis
Prepare and Implement a
Select the Type of . Val|da§e the » | Prototype a Proof Validate the Add Additional . | Test, Validate, and
; P| Blockchain DApp > — Features to the > X
Blockchain of Concept DApp DApp Prototype Publish Results
Development solution DApp Prototype
Environment
Identify the Create a Blockchain Create an Implement the Test and Optimize
Perform Detailed Appropriate Sg:;sdn;ejlgn g?;lfg:s?;?t;ﬁz Blockchain DApp the DApp for Optimal
Requirements  f—————pp] Blockchain — P . . —p| gram Solution based on the —————»| Performance, and
) . Detailed Analysis and Blockchain Dapp Implementation Validate against
Analysis Solutions the Appropriate DApp Solution based on the ple € ag
Template Template Design Diagram Requirements

Review Lessons

Learned from )

Previous Tracks or
DApps

Focus on Implementing
Techniques to Optimize

the Analysis, Design, _> in the Blockchain _> Implementation based on

Testing and
Implementation

Incorporate the use of
Agile/Scrum and DevOps

Solution Development
Lifecycle

Perform Analysis, Design
Testing and

Previous Experience and
Lessons Learned

Test and Optimize
the DApp for Optimal
Performance, and
Validate against
Requirements &
Publish Results

Continue
Continuosly

February 27, 2019
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The Blockchain Implementation Roadmap

Learn where Inventory use Assess how Prioritize use
@ and when cases address- well use cases cases based
blockchain ing business leverage block- on framework
USE CASE makes sense challenges chainstrengths  and select 1-3
Use case -~ Viability: Expected return ﬁ
evaluation - Feasibility: Ability to deliver
framework - Desirability: Alignment with business PROOF OF
CONCEPT
Retrospective Build and Select the Develop Define the
to confirm value test the proof blockchain functional minimum viable
and identify of concept technology and technical ecosystem (MVE),
new challenges iteratively stack architecture onboard team

@ Phases in
the agile

Discover Design BUild® Review

rkflo
SCALE Y
Develop Expand MVE Pilot blockchain Design roll-out Industrialize
operating by creating solution in live strategy and technology stack
models and or joining production integrate with and engage
governance consortiums environment legacy systems regulators if
needed
Consortia (® Membership -- --~ Leadership {G} Institutionalize
success . operating
factors $ Funding ----- -=- Governance » structure

Source; Deloitte analysis. Deloitte Insights | Deloitte.com/insights
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CONCLUSION

< ::Z BlockchainWeekly

Shindig
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So we covered:

Conclusion

Why Blockchain?

Blockchain Law

Distributed Systems and Blockchain Security Concepts 4
Blockchain Limits and Challenges

How to Secure Blockchain Infrastructure and Applications

How to perform Secure Software Development for Blockchain ,
applications by design, coding practices, testing and verification

Blockchain and Auditing

How to Design and Implement a Blockchain Solution Project —
an Organized High-Level Step-by-Step Approach

How to Help your Organization Rapidly Ramp Up Skills and
Readiness for Blockchain Application Development

—



From James Nguyen COnClUSiOn

February 12, 2019

Trust and Transparency

The bottom line is that it's not enough to just trust in blockchain security because there
is usually mare transparency than other technological data security and privacy
methods. Developers, miners and even enterprises need to look at the entire digital
ecosystem when considering security, as every single point provides savvy hackers with
a weak leak to exploit.

As blockchain investment continues to skyrocket and the crypto markets continue to
diversify — even with the recent slowdown — we will see more unique and
sophisticated examples of cyber criminals penetrating blockchain's security veneer.
That's the paradoxical ratio of technology: for as many positive innovations that tech
brings up, there almost is an equal amount of sinister efforts to match it. The trick is to
keep discussing the threats to blockchain while also inspiring and enabling the

community to secure it.

Source: Blockchain still vulnerable to hacks despite security hype, but here are some solutions by James Nguyen. Retrieved from
https://e27.co/blockchain-still-vulnerable-to-hacks-despite-security-hype-but-here-are-some-solutions-20190212/ -
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QUESTIONS
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S
V BlockchainWeekly

Shindig
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Questions?

SATOSHI} L@J MAGNIFICENT

Tl S M T R
LT I T L

Errmum: Faadil
ey b e W

Rebals with a Cauga

e [Your Privacy)

+ ¢
: | eaic cuameacne | | READ YOUR BOOK!
_ 3 == & b

FOREWORD BY JEFF BERWICK
Crypto Rebels Book of Satoshi General George S. Patton
Revealed Collected Writings

Wired Magazine, Of Satoshi Nakamoto

February 1993

V - BlockchainWeekly

Snindio
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Dedication

» This work is dedicated with love, W gt ?g
admiration, gratitude, and great Fans ro r NN
respect to James P. Jarnagin bl —
(January 25, 1935 — December 2,
2018), the man who was my
Mentor and Father-figure since

March 1985. He is one the

7 222
r ’

O W\ P
';‘\} "\\.

s 5
(7 (o

‘4

i S

—

l|'|l I W:/“vjjh

biggest reasons for my career ...Aﬁ;;; g - y
success and personal success. &‘ Y =y I !‘. !!.mm

What | owe him can never be
repaid.

October 2015

June 1994




Special Thanks To
Chicago’s Best Blockchain Buddies:

disruption

JOE

Joe Hernandez
Co-Founder of the
Chicago Blockchain Project

Hannah Rosenburg
Co-Founder of the
Chicago Bitcoin and Open
Blockchain Meetup

5.3,

BITCOIN AND OPEN BLOCKCHAIN

ILLINOIS INSTITUTE‘"}-
OF TECHNOLOGY

February 27, 2019 What's Holding Blockchain Back? - Blockchain Security & Auditing - William 83
Favre Slater, IlI



Special Thanks To:

Vitalik Buterin
Inventor of Ethereum
@VitalikButerin on
HTwitter
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312-758-0307
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williamslater@gmail.com
http://billslater.com/interview
1515 W. Haddon Ave., Unit 309
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United States of America
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