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THE INTERNET IN 2019
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The Internet is a Huge and Global Place
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Every Continent and Country Is Connected
24 x 7

Notes: 1) Satellite connections are omitted here.  2) Due to totalitarian policies, the governments 
of 23 countries did temporarily shut down the Internet for their Citizens this year.
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Modern 
Version of 
aŀǎƭƻǿΩǎ 

Hierarchy of 
Needs
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2018 - What 
Happens on 
The Internet 

in 60 
Seconds?
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2019 - What 
Happens on 
The Internet 

in 60 
Seconds?
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What 
Happens 
on 
The 
Internet 
in One 
Second?
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Digital Around the World - 2018
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Digital Around the World - 2019
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The 100 
Biggest 

Websites 
on the 

Internet
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SECURITY ςWHAT IS IT EXACTLY?
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What Is Security?

ÅDefinitions

ï{ŜŎǳǊƛǘȅ ƛǎ ŘŜŦƛƴŜŘ ŀǎ άǘƘŜ ǉǳŀƭƛǘȅ ƻǊ ǎǘŀǘŜ ƻŦ ōŜƛƴƎ 
secureτǘƻ ōŜ ŦǊŜŜ ŦǊƻƳ ŘŀƴƎŜǊέ 

ïSecurity is often achieved by means of several 
strategies undertaken simultaneously or used in 
combination with one another

ÅSpecialized areas of security

ïPhysical security, operations security, 
communications security, and network security
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²Ƙŀǘ Lǎ {ŜŎǳǊƛǘȅΚ όŎƻƴǘΩŘΦύ

ÅInformation security

ïThe protection of information and its critical 
elements (confidentiality, integrity and 
availability), including the systems and hardware 
that use, store, and transmit that information

ÅThrough the application of policy, technology, and 
training and awareness programs

ÅPolicy, training and awareness programs and 
technology are vital concepts

October 8, 2019 CyberLaw & CyberForensics - William Favre Slater, III 16



CNSS Security Model

Figure 1-1 Components of  Information security

Source: Course Technology/Cengage LearningOctober 8, 2019 CyberLaw & CyberForensics - William Favre Slater, III 17



/b{{ {ŜŎǳǊƛǘȅ aƻŘŜƭ όŎƻƴǘΩŘΦύ

ÅC.I.A. triangle 
ïConfidentiality, integrity, and availability 

ïHas expanded into a more comprehensive list of 
critical characteristics of information

ÅNSTISSC (CNSS) Security Model 
ïAlso known as the McCumber Cube

ïProvides a more detailed perspective on security

ïCovers the three dimensions of information 
security
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/b{{ {ŜŎǳǊƛǘȅ aƻŘŜƭ όŎƻƴǘΩŘΦύ

Åb{¢L{{/ {ŜŎǳǊƛǘȅ aƻŘŜƭ όŎƻƴǘΩŘΦύ

ïOmits discussion of detailed guidelines and 
policies that direct the implementation of controls

ïWeakness of this model emerges if viewed from a 
single perspective

ÅNeed to include all three communities of interest
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/b{{ {ŜŎǳǊƛǘȅ aƻŘŜƭ όŎƻƴǘΩŘΦύ

Figure 1-2 CNSS security Model

Source: Course Technology/Cengage Learning 
(adapted from NSTISSI No. 4011)
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McCumber Cube Security Model

Figure 1-2 CNSS security Model

Source: Course Technology/Cengage Learning 
(adapted from NSTISSI No. 4011)
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Key Concepts of 
Information Security

ÅConfidentiality 

ïThe characteristic of information whereby only those 
with sufficient privileges may access certain 
information

ÅMeasures used to protect confidentiality

ïInformation classification

ïSecure document storage

ïApplication of general security policies

ïEducation of information custodians and end users
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Key Concepts of 
LƴŦƻǊƳŀǘƛƻƴ {ŜŎǳǊƛǘȅ όŎƻƴǘΩŘΦύ

ÅIntegrity 

ïThe quality or state of being whole, complete, and 
uncorrupted 

ÅInformation integrity is threatened 

ïIf exposed to corruption, damage, destruction, or 
other disruption of its authentic state

ÅCorruption can occur while information is 
being compiled, stored, or transmitted 
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Key Concepts of 
LƴŦƻǊƳŀǘƛƻƴ {ŜŎǳǊƛǘȅ όŎƻƴǘΩŘΦύ

ÅAvailability

ïThe characteristic of information that enables user 
access to information in a required format, 
without interference or obstruction

ïA user in this definition may be either a person or 
another computer system

ïAvailability does not imply that the information is 
accessible to any user

ÅImplies availability to authorized users
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Key Concepts of Information Security 
όŎƻƴǘΩŘΦύ

ÅPrivacy

ïInformation collected, used, and stored by an 
organization is to be used only for the purposes 
stated to the data owner at the time it was 
collected

ïPrivacy as a characteristic of information does not 
signify freedom from observation

ÅMeans that information will be used only in ways 
known to the person providing it
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Key Concepts of Information Security 
όŎƻƴǘΩŘΦύ

ÅIdentification
ïAn information system possesses the 

characteristic of identification when it is able to 
recognize individual users 

ïIdentification and authentication are essential to 
establishing the level of access or authorization 
that an individual is granted

ÅAuthentication 
ïOccurs when a control proves that a user 

possesses the identity that he or she claims
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Key Concepts of Information Security 
όŎƻƴǘΩŘΦύ

ÅAuthorization

ïAssures that the user has been specifically and 
explicitly authorized by the proper authority to 
access, update, or delete the contents of an 
information asset

ïUser may be a person or a computer

ïAuthorization occurs after authentication
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Key Concepts of Information Security 
όŎƻƴǘΩŘΦύ

ÅAccountability 

ïExists when a control provides assurance that 
every activity undertaken can be attributed to a 
named person or automated process 
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Parkerian Hexad

ÅConfidentiality

ÅIntegrity

ÅAvailability

ÅControl

ÅAuthenticity

ÅUtility

Donn B. Parker

Donn B. Parker
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²ƘŀǘΩǎ ²ǊƻƴƎ ǿƛǘƘ LƴŦƻǊƳŀǘƛƻƴ {ŜŎǳǊƛǘȅ 
and How to Fix It

ÅVideo Lecture by DonnB. Parker
Åhttp://www.youtube.com/watch?v=RW9hOBCSy0g

Donn B. Parker
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CYBERCRIME
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2019 Global 
Cybersecurity 

vs. 
Projected 

Cybercrime in 
2021
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2019 
Annual 
GDPs By 
Country
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Comparing 
Traditional 
Crime 
and 
Cybercrime

October 8, 2019 CyberLaw & CyberForensics - William Favre Slater, III 35



10 Reasons 
Why 

Cybersecurity 
Should Be 
Your Top 
Priority in 

2019
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Cybercrime 
Facts & 
Statistics
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2018 Cybercriminal Shopping List
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6 Ways Cybercriminal Get Your Information

October 8, 2019 CyberLaw & CyberForensics - William Favre Slater, III 39



Most Small 
Businesses Have 
Been Cybercrime 

Victims
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Numbers of Cybercrime Victims
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The Dark 
Web
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The Deep 
Web Vs. The 
Dark Web
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THE INTERNET IS A HUGE PLACE
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The Deep Web Vs. The Dark Web

THE DEEP WEB AND THE DARK WEB ARE 
NOT THE SAME THING.

THE DEEP WEB HAS HARD-TO-FIND 
DATA AND INFORMATION THAT IS 

EITHER NOT NORMALLY INDEXED BY 
THE SEARCH ENGINES LIKE GOOGLE, 

BING, AND YAHOO, OR IT IS JUST VERY 
DIFFICULT TO FIND.

THE DARK WEB IS USUALLY FOR 
CYBERCRIMINALS AND SICK PEOPLE 

WANT TO DO BAD THINGS.
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The Dark 
Web
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The Dark Web

ÅLǘΩǎ ŀƴ evil place

ÅThe domain of the cybercriminal

ÅEverything is for sale, especially your sensitive 
data

ÅSoftware Exploit kits are for sale for Cyber 
attacks

ÅAppeals to people with sick minds

ÅRequires a Tor Browser

ÅCryptocurrency is the coin of the realm
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The Dark Web Example ςSilk Road
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The Dark Web 
ςJust When 
You Think It 
/ƻǳƭŘƴΩǘ DŜǘ 

Worse
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Cybercrime Pays Well
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ñIf something is free, youôre 

not the customer; youôre the 

product.ò

Bruce Schneier

Cybersecurity Researcher & Author

2016

Data and Goliath: The Hidden Battles 

to Collect Your Data and Control Your 

World

"You have zero privacy anywayé Get over it.ò

-- Scott McNealy

Former chief executive officer of Sun Microsystems

1999
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The Problem
Å ά5ŀǘŀ Lǎ ¢ƘŜ bŜǿ hƛƭέ

ï In 2006, the top five companies were Oil Companies
ï Since 2015, the top five companies have been Data Companies

Å The Internet was not designed to be secure.
Å Privacy, especially digital privacy, has become increasing 

difficult to achieve in the 21st Century.
Å If we access and use the Internet and Smart Phones, we 
ŀǊŜ ǳƴǿƛǘǘƛƴƎƭȅ άƭŜŀƪƛƴƎ ŘŀǘŀέΦ

Å Companies like Google, Facebook, Twitter, LinkedIn and 
thousands of others are harvesting (and selling) data about 
us when we use their services.

Å Data brokerage firms such as Acxiom, Epsilon, Lotame, and 
Spokeo, etc., are buying, processing and categorizing our 
data and selling to other companies that in turn make 
decisions as important as hiring and firing of people.

Å Thousands of Data Breaches in the last few years, 
especially with entities like Equifax, Target, Anthem, Home 
Depot, OPM have exposed our PII at an unprecedented 
rate.

Å Bad actors misuse our data to hack accounts and steal
identify, money, etc. and put it out for sale on the Dark 
Web, where people can buy it.
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Historic 
Security 

Breaches ς
Part 1
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Historic 
Security 

Breaches ς
Part 2
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Historic 
Security 

Breaches ς
Part 3
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According 
to the FBI 
in 2019

Å The Biggest Internet-based 
Crimes Are:

1. Ransomware Attacks

2. Business E-Mail 
Compromise (BEC)

3. Identity Theft
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According to the FBI in 2019
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According to the FBI in 2019
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Business E-Mail 
Compromise ς
Most Common 
Subject Lines 
Used to Trick 

Victims

October 8, 2019 CyberLaw & CyberForensics - William Favre Slater, III 61



2018 
Identity 
Fraud 
Trends
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Identity Theft

Source: https://brandongaille.com/22-incredible-internet-identity-theft-statistics/
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Chinese Hacker Espionage Problem Disclosed 
by Mandiant Report ςFebruary 19, 2013

Å A new report from Mandiantimplicates a 
unit of the People's Liberation Army of 
China in the theft of terabytes of data 
from 141 organizations since 2006. 

Å URLs: 
http://intelreport.mandiant.com/Mandia
nt_APT1_Report.pdf

Å http://www.cyberwarzone.com/resource
s-mandiant-apt1-chinas-cyber-
espionage-units-report

Å http://www.economist.com/blogs/babba
ge/2013/02/chinese-cyber-
attacks?fsrc=nlw|newe|2-20-
2013|5066680|37961765|
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Screenshot from the Norse Cyber Attack Map Showing Recent Cyberattacks

December 2014
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Report: Cyber Threats to National 
Security (2012)

Å My former employer, CACI, working 
with the U.S. Naval Institute, has co-
produced a free new report on 
Cybersecurity and Asymmetric 
Threats.  It is an excellent 40-page 
report that defines the dimensions 
and threats associated with 
cybersecurity, the implications on a 
national security level and 
recommendations for future steps to 
secure cyberspace in the U.S.  The 
information about the report, as well 
as links  the executive summary and 
the full version, can be found at this 
link:

Å http://www.caci.com/announcement/asym5.shtml
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Some Other Current and Future 
Cybersecurity Trends and Dangers to 

Keep Us Awake at Night

Internet of Things:
which will add over 

50 billion new 
devices by 2021.  
Yes ςyour TV and 

other home devices 
are watching and 

recording you.

Massive 
proliferation & use 
of SmartPhones:

which now 
comprises well over 
50 user connected 
Internet devices.

DeepFakes:which 
include Artificial 

Intelligence (AI) to 
use pictures, 

documents, and 
sound to deceive 

and commit 
cybercrimes.

AI, Big Data, and 
Machine Learning:

which are now 
being used by 

Cybercriminals to 
perfect the speed, 

accuracy, and 
effectiveness of 
cyberattacks.

Cyberattack 
Automation: which 
is now being used 

by Cybercriminals to 
perfect the speed, 

accuracy, and 
effectiveness of 
cyberattacks.

Botnets: which are 
comprised of 

multiple programs 
running on 

computers that are 
controlled by one or 

a few command 
control programs.  
These can be from 

thousands to 
millions of 

programs, and can 
and have caused 
damage and/or 

disruption on a scale 
where they shut 

down the Internet in 
one or more 
countries. 
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THE LAWS AND EXAMPLES OF 
LAWBREAKERS
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Compliance with Laws, Regulations 
and Policies
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Why Compliance Management, Safety 
and Security? And Why Now?

Å Teaching people about 
hardware and software 
without emphasizing safety, 
security, and compliance 
with laws and regulations 
would be irresponsible and 
unethical.

Å It would be like teaching 
you to drive a car and not 
mentioning things like 
Safety, State  Driving Laws, 
and the Rules of the Road.

Image Source: http://www.tellusdetroit.com/local/student-driver.html
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The Cycle of 
Compliance Management

Jacobs, S. (2011). Engineering Information Security, New York, NY: IEEE Press.
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Three Key Principles 

ÅWe live in a Nation of Laws with which the 
citizens and visitors must comply.

ÅIgnorance of the Law is no excuse for 
breaking the Law.

ÅDura Lex, SedLex

ïό[ŀǘƛƴ ŦƻǊ ά¢ƘŜ [ŀǿ ƛǎ IŀǊǎƘΣ ōǳǘ ƛǘ ƛǎ ǘƘŜ [ŀǿΦέύ
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Two Kinds of Laws

ÅCriminal Laws

ïFederal

ïState (and also City Ordinances)

ÅCivil Laws (Tort Law)

ïFederal

ïState

ïLocal (i.e. City Ordinances)
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Criminal and Civil Legal Actions Compared

Factor Criminal Civil

Plaintiff The State (Public Sector) Private and nonprofit interests

Prosecutor The People The Victim

Main Purpose Punishment of the guilty Regress ofinjury

Investigation By or on behalf of the State By the victim, or agentsof the 
victim

Sanctions Jail, prison
Fines
Specific correctiveactivity

Corrective action or behavior

Conviction Beyonda reasonable doubt Preponderance of evidence

Appeals Possible by a defendant Possible by either party

Source: McCrie, R. D. (2007). Security Operations Management, second edition. Burlington, MA: Elsevier.
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Criminal and Civil Legal Actions 
Compared

Source: McCrie, R. D. (2007). Security Operations Management, second edition. Burlington, MA: Elsevier.

ÅάCǳƴŘŀƳŜƴǘŀƭ ŘƛŦŦŜǊŜƴŎŜǎ ŜȄƛǎǘ ōŜǘǿŜŜƴ ŎǊƛƳƛƴŀƭ ŀƴŘ ŎƛǾƛƭ 
litigation.  A defendant may be sued criminally, civilly, or both, 
in which case different plaintiffs will bring charges.  Private 
sector investigations normally serve the interests of plaintiffs 
and defendants in civil litigation.  However, private 
investigators may be hired by the government, when 
indicated, to collect evidence on behalf of the public sector in 
criminal cases and administrative issues (McCrieΣ нллтύΦέ
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US. Criminal Justice System
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