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THE INTERNET IN 2019
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The Internet is a Huge and Global Place

e S —— = m—— ]
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Every Continent and Country Is Connected
24 x 7

Notes: 1) Satellite connections are omitted here. 2) Due to totalitarian policies, the governments
of 23 countries did temporarily shut down the Internet for their Citizens this year. ‘Slater Technologies
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Modern
Version of

Maslow’s
Hierarchy of
Needs

BASIC
HUMAN
NEEDS

Self-actualization

Crealivity,
Problem Solving,
Authenticity, Spontaneity

Esteem

Self-Esteem, Confidence,
Achievement

Social needs
Friendship, Family

Safety and Security

Physiological needs (survival)
Air, Shelter, Water, Food, Sleep, Sex

INTERNET
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2 0 1 8 This Is What Happens In An
Internet Minute
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eBay gets an average
of $680 worth of
transactions

Amazon gets an

average of 2488881
$34OO worth Of Emails
transactions
35,069
4,86,]" ]2 New active of I,ntemet traffic
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Digital Around the World - 2018

~w8 DIGITAL AROUND THE WORLD IN 2018

2018 KEY STATISTICAL INDICATORS FOR THE WORLD'’S INTERNET, MOBILE, AND SOCIAL MEDIA USERS
TOTAL INTERNET ACTIVE SOCIAL UNIQUE ACTIVE MOBILE
POPULATION USERS MEDIA USERS MOBILE USERS SOCIAL USERS

7.593 L.021 3.196 5.135 2.958

BILLION BILLION BILLION BILLION BILLION

URBANISATION: PENETRATION: PENETRATION: PENETRATION: PENETRATION:

55% 53% 42% 68% 39%

SOURCES: —’ODULAT\ON UNITED NATIONS; U.S. CENSUS BUREAU; INTERNET: INTERNETWORLDSTATS; ITU; EUROSTAT; INTERNETLIVESTATS; CIA WORLD FACTBOOK; MIDEASTMEDIA.ORG;
FACEBOOK; GOVERNMENT OFFICIALS; REGULATORY HLITI ORITIES; REPUTABLE MEDIA; SOCIAL MEDIA AND MOBILE SOCIAL MEDIA: FA (_,[D]K TENCENT; VKONTAKTE; KAK, ; DING; Hootsulte c‘r
TECHRASA; SIMILARWE B KEPIOS ANALYSIS; MOBILE: GSMA INTELLIGENCE; GOOGLE; ERICSSON; KEPIOS ANALYSIS. NOTE: PENETRATION FIGURES ARE FOR TOTAL POPULATION (ALL AGES)

ocial

Slater Technologies |

October 8, 2019 CyberLaw & CyberForensics - William Favre Slater, Il



Digital Around the World - 2019

DIGITAL AROUND THE WORLD IN 2019

| 2m9 THE ESSENTIAL HEADLINE DATA YOU NEED TO UNDERSTAND GLOBAL MOBILE, INTERNET, AND SOCIAL MEDIA USE

TOTAL UNIQUE INTERNET ACTIVE SOCIAL MOBILE SOCIAL
POPULATION MOBILE USERS USERS MEDIA USERS MEDIA USERS

7.676 5.112 4388 3.484 3.256

BILLION BILLION BILLION BILLION BILLION
URBANISATION: PENETRATION: PENETRATION: PENETRATION: PENETRATION:
56% 67% 57 % 45% 42%

° N SR AMORRES MBS sy CIALMEDIA RATFORMS o L_\_ Hootsuite are.
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How People Use the Internet

Internet users say they spend about 6.5 hours a day online. What do they do there?

They have fun:
Netflix has About
125m @ 1m
subscribers, people

They send information
L/ ¢ and updates to friends
and colleagues:

NETFLIX | @y — |=—=| 269bn
about 55% : are always e — emails are
of whomare watching sent and
international. ! Twitch. A received
2018 data | it
They run errands: They pursue education: They keep in touch with
Online education old friends "'d.“""‘
According to o is worth PO S
one survey \ $1 6 5 b i
) v
42% w and is projected 202bn
of global to reach people
respondents say they are monthly
paid a bill using their - s275 bn active users
mobile device. by 2022. on Facebook.
Source: Business Insicer; Global Web Ingex; Nielsen; Recode; Reuterss: Statista WQrId
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SECURITY — WHAT IS IT EXACTLY?

I - Slater Technologies I
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What Is Security?

e Definitions

— Security is defined as “the quality or state of being
secure—to be free from danger”

— Security is often achieved by means of several
strategies undertaken simultaneously or used in
combination with one another

e Specialized areas of security

— Physical security, operations security,
communications security, and network security

I Slater Technologies I




What Is Security? (cont’d.)

* Information security

— The protection of information and its critical
elements (confidentiality, integrity and
availability), including the systems and hardware
that use, store, and transmit that information

* Through the application of policy, technology, and
training and awareness programs

* Policy, training and awareness programs and
technology are vital concepts

I Slater Technologies I




CNSS Security Model

Information
security

Network
security

Management of

! _ _ Policy
information security

Computer & data security

| Slater Technologies |
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CNSS Security Model (cont’d.)

* C.I.A. triangle
— Confidentiality, integrity, and availability

— Has expanded into a more comprehensive list of
critical characteristics of information

e NSTISSC (CNSS) Security Model

— Also known as the McCumber Cube
— Provides a more detailed perspective on security

— Covers the three dimensions of information
security

I Slater Technologies I




CNSS Security Model (cont’d.)

e NSTISSC Security Model (cont’d.)

— Omits discussion of detailed guidelines and
policies that direct the implementation of controls

— Weakness of this model emerges if viewed from a
single perspective
* Need to include all three communities of interest

I Slater Technologies I




CNSS Security Model (cont’d.)

‘ed\“d\oq'l
‘ ?0\'\0!-%
Confidentiality Confidentiality _—
Integrity Integrity "
Availability Availability —
>
Storage  Processing Transmission Storage  Processing Transmission
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McCumber Cube Security Model
McCumber Cube Model

Information States

CRITICAL INFORMATION
CHARACTERISTICS
STANSVIN ALIIND3S

I Slater Technologies |
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Key Concepts of
Information Security

e Confidentiality

— The characteristic of information whereby only those
with sufficient privileges may access certain
information

 Measures used to protect confidentiality
— Information classification
— Secure document storage
— Application of general security policies
— Education of information custodians and end users

I Slater Technologies I




Key Concepts of
Information Security (cont’d.)

* Integrity

— The quality or state of being whole, complete, and
uncorrupted

* Information integrity is threatened

— If exposed to corruption, damage, destruction, or
other disruption of its authentic state

e Corruption can occur while information is
being compiled, stored, or transmitted

I Slater Technologies I




Key Concepts of
Information Security (cont’d.)

* Availability

— The characteristic of information that enables user
access to information in a required format,
without interference or obstruction

— A user in this definition may be either a person or
another computer system

— Availability does not imply that the information is
accessible to any user

* Implies availability to authorized users

I Slater Technologies I




Key Concepts of Information Security
(cont’d.)

* Privacy

— Information collected, used, and stored by an
organization is to be used only for the purposes
stated to the data owner at the time it was

collected
— Privacy as a characteristic of information does not
signify freedom from observation

* Means that information will be used only in ways
known to the person providing it

I Slater Technologies I




Key Concepts of Information Security
(cont’d.)

e |dentification

— An information system possesses the
characteristic of identification when it is able to
recognize individual users

— Identification and authentication are essential to
establishing the level of access or authorization
that an individual is granted

e Authentication

— Occurs when a control proves that a user
possesses the identity that he or she claims

I Slater Technologies I




Key Concepts of Information Security
(cont’d.)

e Authorization

— Assures that the user has been specifically and
explicitly authorized by the proper authority to
access, update, or delete the contents of an
information asset

— User may be a person or a computer
— Authorization occurs after authentication

I Slater Technologies I




Key Concepts of Information Security
(cont’d.)

* Accountability

— Exists when a control provides assurance that
every activity undertaken can be attributed to a
named person or automated process

I Slater Technologies I




Parkerian Hexad

* Confidentiality "‘
* Integrity

. Availability
* Control ‘

°® A u t h e n t i C i ty Elements of Information Secu@risrmh;ﬁ::t?iti:
[ ] [ ]
e Utility

Donn B. Parker
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What’s Wrong with Information Security
and How to Fix It

* Video Lecture by Donn B. Parker
o http://www.youtube.com/watch?v=RW9hOBCSy0g

Donn B. Parker

| Slater Technologies |
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http://www.youtube.com/watch?v=RW9hOBCSy0g

CYBERCRIME

| Slater Technologies |
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\

‘EVIL

INTERNET

i\.

‘“"l i 4 U

What'’s in an internet minute? According to data from RisklQ and threat
researchers around the world, a lot of evil.

2018 COST OF CYBER CRIME

TOTAL COST

£4$600 BILLION'
[©] $1,138,888/mlnute
© $171,233 /minute

spend by business on
information security?

@ Globally, for large businesses
affected, the average cost was

3“.7 MlLLlON/year’

@ Ranging from

$222/minute

CYBERCRIME VICTIMS
2.7 MILLION/day'
@ 1 ,861 /minute

RANSOMWARE

costs to organizations
i) $8 B".l..loN/years
[©] $1 5,221 /minute’

@ 1.5 organizations/minute fall
victim to ransomware attacks®

MALWARE

@ 1 ,274 new malware
variants/minute’

PHISHING EMAILS

@ 22.9 attacks/minute®

RECORDS LEAKED

from publicly disclosed incidents
#2.9 BILLION/year°
@ 5,51 8/minute

2018 RISKIQ RESEARCH NUMBERS:

NUMBER OF NEW
BLACKLISTED MOBILE APPS

@ .17/minute"~‘

NUMBER OF
MALVERTISING INCIDENTS

@ 9.2/minuteD (Q4 2017)

NUMBER OF NEW HOSTS
RUNNING CRYPTO
MINING MALWARE

@ .OS/minu!e“’

NUMBER OF NEW PHISHING
DOMAINS STOOD UP

@-ZI/minute" # —

AN WOREERERA

INCIDENTS OF
MAGECART

® .07 /minute®

NUMBER OF NEW SITES _ 4
RUNNING COINHIVE @*

NUMBER OF POTENTIALLY VULNERABLE WEB °

COMPONENTS DISCOVERED

@ 4/minute'6 (anatomy of an attack surface report)

I - Slater Technologies I
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2019 Global Cybersecurity Budgets vs.
Projected Cybercrime Damages in 2021
$7,000,000,000,000
$6 Trillion
$6,000,000,000,000
$5,000,000,000,000
$4,000,000,000,000
$3,000,000,000,000
$2,000,000,000,000
$1,000,000,000,000
$103 Billion
$0 e ——
2019 Global 2021 Global
Cybersecurity Cybercrime Damages
Spending (Estimated)
Sources:
2017 Cybercrime Report by the Herjavic Group - https://www.herjavecgroup / /the-2017-cybercri port/ phi
ZDNet - https://www.zdnet.com/article/global ity-spending-to-top-103-billion-in-2019-says-idc/ William Favre Slater, 11l

slater@billslater.com
Copyright 2019

| Slater Technologies |
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Country GDPs, by Size

Today’s visualization comes to us from HowMuch.net, and it charts the most recent
composition of the global economic landscape.

World's Region

AFRICA
‘ HONG KONG $0.36T 0.42% AUSTRALIA
T 04 7
. LATIN AMERICA
MALAYSIA $0.35T omv AND CARIBBEAN
PHILIPPINES $O.33T 0.39% MIDDLE EAST
EUROPE
A PAKISTAN $O.31T g‘ ASIA

CHINA NORTH AMERICA

@ BANGLADES ’ $13.61T
O e 15.86%

UNITED

STATES i~
$20.49T ._,_}:*’—

23.89% .«Gs... oarossx

SOUV’N AFRICA 50377 0.43%

EGVDT $0.25T 0.29%

| Slater Technologies |
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Figure 1: Comparison between Traditional Criminal Techniques and Cybercrime

Traditional criminal techniques

Burglary: Breaking
into a building with the

intent to steal.
>

e
Deceptive callers: =+
Criminals who T ~ el » __m=
telephone their victims 2 .
and ask for their ‘ e
financial and/or ‘ T2 AA :

personal identity : pom—r.
information. g 3& p h
Extortion: lllegal use : e 1

of force or one's official
position or powers to

obtain property, funds,
or patronage.

Fraud: Decedt, trickery,
sharp practice, or breach of
confidence, perpetrated for
profit or to gain some unfair
or dishonest agvantage.

Identity theft:
Impersonating or presenting
oneself as another in order
to gain access, information,
or roward.

Child exploitation:
Criminal victimization of
minors for indecent purposes

| such as pornography and
saxual abuse.

Cybercrime

Hacking: Computer
or network intrusion providing

unauthorized access.

Phishing: A high-tech scam
that frequently uses unsolicted
messages o deceive people
into disciosing their financial
and/or personal identity
information.

Internet extortion: Hacking into
and controlling various industry
databases (or the threat of),
promising to release controi back
to the company if funds are
received or some other demand
satisfied.

Internet fraud: A broad category
of fraud schemes that use one or
more components of the internet
to defraud prospective victims,
conduct fraudulent transactions,
or transmit fraudulent transactions
to financial institutions or other
parties.

Identity theft: The wrongful
obtaining and using of another
person's identifying information
in some way that invoives fraud
or deception, typically for
economic gain.

Child exploitation: Using
computers and networks to
facilitate the criminal victimization
of minors.

Comparing
Traditional
Crime

and
Cybercrime

I Slater Technologies |
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10 Reasons
Why
Cybersecurity
Should Be
Your Top
Priority in
2019

October 8, 2019

10 REASONS WHY

CYBER SECURITY

SHOULD BE TOP PRIORITY FOR ORGANIZATIONS IN

2019

Financial loss of

$1.3 billion from

cybercrime alone

in the US®

The costs for
Cybersecurity
will rise up to

$6 TRILLION

CYBER CRIME is

I &&&&& costing organizations,
: &a&& on average

a8aaa S11,7MILLION,

THINK

the possibility that their
company will have a data

| breach or cyberattack in

i 2018 1S GIVEN® ; &
. the top of their agenda

of all UK businesses 1
experienced at least
one attack in the last year

GLOBAL
SCALABILITY of

CYBERCRIME

becoming easier for
attackers, as criminals
find new business
models®

the number of hired
security professionals
increased from

23 PRUFEQQIUHHLS

in 2015 to 40 in

2017/ORGANIZATION i

per year

‘% OF CEOS
~, THINK

that digital transformation is at

55%0F
ORGANIZATIONS
work together with
external partners to
‘, REDUCE SECURITY
RISKS

Organizations loose
an average of

§1.6
¥ MILLION

PER YEAR DUE TO
DDOS ATTACKS®

Do not wait until it is too late and safeguard your business now!

Building brands takes ages, destroying them can take less than a night. In times of digitalization, it
is vital to avoid outages. Therefore, organizations must collaborate with an IT security provider who
offers a fully automated, self-learning and cloud-based IT security solution that protects against

even the worst

1) Amor: The Black Market Report, a look inside the dark web

cyber threats such as DDoS attacks.

5) BT: Leading from the front: CEO perspectives on business transformation in the digital age
2) Ponemon Institute LLC: Cost of Cyber Crime Study 2017 ) University of Portsmouthe

3) HERJAVEC Group: 2017 Cybercrime Report

) Ponemon Institute LLC: What CIOs Worry About in 2018

Cyber Security breaches survey 2017, Main Report

7) PWC, CIO and CSO: The Global State of Information Security® Survey 2017
8) Cisco 2018: Security Capabilities Benchmark Study

W @Link11GmbH @ link11.com

I Slater Technologies I
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C% Increased

Damage Costs

Expensive Virus By the end of 2017, global
The most expensive ransomware damage costs
computer virus ever expected to exceed $5
("MyDoom") caused $38.5 billion! Healthcare
billion total in damages. Sector At Risk
N A
o Healthcare organizations
are the number one
Beware Email cyber attacked industry.
Attachments *
Email attaches are the #1 ’ﬁ?g ,’:‘??5‘
delivery method for malware. t t

Some hackers have a 90%
success rate with their email

2L

SRR ARARE. Increased
Workforce
Cybercrime will increase the
= o cybersecurity workforce
o shortage by 2021, creating
g millions of unfilled jobs.
Inside Job
Unfortunately, some cyber crime
is carried out by employees. One
study found that 59% of

employees steal data when fired

or when they quit! Poor Employee

Practices
Employees are often
Facebook - a responsible for poor
Vulnerabilities =, cybersecurity practices,
- a creating security
As of May 2016, 600,00 Lots of Users vulnerabilities.
Facebook accounts were : X
compromised every single day. Itis estimated that by 2022,
there will be over 6 billion
internet users. That means 6
billion people will be
vulnerable to cyber crime. -
Sources:

blue-pencil

Information Security

y @BluePencil_Info

http//www.blue-pencii.ca/top-12-cyber-crime-facts-and-statistics/
nttpss/www.csoonline.com/article/3153707/security/top-5-cybersecurity-facts-figures-and-statistics.ntm!
nttps:/fwww.darkreading.com/endpoint/5-reasons-cybercriminals-target-healthcare/d/d-1dN3252107
https:/fwww.optus.com.au/enterprise/accelerate/security/10-sobering-facts-and-stats-about-cyber-crime
https/fneimdalsecurity.com/bleg/10-surprising-cyber-security-facts-that-may-affect-your-online-safety/

Cybercrime
Facts &
Statistics

October 8, 2019 CyberLaw & CyberForensics - William Favre Slater, Il|
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2018 Cyb iminal Sh Ing List
Recent mass data breaches have created an abundance
of verified credentials for sale across the dark market.

2018 CYBERCRIMINAL SHOPPING LIST ' whtis ourenity wortt2 see what ypercriminas are

willing to pay for access to a variety of consumer accounts.

HaEas @ Travel/Leisure Finance Technology

Alriines

Social Media
Websres

October 8, 2019 CyberLaw & CyberForensics - William Favre Slater, Il|



6 Ways Cybercriminal Get Your Information

United States

Magazine
A Multi-Platform Publishing Portal

6 WAYS CYBER-CRIMINALS
\\GET YOUR INFORMATION

\ DENIAL-OF-SERVICE ATTACKS

make a machine or network
resource unavailable to its
intended users

DIRECT-ACCESS ATTACKS

An unauthorized user gaining physical
access to a computer is most Fil(ely able
to directly copy data from it. They may
also compromise securi:{ by making
operating system modifications,
installing software worms,
keyloggers, covert listening devices or
using wireless mice

October 8, 2019

Phishing is a ruse to extract
personal information from people
by disguising a trap as a trusted
entity via email, messenger, ect.

SOCIAL ENGINEERING

v

aims to convince a user to
disclose secrets such as
passwords, card numbers, etc.

by, for example, impersonating

a bank, a contractor, or a
customer

www.uscyvbersecurity.net

CyberLaw & CyberForensics - William Favre Slater, 11|
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Computer virus

44%

Most small business owners
have been cyber victims

2

30%

HELP
B

8

=

Trojan horses

22%

login
password

Hacking

16%

==
-
aoe

Data breach

11%

11100
@)101
'I 1 I01 10
Issues due to
unpatched software

10%

Most Small
Businesses Have
Been Cybercrime

Victims

S
oe

Unauthorized access
to customer info

9%

A

Unauthorized access
to company info

8%

I! Slater Technologies !I
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Numbers of Cybercrime Victims

2 ‘ ‘ SHOCKING SCALE: NUMBER

-
-
m
=
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—
o
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=
=
o
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>
F
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G
=
m
)
o
1
s
(@]
-
=
W

OF VICTIMS

1 MILLtON+
VICTIMS A DAY

EVERY DAY THERE ARE TWICE AS MANYCYBERCRIME
VICTIMS AS NEW BORN BABIES ®

%

50,000 820 14

VICTIMS EVERY VICTIMS EVERY VICTIMS EVERY
HOUR® MINUTE SECOND

o)cXe

7/10 \69% ‘

69% of adults have
experienced cybercrime in
their lifetime. Compared to

the 2010 survey, there has u

beena 3% rise in overall

589\ 65%

MILLION  Gybercrime hasafected

589m peopleinjust 24

Among all cybercrime
victims surveyed,
nearly two thirds have
fallen prey in the past
12 months alone - a
total of 431 m adults
in 24 countries

countries - equivalent to
9% of the entire population
of the world

347m_ 431m _400m

43 1MiLLION

The total number of cybercrime victims in the past 12 months is greater than the entire
populations of USA & Canada (347m i ) or Western Europe (400m ;i )

Slater Technologies
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The Dark

Web
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Surface Web

The Deep
Web Vs. The

Deep Web

Dark Web

Dark Web

© 2017 Gartner, Inc.

I Slater Technologies |
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| A
Go )ile

A— L ACKERS

GOVERNMENT

’i et "rof“ .

UNDETECTED ILLEGAL PORN
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The Deep Web Vs. The Dark Web

g a

THE DEEP WEB AND THE DARK WEB ARE THE DEEP WEB HAS HARD-TO-FIND THE DARK WEB IS USUALLY FOR
NOT THE SAME THING. DATA AND INFORMATION THAT IS CYBERCRIMINALS AND SICK PEOPLE
EITHER NOT NORMALLY INDEXED BY WANT TO DO BAD THINGS.

THE SEARCH ENGINES LIKE GOOGLE,
BING, AND YAHOO, OR IT IS JUST VERY
DIFFICULT TO FIND.

Slater Technologies
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The Dark

Web

THE DARKNET:

The Underground for the Underground

ACTORS
Those who lurk beyond the shadows of the Darknet

Public
9@ ¢ , Folically Opprossed

——= Socially Disenfranchised
—— Whistlo Blowors

s it PeaductiSurvice Biers

Government
Aduitary
Agencies Affairs
= Contractors Commons
R
esearchers. ~._Collaboration
Criminals fonc

Disenfranchised Communication,

e /= Drug Cartols
—* Organized Crime
ﬁ N Homsn Tiaficking

xHATs
/= Seript Kiddies
“——e White Hats
T Gray Hats Spying/
Black Hats orato Monitoring
Terrorists

£\, /= Political Terrorists
. “a

— Enviconmental Terrorists

\—e Religious Terrorists

Ransomware/

Delivery & | Denial of

Cyber Warfare

 System
Conpromiss A
Information
\ Disclosura’

[ Distribution|  Service

CRYPTOCURRENCY
Greasing the wheels of the Darknet

Bitcoin Litecoin Dogecoin

HOW TO ACCESS THE DARKNET

1. Anonymity — Download ToR for your operating system:
https: torproject.org/proj

2. Enhanced Anonymity — Some systems can give away tidbits of information that can
impact the effectiveness of ToR. To address this use The Amnesiac Incognito Live
System (TAILS) available here: https://tails.boum.org/

3. Contribute back to ToR project by becoming a Relay
i ! d p -

s torproject;org,

4. Choose “Directory Site” or access point:
* Bat Blue Site (batbluedySflmoji.onion)
* Hidden Wiki (http://zqktiwidfecvobri.onion)
* DuckDuckGo (http://3g2upldpqbkufcdm.onion)

ANONYMITY RULE OF THUMB

Use ToR browser
—|Use a dedicated browser exclusively for ToR to avoid
inadvertent identity leaks

Do NOT install browser plugins for ToR Browser

Disable ALL ability to run scripts on ToR Browser

Use HTTPS version of sites

Do/NOT run executables or open documents while on-line

~(Run/ Open files in a separate virtual machine with
networking disabled

Ensure your application does not bypass ToR (i.e. BitTorrent)

Use ToR Bridge Relays

https://waww.torproject.org/docs/bridges.htm/

Download the full report on the Darknet at www.batblue.com/the-darknet

©BATBLUE

THE CLOUD SECURITY COMPANY

www.batblue.com
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([ Tube] ™ " You can turn a

-

S A > M. computer on. Yay.

1 S tumblr. s v v

f’“? ENGUIN
| n] ’ Freddit [LiveLeak sﬁ e
7channe ﬂﬁm Gaia A e e 08chan, 7chan, 420cha
: és T it

The Pirate Bay

"You mu be really
bored.

PedoPlanet
Hard Candy
M TorChani
Bl icen wik -

use aproxy, or
ti
-
...,_yﬁ : j‘
w

OmonChan

Scat CP, Rape CP, Snuff CP.. etc.




The Dark Web

It’s an evil place
The domain of the cybercriminal

Everything is for sale, especially your sensitive
data

Software Exploit kits are for sale for Cyber
attacks

Appeals to people with sick minds
Requires a Tor Browser
Cryptocurrency is the coin of the realm

I Slater Technologies I




g It’s an evil place

The domain of the cybercriminal

G Everything is for sale, especially your sensitive
data

The Dark

QE Software Exploit kits are for sale for Cyber

attacks
Web

Appeals to people with sick minds

E Requires a Tor Browser

Cryptocurrency is the coin of the realm

s |
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The Dark Web Example — Silk Road

("’ o s “3 plrgad bipcic onlonte indecghp pliroed
\_ s’ e S |

" c)[3- e

2le

Silk Road mes5ages 1 | orgers 0 | account 89.00

anonymous market
Shep by Category

Drugs 5779
Cannabis 1,426
Dissociatives 122
Ecstasy 454
Opicids 379
Other 225
Precursors 22
Prescription 1,318
Psychedelics 575
Stimulants 653

Apparel 114

A9

Books 998

Collectibles 5

Computer equipment 57

Custom Orders 53

Digital goods 414

Drug paraphemalia 128

Electronics 78

Erotica 394

Fireworks 12

Food 5

Forgeries 53

Hardware 6

Marhs & Sunnlamants &

Search

OH

\\
&
N

H
4-HO-MET 250mg

8358

1/802 (3.59) Lemon Diesel

8565

Walmart >,

Save money. Uive better,

10 x Amphatamine

Ps. Cubensis Cambogan

30MG TAS (Adderall) 30MG  Isctate 10¢c Syringe

81037

8278

ke ‘”’Q@

5 Gram Meth - DCN Priorty  Oryconin 608G X 5

Shipping « FASTI!
8513

81542

the Dread Prate Retens k
HL1 0
e, | Y

Closing the Armory
A beand new ook for
Sik Roaa!

The gift 23t keeps o0
ghving

Who's your fivoriie?
ACKACRIeOgINg Heroes
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With all this

surveillance and spying
how could pedophiles,

raplsts, murderers, war
. _ ls, vnolent drug

':. 3 | 3 :— W ~
The Dark Web f T | p= R
— Just When . despetﬁ, de

You Think 1 b2 @ worshiping Ehm'?klllers,
Cowonr;e@t . terrorists, traitors, etc.

be unhampered in their

activities? Unless those
are the ones running

the surveillance and spy

grids.

- Slater Technologies

CyberLaw & CyberForensics - William Favre Slater, 11l



Cybercrime Pays Well

How the Fraud Works

l 1. Malware coder writes malicious
software to exploit a computer
vulnerability and installs a trojan

Malware coder

Hacker

# ) T % Compromised
2. Victim infected T 3. Bdanl:!nlg 4. tH_acker 5. Remote proxy
with credential- Pt credentials " o retrieves e  cass fo
stealing malware siphoned ol o banking g ised
collection server . 4. ¢\ compromise
computer
l 6. Hacker logs into victim’s online bank account
T‘EJ/K\Q\\‘*’ _—
= L
7. Money 8. Money
—— transferred transferred from
Victim bank to mule T mule to organizers FraudGisnt
Money mules company

Criminals come in
Money mules

many forms:
transfer stolen
s e« Malware coder
money for criminals, P '
shaving a small « Malware exploiters
percentage for
themselves.

Victims are both
financial
institutions and
owners of infected

; * Mule organization
machines.

AN
AN
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"You have zero privacy anyway.. Get over 1it.”

--Scott McNealy
Former chief executive officer of Sun Microsystems

1999

“If something is free, you’re
not the customer; you’re the
product.”

Bruce Schneier
Cybersecurity Researcher & Author

2016
Data and Goliath: The Hidden Battles
to Collect Your Data and Control Your

World
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The Problem

* “Datals The New Oil” { THE DARKNET: }
T

— In 2006, the top five companies were Oil Companies he Underground for the Underground
— Since 2015, the top five companies have been Data Companies

 The Internet was not designed to be secure.

* Privacy, especially digital privacy, has become increasing
difficult to achieve in the 215t Century.

* If we access and use the Internet and Smart Phones, we
are unwittingly “leaking data”.

« Companies like Google, Facebook, Twitter, LinkedIn and
thousands of others are harvesting (and selling) data about
us when we use their services.

e Data brokerage firms such as Acxiom, Epsilon, Lotame, and
Spokeo, etc., are buying, processing and categorizing our Grsing b s o e Do
data and selling to other companies that in turn make
decisions as important as hiring and firing of people.

 Thousands of Data Breaches in the last few years,
especially with entities like Equifax, Target, Anthem, Home
Depot, OPM have exposed our Pll at an unprecedented
rate.

 Bad actors misuse our data to hack accounts and steal
identify, money, etc. and put it out for sale on the Dark
Web, where people can buy it. o patble.com

ACTORS
Those who lurk beyond the shadows of the Darknet

Download the full report on the Darknet at www.batblue.com/the-darknet

| Slater Technologies |
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A BRIEF I-IIS'I'OI!Y OF |
TOP SECURITY BREACHES

Data security has been a concern since the dawn of the spoken word, and breaches
throughout history have led 1o both good and bad results for society. Today, with
our information being mostly digital, hacks have become even more common.
Employment of information security analysts, web developers and computer network

architects is projected fo grow 22% from 2010 to 2020' — faster than the average for all
occupdtions. So, when did these data breaks begin? Here are some of
history’s top information breaches. -

[i600]

THE' GUNPOWDER PLOT
November 5, 1605

A scheme to kill King James | using 36
barrels of gunpowder that Guy Fawkes

Historic

Security
reaches —

Part 1

was guarding was uncovered. CASANOVA
5 Spies for Venefian
Inquisitors »
THE MIDNIGHT 1774-1783 £ -
s Criow spied Bt THE X-MEN ORIGINS: :
o A PR T bty
4% March 31, 2009
oo'l::i‘:“:'b:): An unfinished version of
i X-Men Origins: Wolver-
By ihops WEST POINT SECRETS ine found 1191 way online wREUSSTUXNET mﬁI;EWAAK: ;G“;E
il—September 1780 before s officiol release. i y
Apei - e 2010—ongoing  April—October 2010
Benedict Arnold attempts c i R otios of Moknd o
& o sell secrets to the British e seahash e
THE ENIGMA MACHINE L fAeoan i d Stuxnet was cre- ernment documents and
December1932 ;e ated fo hinderthe  classified video from the
Polish Cipher Bureau EI 900] d - THE GAWKER development of Iraq War were leaked.
The Polish government’s MEDIA HACK Iran’s nuclear power
cryplography agency December 2010 froaran:
decoded the cipher for The email oddresses
Germany's sarly Enigma ( and passwords for more ’
machies -4 ,) ) than 1.3 milliop Gawker Media 4
readers were compromised. |
WATERGATE ~ !
19721973 ! THE SONY PLAYSTATION
U.S. President | NETWORK BREACH
Richard Nixon was SOVIET UNION SPIES April 2011 More than 77
involved in the 1951 U.S. citizens Julius | million of Sony’s PlayStation
break-in ot the and Ethel Rosenberg passed | Network accounts were
Watergate Holel thousands of documents to ! hacked.
where cash found on the Communists. E
the burglars was
* used by a Nixon WIKILEAKS & THE SYRIA FILES
campaign committee. THE IRAN-CONTRA July 2012 More than 2.4 million private
AFFAIR THE KT CORPORATION HACK emails ko and from political figures in Syria
HEARTLAND ~ November 1986 F""’WTY—]"Y 2012 found their way online.
Q‘ PAYMENT SYSTEMS The Iranian government’s + User info was stolen from more than 8 million
-‘. ey "M’d.‘dzoo": weaponsforhostages KT mobile phone subscribers in South Korea.
. million credit ar deal with the U.S.
debit card numbers were was l.akadb.. '!}1 Labeor Stufstics, US. Dapartment of labor, O KNOWI‘ How Devry \7
stolen from users of chiy rht-hmmm-suhmmm Dovelop- FOR A NEw ToMORROW | Unjversity
Heartland Payment Systems. b
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W orld's Biggest Data Breaches .

Selected losses greater fhan 30.000 records

VEAT, e (G (oo o)

5 Hictoric
=50 Security

reaches —

Part 2

pzss Sony Online:
sats Uil Entertainment |
et

BNY Mellon
Sharcowner
Services

200 .

GS Caltex

Auction cokr e = e
TK/TJ o
) oo
PRty b Maxx

2007 4,000,000 UK Revenue
US Dept

of Vet

7 Affairs

o 26,500,090

Pesda b

AOL

52,000, 000

e e | Slater Technologies |
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2018

Health Saks
= MBM i d Texas
mg‘llrwayssé’:;‘h Company Orbitz %h? SKY voter
Amazon Facebook v Ticketm jfecords
MyHeritage 5 Brasil Vision
Careem MyFitnessPal Direct
TicketFly
y LocalBlox gyindr UrbaPanerabread
Cg:;me De" Healthcare.gov ViewFines Massage
T-Mobile
Facebook '}“’-I‘ Newegg NMBS
all
. Hall
Firebase .

Quora  Twitter
DeFont 330,000,000

awe Marriott
ceRell Hotel S ~ Zomato

Disqus

calibrte v Turkish citizenship

Hong Malaysian

Kong medical
. Img@egistration practitioner: database
Equifax e
Instagram 49,6 1 1, 709 I'eCOI'dS

Apr 2016. Turkish citizenship
- Myspa database has allegedly been
F|Ing hacked and leaked online.

2 . Py
Dailymotion Lynda.com

KM.ru
2016 &Nival phjlippines’

Commission —
on Elections
Brazzers F L3 d
rien v =

Clinto|n ° Ubunt@iagnostics
— Finder ™
E‘:n?‘e': uTorrent
al
Network Linkedin
Mutuelle
VK
Faice Tumblr
: Syri
Dropbox ClixSense Mall. InterparkMiqu“);!n::‘m‘
FU  Mossack Three
CarPhone Fonseca  Mspy Slack uSOMme
Warehoustlacking  Jnvest Sanrio Uber of
&bk i
nd
Anthem S siesch) VTech
Securus  Twitchtv  Office
Deep Technologies of
Premera Personnel

Root G Management
AshleyMadison.com An a Iyti cs E"P‘Iﬂ"an

Mmm sh T-mobile
rways I
Adult australian  carefirst RS
Friendimmigration
Finder Department

Historic
Security
Breaches —
Part 3
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Eib

* The Biggest Internet-based
Crimes Are:

According

1. Ransomware Attacks

tO the FBI 2. Business E-Mail
iNn2019 [

|dentity Theft

of BEELY &
s
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According to the FBI in 2019

Ransomware: how hackers take your data hostage

Malicious code blocks access to the data in your computer

/ Encryption key
locks all your
data

Without the key,

all the files on
You receive an infected file (typically attached your computer ‘Command
to an email or an URL). If you open it, you've let are locked and control’
malicious code into your computer i server

In a matter of minutes,
your files are locked

A message appears | out of reach
when you try to open

a file demandin
a ranson to unloc

, Here's what it can cost you
your data. . : to get your data back
If you don’t pay | * The equivalent of 1,500 €

to unlock the contents

i - : * Your encrypted files are lost of a computer
*,. .) v I m ' » A Los Angeles hospital had

» You will pay your ransom to an anonymous to pay 517,000 to recover
recipient hiding in the ‘Darknet’ control of its data in February

Payment in the online ¢
currency Bitcoin helps » Normally, you will get the key to unlock AEP
hackers cover their tracks the encrypted data an hour or so later e

October 8, 2019 CyberLaw & CyberForensics - William Favre Slater, Il|
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According to the FBI in 2019

SEEpHEI
Identify a Target

E-MAIL

From: Finance Director
SUBJECT: Initiate Acquisition

me groups taj
pean bu

*Note: Perpetrators may continue to
groom the victim into transferring more
funds.

mBusiness E-Mail Compromise Timeline

An outline of how the business e-mail compromise is executed by some organized crime groups

October 8, 2019
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the following key phrases:

The top subject lines according to Barracuda analysis are based around

1. Request
2. Follow up
3. Urgent/Important
4. Are you available?/Are you at your desk?
5. Payment Status
6. Hello
7. Purchase
8. Invoice Due
o. Re:
10. Direct Deposit
11. Expenses
12. Payroll

October 8, 2019
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2018 IDENTITY FRAUD TRENDS

IN 2017, 6.64 PERCENT . ACCOUNT TAKEOVER
of consumers became victims of GREW SIGNIFICANTLY
identity fraud tripling over the past year, reaching

a four-year high

Account takeover
losses reached

$5.1 BILLION

An increase of over one million victims from ATO Victims
the previous year, driven by growth in existing Paid an average of $290 out-of-pocket and

non-card fraud (ENCF) and account takeover (ATO)
spent 15 hours on average in resolving fraud

ONLINE SHOPPING . FRAUDSTERS GETTING
presents the greatest fraud risk MORE SOPHISTICATED

using stealthier and more complex
monetization schemes

Card-not-present
Fraud is now

<l

81%

200%

more prevalent GREATER
than point-of-sale THAN THE
fraud PREVIOUS
HIGH
As EMV restricts fraudsters' ability to commit fraud Fraudsters are blurring lines between fraud types
at physical locations, fraudsters are aggressively as 1.5 million victims of existing account fraud also
had a fraudulent intermediary account opened in

targeting online channels
their name

g%ﬂbﬁ&ﬁst % Research, Identity Fraud Study Cybe er&.Gymeemnw-Em Na m Favre Slate r, 11



IDENTITY THEFT AND

PASSWORD SECURITY &=

WITH OUR LIVES NOW BECOMING MORE AND MORE INTERTWINED IN THE DIGITAL
REALM OF THE INTERNET, HACKERS AND IDENTITY THIEVES ARE FINDING NEW
WAYS TO STEAL PERSONAL INFORMATION AND MAKE PEOPLES LIVES A MISERY.
GET WISE TO THEIR TRICKS AND DON'T BECOME A VICTIM...

1 EVERY YEAR IN AMERICA, 9 MILLION PEOPLE
® FALL VICTIM TO SOME FORM OF IDENTITY THEFT.

This costs $52.6 billion in damages.  The average theft per victim is 6

AVERAGE 0UT OF POCKET
EXPENSE FOR VICTIM IS $422.

z 47% OF IDENTITY THEFTS ARE PERPETRATED
® BYSOMEONE THE VICTIM KNEW.

RATES OF IDENTITY THEFT
PER AGE

People 65+ have the
lowest rate at 2.3%.

AGE 65:: 2.3 PERCENT

People 25-34 have the highest
rate of identity theft at 5.4%.

AGE 25-34: 5.4 PERCENT

THE BREAKDOWN OF HOW A LOOK AT ONLINE
o THIEVES GET YOUR IDENTITY THEFT:
INFORMATION :
receive
scam emails a year

- 60% sorts through

your trask 3 i

personal computer. 197 click on the

link inside.

25% scam or 37 disclose bank and

hack you while fi e s

Bilined inancial information by
accident.

1.77 are then scammed.

. 15% steal your
wallet.

entity Theft

RECEIVING BANK STATEMENTS TO YOUR HOME MAKES YOU
4 8 TIMES MORE LIKELY TO HAVE YOUR INFORMATION STOLEN
THAN GOING PAPERLESS.

THE MOST COMMON WAYS THIEVES
USE YOUR INFORMATION:

THEFT LIKELINESS
1:8 RATIO

35% - Expensive purchases
and other misc.

Paper

26% - Maxing out your c

Cards and opening new accounts.

igning up for new phone

14% - Defrauding your bank
account

Online

5% - Take a loan out

STATISTICS REVEAL THESE NAMES
PASSWORDS COVER 20° OF

A SHORT GUIDE TO AND
® THE POPULATION:

® PASSWORD SECURITY:

The top 3 most commonly used
passwords in America are... 20% Most Common

YOURSELF
YOUR PARTNER
PETS

23456 CITY YOU LIVE IN
< s “GOD"

53 “LETMEIN'
“MONEY"
“LOVE"

1IN 5 PEOPLE USE THE WORD ‘PASSWORD"
® AS THEIR PASSWORD FOR ONLINE BANKING.

Hackers don't ta b
but attack onllne forums and stores
that hold your passwords.

WHY ? BECAUSE MOST PEOPLE
USE THE SAME PASSWORD FOR
EVERYTHING.
HACKERS CAN CRACK AN 8

CHARACTER PASSWORD IN ALL
LOWERCASE WITHIN 2 HOURS.

Adding one uppercase letter and
a symbol makes it take 200 years.

8 CHARACTER
PASSWORD
CRACK: 2 HRS

www.OnlineMBA.com

Source: https://brandongaille.com/22-incredible-internet-identity-theft-statistics/

October 8, 2019

I.changed all my passwords to “incorrect”.

srgﬁ i ?NE porr——

|___TO:_ cusTomer

TO: | CUSTOMER SUPPORT
SUBJECT:| MY SECURITY
|

IS MY PASSWORD

SA S
RUSSIAN HACKeRS? J

SUBJECT:| YOUR SECURITY

DA.

(=
L 'R Ly

-(c

T just hacked a billion ,m':-.'.';'cr;fv by guesiing 1-2-3-4-5."
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Chinese Hacker Espionage Problem Disclosed
by Mandiant Report — February 19, 2013

* Anew report from Mandiant implicates a
unit of the People's Liberation Army of
China in the theft of terabytes of data
from 141 organizations since 2006.

e URLs:
http://intelreport.mandiant.com/Mandia
nt APT1 Report.pdf

* http://www.cyberwarzone.com/resource | , di. ¢
S- ma n d Ia nt_a pt 1 -C h INd S_Cv b er- The \'ebsite of the Laning voca'tio.nal school iln Jinan, Chin, saysits 5,ooo-ﬂ
es p lona ge_ un |ts_ re p (o) rt square-meter No. 5 computer training room has 2,000 personal computers. The

computers have been replaced with the latest models.

* http://www.economist.com/blogs/babba
ge/2013/02/chinese-cyber-
attacks?fsrc=nlw]|newe|2-20-
2013]5066680|37961765|

| Slater Technologies |
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S NORSE 1

© ATTACK TARGETS
© ATTACK ORIGINS # M COUNTRY
# M CcouNRY 842 ZE  United States
26 ZE  United States B ™  Russia
m ™ China 4 Taiwan
5§ Mil/Gov 2 §  Mil/Gov
w ™= Russia B = Netherlands
M T France 4 B Poland
U3 =  Netherlands 2 T France
m MW Mexico 1 ¥ Sweden
24 =  Germany 1 & Canada
=
0 - Ukraine
© ATTACK TYPES
# @ smvice PORT
62 @ htp-alt 8080
© LIVE ATTACKS - Norse Cyber Attack Map i i &
T R e - T (y —— January 2, 2015, 0008 Central Time e =
Biggest Target: U.S. with 8942 attacks S .
2015-01-02 06:07:54.33 lusacell PCS de Mexico, S.A. Chihuahua, Mexico 187.188.203.75 Saint Louis, United http-ait 8080 . " .
2015-01-02 06:07:54.69  CHINANET-HN Hengyang Changsha, China 218.77.79.55 Saint Louis, United unknown 49154 Blggest Attacker: U.S. with 2861 attacks
201501-02 06:07:54.96  CHINANET-HN Hengyang Changsha, China 218.77.79.43 Saint Louis, United ms-wbt- 3389 Source: http://map.lpwkmg.com/ x x11 6060
5 o . 259 rfb 5900
2015-01-02 06:07:55.95 N/A unknown, Mil/Gov 190.113.89.154 Saint Louis, United syslog 514 i} wap-wsp 9200

(LA AN NN i | 00600

Screenshot from the Norse Cyber Attack Map Showing Recent Cyberattacks
December 2014
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Report: Cyber Threats to National
Security (2012)

* My former employer, CACI, working
with the U.S. Naval Institute, has co- —
produced a free new report on Cyber Threats
Cybersecurity and Asymmetric jollationalSecupity
Threats. It is an excellent 40-page
report that defines the dimensions
and threats associated with
cybersecurity, the implications on a
national security level and
recommendations for future steps to
secure cyberspace in the U.S. The
information about the report, as well
as links the executive summary and
the full version, can be found at this

. Feepung the Nahca's Industnal Basge
link: Safe From Cyber Threats

DEALING WITH TODAY'S ASYMMETRIC THREAT

http://www.caci.com/announcement/asym5.shtml I Slater Technologies |
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i

Internet of Things:
which will add over
50 billion new
devices by 2021.
Yes — your TV and
other home devices
are watching and
recording you.

Some Other Current and Future
Cybersecurity Trends and Dangers to
Keep Us Awake at Night

Massive
proliferation & use
of SmartPhones:
which now
comprises well over
50 user connected
Internet devices.

e

i

DeepFakes: which
include Artificial

Intelligence (Al) to
use pictures,
documents, and
sound to deceive
and commit
cybercrimes.

Al, Big Data, and
Machine Learning:

aﬁ

Cyberattack
Automation: which

which are now
being used by
Cybercriminals to
perfect the speed,
accuracy, and
effectiveness of
cyberattacks.

is now being used
by Cybercriminals to
perfect the speed,
accuracy, and
effectiveness of
cyberattacks.

e

Botnets: which are
comprised of
multiple programs
running on
computers that are
controlled by one or
a few command
control programs.
These can be from
thousands to
millions of
programs, and can
and have caused
damage and/or
disruption on a scale
where they shut
down the Internet in
one or more
countries.

Slater Technologies
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THE LAWS AND EXAMPLES OF
LAWBREAKERS




Compliance with Laws, Regulations
and Policies

| Slater Technologies |
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Why Compliance Management, Safety
and Security? And Why Now?

* Teaching people about
hardware and software
without emphasizing safety,
security, and compliance
with laws and regulations
would be irresponsible and
unethical.

* |t would be like teaching
you to drive a car and not
mentioning things like
Safety, State Driving Laws,
and the Rules of the Road.

Image Source: http://www.tellusdetroit.com/local/student-driver.html

| Slater Technologies |
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The Cycle of
Compliance Management

Policies,
Standards &
Regulations

Requirements

Report,
Monitor & /

Improve

Tools,
Processes &
Procedures

Jacobs, S. (2011). Engineering Information Security, New York, NY: IEEE Press.
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Three Key Principles

* We live in a Nation of Laws with which the
citizens and visitors must comply.

* Ignorance of the Law is ho excuse for
breaking the Law.

 Dura Lex, Sed Lex
— (Latin for “The Law is Harsh, but it is the Law.”)
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Two Kinds of Laws

* Criminal Laws

— Federal

— State (and also City Ordinances)
* Civil Laws (Tort Law)

— Federal
— State
— Local (i.e. City Ordinances)

I - Slater Technologies I
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Criminal and Civil Legal Actions Compared

Criminal Civil

Plaintiff The State (Public Sector) Private and nonprofit interests
Prosecutor The People The Victim
Main Purpose Punishment of the guilty Regress of injury
Investigation By or on behalf of the State By the victim, or agents of the
victim
Sanctions Jail, prison Corrective action or behavior
Fines
Specific corrective activity
Conviction Beyond a reasonable doubt Preponderance of evidence
Appeals Possible by a defendant Possible by either party

Source: McCrie, R. D. (2007). Security Operations Management, second edition. Burlington, MA: Elsevier.
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Criminal and Civil Legal Actions
Compared

* “Fundamental differences exist between criminal and civil
litigation. A defendant may be sued criminally, civilly, or both,
in which case different plaintiffs will bring charges. Private
sector investigations normally serve the interests of plaintiffs
and defendants in civil litigation. However, private
investigators may be hired by the government, when
indicated, to collect evidence on behalf of the public sector in
criminal cases and administrative issues (McCrie, 2007).”

Source: McCrie, R. D. (2007). Security Operations Management, second edition. Burlington, MA: Elsevier.
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US. Criminal Justice System

What is the sequence of events in the criminal justice system?

Sentencing
Entry into the system Prosecution and pretrial services Adjudication and sanctions Corrections
Refusal to indict
. Charge dismissed Acquitted Appeal . Hab .
Grand jury Probation grp%ass Eﬁ;ﬁgr:}g\d gﬁﬁ;ﬁﬁﬁnem
. Sentencing
Felonies Prison

Released
Unsolved Released without  Charges Charges
ornot  without prosecution dropped  drg, ped
arrested prosecution or dismissed o c?ismissed

Convicted

Out of system
(registration,
Parole notification)

Information Guilty plea
Reduction .
Intermediate R .

Initial Bail or sanctions evocation gyt of system
appear Wnary )| detentig :

ance  Mhearing J| hearing

Crime
Information

QOut of system

Misdemeanors

diverted diverted

Unsuccessful
diversion ;
E——Out of system Probation
Diversion by law enforcement, prosecutor, or court
Police Waived to ﬁ[)%?ggiiggr?trizﬁtgss;osition
: ’ iminal . .
juvenile Intake Egﬂ?{na Formal juvenile or youthful [ -
Juvenile unit earing offender court processing Adjudication Disposition Revocation
ffend Residential
orenders placement Out of system
i ]
Informal processing
Nonpolice referrals diversion
Released or Released or Released Aftercare

Source: Adapted from The challenge of crime in a free society.

TR ; . - . President's Commission on Law Enforcement and Administration Revocatiol
{\Ir:)rlgijg'{]hgﬁé:réarir%]gg;fq:Si?;cr:répshf;teéin;l.%vr\fogfe&s?gilsng of Justice, 1967. This revision, a resu_lt of the_ Symposium on
among jurisdictions. The weights of the lines are not the 30th Anniversary of the President’s Commission, was prepared
intended to show actual size of caseloads. by the Bureau of Justice Statistics in 1997.
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INFORMATION SECURITY
AND THE LAW
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Computer Fraud Abuse Act of 1987
* Still the Number 1 Legal Statue Used by the

FBI to Investigate and Charge Cybercrime

Conspiracies and attempts to commit these acts are also criminalized under the CFAA. Federal law provides for
potential imprisonment of up to 10 years for a violation of the CFAA and up to twenty years for a second offense.
The chart below summarizes the various subsections of Section 1030 (CFAA) and the corresponding sentences:

CFAA Offenses

Offense

Obtaining National Security Information

Accessing a Computer and Obtaining Information
Trespassing in a Government Computer

Accessing a Computer to Defraud and Obtain Value
Intentionally Damaging by Knowing Transmission

Recklessly Damaging by Intentional Access

Negligently Causing Damage and Loss by Intentional Access
Trafficking in Passwords

Extortion Involving Computers

Attempt and Conspiracy to Commit such an Offense

Section

Sentence

10 yrs (20)

1 or 5 yrs (10)
1yr(10)

5yrs (10)

1 0or 10 yrs (20)
1 or 5 yrs (20)
1yr(10)

1yr (10)

5 yrs (10)

10 yrs for attempt but
no penalty specified
for conspiracy in
section (c)

October 8, 2019
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Computer Fraud Abuse Act of 1987

In some circumstances, the CFAA also provides for a civil cause of action if a plaintiff can demonstrate the
following:

» loss to 1 or more persons during any 1-year period (and, for purposes of an investigation, prosecution, or
other proceeding brought by the United States only, loss resulting from a related course of conduct affecting 1
or more other protected computers) aggregating at least $5,000 in value;

» the modification or impairment, or potential modification or impairment, of the medical examination,
diagnosis, treatment, or care of 1 or more individuals;

e physical injury to any person;

» athreat to public health or safety;

» damage affecting a computer used by or for an entity of the United States Government in furtherance of the
administration of justice, national defense, or national security; or

» damage affecting 10 or more protected computers during any 1-year period.

I Slater Technologies |
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Let’s Think for a
Minute...

 Name some ways that a person could
break the law using a computer:

October 8, 2019 CyberLaw & CyberForensics - William Favre §



Let’s Think for a
Minute...

. Name some ways that a person could break the law using a computer:
— Stalking
— Harassment
— Defamation
—  Child pornography
— Planning a crime or terrorism
— Software piracy
— Breaking into another computer
— Destruction of data and/or software
— Theft of data and/or software
— Disruption of service(s)
— SPAM
— ldentity Theft
— Attempt to defraud
— Hate e-mail
— Creation and/or distribution of Malware
— Involvement with foreign entities for cyber warfare attacks

— Attempts to gain access to and/or distribute passwords or
Personally Identifiable Information (Pll)

— Document Theft
— Distributed Denial of Service Attacks

October 8, 2019 CyberLaw & CyberForensics - William Favre §



Example of a Local Federal
Computer Crime from 2011

U. 5. Department of Justice

United States Attomey
Northern District of Tinois

Frderal Building

Patrick J. Fitzgerld

United States Attorney 219 Senth Drearborn Street, Fifth Floor
Chicago, Tlinois 60604
(312)353-5300
FOR IMMEDIATE RELEARE PRESS CONTACTS:
WEDNESDAY SEPTEMBER 28, 2011 AUTSA Barry Jonas 312-886-8027
e justien eevigsandln AUSA Paul Tzur 312-697-4032
Randall Sambom 312353-5318

FORMER CME GROUP 50FTWARE ENGINEER INDICTED FOR THEFT OF
GLOBEX COMPUTER TRADE SECRETS WHILE ALIEGEDLY PLANNING
BUSINESS TO IMPROVE ELECTRONIC TRADING EXCHANGE IN CHINA

CHICAGD — A former semior so frsare enganeer for Chicapo-based CME Group, Ine., was
indicted today for allegedly downloading and removing computer souree code and other propri etary
information while at the same time pursiing business plans to impmove an cleetonic mading
exthange in China. Thedefendant, Chonlai ¥ ang, who was amrested in July, was charged wath tee
eounts of theft of trade seerets 0 an indictment retumed by a federal grand jury, announeed Patriek
1. Fitzgrrald, United States Attomey for the Northern Distriet of Illinois, and Robert D. Grant,
Special Apent-in-Charge of the Chicagn Offics of the Federal Bursau of Investigation.

Yang, 48, of Libertyville, was released on a $500,000 secured bond following his arrest on
July 1 after being charpedin a eriminal complaint. He wAll be arraigned on a date o be determmined
in & Dhstict Court. Theindiectnent seekes forfeiture o feomputers and related equipment that were

seized frm Yang,

Source: http://www.cybercrime.gov/yangindict.pdf

Source: http://www.81law.com/news/sa ne

MREFRE S EIR A LA R FenRE

BETERREHIRENR  iBEE °0114E 78200

%1t Staff Legal Reporter 3RiE

20117 AeHES, ZEFFRE
B (FB) EF 1 HiBHE 7T aIEnEEie
SR (oveE) BRIEFERAEER
(&, Chunlai Yang) , HEIZMIZAEIS
mElbingg, DBEPEEETSH.

BEGREFZS5EIR

HERME4RS, HEEELARS
1, WHHECEYEERL . FBAEILE
PGS [ ALE FIAESEERE.
BEIEEE, aXE EEHERTE2000
EEnAFIoveER. ZERIFRAGE
RERERSHITH, BEEATIRE.

CVERRIEXERESFRZZUTNER
wal, HEThREaEmaElizaen
{ Chicago Mercantile Exchange) 7%, T4 EE = MEFHALRZSPT (Chicago Board of
Trade) ¥ZFEEABERTTERRSF-
ZABES AR, EHEFEHREMEFRES. XPCRNELNE EEERIMTE.

FEHRR|, HERMBEACVESTRTRRRGAMUR, IBETH 7 ARENET
R Efa el .

CVERTZRR AR EIFBHRM [l LB RER, LIRBIEEDRIT . SOWEX
TR ES M ERE R -
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http://www.cybercrime.gov/yangIndict.pdf
http://www.81law.com/news/sa_news_aid_1640/

Example of a Local Federal
Computer Crime

According to the indictment, Yang began working for CME Group in 2000 and was a senior
software engineer at the time ofhis arrest. His responsibilities included writing computer code and,
because ofhis position, he had access to the software programs that supported CME Group’s Globex
electronic trading platform. Globex allowed market participants to buy and sell exchange products
from any place at any time. The source code and algorithms that made up the supporting programs
were proprietary and confidential business property of CME Group, which instituted internal
measures to safeguard and protect its trade secrets.

Between Dec. 8, 2010, and June 30, 2011, Yang allegedly downloaded more than 1,000

computer files contamning CWE computer source code from CME's secure internal computer system

to his CME-issued work computer; he then transferred many ofthese files from his work computer

to his personal USB flash drives; and then transferred many of these computer files from his USB Chunlai Yang
flagh drives to his personal computer located at his home. During the same time, Yang also Sr. Financial Applications Developer
downloaded and printed numercus CWE internal manuals and guidelines describing how many of

the computer files that comprise Globex operate and how these computer files interact with each

other, the indictment alleges.
Source: http://www.cybercrime.gov/yanglndict.pdf I . Slater Technologies | I
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Example of a Local Federal
Computer Crime

To help the Chinese exchange attractmore customers and generate higher profits, Gateway proposed
to expand the capabilities of Zhangjiagang's software by providing customers with more ways of
placing orders; connecting the exchange’s database storage system and matching systems; rewriting
the trading system software in the JAVA computer programming language; raising the system’s
capacity and speed by modifying communication lines and structures; and developing trading
software based on the FIX computer coding language, the indictment alleges.

CME Group has fully cooperated with the investigation.

Each count of theft of trade secrets carries maximum penalty of 10 years in prison and a
$250,000 fine. If convicted, the Court must impose a reasonable sentence under the advisory United
States Sentencing Guidelines.

The government is being represented by Assistant United States Attomeys Barry Jonas and
Paul Tzur.

The public is reminded that an indictment contains only charges and is not evidence of guilt.
The defendant is presumed innocent and is entitled to a fair trial at which the government has the

burden of proving guilt beyond a reasonable doubt.

ECRE
Source: http://www.cybercrime.gov/yanglndict.pdf

Chunlai Yang
Sr. Financial Applications Developer

I - Slater Technologies I
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Some Federal Laws

1974 | Privacy Act of 1974 (Public Law 93-579, 5 U.S. Code 552a). - sets limits on the collection and
transfer of personal data by government agencies and lets citizens sue agencies thatviolate
the act (Lane, 1997).

1984 | Computer Fraud and Abuse Act - originally enacted as part of the Crime Control Act and was
the first statute to specifically address computer crime. In 1990, this was amended it “to
coverall computers used in interstate commerce or communications” and to prohibit forms of
computer abuse which arise in connection with, and have a significant effect upon, interstate
or foreign commerce.

1986 | Electronic Communications Privacy Actof 1986 - the most comprehensive piece of federal
legislation dealing with the interception of and access to electronic communicationssuch as
e-mail and voice mail.

1987 | The Computer Security Act of 1987

1996 | Health Insurance Portability and Accountability Act (HIPAA) of 1996 - required the Department
of Health and Human Services to promulgate regulations governing the disclosure of health
information.

1999 | Gramm-Leach-Bliley Act - for the purpose of implementing the congressional policy thateach
financial institution has an affirmative and continuing obligation to respect the privacy of its
customers to protect the security and confidentiality of those customers’ nonpublic personal
information...

2001 | USAPATRIOT Act, H.R. 3162

2005 | H.R. 4127 - Data Accountability and Trust Act (DATA)

2009 | HITECH Act (part of the ARRA 2009 legislation)

I - Slater Technologies I
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Other Federal Laws

e USA PATRIOT Act Expired on May 31,
2015

 USA FREEDOM Act Signed into Law
onJune 2, 2015

— Cooperation and Data Exchange
Between Federal Agencies

— Telecommunications Providers will
retain User Metadata related to
communications

— https://www.congress.gov/bill/113t
h-congress/house-bill/3361

— https://en.wikipedia.org/wiki/USA
Freedom Act

Long title

Acronyms
(colloguial)

Micknames Freedom Act

USA FREEDOM Act

To reform the authorities of the Federal
Government to require the production of
certain business records, conduct electronic
surveillance, use pen registers and trap and
trace devices, and use other forms of
information gathering for foreign intelligence,
counterterrorism, and criminal purposes, and
for other purposes.

USA FREEDOM Act, a backronym for "Uniting
and Strengthening America by Fulfilling
Rights and Ensuring Effective Discipline Over
Monitoring Act"

| Slater Technologies |
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NSA GELEBRATES PASSAGE OF USA ‘FREEDOM’ ACT,
WHILE SKYPE KEEPS ITS SPYING EYES ON YOU

The NSA is coming out of this unscathed

by COIN TELEGRAPH | JUNE 16,2015 [ 2 E1 = o = E]

Both privacy advocates and the NSA are celebrating the USA Freedom Act that
passed the Senate on June 2. The act legalized and simplified the collecting of

phone metadata for the NSA. Meanwhile Skype continues to collect voice, chat,
video and other data, and deliver it to the Five Eyes international spy coalition.

Source:
http://www.infowars.com/nsa-celebrates-passage-of-usa-freedom-act-while-skype-keeps-its-spying-eyes-on-you/ I Slater Technologies I
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Learn About the Edward Snowden NSA
Data Breach

* Visit http://billslater.com/snowden

* Google these words together:

— Edward Showden NSA Data Breach Presentation

I - Slater Technologies I
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U.S. Department of Justice
Computer Crime Website

http://www.cybercrime.gov/

Computer Crime & Intellectual Property Section
United States Department of Justice

Homs Computer Crims Intsllectual Propsrty Electronic Evidenca Other High Tech Legal Issuss About CCIPE
Hews gtz ingex | !-=h|

Computer Crime & Intellectual Property Section

Latest Press Releases

HetDocuments

+ How to Report Cyber and IP Crims

+  ybersecurhy Prolecting America's New Fronfler fNowsmioer 15, 2041)

-

Agmintstrior of WisknTech Componants, LLC Senienced To 348 Months In Prison For Her Rolke In Sales of CounterieR inegrated Clnculs Destined to LS. MIIRary and Ofher

nduzinies To 38 Monis In Prison For Her Roke In Sales of Coumeriafl iniegrated Circuls Destined 1o LS. Milkary and Offer indusiries: Courerial Devices Were Sokd 0 @ oW o Regor Compuier- 2nd Inemet-Relzed Crime
U5 Nayy and Defense Comiracions (Doooer 25, 2011) 4 How ho Report Inteliechual Property Crime
+  Two Top Adminlstratons of Ninjaviden Webshz Plead Sully fo Criminel Copyright Consalracy iooeoer 25, 2011 + 1P Enforcament Coordingior's 2040 Anmual Repar Feoruer 20113
+  Chinese Natkonal Pleads Cully o Economic Esplnage and Thes of Trade Secnets: First Prosacution In indlana for Farekgn Econcmis ESpRnEge (Dooer 12, 2011) * PROP A Aval Repan 2010 (POF) iecemzer 20100
* FBIPRO P At ANzl REpom 2010 (PDF) iDe: 2010
+  Trinee Serfenced b Federal Prison far Forcing Labor and Distriting Plrated Courterisl 08 and DVDS iooooe 14, 2011 e
» 2010 Jolrt Strategic Plan on inelieciual Propary Enfrcament(FOF) (June 2010
- Fammear CRagel Employes Arnesiad for The® of Financlal Firms Traoe Sacrets Harnd dries nesmersd rom canal alisgedly contaimed e 10 SORsinuct curnens fueunss rading -
HIZE D255 0 CRE0SI £ DIDATIEEn) MOsEl [Doaeer 13 2041, = ! o *  Testmony of Deputy Assistant ARDmey General Jason M. Welnsieln on Comesting IP Crime (POF) (Decamer 2003
#  LISA Buillefin on Economic Esplonage and Trade Secrets (PDF) iNovember 2005
» L3Pl Man Pleads Gully In Scheme o Sell Coumteriel Viagra isasemoer 30 20115 Esp D
_ _ » CCIPS Mamal on Elecironk Seanch and Salzure - Updsied 2008 (augeus: 24, 2009
+  NInjEacen Founcer Pleads Sully I Vinginta 5 Crimingl Cooyright Conspiras) (Sememoer 25, 2074 I — P : = T WWarki of ‘Carding’ I {POF) guay 20081
+  Fommer CME Sroup Sotware Englhesr indicied For Thetl OF Shobes Comguier Trade Soorets iSamemser 25, 2011 »  NPR inendew wih CCIPS and FEL Cyber Sleuins Zen in 25 Web Fraud Takes Toll jianuary 20, 2005)
+  Foundsr of Ninjsuideo Pleads Gully o Criminal Copyright Consplracy (Seseemioer I3, 041) »  Dighal Forenshs Analsks Memnoooiogy FIWSNan (POF) iAugust 22, 2007)
+  Virginla Store Owner Arrested for Selling CourferieR G00ds (Segtamner 21 2011) o EE N T T S T S TR
»  CCIPS "Prosecuting ineliecul Propery Crimes” Manual ioesoer 2005)
»  Crinese National indicted Wi Trafoking In Courterisl Merchandiss of ouer 1000 B2 (Sepiemoer 18, 2011)
%  Unihed S35 Jains Councll of EUrope COnention on CyBErCrime (Sestamber 25, Z005)
+  Soumem CaImit Man Seriensed 1 30 MO In Prison 05 Mparting CoumertR Exercle EQUIDMEN! (Samameer 12, 2011 & More Ibmation an e Cydercrime Comention
»  Ninjaiden Wedshe Opersiors Charged win Crimingl Copyright Comsplnasy (Seammmos 2, 2011 »  Cybenamics
+  Oniline identRy Thier Samenced In VIRgInta 80 14 Years In Prison or Salling Counerizk CredR Cards Lesding 1o More ThRan 53 MIIon I LOSSES (Septemer 5, 2041)
+  Two Tixas Men Gully of Traficding CounteriaR Soods 3t Mall KIosks Saseamser 5, 2011)
- "\."ll"; Inik3 WWomEn Semencad 10 60 Rons I Prisaon far "I1:0EI'r; a'ﬂ.i-)elll'r; Cournerisl Claso Computsr \E’.“Dml'r; EQuInmEnt (Septeminar 3, 2011)
- Saven Indicied For Exenshe Couzriel Medla Operailon (sapnerser 2, 20110
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U.S. Department of Justice

Computer Crime Website
http://www.cybercrime.gov/

Reporting Computer, Internet-Related, or Intellectual Property Crime

memet-relzted erime, Il any ofer crime, shoulkd D2 neponed o agonoarisie =w entorcament Ivestigathe autharities 2 e local, sz, feoeral, o emEtional leels, depending on e 56002 oT e crime. CREENS who ane Ewars of federal arimes shoukd repon hem 1o losal ofiss of federal law entorcament

& REponing Compuer Crime

« FeEponing imelieciuml Propery Crime
Reporting Computer Hacking, Fraud and Other Internet-Related Crime
Tig primary Seoeral [Ew STIiroement agenties TE IVESTgENE GOMESIIC STIME on e IMemet Include: Te Federal Suresy of MVEEtigEtn [TE. T Unied Simies Seonet Sanvice, T UnRed Stmes mmigration and Customs Enforcament (1CE) , e UnRed Stmies Postal Mepection Senvice, and T Suneau of Aloonol, Tooacoo and Firssnms
[ATF) . E32n of Mese agencies Nas oioes oorveniently kooated In Svery St to whlch crimes may De feparien Contsct IMormason regarding Sese local ofioes may be found In kocal teleanone dinectaries. in general, Seoeral crime may B fesonied i M looal 0Mice of 30 annrarisee LW eoroement agency by @ teleonone call and by
reguesiing e "Duly Complaint Agent "
Sz lEw Sioroement 3gEncy 2150 NEE 3 NEIOOUENETS [HQ) N Wasnington, DU whikin NEs 2Ents wWho $pecizime In pEriular anss. For enampie, e TR 20d e ULS. Secnet Senice Do NEVE NEROTUEners-Dasad $0eCialists In COMpUtEr INTUEkon (L. COMIUIEr MECE) CEE8
Ti GRAEMMING SOME 0f T2 S20eral IVEStgEINe (W STInTement agenaies Tt May DS SPON0arizis 17 E0ring CEEl kinds of orime, DiESse et 1 e Tlowing =

Type of Crime Appropriate federal investigative law enforcement agencies

Computer intrusion (i.e. hacking) FBI local office

-

+ U5 Secet Senice

-

Internet Crime Complaint Center

FEI local office

-

Password trafficking
+ 15 Secet Service

-

Internet Crime Complaint Center
Counterfeting of currency +« |15 Seoet Service

FBI local office

-

-

if imported, .S, Immigration and Customs Enforcement

Child Pernography or Exploitation

-

Internet Crime Complaint Center

Child Expleitation and Internet Fraud matters that have a mail nexus + U.5. Postal Inspection Service

+ |nternet Crime Complaint Center

Internet fraud and SPAM + FEBl local office
+ 1.5 Secret Service (Financial Crimes Division)
+ Federal Trade Commissicn {online complaint)
+ if securities fraud or investmentrelated SPANM e-mails, Securities and Exchange Commissicn {onling complaint)

+ The Internet Crime Complaint Center
Internet harazsment + FBI local office

Internet bomb threats + FBI local office

s+ ATF local office

Trafficking in explesive or incendiary devices or firearms over the Internst + FBI lzcal office
+ ATF local office
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U.S. Department of Justice
Computer Crime Website

Other Cybercrime Reporting Resources

# The Intsrnst Crims Compizint Cantsr IC3)

The iniemet Crime Complzint Center (103) Is 3 parmershil betwesn e Federal Bureau of ivestigation (FS1) and e Natlonal Whike Collar Crime Camer (WW3C). K03's mission ks o sene 35 3 wenlsle to recele, develon. and refer crimingl comalaints regarding he mnlclt,'ma'dl'r;lare'nao‘a',':-ercrl'ne The I3

gz e victims of Cyiber Crime 3 convenient and easy-io-use neparting mechanism et lens aumiorkies of suspacted criminal ar kil vialtions. For Lawe‘?br-:e’ne‘ca'n reguisRory agencies 31 e feoeral, ste, and kool lael, 103 provides 3 cantral reterral mechanism Sor Complaines

crimes

noling Infemet natted

< Tne imemat Crime Complaint Canter

+ Depanment of Hometand Sacurly's Natinal infrastructune Coordinating Centar: (202) 282-2301 (report incients ralsting & national securRy and Infrastrucrs lssues)
» LS Compuiser Emergency Readiness Team (LS. CERT) (online reporiing for technlclans)
#  Natonal Association of ARomey Seneral's Comguter Srime Pt of Contacl List (21l state-relaisd ojoer questions)

Reporting Intellectuzal Property Crime

Type of Crime Appropriate federal investigative law enforcement agencies

Copyright piracy (e.g., software, movie, sound recordings) # FBllocal field office

« U5 Immigration and Customs Enforcement (ICE)
« Internet Crime Complaint Center

Trademark counterfeiting « FBl local field office

« U5 Immigration and Customs Enforcement
« Internet Crime Complaint Center

Theft of trade secrets + FBllocal field office

« “Reporting Intslisctual Proparty Crims: 4 Guids for victims of Counterfetting. Copyright Infringsment. and Theft of Trade Sscrsts™ (PDF)

Trils guide Is contalned In Appendls C of e Report of he Depanment of Justice's Intelieciual Praperty Task Force (Ociober 2004) (PDF). The guide also contalns e Dilowing checklists for reporiing Intslieciual property crime to law enforcement

w  Checlist for Repariing a Copyright Infringement or CounierieR Trademark Ofiensa [PDF)
o Checiliss for REponing @ Tnes of Trade Secrets Ofense (PDF)

« Other Government Inftiathves to Combat Cybsrcrims

= The $TOP Inttiattwe [wwwstoplakes gov)

Tre stoptakes gov welshe provides Infarmation fo consumers and businessas on Inkeliectual property, Including Information on how 10 repart trade I take goods.

& Matlonal intedectusl Propsrty Rights Coordination Cantsr

Tre PR Coordination Cemers nesponsiolifies cude

Thas2 WEn specific Infanmation reganding Intslizciual propery crime C3n submi an PR Coondination Camer Complain Referral Fom.

Coordinating LS. goverment damesiic and Intemational zw enforcament acivitles Involing PR lssues

Sening 25 a callection poirt for Inelligence provided by priate Indusiry, 25 well 35 3 channel for Zw enfarcament fo obialn cooperation from privae Indusiny (in specific law enorcement sRuations)

TREgIEng OaMEstic 300 INEmEtional =W entoroement IMmelligence WIT DrivEte OISty ITDITEtion NelEnng 1 IR orime, 2nd dizseminating PR Imeliigencs TOr 00roprize IVestigEtve and moteEl uze

Developing ennancad Investigathe, Ingliigance and Imerdiction capebiifies. ag
Sening =5 @ palnt of contact reganding PR law eresment relzed lesues |
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Federal Laws
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Commonwealth of Massachusetts
Data Privacy Law

Enacted in September 2008

People and companies that handle personal data are legally obligated to
protect it and encrypt it

Companies must have a comprehensive Information Security program
Requires risk-based approach
Requires written evidence of

— An active information security program

— Internal and external audits

— Annual review of security or whenever organizational changes that could
affect security will occur

Penalties include: $5000 for each violation

Additional exposures include legal costs and civil litigation
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Full Text of Regulation 201 CMR 17.00: STANDARDS FOR THE
PROTECTION OF PERSONAL INFORMATION OF RESIDENTS OF THE
COMMONWEALTH

Section:

* 17.01: Purpose and Scope

+ 17.02: Definitions

* 17.03: Duty to Protect and Standards for Protecting Personal Information
+ 17.04: Computer System Security Requirements

# 17.05: Compliance Deadline

17.01 Purpose and Scope

I(l) Purpose

This regulation implements the provisions of M.G.L. c. 93H relative to the standards to
be met by persons who own or license personal information about a resident of the
Commonwealth of Massachusetts. This regulation establishes minimum standards to be
met in connection with the safeguarding of personal information contained in both
paper and electronic records. The objectives of this regulation are to insure the
security and confidentiality of customer information in a manner fully consistent with
industry standards; protect against anticipated threats or hazards to the security or
integrity of such information; and protect against unauthorized access to or use of

such information that may result in substantial harm or inconvenience to any consumer.

(2) Scope

The provisions of this regulation apply to all persons that own or license personal
information about a resident of the Commonwealth.

17.02: Definitions

The following words as used herein shall, unless the context requires otherwise, have
the following meanings:

Breach of security, the unauthorized acquisition or unauthorized use of unencrypted
data or, encrypted electronic data and the confidential process or key that is capable
of compromising the security, confidentiality, or integrity of personal information,
maintained by a person or agency that creates a substantial risk of identity theft or
fraud against a resident of the commonwealth. A good faith but unauthorized
acquisition of personal information by a person or agency, or employee or agent
thereof, for the lawful purposes of such person or agency, is not a breach of security
unless the personal information is used in an unauthorized manner or subject to further
unauthorized disclosure.

Electronic, relating to technology having electrical, digital, magnetic, wireless, optical,
electromagnetic or similar capabilities.

Commonwealth of
Massachusetts
Data Privacy Law

(Excerpt)
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17.03: Duty to Protect and Standards for Protecting Personal Information

(1) Every person that owns or licenses personal information about a resident of the
Commonwealth shall develop, implement, and maintain a comprehensive information
security program that is written in one or more readily accessible parts and contains
administrative, technical, and physical safeguards that are appropriate to {(a) the size,
scope and type of business of the person obligated to safeguard the personal
information under such comprehensive information security program; (b) the amount of
resources available to such person; {c) the amount of stored data; and (d) the need
for security and confidentiality of both consumer and employee information. The
safeguards contained in such program must be consistent with the safeguards for
protection of personal information and information of a similar character set forth in any
state or federal regulations by which the person who owns or licenses such information
may be regulated.

(2) Without limiting the generality of the foregoing, every comprehensive information
security program shall include, but shall not be limited to:

+ (3) Designating one or more employees to maintain the comprehensive
information security program;

+ (b} Identifying and assessing reasonably foreseeable internal and external risks to
the security, confidentiality, and/or integrity of any electronic, paper or other
records containing personal information, and evaluating and improving, where
necessary, the effectiveness of the current safeguards for limiting such risks,
including but not limited to:

1. ongoing employee (including temporary and contract employee) training;
2. employee compliance with policies and procedures; and
3. means for detecting and preventing security system failures.

+ (c) Developing security policies for employees relating to the storage, access and
transportation of records containing personal information outside of business
premises.

+ (d) Imposing disciplinary measures for violations of the comprehensive information
security program rules.

+ () Preventing terminated employees from accessing records containing personal
information.

+ (f) Oversee service providers, by:

1. Taking reasonable steps to select and retain third-party service providers
that are capable of maintaining appropriate security measures to protect
such personal information consistent with these regulations and any
applicable federal regulations; and

2. Requiring such third-party service providers by contract to implement and
maintain such appropriate security measures for personal information;
provided, however, that until March 1, 2012, a contract a person has
entered into with a third party service provider to perform services for said
person or functions on said person's behalf satisfies the provisions of 17.03
(2)({f)(2) even if the contract does not include a requirement that the third
party service provider maintain such appropriate safeguards, as long as

Commonwealth of
Massachusetts
Data Privacy Law

(Excerpt)
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17.04: Computer System Security Requirements

Ewvery person that owns or licenses personal information about a resident of the
Commonwealth and electronically stores or transmits such information shall include in
its written, comprehensive information security program the establishment and
maintenance of a security system cowvering its computers, including any wireless
system, that, at a minimum, and to the extent technically feasible, shall have the
following elements:

1. Secure user authentication protocols including:

= (a) control of user IDs and other identifiers;

= (b} a reasonably secure method of assigning and selecting passwords, or
use of unique identifier technologies, such as biometrics or token devices;

= {c) control of data security passwords to ensure that such passwords are
kept in a location and/or format that does not compromise the security of
the data they protect;

= {d) restricting access to active users and active user accounts only; and

= (e) blocking access to user identification after multiple unsuccessful Com mo nwea Ith Of

attempts to gain access or the limitation placed on access for the

particular system; h
2. Secure access control measures that: M assac usetts

= {a) restrict access to records and files containing personal information to .
those who need such information to perform their job duties; and Data Prlva Cy LaW

= (b)) assign unique identifications plus passwords, which are not vendor
supplied default passwords, to each person with computer access, that are
reasonably designed to maintain the integrity of the security of the access
controls;

3. Encryption of all transmitted records and files containing personal information
that will travel across public networks, and encryption of all data containing
personal information to be transmitted wirelessly.

4. Reasonable monitoring of systems, for unauthorized use of or access to personal
information;

5. Encryption of all personal information stored on laptops or other portable devices; ( Exce rpt)

6. For files containing personal information on a system that is connected to the
Internet, there must be reasonably up-to-date firewall protection and operating
system security patches, reasonably designed to maintain the integrity of the
personal information.

7. Reasonably up-to-date versions of system security agent software which must
include malware protection and reasonably up-to-date patches and wvirus
definitions, or a version of such software that can still be supported with up-to-
date patches and virus definitions, and is set to receive the most current
security updates on a regular basis.

8. Education and training of employees on the proper use of the computer security
system and the importance of personal information security.

| Slater Technologies |
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Who needs Mass 201 CMR 177

All persons, corporations, associations, partnerships or other legal entities with systems
containing Massachusetts resident’s personal information in transit or at rest are
responsible for complying with the 201 CMR 17 regulations by March 1, 2010. However, the
regulations also require businesses to complete internal and external security risk
assessments prior to the effective date. The regulation applies regardless of whether the
entities or the data is either inside or outside state borders, and applies equally to private
and public sector organizations.

Penalties for non-compliance

The penalties for non-compliance with 201 CMR 17 are enforced through Massachusetts
General Law Title ¥XV: Regulation of Trade, chapter 934, section 4. Violators may be faced
with a civil penalty of $5.000 for each violation, are required to pay the reasonable costs of
investigation and litigation of such violation (including reasonable attorney's fees), and are
subject to additional civil action since 201 CMR. 17 creates a baseline standard that allows
plaintiffs in civil suits to argue that a business that lost data was negligent. Title ¥V also
requires any data breach be reported to both the Office of Consumer Affairs and Business
Regulation (OCABR) and the Attorney General.

What you need to be Mass 201 CMR 17 compliant

The new Massachusetts Privacy Law requires the following criteria be met:

& an internal and external risk assessment of the human, physical, technical environment
based on the criteria outlined in 201 CMR. 17

& the computer security provisions in the regulation use a risk-based approach that comply
to the extent that it is technically feasible, meaning that reasonable means must be used
to accomplish a required result if there is a reasonable technology is available

¥ the results of the internal and external risk assessments must be documented in a
Written Comprehensive Information Security Program (WISP)

& the scope of the WISP must be reviewed at least on an annual basis or whenever there iz
a change in business practices that may impact security controls

The OCABR published the 201 CMR 17 Compliance Checklist as an aid to be used by
either organizations themselves or their auditors when conducting their risk assessment.
However, additional guidance on how and where to submit risk assessment results is
expected from the state prior to the March 2010 deadline

Commonwealth of
Massachusetts
Data Privacy Law

Non-Compliance /
Compliance Facts

(Excerpt)
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State of lllinois Personal Information
Protection Act (PIPA)

e Enacted inJune 2005

 People and companies that handle personal data are legally obligated to
protect it

e Penalties are covered under the Consumer Fraud and Protection Act
* Additional exposures include legal costs and civil litigation

I Slater Technologies I




HB1623 Enrolled LEBOS%4 07564 BRXD 37732

AN ACT concerning business.

Be it enacted by the People of the State of Illinois=s,
represented in the General Assembly:

Section 1. Short title. Thi=s Act may be cited as the
Personal Information Protection Act.

Section 5. Definitions. In thi=s Act:

"Data Collector™ may include, but is not limited to,
government agencies, public and private universities,
privately and publicly held corporations, finmancial
institutions, retail operators, and any other entity that, for
any purpose, handles, collects, disseminates, or otherwise
deal=s with nonpublic personal information.

"BEreach of the security of the =system data™ means
unauthorized acquisition of computerized data that compromises
the security, confidentiality, or integrity of personal
information maintained by the data collector. "Breach of the
zecurity of the system data™ does not include good faith
acqui=sition of personal information by an employee or agent of
the data collector for a legitimate purpose of the data
collector, provided that the personal information is not used
for a purpose unrelated to the data collector's business or
subject to further unauthorized disclosure.

"Personal information™ means an individual's first name or
first initial and last name in combination with any one or more
of the following data elements, when either the name or the
data elements are not encrypted or redacted:

(1) Social Security number.

(2) Driver's license number or S5tate identification
card number.

(3) Account number or credit or debit card number, or
an account number or credit card number in combination with
any required security code, access code, or password that
would permit access to an individual's financial account.

"Personal information™ does not include publicly awvailable
information that is lawfully made available to the general
public from federal, State, or local government records.

State of lllinois
Personal
Information
Protection Act
(PIPA)

(Excerpt)
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S5ection 10. Notice of Breach.

(a) Any data ceollector that owns or licenses personal
information concerning an Illincis resident shall notify the
resident that there has been a breach of the security of the
system data following discovery or notification of the breach.
The disclosure notification shall be made in the most expedient
time possible and without unreasonable delay, consistent with
any measures necessary to determine the scope of the breach and
restore the reasonable integrity, security, and
confidentiality of the data system.

(b) Any data collector that maintains computerized data
that includes personal information that the data collector does
not own or license shall notify the owner or licensee of the
information of any breach of the security of the data
immediately following dizcovery, if the persconal information
was, or is reasonably believed to hawve been, acquired by an
unauthorized person.

(c) For purposes of this Section, notice to consumers may
be provided by one of the following methods:

(1) written notice;
(2} electronic notice, if the notice provided i=s
consistent with the provisions regarding electronic

records and signatures for notices legally required to be

in writing a=s set forth in Section 7001 of Title 15 of the

United States Code; or

{(3) substitute notice, if the data collector
demonastrates that the cost of providing notice would exceed
£250,000 or that the affected class of subject persons to
be notified exceeds 500,000, or the data collector does not
have sufficient contact information. Substitute notice
shall consist of all of the following: (i) email notice if
the data collector has an email address for the subject
persons; (ii) conspicuous posting of the notice on the data
collector's web =ite page if the data collector maintains
one; and (iii) notification to major statewide media.

(d) Notwithstanding subsection (c), a data collector that
maintains its own notification procedures as part of an
information security policy for the treatment of personal
information and is otherwise consistent with the timing
requirements of this Act, shall be deemed in compliance with
the notification reguirements of this Section if the data
collector notifies subject persons in accordance with its
policies in the event of a breach of the security of the =system
data.

Section 15. Waiwver. Any waiver of the provisions of this
Act is contrary to public policy and is void and unenforceable.

Secrion 20. Viclation. A wioclation of this Act constitutes
an unlawful practice under the Consumer Fraud and Deceptive
Business Practices Act.

State of lllinois
Personal
Information
rotection Act

(PIPA)

(Excerpt)
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White House Cyberspace Policy
Review - July 2009
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TABLE 1: NEAR-TERMACTION PLAN

1.

CYEERSPACE POLICY REVIEW

Appoint 3 cybersacurity policy official res ponsible for coordinating the Mation's cy barsecurity
policiesandactivities; establisha stmong M3C dirsctomte, undarthe diraction of thac ybarsacurity
policy official dual-hatted to the MSCand the NEC, tocoordingte inte moency devaloprne nit of
cybersacurity-relted stmtegyand policy.

Pz para for the Prasident’sappmoal an updsted ratioral # ratagy 1o securethe information
and comm unications infrastructura. This strategy should includa continued evaluation of CMCI
activitias and, where appmoprigte, buildon its succassas,

Dasigrate cy barsacurity a5 ona of tha Prasidant’s key managermant pricrities and astablish
parformancea matrics.

Desigrate & privacy and civil libertias official to tha M9C cy barsacurity dirctomta.

Corenaappmopriste intemgency mashanism stoconduct intemoency < laaed lagsl analysas

of priority cybarsacurity-ralated issues identified duing the policy-davelopmeant proce ss and
formulate coberent unified policy guidance that clarifies rokes, rsponsibilities, and the application
ofagancy authorities for cybersacurity-ralatad activities a2 ross the Faderal governm ant.

Initizte 3 rational public awarenes sand educationcam paign 1o promote cybarsecurity,

Devalop LS. Govemmant positions foran intarrational cy bersacurity policy femeworkand
strangthenourintematioral part nerships 1o creata initistives thet addressthe full mnge of
activities, policies, and opportu nities a5 sociated with cybersacurity.

Prapare ac yhersecurity incidant response plan; intiztea dislogtoenhance public-private
partnarships with an gyve toward stream lining, aligning, and providing resources 1o optim zea their
cortributionand engagame nt

Incollbortion with ot har EQP entitia s, davelop a fram ewok for i searchand davalopmant
stratagias that focu son gam e-changing technologies that have the potential toanbancathe
sacurity, reliability, rasiliance, and tnu stwort hines s of digitalinfrastructure; provida the rasaarch
COMm Unity accass 1o avert data tofac limte develo ping tools, testing theories, and idert ifying
wiorkabla solutions.

10.

Build ac ybersecuty-based idantity maregemeant vision and stretegy that addee sses privacyand
civil libartias interasts, leveraging privacy-enhancing technologies for the Mation.

Cyberspace
Policy Review

The Near-Term Action Plan
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the WHITE HOUSE rresio

BARACK OBAMA

BLOG PHOTOS & VIDEO BRIEFING ROOM ISSUES the ADMINISTRATION

Home - The White House Elog

The White House Blog

The Administration Unveils its Cybersecurity Legislative Proposal
Posted by Howard A. Schmidt on May 12, 2011 at 02:00 PM EDT

Today | am happy to announce that the Administration has transmitted a cybersecurity legislative proposal to
Capitol Hill in response to Congress’ call for assistance on how bestto address the cybersecurity needs of our
Mation. This is a milestone in our national effort to ensure secure and reliable networks for Americans,
businesses, and government; fundamentally, this proposal strikes a critical balance between maintaining the
government's role and providing industry with the capacity to innovatively tackle threats to national cybersecurity.
Just as importantly, it does so while providing a robust framework to protect civil liperties and privacy.

When the President released his Cyberspace Policy Review (pdf) almost two years ago, he declared cyberspace
as a key strategic asset for the United States and its security just as vital. This legislative proposal is the latest
achievementin the steady stream of progress we are making in securing cyberspace and completes another
near-term action item (pdf) identified in the Cyberspace Policy Review.

The Administration proposal helps safequard your personal data and enhances your right to know when it
has been compromised. In addition to educating you on how to protect yourself from cyber threats with the Stop.
Think. Connect campaign, we believe organizations should inform you when your sensitive personal information
may have been compromised. This notice not only helps you to protect yourself against harms like identity theft,
but also incentivizes organizations to have better data security in the first place. Today, our country has a
patchwork of 47 state notification laws. Our proposal simplifies and strengthens this reporting requirement and
reaches all Americans.

It helps protect our national security by addressing threats to our power grids, water systems, and other
critical infrastructure. These systems are the backbone of our modern economy, many are privately owned, but
all merit our support in protecting them. The Administration proposal advances the security of our increasingly
“wired” critical infrastructure, strengthens the criminal penalties for hacking into the systems that control these
vital resources, and clarifies the ability of companies and the government to waluntarily share infarmation about
cybersecurity threats and incidents in a privacy-protective manner. This is behavior we want and need to
promote.

It helps the U.S. government protect our federal networks, while creating stronger privacy and civil liberties
protections that keep pace with technology. Since our Federal systems are under constant pressure by
hackers, criminals and other threats, the government needs better tools to detect and preventthose threats. Part
of cybersecurity is about finding malicious programs, and stopping their spread before they have any impact.

On May 12, 2011, The
White House submitted
new legislative proposal

to Congress — the

Legislation will provide
new federally mandated

requirements for
companies to report
data breaches to their
affected customers

ay 2011
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Presidential Cybersecurity
Executive Order

* February 12, 2013
* Defined Critical Infrastructure
* Encouraged information sharing
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THE THREATS & VULNERABILITIES




Vulnerabilities

* Vulnerability — definition
* Vulnerability examples

Thetis dipping Achilles
into the River Styx

I Slater Technologies |
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Vulnerabilities

 Whatis a “vulnerability”?

— A situation or condition that
represents an opportunity for
a threat to damage or for
information to be stolen from
the organization, IT Systems or .
network. e 3

— Comes from the Latin word, ‘
“vulnus”, meaning “wound”

— Sometimes called, “The
Achilles Heel.”

Thetis dipping Achilles
into the River Styx
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The Death of Achilles

Achilles was mortally wounded in the
one place he was vulnerable: his heel.

I Slater Technologies |
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Some Sources of Vulnerabilities

 Complicated user interface

e Default passwords not changed

* Disposal of storage media without deleting data
* Equipment sensitivity to changes in voltage
 Equipment sensitivity to moisture and contaminants
* Equipment sensitivity to temperature
 Inadequate cabling security

* Inadequate capacity management

* Inadequate change management

* Inadequate classification of information

* Inadequate control of physical access

* Inadequate maintenance

* Inadequate network management

* Inadequate or irregular backup

* Inadequate password management

* Inadequate physical protection

I Slater Technologies I




Some Sources of Vulnerabilities

* Inadequate protection of cryptographic keys

* Inadequate replacement of older equipment

* Inadequate security awareness

* Inadequate segregation of duties

* |nadequate segregation of operational and testing facilities
* Inadequate supervision of employees

* Inadequate supervision of vendors

* Inadequate training of employees

* Incomplete specification for software development
* Insufficient software testing

e Lack of access control policy

e Lack of clean desk and clear screen policy

e Lack of control over the input and output data

* Lack of internal documentation

* Lack of or poor implementation of internal audit

e Lack of policy for the use of cryptography

I Slater Technologies I




Some Sources of Vulnerabilities

* Lack of procedure for removing access rights upon termination of employment
e Lack of protection for mobile equipment

* Lack of redundancy

* Lack of systems for identification and authentication
* Lack of validation of the processed data

* Location vulnerable to flooding

* Poor selection of test data

* Single copy

* Too much power in one person

* Uncontrolled copying of data

* Uncontrolled download from the Internet

* Uncontrolled use of information systems

* Undocumented software

 Unmotivated employees

 Unprotected public network connections

* User rights are not reviewed regularly

I Slater Technologies I




WHAT ARE THREATS?
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Threats

* Threat — definition
* Some sources of threats
* More threat examples
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Threats

e What is a “threat”?

— Something that can potentially cause damage or
theft to the organization, IT Systems or network.

I Slater Technologies I
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Some Sources of Threats

 Misguided Employees

* Mistakes by careless Employees

* External Parties

* Low awareness of security issues

e Lack of or lapse in security policy compliance

* Growth in networking and distributed computing

* Growth in complexity and effectiveness of hacking

tools and viruses

* Natural disasters e.g. fire, flood, earthquake

I Slater Technologies I




Typical Threats that Represent

Business Risks
I

Human Errors or failures Accidents, Employee mistakes

Compromise to Intellectual Property Piracy, Copyright infringements
Deliberate Acts or espionage or trespass  Unauthorized Access and/or data collection
Deliberate Acts of Information extortion Blackmail of information exposure / disclosure

Deliberate Acts of sabotage / vandalism Destruction of systems / information

Deliberate Acts of theft lllegal confiscation of equipment or information
Deliberate software attacks Viruses, worms, macros Denial of service
Deviations in quality of service from Power and WAN issues

service provider

Forces of nature Fire, flood, earthquake, lightening
Technical hardware failures or errors Equipment failures [/ errors

Technical software failures or errors Bugs, code problems, unknown loopholes
Technological Obsolescence Antiquated or outdated technologies

| Slater Technologies |
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Risk Model Showing Relationships Between Threats,
Vulnerabilities, and Controls

exploit

Information
assets

Protection Asset values
Requirements

* Controls: A practice, procedure or mechanism that reduces risk I S,'ater Techno,'ogies I
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QUICK STORY ABOUT DAVID BREWER, MICHAEL
NASH, AND THE "BREWER EVENTS".
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So Let’s Simplify This Stuff
And Make it Easier, Achievable and More
Manageable

‘ Note: with clients — he had to start using the
F Word, “EVENT”, because he learned
Executive Management got upset

About the connotation of

Words like THREATS and

VULNERABILITIES

Co-author of the ISO 27001 standard security framework, October 2005
Co-author of ISO 27001 Annex A Insights, December 2010

Director, Gamma Secure Systems Limited

. ISO/IEC 27001 and 1SO 9001 Certified for the

Dr. David Brewer, FBCS, CITP Provision of Information Security Consultancy

www.gammassl.co.uk

| Slater Technologies |
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Brewer Event List

Event Code Event Description
S1 Theft
S2 Acts of God, vandals and terrorism
S3 Fraud
S4 IT failure
S5 Hacking
S6 Denial of Service
S7 Disclosure
S8 Law
B1 Inappropriate deployment of people
B2 Failure to maintain proper records
B3 Issuance of wrong documents
NA Not Applicable
P Policy
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Risk Management Strategies

Code Risk Management Strategy

1 Remediate

2 Transfer

3 Accept

4 Avoid

5 Not Applicable

Slater Technologies
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Applying the Brewer Events with
Risk Management Strategies

Event Code Event Description Management Strategy
S1 Theft 1
52 Acts of God, vandals and terrorism 3
S3 Fraud 1
sS4 IT failure 1
S5 Hacking 1
S6 Denial of Service 1
57 Disclosure 1
S8 Law 4
B1 Inappropriate deployment of people 1
B2 Failure to maintain proper records 1
B3 Issuance of wrong documents 4
NA Not Applicable 3

P Policy 1

Code |[Risk Management Strategy
1 Remediate
2 Transfer
3 Accept
4 Avoid
5 Not Applicable
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A CYBER LITIGATOR’S ADVICE - FOR
DEFENDANTS




Are You Reducing Your Cyber
Legal Risks?

Hillard M. Sterling

Clausen Miller P.C.
10 South LaSalle Street
Chicago, Illlinois 60603
hsterling@clausen.com

312.606.7747

clausern
LY 111 (5] L—



Typical Post-Data Breach Event

Sequence

* Breach
* Initial Investigation (Need Protection)
* Notification

« Additional Investigation/Litigation and/or
Regulatory Action (Need Protection)

clausen
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Model Data Breach

Response Investigative Team

Outside Counsel

pd

Insured’s Internal Incident
Response Team
Management, IT, Public
Affairs, Media Relations, Risk
Management, Finance, audit,
HR

clausen

Mille
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N

External Contractors
Info Analysts, SIEM,
Forensics, PR, Crisis

Management




When & Why to Engage Outside

Counsel?

« Early
* Why
— Increased Flexibility to uncover root
cause of breach

— Avoid careless creation of
documents

— Litigation hold notices /preserve
existing documents

— Restrict circulation of investigation
materials

clausen
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Legal Standards to Which You are Held

e Statutory —e.g., GLB, SOX

o State laws — Notification, Consumer Protection
 Regulations

 Guidelines

* |ndustry Standards

 Best Practices

« “Reasonableness”

 Whatever the FTC says, with hindsight

clausen
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States Have Not Stood 1dly By

 State Trade Secret Statutes

 Baby FTC Acts combat IP theft using unfair
competition law

* Generally provide for a private right of action

* Provide varying levels of specificity regarding
the application of unfair competition as it
related to misappropriated IT

clausen
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Traditional Theories of Liability

« Liability for breach of Personally Identifiable
Information (“PlI”’) & Protected Health Info. (“PHI”)

— Violation of privacy laws and common law rights
— Breach of contract

— Negligence: 11/11/14, Connecticut Supreme Court held that HIPAA
may provide applicable standard of care for negligence claim.

— Fraud
— Unfair trade practices

 Recovery
— Compensatory damages
— Treble damages
— Attorneys’ fees
Punitive damages, Statutory Fines

Mille
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Playing Defense: Prepare Well!

 Prioritize Data Based On — Social Media
Risks
- Comprehensive Data- « Communication
Governance Plan  Implementation: Stewards
* Incident Response Plan  « Training
« Table-Top Exercises  Metrics
 Policies « Use Attorney-Client
— Access, Use, Transmission Privi|ege When Possible

— Emalil
— Mobile, Laptops, Tablets

clausen
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Implement Compliant Corporate

Policies

e Access, Use,
Transmission

— User ID and Passwords — Laptop Restrictions
— Access Protocols — Business Uses

— Third-Party Access — Non-Disclosure

— Employee Screening — Software Restrictions
— Dedicated Devices — Data Backups

— Device Management — Encryption

clausen

Mille
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Implement Compliant Corporate

Policies

 Email
— Primarily for Business and Permissible Content
— Confidential or Proprietary Data Secured and Encrypted
— No Clicking on Suspicious Emails, Docs, and/or Links
— No Expectation of Privacy
— Retained if Business Record
— Retained in Accordance With Record Retention Policies
— No ISPs for Company Business
— Compliance With Statutory or Regulatory Requirements
— No Expectation of Privac

clausen
MIlIEL. ...ocoermiore.




Implement Compliant Corporate

Policies

 Mobile / BYOD

— Acceptable Use Only

— No Access of Non-Work Websites

— Permitted and Prohibited Apps

— Permitted Operating Systems

— No Direct Connections to Network

— Proper and Authorized IT Support and Maintenance

— Strong Password Protected

— Automatic Locks

— Remotely Wiped if Lost, Employee Terminated, or Breach

clausen
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Data Management is Key:

Reduce and Destroy Bad Data

« Emalil
— Must be part of document
retention/destruction policy. Protect Self-Critical
— Stop preserving exhibits for  Analyses, Investigations

t. . .
y?ur Oppor_]en _  Preemptive Data Security
« Avoid Creating Smoking

Guns ’ APTS_ |
- Routine Destruction * Social Me_d'a— New
Programs and Leading Cause of

. Attorney-Client Privilege =~ Malware

clausen
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Best Practices

« How do you protect your customers and your
firm?
— E-Mall Encryption
— Password Protection — Change Frequently
— Construct and Maintain an Appropriate Firewall
— Back-up your Data
— Avoid Public Wi-Fi
— Understand how to wipe your smartphone
— Educate your clients

— Be Proactive - Constantly review and
e update your systems

clausen
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Best Practices

Are your vendors secure? Forensics/Investigation
— Due diligence may be L External device control
mandatory (GLB, HIPAA) O Encryption
— Questionnaires are required 0 Management and support
atminimurm o o d Reporting and compliance
_ mgz Pi:Ed to visit and verify if 2 Identity management
_ L Company profile
-Components to review and
assess:

UData leakage protection

Monitoring, alerting, and
enforcement

clausen
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Intensified Ransomware

« Coverage: Extortion and/or Business Interruption

« Emerging Virulent Variants:
— Cryptolocker, Torrentlocker,CryptoFortress
— Encryption of any file found through wildcard searches
— Encryption of files in network shares
— Volume shadow copies deleted to prevent restoration
— "Freemium" offer to convince victims that they can recover files

« Damages and Harm Expanded Exponentially
— More data at risk
— Ransom paid in bitcoins
— Amounts increasing - hundreds to thousands
— Repeated ransom demands - "Thanks, but we want more.”

clausen
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Questions?

Hillard M. Sterling
Clausen Miller P.C.
10 South LaSalle Street
Chicago, lllinois 60603
hsterling@clausen.com
312.606.7747

clausen
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HOW TO BE ANONYMOUS

Slater Technologies
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Presentation Abstract

* In the day and age of big Data Breaches and loss of
privacy, many people wonder how they can do a
better job of guarding their privacy and their data,
and possibly even attempting to be invisible or
anonymous when they use the Internet. This
presentation will cover the challenges of privacy, and
the methods and tools that can be used to allow
Internet users become anonymous and do a better

job of guarding their digital privacy.
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How to Be Anonymous Online
Agenda

Introduction

Legal Stuff

The Problem

Why Would You Want to Be Anonymous Online?

17 Steps to Being Completely Anonymous Online

17 Essential Tools to Protect Your Online ldentity, Privacy
Other Threats to Your Privacy and Identity — Life in The Surveillance Society
Other Forms of Accomplishing Anonymity in Your Daily Life
10 Tips for Data Privacy in Businesses

Advantages and Disadvantages

Parting Thoughts

Conclusion

Questions

References
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Introduction

 The creators of the ARPANET (1969) which evolved into the Internet (1983)
created something that was designed to be simple, reliable, platform-
independent, and perform well. The Internet population had 50 million users
in less than four years, and today there are over 2.5 billion on the Internet.
Since the Internet went “business critical” in 1997, lack of security and loss of
privacy have been constant issues, and every year it has continued to get
worse, leading to serious crimes involving hacking, identity theft, stalking,
harassment, etc. It is no wonder then that many Internet users are pondering
the idea of going online as anonymous users to protect their privacy. This
presentation will address the problems related to lack of privacy, and how to
plan and implement methods and tools to protect privacy. While many of
these tools and techniques are free, it still requires regular efforts and
knowledge to stay abreast of the threats, as well as the selecting the right tool
at the right time to meet each threat. Suffice it to say that privacy protection
must become a new way of operating on the Internet and using your
smartphone, if it is to be done successfully.
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LEGAL STUFF

| Slater Technologies |
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4th Amendment
U.S. Constitution — Bill of Rights

| Slater Technologies |
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Data Privacy Laws by State

Why Storing and Protecting Data Is Important: Evaluating State Data Breach Notification Laws

*Note: A score of
Holding Out rcaon ottt e B
law does not exist in
Four states have yet to enact a that state. KY 0
data breach notification law: NM 0
Alabama, Kentucky, New Mexico SD 0
and South Dakota. Vil. 5
ND 6
MS 7
MT 7
NE 7
WA 7
EEE AR 8
The Original Standard Ej_ Z/E\ g
California was the first A 8
state to enact data ™ 8
breach notification _— WY 8
legislation. The law went . AZ 9
into effect on July 1, Why Certain States Stand Out EEEE CO 9
2003. Outside the scope All of the laws are strict, but the M—E 1N 2
used in this analysis, stricter laws include a relatively L— I%T 18
California's laws include low bar triggering notification to XS T
provisions specifically credit reporting agencies and LA 10
for credit reporting government entities. They also _— NV 10
agencies and for carry higher maximum fines. mm PA 10
businesses owning or == R 10
maintaining medical ¢ mmm UT 10
data. Other states carry . CA 1
these provisions as well. — NJ 1
s OK 11
v - TX 11
W 11
. DC 12
—— FL 12
) 12
. ME 12
. SC 12
v - VT 12
- 13
. OH 13
EEEE PR. 13
Less strict More strict L) (o ik
. NC 14
— NH 14
o ° =8 === OR 14
I m at I 0 n Key: The darker the state, the more strict the law - WY 14
— AK 15
_—— H 15
N 15
. . — ' ’ ; . ' . N MA 15
SOURCE: Imation Corp. based on evaluation of individual state laws obtained via National C of State L website and available publicly online from various law firms.
NOTE: This information should not be considered legal advice and is not based on a legal analysis of the laws. Check with your attormey regarding laws applicable to your business. LYl 15
As of July 2, 2012. B NY 15
Imation is a global scalable storage and data security For more visit: www.imation. - VA
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Personal Information Protection and
Electronic Documents Act (PIPEDA)

Enforcement of PIPEDA

How to read the chart: @ click for more detalls ‘ represents possible outcomes

Complaint initiated
by an individual

Issue identified
by the OPC

® ®

a INTAKE ©®
| |

| | } |

Dedfined to

Complaint

accepted investigate

Addressed, N dicti (omphmnnmated Addressed, N dicti
dosed atintake o jarksdiction by(omussomv dosedatmtake #jarsdiction

Q_ INVESTIGATION ®
I

!

Early resolution Formal investigation

—

! | | } ! |

Settled withrawn [l Oiscontinves [l Mt w‘:'e:“"':" m:ﬁﬂ:::;m Wellfounded
® ® ® ® ® ®
| J l |
3 FURTHER ENFORCEMENT Tool.s
|
—T T T 1
ey M et e
(O] 0] 0] (0} 0]
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Canadian Federal
Data Privacy

fu*" ""’“%
PI DA

Law Enforcement

PIPEDA has established 10 privacy principles for the collection,
use, disclosure, and retention of personal information. These
are good standards to follow in any province.

+ Accountability

- Identifying purpose
- Consent

- Limiting collection
- Limiting use, disclosure, retention
-+ Accuracy

- Safeguards

+ Openness

- Individual access

+ Challenging compliance

Office of the
Privacy Commissioner
of Canada

CyberLaw & CyberForensics - William Favre Slater, 11|

Commissariat
a la protection de
la vie privée du Canada
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March 6, 2018

1. Identity Theft (credit cards, data breaches, utilities, government document

¢ State Of I I I I n O I S Atto rn ey fraud) -- 2,511 complaints
. . 2. Education (student loan debt, loan counseling, for-profit schools) -- 2,309
General Lisa Madigan complaints

N Ote d t h at t h e num b er 3. Consumer Debt (collection agencies, mortgages, banks) -- 2,395

complaints

one consumerc rl me t h at 4. Construction/Home Improvement (remodeling, roofs and gutters,
heating and cooling, plumbing) -- 2,113 complaints
was reported in 2017 was
. . 5. Telecommunications (cable and satellite TV, telemarketing, cell phones,
I d e nt |ty Th Eft, an d t h IS phone service and repairs) -- 2,031 complaints

6. Promotions/Schemes (phone scams, lottery scams, investment schemes,

Su rge Was Ia rge Iy d ue to phishing) -- 2,004 complaints

. 7. Used Auto Sales (as-is used cars, financing, advertising, warranties) --
data breaches like the 1728 complaints
: 8. Internet/Mail Order Products (internet and catalog purchases, TV and
Equifax Data Breach of / &p

radio advertising) -- 1,071 complaints

2 O 1 7 . 9. Motor Vehicle/Non-Warranty Repair (collision, engines, oil changes and
tune-ups) -- 656 complaints
10. New Auto Sales (financing, defects, advertising) -- 629 complaints

I - Slater Technologies I
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Why Would You Want to Be
Anonymous Online?

e Self-Preservation
* Reputation Protection
* You’'re a private person

* The massive amount of
news on Data Breaches
and Hack Attacks is
sinking in

* You want to take back
control of your online life

e Paranoia

I Slater Technologies |
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The Biggest Threats

to Your Online Privacy

GOVERNMENT INTELLIGENCE . B i g ge St T h re a t S

©

Encrypt your data and use a VPN to keep your persc

S —————— to Your Online

BROWSER AND WEBSITE DATA SHARING

D Browsers rou drela cart: CasIiC iNfo ation about you °
> Regularly clear your cache and cookies and configure your browser to r I Va Cy

¢ protect you from tracking

&) SEARCH ENGINES
|"@" Use an alternative search engine that doesn't collect user data
LA |

& such as DuckDuckGo

NON-SECURE WEBSITES

Be sure to check if the websites you visit have URLs beginning
with https://

710 MALWARE

[w Invest in reliable anti-malware and firewall software for your
computer and mobile devices

a CLOUD STORAGE
Most popular 1 stor ef es reser the right t

Manually encrypt your files before uploading them to the cloud

: SOCIAL MEDIA AND EMAIL CORRESPONDENCE
ks g o bl sl Jedn el | Slater Technologies |

proy 5 caf f 1 1o hand over you matiof } overnm

190 5¢

Q f-.w".l,'l"'w:[?'l‘2'|\‘,unl;;.‘ nedia privacy policie
Nervnt vour emai

Encrypt your email or rcyb LaW &
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The NSA —The
Only Branch

o =S ~~NSA... .

Government |
That Really @ ‘E o

Listens to You ,\TQ 2 s -

I Slater Technologies |
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3 PRODUCT DIAGRAN K

PRISM

ElastiCube Manager

> —o—
¥ Ewpgp=
(SGL Server, Oracke, MySQU, etc.) ' E
’ Laptop

ElastiCube Server >)
(Colurmner Distabase - Storage) BI Studso
Spreadsheets & Fles D
T~

(Exced, Coogfle Sormadabuets, CSV) A
. s 3 @ > l:f Q o
‘ & lul.

Web Apphcations

ot oricerseod = S
ek, Sotore, o) 4 ©  Web Dashibosnd
n ifg< o » » @ D

Nadoop BigData Prisen Web Server Welb Molule
Fppheation Qepostory & 'Web Actess)

DATA SOURCES

HiD
-

Relational Databases

v
[ [ {
N
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® o0

Desktop
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@ Owla Lmpoct & Tramformation @) Query/Rosposse o HIML Rendersng o Ot Manag @ Web Paddinh
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NSA and Large Internet Companies

TOP SECRET/SI “REU\ \'m RN -\: Hotmall Go ’8'“ A talk N Tubs)
Mol Rl YAHOO! 4 AOL 5+ mail &

N} csunn Dates When PRISM Collection 4
| Began For Each Provider |

PRISM Program Cost: ~
$20M per year
| | | | | |
2007 2008 2009 2010 2011 2012 2013

TOPSECRET/SHORCONINOFORN
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What the NSA Collects

Citizen Operational
Data UTAH DATA CENTER Applications

Website visits Data Warehouse
Internet searches e —
Phone calls e Surveillance and
Skype calls Monitoring
Emails -
Text messages 3 \ : Suspicious Activity
Credit card information N - Reporting (SAR)
Financial information :

Legal documents Terrorist Screening

Travel documents \_ ANALYZE/REFERENCE DATA / Center Alert
Health records

Decide Act

- Slater Technologies
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1.32 Collection, Nomination, Consolidation and the Use of the Terrorist Watchlist to Perform
Screening Processes. The following is a chart depicting the collection, TERRORIST
nomination, consolidation and screening processes:

/"‘—‘_\
N
a
@ . Domestic
Tertorism Terrorist
. ~ Screening
e Database Transportation Security |
Administratiol
[ . 2 (TSDB) mini n |
N Pass| SA
.° .o Departmentof State
Qv International c%m:::;:::;a
Terrorism
FBI
|
Sentinel ‘
Foreign |
Partners g
‘ Department of
S~ Defense

October 8, 2019
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Data Science and Data Analytics Is Driving
Industry 4.0

Industry 4.0 framework and contributing digital technologies

Mobile ﬂdevices

/|

Cloud computing T &l }...... loT platforms

Augmented ' \

; ( ‘e Location detection
reality/wearables \ *¥_ Q

/ technologies

\_

—

E Advanced human-machine
¥/ interfaces

Multilevel customer /7y
interaction and
customer profiling

./

Big data analytics @\l

and advanced NTA
Igorith

Faortms Authentication &

fraud detection

Smart sensors 3D printing

source pwc via @mikequindazzi
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Data Science Has Become a Huge Industry

Driving the Success of Data Science Solutions:
Skills, Roles and Responsibilities ...

Ask good questions Know the constraints
I (e.g.. legal, ethics, market)

Decision Making

Latency at Execution? —

Business
Build, Buy, Outsource Skills Transparent Versus "black box"
Gauge political e R l ,
friction o & & . Performance Criteria That Matter
=z (RO, accuracy, profitability
Deployment versus market gamn)

Feature Engineenng

Data

Recalibration With
L Dat‘a AT Data New Data?
ogistics 3
| Skills Science

High- i ¥

e I ®———— Which Anaiytics
omputing to Choose?

Project :

Execution/Monitonng Data Exploration

Creativity, Communication Gartner.

Data Govemance
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9.

17 Ways to Being Completely
Anonymous Online

Find a safe country that values 10
privacy
Get an anonymizing operating 11
system
Use an anonymous VPN 12.
Use Tor 13.

Don't use plug-ins

Stick with HTTPS

Avoid the usual applications
Set up anonymous burner

accounts 17.

Never use credit cards

14.
15.
16.

. Test for DNS leaks and
browser tracking

. Test your overall privacy
protection

Share files anonymously

Use a search engine that
doesn’t track your behavior

Turn off your location
Block Javascript
Keep your webmail private

Delete cookies and your
browsing history

Source: 17 Ways to Being Completely Anonymous Online:

online.html

https://www.csoonline.com/article/2975193/data-protection/9-steps-completely-anonymous-
I Slater Technologies I



https://www.csoonline.com/article/2975193/data-protection/9-steps-completely-anonymous-online.html

17 Essential Tools to Protect
Your Online Identity, Privacy

TPM

UEFI BIOS

Secure storage (encrypted)
Two-factor authentication
Logon account lockout
Remote find

Remote wipe

Secure VPN

Tor

O 0 N O ULk W RE

10.
11.
12.
13.
14.
15.
16.
17.

Anonymity services
Anonymity hardware
Secure browsing
Secure e-mail

Secure chat

Secure payments
Secure file transfers

Anything Phil Zimmerman
creates

Source: 17 Essential Tools to Protect Your Online Identity, Privacy:

identity-and-privacy.html

https://www.infoworld.com/article/3135324/security/17-essential-tools-to-protect-your-online-
I Slater Technologies I
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THREE ADDITIONAL FREE TOOLS

I - Slater Technologies I
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haveibeenpwned.com

pwned.com

Home  Notifyme  Domainsearch  Who's been pwned  Passwords APl About Donate B P

'»--have i been pwned?]

Check if you have an account that has been compromised in a data breach

270 4,948,721,769 64,652 71,704,180

pwned websites pwned accounts pastes paste accounts

Top 10 breaches

&
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panopticlick.eff.org

€ & C {3 | @ Secure | https s

PANOPTICLICK.

When you visit a website, online trackers and the site itself may be able to identify you -
even if you've installed software to protect yourself. It's possible to configure your browser
to thwart tracking, but many people don't know how.

Panopticlick will analyze how well your browser and add-ons protect you against online
tracking techniques. We'll also see if your system is uniquely configured—and thus
identifiable—even if you are using privacy-protective software.

| Test with a real tracking company hatsthis?

Only will be collected through this site.

Panopticlick is a research project of the Electronic Frontier Foundation.

E

A RESEARCH PROJECT OF THE ELECTRONIC FRONTIER FOUNDATION




www.eff.org/privacybadger

& Cc 0O ‘ @ Secure | https://www.eff.org/privacybadger ﬁ‘

& i ) APROJECT OF THE ELECTRONIC FRONTIER FOUNDATION

Privacy Badger

Privacy Badger blocks spying ads and invisible trackers.

INSTALL PRIVACY

BADGER
AND ENABLE DO NOT TRACK

Click here for Opera version
Click here for Firefox version
v2018.2.5

|
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Other Threats to Your Privacy and Identity
— Life in The Surveillance Society

* NSA

* FBI

e Local Police — Sting Ray

* Your Big Screen Digital TV
*  Your Grocery Store

* Retail stores — everywhere you use a credit or debit
card

* Your Cell Phone

* Internet of Things Devices (Think Amazon Echo)
e Surveillance Satellites

* Drones

* Private Eyes (Detectives)

* Nosey and Untrustworthy Neighbors

e Untrustworthy Family Members and Friends
 Bad Actors

I - Slater Technologies I
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Other Threats to Your Privacy and Identity
— Life in The Surveillance Society

I Slater Technologies |
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GMAIL

134,966

All of Tom’s emails since he
first got a Gmail account in
2004. Google also stores his

What
Google Knows

Google compiles enough data to build

comprehensive portfolios of most users 6,147 chats.
—who they are, where they go and what
they do—and the information CONTACTS

is all available at google.com/dashboard.
Here are just a few things WSJ reporter
Tom Gara found out about himself. z

2,702

Google knows the people that
. Tom emails the most. At the
\\ top is a friend in Egypt.

\  YOUTUBE

R

GOOGLE SEARCH /.

64,019 /| ) 9,220
Google thinks Tom ) / | Videos Tom has
performs most of his watched, listed in
searches around chronological
8 a.m. ET, but this is order, including
probably skewed by a series viewed
years spent in June about
outside the U.S. canoes.
TOM GARA
ANDROID GOOGLE
DEVICES PLAY
Google knows all of Tom’s That’s how many apps
synched Android phones, Tom has downloaded
including the old Nexus S phone from Google’s store.
that he gave to his mom.
WALLET PASSWORDS
Credit cards (two expired) saved in 3 5 .
Google Wallet, plus two shipping Number of web5|tg
addresses and 13 itemized passwo’rds saved in
purchases since June 2009. Google’s Chrome browser.
DOCS
855 LOCATION
Documents Tom has created, Willunga,
plus the 115 he has opened South Australia
that belong to other people. Due to an unknown glitch,
Google bases Tom’s location
Graphic by from one of his old Android
Alberto Cervantes/ phones, which he gave to his
The Wall Street Journal mother in Australia.

Other Threats
to Your Privacy
and Identity —
Life in The
Surveillance
Society

| Slater Technologies |
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WHAT DO YOUR DEVICES KNOW ABOUT YOU?

Whether IT's 2 cComputer on your desk or a phone |0 your
pockat, your devices ratain a ot of personal data. And all WINDOWS (s 'w
of hat information may be vuinerable to cydercriminais.

Passwords

e
®0

Deleted Files
All deleted files,
. . ' inctuding ones no
longer in recycle
.‘, y l»bonurmn.m
U be recoverad untii
physicai storage
space overwritten.

Web drowser autofill

Stored in the
fie system

Bank Account Info

00 ™

Recent Files

00 ..
oe
®0

Contacts

Vanous applications
keep thew own recent
file lists

Credit Card Numbers Social Security Number

0O - @
| . Downicaded

! Text Messages

u, | Text log stored
- on phone

Phone Calls

U | Call log stored
. ropian
Name and Address

e

. ' Wingows Contacts
. | Adovess Book
‘ ;-'U*’ + Contact manager
Recently Visited Sites
- {um
‘ U I Cookdes

Recent Locations

Current Location

i ’VReacaMe y. ) | Photos
W' | off your GPS Navigaton apps

‘ 'u. tax gocuments
)

Other Threats
to Your Privacy
and Identity —
Life in The
Surveillance
Society

I - Slater Technologies I
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Other Forms of Accomplishing Anonymity
in Your Daily Life

e Block your webcam on
every computer you use.

* Vary your travel routines for
work and recreation.

* Never throw anything away
with your name and
address on it.

* Get your mail and packages
at a commercial package
delivery store.

* Never give your phone
numbers or address to
anyone.

* Trust No One.

- Slater Technologies
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Hacker Who Never Hacked Anyone Gets 33-Month Prison
Sentence

Password
L L

i

artment of
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Advantages and Disadvantages

Advantages

Risk avoidance.

You get to have privacy and
protect yourself and your
personal data from the perils of
data leakage.

You will make it very difficult for
the bad guys to steal your data
and cause hurt and/or damage.

You will become a data privacy
subject matter expert and role
model for your family, friends,
and colleagues.

Disadvantages

It’s a never-ending effort if you
are actively using the Internet via
a laptop, desktop, and or
smartphone.

Essentially, you must always stay
vigilant to protect yourself.

Well-intentioned people may find
it difficult to reach you.

People may think you have dark
intentions for going anonymous

People will think you are
paranoid.

I Slater Technologies I
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10.

10 Privacy Tips for Businesses

Limit your collection and retention of personal information.
Know what personal information you collect, where you store it and what you do with it.
Ensure staff receive appropriate privacy protection training.

Limit and monitor access to personal information and take appropriate action when an
employee accesses information without authorization.

Think twice before collecting sensitive personal information, such as driver’s licenses.
Inform customers if you are using video surveillance.

Have a privacy policy and be upfront about your collection and use of personal
information.

Protect personal information on laptops, USB keys and portable hard drives through
technological safeguards such as encryption and password protection.

Respond to requests for access to personal information in a timely manner.
Make sure your customers know who to speak to if they have questions about privacy.

Source: 10 Privacy Tips for Businesses https://www.priv.gc.ca/en/privacy-topics/privacy-laws-in-
canada/the-personal-information-protection-and-electronic-documents-act-pipeda/pipeda-

compliance-help/pipeda-compliance-and-training-tools/tips-bus info 201501/ Slater Technologies



https://www.priv.gc.ca/en/privacy-topics/privacy-laws-in-canada/the-personal-information-protection-and-electronic-documents-act-pipeda/pipeda-compliance-help/pipeda-compliance-and-training-tools/tips-bus_info_201501/

Parting Thoughts - 001.:

U.S. Government Surveillance Capability Was Officially Revealed by
U.S. Senator Frank Church (D. — Idaho) on Meet the Press in August 1975

* To understand the Genesis of U.S.
Government Surveillance and the
Power that has now accumulated in
the Executive Branch of the U.S.
Federal Government. please view
this very brief August 17,1975
video with prescient comments
about powerful and growing
surveillance capabilities,
“Government Tyranny” and “the
Abyss” by Senator Frank
Church. Chairman of the Senate
Committee on Intelligence
Activities on NBC’s Meet the

Youl[TD

senator frank church meet the press 1975

. k Church

Chavwman, Se
on mtou-o.ng. Activities

t Commitioe

4 _ | NY-MTP-19750817-0001 |

Press.

Senator Frank Church

Source: NBC NEWS Meet the press Interview with Senator Frank Church
Retrieved from https://www.youtube.com/watch?v=YAG1N4a84Dk

October 8, 2019
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Parting Thoughts - 002:

Amazon allows Echo to spy on you.

DID YOU KNOW?

=

F8/POLICETHEPOLICEACP

THE AMAZON ECHO REGORDS ALL YOUR VOIGE DATA
AND SAVES THE REGORDINGS T0 THE GLOUD

SO IT CAN BE ACCESSED BY THE GOVERNMENT | "Slater Technologies | |
177
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Conclusion

* Threats to our privacy and Pll are
pervasive and ubiquitous

* You must work diligently to maintain
your privacy, particularly in the U.S.

 There are modern tools and methods
to help maintain your privacy and
anonymity.

 Consequences of leaked PIl are
significant, especially when it’'s YOUR
data

* As Cybersecurity professionals, we -
hav? C responSIblllty to underStand “On the Internet, nobody knows youre a dog.” ;E
the importance of and best methods
for data and privacy protection.

| Slater Technologies |
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Questions?
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- Guide to Computer Forensics

and Investigations
Fourth Edition

Chapter 1

Computer Forensics and Investigations
as a Profession
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Objectives

* Define computer forensics

* Describe how to prepare for computer investigations
and explain the difference between law enforcement
agency and corporate investigations

« Explain the importance of maintaining professional
conduct

CyberLaw & CyberForensics - William Favre Slater, IlI 185



Understanding Computer Forensics

Computer forensics

— Involves obtaining and analyzing digital information
* As evidence In civil, criminal, or administrative cases

* FBI Computer Analysis and Response Team
(CART)

— Formed in 1984 to handle the increasing number of
cases involving digital evidence

CyberLaw & CyberForensics - William Favre Slater, Il| 186



Understanding Computer Forensics
(continued)

* Fourth Amendment to the U.S. Constitution

— Protects everyone’s rights to be secure in their
person, residence, and property

* From search and seizure
— Search warrants are needed
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Computer Forensics Versus Other
Related Disciplines

« Computer forensics

— Investigates data that can be retrieved from a
computer’'s hard disk or other storage media

 Network forensics

— Yields information about how a perpetrator or an
attacker gained access to a network

 Datarecovery

— Recovering information that was deleted by mistake
* Or lost during a power surge or server crash

— Typically you know what you're looking for
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Computer Forensics Versus Other
Related Disciplines (continued)

Computer forensics

— Task of recovering data that users have hidden or
deleted and using it as evidence

— Evidence can be inculpatory (“incriminating”) or
exculpatory

Disaster recovery

— Uses computer forensics technigues to retrieve
iInformation their clients have lost

Investigators often work as a team to make
computers and networks secure in an organization
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Computer Forensics Versus Other
Related Disciplines (continued)

Intrusion Response

Figure 1-2 The investigations triad
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Computer Forensics Versus Other
Related Disciplines (continued)

Enterprise network environment

— Large corporate computing systems that might include
disparate or formerly independent systems

Vulnerability assessment and risk management

group
— Tests and verifies the integrity of standalone
workstations and network servers

— Professionals in this group have skills in network
Intrusion detection and incident response
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Computer Forensics Versus Other
Related Disciplines (continued)

Litigation
— Legal process of proving guilt or innocence in court
 Computer investigations group

— Manages investigations and conducts forensic
analysis of systems suspected of containing evidence
related to an incident or a crime
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Understanding Case Law

« Technology is evolving at an exponential pace
— Existing laws and statutes can’t keep up change

« Case law used when statutes or regulations don't
exist

« Case law allows legal counsel to use previous cases
similar to the current one

— Because the laws don't yet exist
e Each case Is evaluated on its own merit and issues
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Developing Computer Forensics
Resources

* You must know more than one computing platform

— Such as DOS, Windows 9x, Linux, Macintosh, and
current Windows platforms

e Join as many computer user groups as you can

« Computer Technology Investigators Network
(CTIN)

— Meets monthly to discuss problems that law
enforcement and corporations face
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Developing Computer Forensics
Resources (continued)

 High Technology Crime Investigation
Association (HTCIA)

— Exchanges information about techniques related to
computer investigations and security

« User groups can be helpful

* Build a network of computer forensics experts and
other professionals

— And keep in touch through e-mail

« Qutside experts can provide detailed information
you need to retrieve digital evidence
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Preparing for Computer Investigations

« Computer investigations and forensics falls into two
distinct categories

— Public investigations
— Private or corporate investigations
* Public investigations

— Involve government agencies responsible for criminal
Investigations and prosecution

— Organizations must observe legal guidelines

« Law of search and seizure
— Protects rights of all people, including suspects
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Preparing for Computer Investigations
(continued)

Private or corporate organizations
Company policy viclations
Litigation disputes

™

4
Government agencies
Article 8 in the Charter of Rights of Canada S — -
U.S. Fourth Amendment search

and seizure rules

| l!!lll J -

i T

=,

Figure 1-5 Public and private investigations
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Preparing for Computer Investigations
(continued)

TN - .
(= \

Do right of the people to bo desure in their x

not bo violated, and ne Warrants shall
5 deteribing the place to bo seardhed, andthe |
persond ox things to be deiged.
:I —~ X
‘x‘“ </ —

Figure 1-6 The Fourth Amendment
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Preparing for Computer Investigations
(continued)

* Private or corporate investigations

— Deal with private companies, non-law-enforcement
government agencies, and lawyers

— Aren’t governed directly by criminal law or Fourth
Amendment issues

— Governed by internal policies that define expected
employee behavior and conduct in the workplace

* Private corporate investigations also involve
litigation disputes
 |nvestigations are usually conducted in civil cases
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Understanding Law Enforcements
Agency Investigations

* In acriminal case, a suspect is tried for a criminal
offense

— Such as burglary, murder, or molestation

« Computers and networks are only tools that can be
used to commit crimes

— Many states have added specific language to
criminal codes to define crimes involving computers

* Following the legal process

— Legal processes depend on local custom, legislative
standards, and rules of evidence
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Understanding Law Enforcements
Agency Investigations (continued)

* Following the legal process (continued)
— Criminal case follows three stages

« The complaint, the investigation, and the prosecution

Complaint

|ﬁ-

Investigation

Figure 1-7 The public-sector case flow

CyberLaw & CyberForensics - William Favre Slater, 1lI
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Understanding Law Enforcements
Agency Investigations (continued)

* Following the legal process (continued)

— A criminal case begins when someone finds
evidence of an illegal act

— Complainant makes an allegation, an accusation or
supposition of fact

— A police officer interviews the complainant and
writes a report about the crime

* Police blotter provides a record of clues to crimes
that have been committed previously

— Investigators delegate, collect, and process the
iInformation related to the complaint
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Understanding Law Enforcements
Agency Investigations (continued)

* Following the legal process (continued)

— After you build a case, the information is turned over
to the prosecutor

— Affidavit

« Sworn statement of support of facts about or evidence
of a crime

— Submitted to a judge to request a search warrant
« Have the affidavit notarized under sworn oath
— Judge must approve and sign a search warrant
« Before you can use it to collect evidence
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Understanding Law Enforcements
Agency Investigations (continued)

/|

Date

Based on actual inspection of spreadsheets, financial records, and
invoices, Joe Smith, a computer forensics expert, is aware that
computer equipment was used to generate, store, and print
documents used in Jonathon Douglas's tax evasion scheme. There
is reason to believe that the computer system currently located on
Jonathon Douglas's premises is the same system used to produce
and store the spreadsheets, financial records, and invoices, and
that both the [spreadsheets, financial records, invoices] and other
records relating to Jonathon Douglas's criminal enterprise will be
stored on Jonathon Douglas's computer.

Source: Searching and Seizing Computers and Obtaining Electronic
Evidence in Electronic Investigations, U.S. Department of Justice,
July 2002.

Figure 1-8 Typical affidavit language
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Understanding Corporate
Investigations

* Private or corporate investigations

— Involve private companies and lawyers who address
company policy violations and litigation disputes

« Corporate computer crimes can involve:
— E-mail harassment
— Falsification of data
— Gender and age discrimination
— Embezzlement
— Sabotage
— Industrial espionage
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Understanding Corporate
Investigations (continued)

« Establishing company policies

— One way to avoid litigation is to publish and maintain
policies that employees find easy to read and follow

— Published company policies provide a line of authority
» For a business to conduct internal investigations

— Well-defined policies

« Give computer investigators and forensic examiners the
authority to conduct an investigation

* Displaying Warning Banners
— Another way to avoid litigation
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Understanding Corporate
Investigations (continued)

* Displaying Warning Banners (continued)
— Warning banner

« Usually appears when a computer starts or connects to
the company intranet, network, or virtual private network

 Informs end users that the organization reserves the right
to inspect computer systems and network traffic at will

 Establishes the right to conduct an investigation
— As a corporate computer investigator
« Make sure company displays well-defined warning banner
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Understanding Corporate
Investigations (continued)

. US Government Facility x|

Y'ou are about to access a United States government
computer network that is intended for authorized users
only. You should have no expectation of privacy in your
use of this network. Use of this network constitutes
consent to monitoring. retrieval, and disclosure of any
information stored within the network for any purpose
including criminal prosecution.

Figure 1-9 A sample warning banner
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Understanding Corporate
Investigations (continued)

» Designating an authorized requester
— Authorized requester has the power to conduct
Investigations
— Policy should be defined by executive management
— Groups that should have direct authority to request
computer investigations
« Corporate Security Investigations
« Corporate Ethics Office
« Corporate Equal Employment Opportunity Office
* Internal Auditing
* The general counsel or Legal Department
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Understanding Corporate
Investigations (continued)

« Conducting security investigations

— Types of situations
» Abuse or misuse of corporate assets
« E-mail abuse
* Internet abuse

— Be sure to distinguish between a company’s abuse
problems and potential criminal problems

— Corporations often follow the silver-platter doctrine

« What happens when a civilian or corporate investigative
agent delivers evidence to a law enforcement officer
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Understanding Corporate
Investigations (continued)

 Distinguishing personal and company property

— Many company policies distinguish between personal
and company computer property

— One area that's difficult to distinguish involves PDAs,
cell phones, and personal notebook computers

— The safe policy is to not allow any personally owned
devices to be connected to company-owned resources

* Limiting the possibility of commingling personal and
company data
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Maintaining Professional Conduct

Professional conduct
— Determines your credibility
— Includes ethics, morals, and standards of behavior

Maintaining objectivity means you must form and
sustain unbiased opinions of your cases

Maintain an investigation’s credibility by keeping the
case confidential
— In the corporate environment, confidentiality is critical

In rare instances, your corporate case might become
a criminal case as serious as murder
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Maintaining Professional Conduct
(continued)

Enhance your professional conduct by continuing
your training

Record your fact-finding methods in a journal
Attend workshops, conferences, and vendor courses

Membership in professional organizations adds to
your credentials

Achieve a high public and private standing and
maintain honesty and integrity
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Summary

Computer forensics applies forensics procedures to
digital evidence

Laws about digital evidence established in the 1970s

To be a successful computer forensics investigator,
you must know more than one computing platform

Public and private computer investigations are
different
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Summary (continued)

Use warning banners to remind employees and
visitors of policy on computer and Internet use

Companies should define and limit the number of
authorized requesters who can start an investigation

Silver-platter doctrine refers to handing the results of
private investigations over to law enforcement
because of indications of criminal activity

Computer forensics investigators must maintain
professional conduct to protect their credibility
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Why William Slater Is Joining the Team

* Met Don Hayworth via the Discovery Center’s
Intro to Private Investigator Class in August 2019

e Like Don & Jackie, & like the Business & the Work

* Strong background in Cybersecurity,
CyberForensics, and all areas of Information
Technology

* Broadening my Professional Experience and am a
new P.l. in Training

* Extra Income and Growth Opportunity
* Want to help catch and stop “The Bad Guys”

I Slater Technologies I




CONCLUSION

Slater Technologies
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In Conclusion

e We covered:

— The Internetin
2019

— The Laws and
Examples of
Lawbreakers

— The Threats &
Vulnerabilities

— A Cyber Litigator’s
Advice — For
Defendants

— How to Be
Anonymous

— Forensics &
Forensics Principles

— Why William Slater
Is Joining the Team

| Slater Technologies




QUESTIONS AND ANSWERS

Slater Technologies
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Questions and Answers
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Dedication & Thanks
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Dedication

This work is dedicated with love, an virs o — = T
admiration, gratitude, and great FEREEL e £
respect to Mr. James P. Jarnagin = SEE

(January 25, 1935 — December 2, T

2018), the Man who was my Mentor 7 -

and Father-figure since March 1985. gf = | &
He is one of the biggest reasons for my "% ™™™ (@&, 1] ) !}]M!

career success and personal success. A @
What | owe him can never be repaid. mf*

We’ll meet again, Jim. You can count ‘
on it... =
v S <

June 1994 ? October 2015 . 3

Slater Technologies
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PEOPLE WILL FORGET
WHAT YOU SAID.
PEOPLE WILL FORGET
WHAT YOU DID.
U E
~ NEVER FORGET HOW
& YOU MADE THEM FEEL.

Teya Angelon

£RestaurantPcss
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Thank You!
Don Hayworth & Team!

IISOAIAC STUDIOS 3)

£

n3twork nOmad

-
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Presenter Bio:
William Favre Slater, Il

* Lives in Chicago; Cybersecurity professional by day
. Current Position — CIO, CISO, Project Manager / Sr. IT Consultant at Slater
Technologies, Inc. Working on projects related to
— Security reviews and auditing
— Blockchain consulting
— IS0 27001 Project Implementations
— Providing subject matter expert services to Data Center product vendors
and other local businesses.

— Designing and creating a blockchain database application that
streamlines program management, security management, risk
management and reporting activities, for management of teams of IT
workers and developers in teleworking environments. It will first be a
Windows application and then be ported to the web.

— Developing and presenting technical training materials for in the areas of
Blockchain and Blockchain development, Data Center Operations, Data
Center Architecture, Cybersecurity Management, and Information
Technology hardware and software.

— Happily married since 2000, to Ms. Joanna Roguska, a smart, beautiful, Sr.
Web Developer from Warsaw, Poland, and she is my Best Friend & Soul
Mate

— A Certified Judo Instructor in Kodokan Judo, and holds a Nidan, a second
degree Black belt in Judo. I - Slater Technologies | I
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William Favre Slater, Ii

» 312-758-0307
> slater@billslater.com
» williamslater@gmail.com
> http://billslater.com/interview
> http://billslater.com/writing
» Slater Technologies, Inc.

1515 W. Haddon Ave., Unit 309

Chicago, IL 60642
United States of America

William Favre Slater, Il

Slater Technologies
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SUPPLEMENTAL SLIDES
(WITH MORE DETAILS)




A CYBER LITIGATOR’S ADVICE - FOR
DEFENDANTS




Are You Reducing Your Cyber
Legal Risks?

Hillard M. Sterling

Clausen Miller P.C.
10 South LaSalle Street
Chicago, Illlinois 60603
hsterling@clausen.com

312.606.7747

clausern
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Typical Post-Data Breach Event

Sequence

* Breach
* Initial Investigation (Need Protection)
* Notification

« Additional Investigation/Litigation and/or
Regulatory Action (Need Protection)

clausen
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Model Data Breach

Response Investigative Team

Outside Counsel

pd

Insured’s Internal Incident
Response Team
Management, IT, Public
Affairs, Media Relations, Risk
Management, Finance, audit,
HR

clausen
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N

External Contractors
Info Analysts, SIEM,
Forensics, PR, Crisis

Management




When & Why to Engage Outside

Counsel?

« Early
* Why
— Increased Flexibility to uncover root
cause of breach

— Avoid careless creation of
documents

— Litigation hold notices /preserve
existing documents

— Restrict circulation of investigation
materials

clausen
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Why These Processes Are Important:

Case Studies

* Inre Target Corp., D. Minn.
— Target created Data Breach Task Force.
— Target retained outside counsel to educate attorneys.

— Two-track investigation: ordinary-course investigation to
learn what happened, and the Task Force to provide
counsel with necessary input.

« Plaintiff moved to compel
— Granted for certain Board of Director communications.
— Denied for Task Force documentation.

clausen
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1 IJ:!__,' © 2019 Clausen Miller P.C.



Why These Processes Are Important:

Case Studies

* Inre Experian Data Breach, C.D. Cal.
— Experian “immediately retained” outside counsel.
— Outside counsel hired Mandiant.
— The “only purpose” was to help outside counsel provide
legal advice.
* Plaintiff moved to compel the report.
— Denied.

— Record “makes it clear” that Mandiant conducted the
Investigation and prepared the report in anticipation of
litigation.

clausen
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Legal Standards to Which You are Held

e Statutory —e.g., GLB, SOX

o State laws — Notification, Consumer Protection
 Regulations

 Guidelines

* |ndustry Standards

 Best Practices

« “Reasonableness”

 Whatever the FTC says, with hindsight

clausen
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States Have Not Stood 1dly By

 State Trade Secret Statutes

 Baby FTC Acts combat IP theft using unfair
competition law

* Generally provide for a private right of action

* Provide varying levels of specificity regarding
the application of unfair competition as it
related to misappropriated IT

clausen
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Traditional Theories of Liability

« Liability for breach of Personally Identifiable
Information (“PlI”’) & Protected Health Info. (“PHI”)

— Violation of privacy laws and common law rights
— Breach of contract

— Negligence: 11/11/14, Connecticut Supreme Court held that HIPAA
may provide applicable standard of care for negligence claim.

— Fraud
— Unfair trade practices

 Recovery
— Compensatory damages
— Treble damages
— Attorneys’ fees
Punitive damages, Statutory Fines

Mille
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Playing Defense: Prepare Well!

 Prioritize Data Based On — Social Media
Risks
- Comprehensive Data- « Communication
Governance Plan  Implementation: Stewards
* Incident Response Plan  « Training
« Table-Top Exercises  Metrics
 Policies « Use Attorney-Client
— Access, Use, Transmission Privi|ege When Possible

— Emalil
— Mobile, Laptops, Tablets

clausen
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Implement Compliant Corporate

Policies

e Access, Use,
Transmission

— User ID and Passwords — Laptop Restrictions
— Access Protocols — Business Uses

— Third-Party Access — Non-Disclosure

— Employee Screening — Software Restrictions
— Dedicated Devices — Data Backups

— Device Management — Encryption

clausen
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Implement Compliant Corporate

Policies

 Email
— Primarily for Business and Permissible Content
— Confidential or Proprietary Data Secured and Encrypted
— No Clicking on Suspicious Emails, Docs, and/or Links
— No Expectation of Privacy
— Retained if Business Record
— Retained in Accordance With Record Retention Policies
— No ISPs for Company Business
— Compliance With Statutory or Regulatory Requirements
— No Expectation of Privac

clausen
MIlIEL. ...ocoermiore.




Implement Compliant Corporate

Policies

 Mobile / BYOD

— Acceptable Use Only

— No Access of Non-Work Websites

— Permitted and Prohibited Apps

— Permitted Operating Systems

— No Direct Connections to Network

— Proper and Authorized IT Support and Maintenance

— Strong Password Protected

— Automatic Locks

— Remotely Wiped if Lost, Employee Terminated, or Breach

clausen
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Data Management is Key:

Reduce and Destroy Bad Data

« Emalil
— Must be part of document
retention/destruction policy. Protect Self-Critical
— Stop preserving exhibits for  Analyses, Investigations

t. . .
y?ur Oppor_]en _  Preemptive Data Security
« Avoid Creating Smoking

Guns ’ APTS_ |
- Routine Destruction * Social Me_d'a— New
Programs and Leading Cause of

. Attorney-Client Privilege =~ Malware

clausen
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Best Practices

« How do you protect your customers and your
firm?
— E-Mall Encryption
— Password Protection — Change Frequently
— Construct and Maintain an Appropriate Firewall
— Back-up your Data
— Avoid Public Wi-Fi
— Understand how to wipe your smartphone
— Educate your clients

— Be Proactive - Constantly review and
e update your systems

clausen
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Best Practices

Are your vendors secure? Forensics/Investigation
— Due diligence may be L External device control
mandatory (GLB, HIPAA) O Encryption
— Questionnaires are required 0 Management and support
atminimurm o o d Reporting and compliance
_ mgz Pi:Ed to visit and verify if 2 Identity management
_ L Company profile
-Components to review and
assess:

UData leakage protection

Monitoring, alerting, and
enforcement

clausen
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Why These Processes Are Important:

Case Studies

* Inre Target Corp., D. Minn.

— Pre-Breach
« Target was “on notice.” (p. 56.)
« Target updated its systems. (p. 57.)
» Security staff “raised concerns.” (p. 59.)
— Breach — Through the “Kill Chain” (pp. 57-65.)
» Target “could and should have” broke the chain.
« Malware detected, but “no action.” (p. 62.)

— Post-Breach
» Notification only on corporate website. (p. 67.)
» Target “attempted to downplay significance” of breach. (p. 67.)
» Target admitted “PIN data was removed.” (p. 67.)
« Target’s CEO admitted breach and publicly apologized. (p. 68.)

clausen
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Intensified Ransomware

« Coverage: Extortion and/or Business Interruption

« Emerging Virulent Variants:
— Cryptolocker, Torrentlocker,CryptoFortress
— Encryption of any file found through wildcard searches
— Encryption of files in network shares
— Volume shadow copies deleted to prevent restoration
— "Freemium" offer to convince victims that they can recover files

« Damages and Harm Expanded Exponentially
— More data at risk
— Ransom paid in bitcoins
— Amounts increasing - hundreds to thousands
— Repeated ransom demands - "Thanks, but we want more.”

clausen
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Questions?

Hillard M. Sterling
Clausen Miller P.C.
10 South LaSalle Street
Chicago, lllinois 60603
hsterling@clausen.com
312.606.7747
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FORENSICS & FORENSICS
PRINCIPLES




.
1. Information form arrested criminal
2. Trace back habitat on the internet

Procedures Processes Outputs

1. Patrol on the 1. Filter former messages/recordsw 1. False alarm
hacker web sites User ID 2. Identify offended tragets J 2, True crime

ﬁ , OS version: Unix—base/window—basﬁ

2. Live response: Volatile/nonvolatile

3. Forensics: Network-base/host-base L. Single criminal
II. Analysis of Auditing 4. Locations: Client/intermediary 5 Mult-criminals
computer logs logs (ISP, Proxy, Firewall)/server '

5. Action: Known/unknown

@ Messages: Success/failure )
Dynamic IP '
address Tlme stamp L. Time zone
\_/ m 2, Daylight saving time
111, Identity the @ddless Sy\ndnomz_—atl)n

3. Time adjustment

sequential clues
Static w
1P address J| /Computer™

W 1, Dial-up account
2. System account
LIV, Interview the .
. Plea guilty

suspect for prosecution The . .
LDOSe Guilty/not guilty

Announce
‘ trojan defense |

Phase: <:> Element: O Option: C]
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- Guide to Computer Forensics

and Investigations
Fourth Edition

Chapter 1

Computer Forensics and Investigations
as a Profession
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Objectives

* Define computer forensics

* Describe how to prepare for computer investigations
and explain the difference between law enforcement
agency and corporate investigations

« Explain the importance of maintaining professional
conduct
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Understanding Computer Forensics

Computer forensics

— Involves obtaining and analyzing digital information
* As evidence In civil, criminal, or administrative cases

* FBI Computer Analysis and Response Team
(CART)

— Formed in 1984 to handle the increasing number of
cases involving digital evidence
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Understanding Computer Forensics
(continued)

T o1 Labaratoey. Comnprater Anabysis and Resposse Team - Morosolt [sbesnet Enplorer pravided by HCC N 2 Noephne ﬁrm 3 ;J‘lﬂ]
th B Do .'_'i"'- Jods  Hep - —
watect v = < @) ) Y| Dreach aravores Wreds <P | e B of v (=] AL

dedcrems L48) Fetp U 107, powassbeong (o £ e v P i

FPRINONEPANE PR HEACCUARTERS € FEOURANS  HADAO DK OF FORERAC AFFAen

HEC S 0 CANOME LSICHATORY SERVCES  ERLAASDEATORY

The Computer Andyeis sl Resporse Taam provsdec s3ailanca 1o FBI field oficesin

the search and seizure of computer sviderce as wel as forensic examinations and

techoicd suppoel far FEL invostigations Thia Unk indudis & state.otthw-an fornsic -
laboestory compnsed of computer specidists and 3 network of trned and agupped

fareralc axamingss assignad 10 man then S0 Tald ofices

In 1983 the Unt conducted 2 00 sxarminstions of computer eadence and pronded
technical Suppont for tha Fwestigation and peosecution of cases invoheg such eudence
The Unil ako peosvdad @) CART Laborstory examinere snd 75 percent of FE Mald
examiners with the pre-redeass version of the Automsted Camputer Examination System
(ACES), which cambines advanced compuar hardwaia sl Softwers (o conduct many
routine sxaminstions n 3 selfdocumening, suwomated method. Al FER feld dmeions
Wil aceias ACES by the end of the yaar 2000, In cacparation ‘mith the United States
Attomey’s Office and sevon cther ladersl, siate, and local Iwy enfarcement agencies, the
Uni establekad the San OCrega Regoral Campatar Faransic Laboeatary. This kbioeatory
i3 e1efTed by 16echncaly compatent snd CART-ceifind parsornel 3gegnad by the
paticpahing agencies

In & move sined o anksns FBI efots in

computer intrusion cazas and (o proacs I m l s : ;’
T e L o L e Lo L Ay L -
@M 1T [ name

Figure 1-1 The FBI CART Web site
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Understanding Computer Forensics
(continued)

* Fourth Amendment to the U.S. Constitution

— Protects everyone’s rights to be secure in their
person, residence, and property

* From search and seizure
— Search warrants are needed
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Computer Forensics Versus Other
Related Disciplines

« Computer forensics

— Investigates data that can be retrieved from a
computer’'s hard disk or other storage media

 Network forensics

— Yields information about how a perpetrator or an
attacker gained access to a network

 Datarecovery

— Recovering information that was deleted by mistake
* Or lost during a power surge or server crash

— Typically you know what you're looking for
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Computer Forensics Versus Other
Related Disciplines (continued)

Computer forensics

— Task of recovering data that users have hidden or
deleted and using it as evidence

— Evidence can be inculpatory (“incriminating”) or
exculpatory

Disaster recovery

— Uses computer forensics technigues to retrieve
iInformation their clients have lost

Investigators often work as a team to make
computers and networks secure in an organization
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Computer Forensics Versus Other
Related Disciplines (continued)

Intrusion Response

Figure 1-2 The investigations triad

CyberLaw & CyberForensics - William Favre Slater, Il| 259



Computer Forensics Versus Other
Related Disciplines (continued)

Enterprise network environment

— Large corporate computing systems that might include
disparate or formerly independent systems

Vulnerability assessment and risk management

group
— Tests and verifies the integrity of standalone
workstations and network servers

— Professionals in this group have skills in network
Intrusion detection and incident response
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Computer Forensics Versus Other
Related Disciplines (continued)

Litigation
— Legal process of proving guilt or innocence in court
 Computer investigations group

— Manages investigations and conducts forensic
analysis of systems suspected of containing evidence
related to an incident or a crime
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A Brief History of Computer Forensics

* By the 1970s, electronic crimes were increasing,
especially in the financial sector

— Most law enforcement officers didn’t know enough
about computers to ask the right questions

« Or to preserve evidence for trial

 1980s
— PCs gained popularity and different OSs emerged
— Disk Operating System (DOS) was available

— Forensics tools were simple, and most were
generated by government agencies
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A Brief History of Computer Forensics
(continued)

« Mid-1980s
— Xtree Gold appeared on the market
« Recognized file types and retrieved lost or deleted files

— Norton DiskEdit soon followed
* And became the best tool for finding deleted file

¢ 1987

— Apple produced the Mac SE

« A Macintosh with an external EasyDrive hard disk with
60 MB of storage
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A Brief History of Computer Forensics
(continued)

Figure 1-3 An 8088 computer
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A Brief History of Computer Forensics
(continued)

-+ Mac SE

///’
/ﬁ# Floppy drives

—

@
% EasyDrive

Figure 1-4 A Mac SE with an external EasyDrive hard disk

4
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A Brief History of Computer Forensics
(continued)

« Early 1990s
— Tools for computer forensics were available

— International Association of Computer
Investigative Specialists (IACIS)

 Training on software for forensics investigations
— IRS created search-warrant programs
— ExpertWitness for the Macintosh

 First commercial GUI software for computer forensics
» Created by ASR Data
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A Brief History of Computer Forensics
(continued)

« Early 1990s (continued)

— ExpertWitness for the Macintosh
« Recovers deleted files and fragments of deleted files

« Large hard disks posed problems for investigators
« Other software

— ILook

— AccessData Forensic Toolkit (FTK)
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Understanding Case Law

« Technology is evolving at an exponential pace
— Existing laws and statutes can’t keep up change

« Case law used when statutes or regulations don't
exist

« Case law allows legal counsel to use previous cases
similar to the current one

— Because the laws don't yet exist
e Each case Is evaluated on its own merit and issues
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Developing Computer Forensics
Resources

* You must know more than one computing platform

— Such as DOS, Windows 9x, Linux, Macintosh, and
current Windows platforms

e Join as many computer user groups as you can

« Computer Technology Investigators Network
(CTIN)

— Meets monthly to discuss problems that law
enforcement and corporations face
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Developing Computer Forensics
Resources (continued)

 High Technology Crime Investigation
Association (HTCIA)

— Exchanges information about techniques related to
computer investigations and security

« User groups can be helpful

* Build a network of computer forensics experts and
other professionals

— And keep in touch through e-mail

« Qutside experts can provide detailed information
you need to retrieve digital evidence
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Preparing for Computer Investigations

« Computer investigations and forensics falls into two
distinct categories

— Public investigations
— Private or corporate investigations
* Public investigations

— Involve government agencies responsible for criminal
Investigations and prosecution

— Organizations must observe legal guidelines

« Law of search and seizure
— Protects rights of all people, including suspects
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Preparing for Computer Investigations
(continued)

Private or corporate organizations
Company policy viclations
Litigation disputes

™

4
Government agencies
Article 8 in the Charter of Rights of Canada S — -
U.S. Fourth Amendment search

and seizure rules

| l!!lll J E—

i T

=,

Figure 1-5 Public and private investigations
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Preparing for Computer Investigations
(continued)

TN - .
(= \

Do right of the people to bo desure in their x

not bo violated, and ne Warrants shall
5 deteribing the place to bo seardhed, andthe |
persond ox things to be deiged.
:I —~ X
‘x‘“ </ —

Figure 1-6 The Fourth Amendment
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Preparing for Computer Investigations
(continued)

* Private or corporate investigations

— Deal with private companies, non-law-enforcement
government agencies, and lawyers

— Aren’t governed directly by criminal law or Fourth
Amendment issues

— Governed by internal policies that define expected
employee behavior and conduct in the workplace

* Private corporate investigations also involve
litigation disputes
 |nvestigations are usually conducted in civil cases
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Understanding Law Enforcements
Agency Investigations

* In acriminal case, a suspect is tried for a criminal
offense

— Such as burglary, murder, or molestation

« Computers and networks are only tools that can be
used to commit crimes

— Many states have added specific language to
criminal codes to define crimes involving computers

* Following the legal process

— Legal processes depend on local custom, legislative
standards, and rules of evidence
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Understanding Law Enforcements
Agency Investigations (continued)

* Following the legal process (continued)
— Criminal case follows three stages

« The complaint, the investigation, and the prosecution

Complaint

|ﬁ-

Investigation

Figure 1-7 The public-sector case flow
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Understanding Law Enforcements
Agency Investigations (continued)

* Following the legal process (continued)

— A criminal case begins when someone finds
evidence of an illegal act

— Complainant makes an allegation, an accusation or
supposition of fact

— A police officer interviews the complainant and
writes a report about the crime

* Police blotter provides a record of clues to crimes
that have been committed previously

— Investigators delegate, collect, and process the
iInformation related to the complaint
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Understanding Law Enforcements
Agency Investigations (continued)

* Following the legal process (continued)

— After you build a case, the information is turned over
to the prosecutor

— Affidavit

« Sworn statement of support of facts about or evidence
of a crime

— Submitted to a judge to request a search warrant
« Have the affidavit notarized under sworn oath
— Judge must approve and sign a search warrant
« Before you can use it to collect evidence
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Understanding Law Enforcements
Agency Investigations (continued)

/|

Date

Based on actual inspection of spreadsheets, financial records, and
invoices, Joe Smith, a computer forensics expert, is aware that
computer equipment was used to generate, store, and print
documents used in Jonathon Douglas's tax evasion scheme. There
is reason to believe that the computer system currently located on
Jonathon Douglas's premises is the same system used to produce
and store the spreadsheets, financial records, and invoices, and
that both the [spreadsheets, financial records, invoices] and other
records relating to Jonathon Douglas's criminal enterprise will be
stored on Jonathon Douglas's computer.

Source: Searching and Seizing Computers and Obtaining Electronic
Evidence in Electronic Investigations, U.S. Department of Justice,
July 2002.

Figure 1-8 Typical affidavit language
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Understanding Corporate
Investigations

* Private or corporate investigations

— Involve private companies and lawyers who address
company policy violations and litigation disputes

« Corporate computer crimes can involve:
— E-mail harassment
— Falsification of data
— Gender and age discrimination
— Embezzlement
— Sabotage
— Industrial espionage
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Understanding Corporate
Investigations (continued)

« Establishing company policies

— One way to avoid litigation is to publish and maintain
policies that employees find easy to read and follow

— Published company policies provide a line of authority
» For a business to conduct internal investigations

— Well-defined policies

« Give computer investigators and forensic examiners the
authority to conduct an investigation

* Displaying Warning Banners
— Another way to avoid litigation
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Understanding Corporate
Investigations (continued)

* Displaying Warning Banners (continued)
— Warning banner

« Usually appears when a computer starts or connects to
the company intranet, network, or virtual private network

 Informs end users that the organization reserves the right
to inspect computer systems and network traffic at will

 Establishes the right to conduct an investigation
— As a corporate computer investigator
« Make sure company displays well-defined warning banner
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Understanding Corporate
Investigations (continued)

. US Government Facility x|

Y'ou are about to access a United States government
computer network that is intended for authorized users
only. You should have no expectation of privacy in your
use of this network. Use of this network constitutes
consent to monitoring. retrieval, and disclosure of any
information stored within the network for any purpose
including criminal prosecution.

Figure 1-9 A sample warning banner
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Understanding Corporate
Investigations (continued)

» Designating an authorized requester
— Authorized requester has the power to conduct
Investigations
— Policy should be defined by executive management
— Groups that should have direct authority to request
computer investigations
« Corporate Security Investigations
« Corporate Ethics Office
« Corporate Equal Employment Opportunity Office
* Internal Auditing
* The general counsel or Legal Department
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Understanding Corporate
Investigations (continued)

« Conducting security investigations

— Types of situations
» Abuse or misuse of corporate assets
« E-mail abuse
* Internet abuse

— Be sure to distinguish between a company’s abuse
problems and potential criminal problems

— Corporations often follow the silver-platter doctrine

« What happens when a civilian or corporate investigative
agent delivers evidence to a law enforcement officer
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Understanding Corporate
Investigations (continued)

 Distinguishing personal and company property

— Many company policies distinguish between personal
and company computer property

— One area that's difficult to distinguish involves PDAs,
cell phones, and personal notebook computers

— The safe policy is to not allow any personally owned
devices to be connected to company-owned resources

* Limiting the possibility of commingling personal and
company data
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Maintaining Professional Conduct

Professional conduct
— Determines your credibility
— Includes ethics, morals, and standards of behavior

Maintaining objectivity means you must form and
sustain unbiased opinions of your cases

Maintain an investigation’s credibility by keeping the
case confidential
— In the corporate environment, confidentiality is critical

In rare instances, your corporate case might become
a criminal case as serious as murder
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Maintaining Professional Conduct
(continued)

Enhance your professional conduct by continuing
your training

Record your fact-finding methods in a journal
Attend workshops, conferences, and vendor courses

Membership in professional organizations adds to
your credentials

Achieve a high public and private standing and
maintain honesty and integrity
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Summary

Computer forensics applies forensics procedures to
digital evidence

Laws about digital evidence established in the 1970s

To be a successful computer forensics investigator,
you must know more than one computing platform

Public and private computer investigations are
different
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Summary (continued)

Use warning banners to remind employees and
visitors of policy on computer and Internet use

Companies should define and limit the number of
authorized requesters who can start an investigation

Silver-platter doctrine refers to handing the results of
private investigations over to law enforcement
because of indications of criminal activity

Computer forensics investigators must maintain
professional conduct to protect their credibility

CyberLaw & CyberForensics - William Favre Slater, Il| 290



Information Security and
Data Breaches



Risk & Information Security
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Information Security and
Data Breaches
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Deep into tech
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All news | Mobile Phones | Tvs | Tablets | Components | Computing | Laptops

Where am |7 4 News p Mews by technology p Gaming
GAMING NEWS
Sony faces lawsuits over costly

PSN data breach

Sony PSN hack could cost Sony $1.5 billion
By Adzam Harley

e s SH hack
Sony is slesdy facing 3 numbser
of legal cases from growps of
irate PlayStation fans across the
globe.

Sony shares were down by nearhy
5 per cent following the
widespread publicity in both tech

and mainstream medis about the
high-profile PlayStation Network
hack.

Soryy tacing clasx action lawsulx following
higitrprofile PEN hack

Angry gamers demand answers

Somy CEOQ Howard Stringer or his deputy Kazuo Hirai have both refused to
comment publichy on the PEN hack to date, angering gamers even further.

Michael Wang, manager of overseas funds at Sony sharsholder Prudential
Financials, told Reuters: "Gamers are angry that Somy’s CED hasn't come
out to explsin the sitestion and investors are disappointed over the
COMpany’s corporate govemance.”

The cost to Sony of the PlayStation Metwork hack is aleady being
estimated by some anahysts to be in the region of $1.5 billion {£0.23
billion).

UK ICC investigates

Clearly, it is way too early to estimate the longer term costs incurred by
the damage to the PlayStation brand and the loss of trust from gamers in
the PSMN service.

Sony is yet to comment on the latest class action cases being brought
against the company.

Here in the UK, the Information Commissioners Office has contacted
Sony and is investigating whether the company is guilty of viclsting British
lzws pertaining to 3 company’s responsibility to safeguard customers
privats and personal data.

¢ PlavwStztion R

Tags: PSM, PlayStation, So

October §, 2019

Sony PlayStation
Customer Data Hack
could cost the
company S1.5 billion

Note: Legal costs and reputational
damage are not represented here.

April 2011
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Epsilon Data Breach: Expect a Surge in
Spear Phishing Attacks

By Tony Bradley, PCWorld

Epsilon—the |argest distributor of permissicn-based email in the world—-revealed that millions of
individual email addresses were exposed in an attack on its servers. While no other information
was apparently compromised, security experts are warning users to brace for a tidal wave of more
precise spear phishing attads.

Epsilen is responsible for sending more than 40 billicn

marketing emails per year on behalf of its 2500-plus
Epsilon Fallout: What Happened to customers. These emails are not spam in the Rustodk botnet

Mot Sharing My Information? senze of the word. These email messages are marketing and °
each: customer communication emails from major dients such as S I O I I a a re a ‘
= JP Morgan Chase, Capital One, CitiGroup, and others.
that affected milli

Andrew Storms, Director of
v Security Operations for
T Ko ~ .
nCircle, commented, "There’s
W no doubt you of someone you
know has been affected

|-'.55?_!'.-'.3 EP5”DT E hail Fraacl‘ because the list Epsilon has
of customers from
the most impressive customers

from & sales presentation.”

Let's take & |ook at what we know sbout the Epsilon data breach, and what you need to do now ° °
to protect yourself from any fallout as a result of the attack. S eve ra ‘ O I I I p a I I I e S W I

What Happened?

°
The press release from Epsilon was terse, and Epsilen has not been very forthcoming with | I ke | y | e a d t O fo I | OW_ O n
additional details. The good news is that Epsilon seems to have detected the breach guickly,
and did not waste any time notifying its customers. Those customers hawve subsequently not
wasted any time communicating with individual users. | have received two emails already today

Spear Phishing Attacks

Randy Abrams, director of technical educstion at ESET, says "l have not yet seen detsils of how
the breach cccumed. An S0QL injection attack would be a decent guess, but it is only a guess.
How it happened will only be important to |awyers trying to sue for negligence ™

What Is. The Risk?

The fact that the breach only exposed email addresses—and not any additional personal or
account information—is great news. The primary risk is that the attackers now have a list of
millions of verified active email addresses to target with spam and phishing attades.

If the attackers were sble to get not just the email address, but also its sffiliation with one of
Epsilon’s customers, that will yield much more precise spear phishing attacks. Phishing is like

casting a net. Spear phishing is namowed down to a specific domain or company. But, these Note_ Legal COStS and reputatlonal

attacks would be to known email addresses that are also known to have a relationship with the

company being spoofed in the sttad—more like spear phishing with laser sighting and computer- dam age are not represented here .

guided telemetry.

Amol Sawarte, Vulnerabilities Lab Manager for Quslys, explains, "Phishing’ scams are the A 'I 2011
number one concern from this breach. Hacdkers could send fake emails pretending to be your prl
bank, pharmacy, hotel or other business that were customers of Epsilon. The email will look real

and will be convincing as attackers have the customer's name and the company information that

they did business with. The email could ask unsuspecting users to dick on a link which can ask for

credit card n@perpiyppaard (944 spyware or camy aut ather sttads” CyherLaw & CyberForensics - William Favre Slater, llI 295



Spear Phishing Leads to Significant Breaches

(2011-04-07)

Two of the most significant data breaches in the last six months, including
Epsilon and RSA where likely enabled by malware downloaded as the result
of targeted spear-phishing attacks. An Epsilon technology partner, Return
Path, sent out a warning in November 2010 after an employee fell for a
phishing attack, exposing thousands of email addresses to the attackers. In
early April RSA reported that their breach likely began when attackers
targeted a group of RSA employees with a phishing attack in which emails
with Excel attachments contained an exploit that placed backdoors on
systems through a vulnerability in Adobe Flash Reader.

External Link:
http://www. theregister.co.uk/2011/04/04/rsa_hack howdunnit/

The attacker in this case sent two different phishing emails over a two-day
period. The two emails were sent to two small groups of employees; you
wouldn't consider these users particularly high profile or high value targets.
The email subject line read "2011 Recruitment Plan".

The email was crafted well enough to trick one of the employees to retrieve it
from their Junk mail folder, and open the attached excel file. It was a
spreadsheet titled "2011 Recruitment plan.xls".

The spreadsheet contained a zero-day exploit that installs a backdoor through
an Adobe Flash vulnerability (CVE-2011-06089). As a side note, by now Adobe
has released a patch for the zero-day, so it can no longer be used to inject
malware onto patched machines.

RSA data breach
caused by Excel

file attachments
sent via e-mail

Note: Legal costs and reputational
damage are not represented here.

April 2011
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CHICAGOBUSINESS

—POWERED BY CRAIN'S—

Get Email Mews Alerts

You're a
Futurist

DAILY NEWS THIS WEEK'S CRAIN'S INDUSTREY NEWS MULTIMEDIA LISTS SMALL BUSINESS BLt

FINANCE GOVERMNMENT HEALTHCARE LAW MANUFACTURING

Home = Industry Mews = Consumer =

MARKETING/MEDIA CONSUMER: TECH

Michael's warns Chicago customers of data

breach

May 05, 2011
ShareThis M Tweet | 9 Share

(AP) — Michael's Stores Inc. has informed its customers'
credit and debit card information may have been
compromised.

The Irving, Texas-based arts and crafts supplier says the
PIN pad tampering appears to have happened in its
Chicago-area stores. Banking and law enforcement officials
contacted the company this week after fraudulent
transactions were reported last weekend.

Officials believe those fraudulent transactions are linked to
legitimate transactions in the Chicago area. The company
says it is assisting investigators.

Michael's advises its customers to monitor their statements,
report any suspicious account activity and change their
personal identification numbers.

If someone thinks their account information was comprised
they should contact their credit issuers.

AP sssocisecpress

Print | Email | 1 comment

RELATED CONTENT

+ Crain's investigation: Unpaid

wages a growing problem for ...

+ Pay-to-play infects Chicago

beer market, Crain's ...

= Chicago's big banks ponder

new fees to replace overdraft ...
Mayor Daley runs up big debts

building his global city; ...

Chicago Business Today

Michaels Stores
gets its customer
data with credit
and debit cards
compromised

Note: Legal costs and reputational
damage are not represented here.

May 2011
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Data Breach Watch

Home Contact Data Breach Alerts

Heartland Breach Settlement with Mastercard
May 21, 2010 - 5:59 pm

Courtesy of Digital Transactions, Heartland Payment Systems entered into a $41MM settlement
agreement regarding their highly publicized data breach incident with Mastercard, Inc.

Continuing its massive clean-up in the wake of the payment card industry’s biggest data
breach, merchant acquirer Heartland Payment Systems Inc. late on Wednesday
announced a $41.4 milion settlement with MasterCard Inc. The settlement will reimburse
MasterCard debit and credit card issuers for their costs stemming from the breach
Heartland disclosed in January 2009. Heartland has already settled with Visa Inc. for
about $60 million and American Express Co. for $3.54 million {Digital Transactions MNews,
Jan. 8). That leaves Discover Financial Services as the only major U.S.-based card
network with whom Heartland hasn't announced a settlement. The U.S. attorney for New
Jersey estimated the breach compromised 130 million payment cards. Several defendants,
including notorious computer hacker Albert Gonzalez, have been convicted on federal
charges in connection with Heartland's and other big data breaches.

Heartland's MasterCard settlement is contingent upon approval from issuers representing
80% of the affected MasterCard accounts. The Visa settlement had a similar 80%
threshold, which issuers approved. MasterCard will make its so-called “alternative
recovery offers” to issuers on May 27; issuers have until June 25 to accept them,
according to a Heartland filing with the Securities and Exchange Commission. The
agreement also provides that those issuers accepting a recovery release Heartland and
its sponsor banks, Cleveland-based KeyBank and St. Louis-based Heartland Bank (no
relation to the processor) from further breach-related claims. Heartland must obtain a
loan of at least $30.7 million to fund its obligations under the settlement.

According to the Heartland filing, MasterCard will credit the settlement pool with $6.6
million in “non-compliance assessments"—network fines—that it charged Heartland's
sponsors, which those banks passed on to Heartland. That means the maximum Heartland
will have to fund for the pool will be $34.8 million.

Neither Heartland nor MasterCard would comment about the settlement beyond their
respective news releases. Like AmEx and Visa, MasterCard didn't say how many of its
card accounts sustained breach-related fraud losses, or how many cards its bank and
credit-union clients reissued as a precaution. Gartner Inc. security and technology
analyst Avivah Litan tells Digital Transactions News by e-mail that based on estimated
replacement costs of $14 to $20 per card, “it would appear from this settlement that
MasterCard could only prove that some 2-3 million of their cards actually had fraud losses
and had to be reissued with new accounts.” She adds that, "it's good that Heartland is
finally settling with MasterCard so it can begin to put this matter behind them.”

Robert O. Carr, Heartland's chairman and chief executive officer, said in his company’s
release that, "We are pleased to have reached an equitable settlement agreement that
helps issuers of MasterCard-branded cards obtain a recovery with respect to losses they

After data breach
Heartland Payment
Systems settled with

MasterCard for $41 million;
Visa for $60 million; and
AMEX for $3.5 million

Note: Legal costs and reputational
damage are not represented here.

May 2010
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LPL, a Financial Services Company Fined $275,000 on
September 11, 2008 for Failure to Protect Customer
Data

Summary

These proceedings arise out of the violations by LPL. a registered broker-dealer,
investment adviser, and transfer agent. of the safeguards rule of Regulation S-P (17 CFR §
248.30(a)) (the “Safeguards Rule™). which requires broker-dealers and SEC-registered investment
advisers to adopt written policies and procedures reasonably desicned to protect customer
information. Despite its being aware as early as 2006 that it had insufficient security controls to
safeguard customer information at its branch offices. LPL failed to implement adequate controls.
including some security measures, which left customer information at LPL s branch offices
vulnerable to unauthorized access. Between mid-July 2007 and February 2008, LPL experienced a
series of computer system security breaches in which an unauthorized person(s) accessed and
traded. or attempted to trade. in the customer accounts of several of LPL’s registered
representatives. As of the date of the “hacking” incidents, LPL had failed to implement increased
security measures and adopt policies and procedures reasonably designed to safeguard customer
information as required by Regulation S-P. LPL detected the breaches and absorbed the losses in

Note: Legal costs and reputational
Source: Securities Exchange Commission damage are not represented here September 2008

ADMINISTRATIVE PROCEEDING File No. 3-13181
In the Matter of LPL FINANCIAL CORPORATION, formerly known as LINSCO/PRIVATE LEDGER CORP.
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Want to Contribute?

Home

Data Breach Alerts

Patients’ names, dates of birth, Sccial Security numbera and limited dental claima
data on atolen laptop Thuraday, 1% May 2011, 10:54 pm

Unknown QOrganization data loss incident circa Z2011-05-17
Source: " Breach Alerts |

12,000 customers” names, Sccial Security numbera, addressea and phone numbera
acgquired by hacker in extortion attempt Thuraday, 1% May 2011, 10:43 pm

Leading Investment & Securities Co. data loss incident circa 2011-05-15
Source: ol Ereach Alerts |

4 000 employees’ Soccial Security numbera and other payroll information exposed when
gent via unencrypted email. Thursday, 1% May 2011, 10:3% pnm

National Business Center data loss inecident cirea 2011-05-18
Fource: " Ereach Alerts |

Laptop with eye photeosa and namesa of 611 patienta atolen during office burglary
Wedneaday, 18 Mzy 2011, 8:13 pm

EyeCare Associates of the San Ramon Valley dats loss incident cireca Z011-05-17

" Erearh Alercs |

Social Security numbers of 37,3500 Medicare Supplement membera exposed in envelope
windows Wedneaday, 18 May 2011, 7:5% pm

Anthem Blue Cross of Celifornis dats loss incident circa 2011-05-13
o
Source: ' Erearh Alercs |

1493 different cuatomers’ namea, datea of birth and Sccial Security numbera uaed to
et up 184 bank accounta for fraudulent purposes Wednesday, 18 May 2011, 4:35 pm

Fegions Bank data loss incident circe 2011-05-17
Source: " Erearh Alercs |
210,000 residenta’ names, addresses, Sccizl Security numbers, email addresses,

Employer ID numbera, and some employer bank account information may hawve been
transmitted after 1,500 computera were infected with a computer wiruas W32 QAEBOT

Recent Data Breach
Updates from

DataBreachWatch.org

May 2011
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INFORMATION SECURITY
AND THE LAW



BLOG PHOTOS & VIDEO BRIEFING ROOM ISSUES

Home - The White House Blog

The White House Blog Subscribe

The Administration Unveils its Cybersecurity Legislative Proposal
Posted by Howard A. Schmidt on May 12, 2011 at 02:00 PM EDOT

Today | am happy to announce that the Administration has transmitted a cybersecurity leqgislative proposal to
Capitol Hill in response to Congress’ call for assistance on how bestto address the cybersecurity needs of our
Mation. This is a milestone in our national effort to ensure secure and reliable networks for Americans,
businesses, and government; fundamentally, this proposal strikes a critical balance between maintaining the
government's role and providing industry with the capacity to innovatively tackle threats to national cybersecurity.
Just as importantly, it does so while providing a robust framework to protect civil liberties and privacy.

When the President released his Cyberspace Policy Review (pdf) almost two years ago, he declared cyberspace
as a key strategic asset for the United States and its security just as vital. This legislative proposal is the latest
achievement in the steady stream of progress we are making in securing cyberspace and completes another
near-term action item (pdf} identified in the Cyberspace Policy Review.

The Administration proposal helps safeguard your personal data and enhances your right to know when it
has been compromised. In addition to educating you on how to protect yourself from cyber threats with the Stop.
Think. Connect. campaign, we believe arganizations should inform you when your sensitive personal information
may have been compromised. This notice not only helps you to protect yourself against harms like identity theft,
but also incentivizes organizations to have better data security in the first place. Today, our country has a
patchwaork of 47 state notification laws. Our proposal simplifies and strengthens this reporting requirement and
reaches all Americans.

It helps protect our national security by addressing threats to our power grids, water systems, and other
critical infrastructure. These systems are the backbone of our modern economy; many are privately owned, but
all merit our support in protecting them. The Administration proposal advances the security of our increasingly
“wired" critical infrastructure, strengthens the criminal penalties for hacking into the systems that control these
vital resources, and clarifies the ability of companies and the government to voluntarily share information about
cybersecurity threats and incidents in a privacy-protective manner. This is behavior we want and need to
promote.

It helps the U.5. government protect our federal networks, while creating stronger privacy and civil liberties
protections that keep pace with technology. Since our Federal systems are under constant pressure by
hackers, criminals and other threats, the government needs better tools to detect and prevent those threats. Part

On May 12, 2011, The
White House submitted
new legislative proposal

to Congress — the

Legislation will provide
new federally mandated

requirements for
companies to report
data breaches to their
affected customers

May 2011
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Commonwealth of Massachusetts
Data Privacy Law

Enacted in September 2008

People and companies that handle personal data are legally obligated to
protect it and encrypt it

Companies must have a comprehensive Information Security program
Requires risk-based approach

Requires written evidence of
— An active information security program
— Internal and external audits

— Annual review of security or whenever organizational changes that could
affect security will occur

Penalties include: S5000 for each violation
Additional exposures include legal costs and civil litigation



Full Text of Regulation 201 CMR 17.00: STANDARDS FOR THE
PROTECTION OF PERSONAL INFORMATION OF RESIDENTS OF THE
COMMONWEALTH

Section:

* 17.01: Purpose and Scope

+ 17.02: Definitions

* 17.03: Duty to Protect and Standards for Protecting Personal Information
+ 17.04: Computer System Security Requirements

# 17.05: Compliance Deadline

17.01 Purpose and Scope

I(l) Purpose

This regulation implements the provisions of M.G.L. c. 93H relative to the standards to
be met by persons who own or license personal information about a resident of the
Commonwealth of Massachusetts. This regulation establishes minimum standards to be
met in connection with the safeguarding of personal information contained in both
paper and electronic records. The objectives of this regulation are to insure the
security and confidentiality of customer information in a manner fully consistent with
industry standards; protect against anticipated threats or hazards to the security or
integrity of such information; and protect against unauthorized access to or use of

such information that may result in substantial harm or inconvenience to any consumer.

(2) Scope

The provisions of this regulation apply to all persons that own or license personal
information about a resident of the Commonwealth.

17.02: Definitions

The following words as used herein shall, unless the context requires otherwise, have
the following meanings:

Breach of security, the unauthorized acquisition or unauthorized use of unencrypted
data or, encrypted electronic data and the confidential process or key that is capable
of compromising the security, confidentiality, or integrity of personal information,
maintained by a person or agency that creates a substantial risk of identity theft or
fraud against a resident of the commonwealth. A good faith but unauthorized
acquisition of personal information by a person or agency, or employee or agent
thereof, for the lawful purposes of such person or agency, is not a breach of security
unless the personal information is used in an unauthorized manner or subject to further
unauthorized disclosure.

Electronic, relating to technology having electrical, digital, magnetic, wireless, optical,

Commonwealth of
Massachusetts
Data Privacy Law

(Excerpt)
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17.03: Duty to Protect and Standards for Protecting Personal Information

(1) Every person that owns or licenses personal information about a resident of the
Commonwealth shall develop, implement, and maintain a comprehensive information
security program that is written in one or more readily accessible parts and contains
administrative, technical, and physical safeguards that are appropriate to {(a) the size,
scope and type of business of the person obligated to safeguard the personal
information under such comprehensive information security program; (b) the amount of
resources available to such person; {c) the amount of stored data; and (d) the need
for security and confidentiality of both consumer and employee information. The
safeguards contained in such program must be consistent with the safeguards for
protection of personal information and information of a similar character set forth in any
state or federal regulations by which the person who owns or licenses such information
may be regulated.

(2) Without limiting the generality of the foregoing, every comprehensive information
security program shall include, but shall not be limited to:

+ (3) Designating one or more employees to maintain the comprehensive
information security program;

+ (b} Identifying and assessing reasonably foreseeable internal and external risks to
the security, confidentiality, and/or integrity of any electronic, paper or other
records containing personal information, and evaluating and improving, where
necessary, the effectiveness of the current safeguards for limiting such risks,
including but not limited to:

1. ongoing employee (including temporary and contract employee) training;
2. employee compliance with policies and procedures; and
3. means for detecting and preventing security system failures.

+ (c) Developing security policies for employees relating to the storage, access and
transportation of records containing personal information outside of business
premises.

+ (d) Imposing disciplinary measures for violations of the comprehensive information
security program rules.

+ () Preventing terminated employees from accessing records containing personal
information.

+ (f) Oversee service providers, by:

1. Taking reasonable steps to select and retain third-party service providers
that are capable of maintaining appropriate security measures to protect
such personal information consistent with these regulations and any
applicable federal regulations; and

2. Requiring such third-party service providers by contract to implement and
maintain such appropriate security measures for personal information;
provided, however, that until March 1, 2012, a contract a person has
entered into with a third party service provider to perform services for said
person or functions on said person's behalf satisfies the provisions of 17.03
(2)({f)(2) even if the contract does not include a requirement that the third

Commonwealth of
Massachusetts
Data Privacy Law

(Excerpt)
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17.04: Computer System Security Requirements

Ewvery person that owns or licenses personal information about a resident of the
Commonwealth and electronically stores or transmits such information shall include in
its written, comprehensive information security program the establishment and
maintenance of a security system cowvering its computers, including any wireless
system, that, at a minimum, and to the extent technically feasible, shall have the
following elements:

1. Secure user authentication protocols including:

= (a) control of user IDs and other identifiers;

= (b} a reasonably secure method of assigning and selecting passwords, or
use of unique identifier technologies, such as biometrics or token devices;

= {c) control of data security passwords to ensure that such passwords are
kept in a location and/or format that does not compromise the security of
the data they protect;

= {d) restricting access to active users and active user accounts only; and

= (e) blocking access to user identification after multiple unsuccessful
attempts to gain access or the limitation placed on access for the
particular system;

2. Secure access control measures that:

= {a) restrict access to records and files containing personal information to
those who need such information to perform their job duties; and

= (b)) assign unique identifications plus passwords, which are not vendor
supplied default passwords, to each person with computer access, that are
reasonably designed to maintain the integrity of the security of the access
controls;

3. Encryption of all transmitted records and files containing personal information
that will travel across public networks, and encryption of all data containing
personal information to be transmitted wirelessly.

4. Reasonable monitoring of systems, for unauthorized use of or access to personal
information;

5. Encryption of all personal information stored on laptops or other portable devices;

6. For files containing personal information on a system that is connected to the
Internet, there must be reasonably up-to-date firewall protection and operating
system security patches, reasonably designed to maintain the integrity of the
personal information.

7. Reasonably up-to-date versions of system security agent software which must
include malware protection and reasonably up-to-date patches and wvirus
definitions, or a version of such software that can still be supported with up-to-
date patches and virus definitions, and is set to receive the most current
security updates on a regular basis.

8. Education and training of employees on the proper use of the computer security

Commonwealth of
Massachusetts
Data Privacy Law

(Excerpt)

SYSERP AN e jpeytance of personal informapon secutye\ borForencics - Willigm Favre Slater, 11

306



Who needs Mass 201 CMR 177

All persons, corporations, associations, partnerships or other legal entities with systems
containing Massachusetts resident’s personal information in transit or at rest are
responsible for complying with the 201 CMR 17 regulations by March 1, 2010. However, the
regulations also require businesses to complete internal and external security risk
assessments prior to the effective date. The regulation applies regardless of whether the
entities or the data is either inside or outside state borders, and applies equally to private
and public sector organizations.

Penalties for non-compliance

The penalties for non-compliance with 201 CMR 17 are enforced through Massachusetts
General Law Title ¥XV: Regulation of Trade, chapter 934, section 4. Violators may be faced
with a civil penalty of $5.000 for each violation, are required to pay the reasonable costs of
investigation and litigation of such violation (including reasonable attorney's fees), and are
subject to additional civil action since 201 CMR. 17 creates a baseline standard that allows
plaintiffs in civil suits to argue that a business that lost data was negligent. Title ¥V also
requires any data breach be reported to both the Office of Consumer Affairs and Business
Regulation (OCABR) and the Attorney General.

What you need to be Mass 201 CMR 17 compliant

The new Massachusetts Privacy Law requires the following criteria be met:

& an internal and external risk assessment of the human, physical, technical environment
based on the criteria outlined in 201 CMR. 17

& the computer security provisions in the regulation use a risk-based approach that comply
to the extent that it is technically feasible, meaning that reasonable means must be used
to accomplish a required result if there is a reasonable technology is available

¥ the results of the internal and external risk assessments must be documented in a
Written Comprehensive Information Security Program (WISP)

& the scope of the WISP must be reviewed at least on an annual basis or whenever there iz
a change in business practices that may impact security controls

The OCABR published the 201 CMR 17 Compliance Checklist as an aid to be used by
either organizations themselves or their auditors when conducting their risk assessment.
However, additional guidance on how and where to submit risk assessment results is
expected from the state prior to the March 2010 deadline

October 8, 2019 CyberLaw & CyberForensi
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State of lllinois Personal Information
Protection Act (PIPA)

e Enacted inJune 2005

 People and companies that handle personal data are legally obligated to
protect it

e Penalties are covered under the Consumer Fraud and Protection Act
* Additional exposures include legal costs and civil litigation



HB1623 Enrolled LEBOS%4 07564 BRXD 37732

AN ACT concerning business.

Be it enacted by the People of the State of Illinois=s,
represented in the General Assembly:

Section 1. Short title. Thi=s Act may be cited as the
Personal Information Protection Act.

Section 5. Definitions. In thi=s Act:

"Data Collector™ may include, but is not limited to,
government agencies, public and private universities,
privately and publicly held corporations, finmancial
institutions, retail operators, and any other entity that, for
any purpose, handles, collects, disseminates, or otherwise
deal=s with nonpublic personal information.

"BEreach of the security of the =system data™ means
unauthorized acquisition of computerized data that compromises
the security, confidentiality, or integrity of personal
information maintained by the data collector. "Breach of the
zecurity of the system data™ does not include good faith
acqui=sition of personal information by an employee or agent of
the data collector for a legitimate purpose of the data
collector, provided that the personal information is not used
for a purpose unrelated to the data collector's business or
subject to further unauthorized disclosure.

"Personal information™ means an individual's first name or
first initial and last name in combination with any one or more
of the following data elements, when either the name or the
data elements are not encrypted or redacted:

(1) Social Security number.

(2) Driver's license number or S5tate identification
card number.

(3) Account number or credit or debit card number, or
an account number or credit card number in combination with
any required security code, access code, or password that
would permit access to an individual's financial account.

"Personal information™ does not include publicly awvailable
information that is lawfully made available to the general

pHetaRs Cto er%dsf)ié Semnsy = 10::-31 DeT? arv?/ﬂg%yber grre%ssms—WHham F
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S5ection 10. Notice of Breach.

(a) Any data ceollector that owns or licenses personal
information concerning an Illincis resident shall notify the
resident that there has been a breach of the security of the
system data following discovery or notification of the breach.
The disclosure notification shall be made in the most expedient
time possible and without unreasonable delay, consistent with
any measures necessary to determine the scope of the breach and
restore the reasonable integrity, security, and
confidentiality of the data system.

(b) Any data collector that maintains computerized data
that includes personal information that the data collector does
not own or license shall notify the owner or licensee of the
information of any breach of the security of the data
immediately following dizcovery, if the persconal information
was, or is reasonably believed to hawve been, acquired by an
unauthorized person.

(c) For purposes of this Section, notice to consumers may
be provided by one of the following methods:

(1) written notice;
(2} electronic notice, if the notice provided i=s
consistent with the provisions regarding electronic
notices legally required to be
Section 7001 of Title 15 of the

records and signatures for

in writing as set forth in

United States Code; or

{(3) substitute notice, if the data collector
demonastrates that the cost of providing notice would exceed
£250,000 or that the affected class of subject persons to
be notified exceeds 500,000, or the data collector does not
have sufficient contact information. Substitute notice
shall consist of all of the following: (i) email notice if
the data collector has an email address for the subject
persons; (ii) conspicuous posting of the notice on the data
collector's web =ite page if the data collector maintains
one; and (iii) notification to major statewide media.

(d) Notwithstanding subsection (c), a data collector that
maintains its own notification procedures as part of an
information security policy for the treatment of personal
information and is otherwise consistent with the timing
requirements of this Act, shall be deemed in compliance with
the notification reguirements of this Section if the data
collector notifies subject persons in accordance with its
policies in the event of a breach of the security of the =system
data.

Section 15. Waiwver. Any waiver of the provisions of this
Act is contrary to public policy and is void and unenforceable.

Secrion 20. Viclation. A wioclation of this Act constitutes
an unlawful practice under the Consumer Fraud and Deceptive

Business(Farstsérs, 2019 CyberLaw & CyberForensi
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Guide to Computer Forensics
and Investigations
Fourth Edition

Chapter 7

Current Computer Forensics
Tools

October 8, 2019 CyberLaw & CyberForensics -
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Objectives

Explain how to evaluate needs for computer
forensics tools

Describe available computer forensics software
tools

_ist some considerations for computer forensics
nardware tools

Describe methods for validating and testing
computer forensics tools
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Evaluating Computer Forensics Tool
Needs

* Look for versatility, flexibility, and robustness
- 0OS
— File system
— Script capabilities
— Automated features
— Vendor’s reputation

« Keep in mind what application files you will be
analyzing

CyberLaw & CyberForensics - William Favre Slater, Il 313



Types of Computer Forensics Tools

« Hardware forensic tools

— Range from single-purpose components to complete
computer systems and servers

« Software forensic tools
— Types
« Command-line applications
« GUI applications

— Commonly used to copy data from a suspect’s disk
drive to an image file

CyberLaw & CyberForensics - William Favre Slater, Il 314



Tasks Performed by Computer
Forensics Tools

* Five major categories:
— Acquisition
— Validation and discrimination
— Extraction
— Reconstruction
— Reporting

CyberLaw & CyberForensics - William Favre Slater, Il 315



Tasks Performed by Computer
Forensics Tools (continued)

« Acquisition

— Making a copy of the original drive
* Acquisition subfunctions:

— Physical data copy

— Logical data copy

— Data acquisition format

— Command-line acquisition

— GUI acquisition

— Remote acquisition

— Verification

CyberLaw & CyberForensics - William Favre Slater, Il 316



Tasks Performed by Computer
Forensics Tools (continued)

« Acquisition (continued)
— Two types of data-copying methods are used Iin
software acquisitions:
« Physical copying of the entire drive
 Logical copying of a disk partition
— The formats for disk acquisitions vary

 From raw data to vendor-specific proprietary
compressed data

— You can view the contents of a raw image file with
any hexadecimal editor

CyberLaw & CyberForensics - William Favre Slater, Il 317



| b - (B ] ST S |

igh File [de Sesrch Paspon Wiew  Toole Specinb Opsane @ndew  Help __lTl—u:I
D EEE | o RPRD MA2LYN | -REs  Dga@ED 5S4 bOBE | &

[ Crvm - | )

Rt Eotngs’Chig My Doaursrts 1min. s FEICT T
Mawe - . -

|.1 =
Ben_Framkin 33 _2dec dac SEOKE 01227008 He23H 012008 0 I 0o iie H-rain "I4ES
Fan_Framkin 17 _2ré L ] 4E2 KB D20 130007 012 R008 1257 51 00w HIEss A L
Ban _Frackin 20 _2ré sirmend A4 KB 0008 130057 /2R 200G 125751 D Q0TS 14ES3 AD0) 52T H

Ben_Framkin_37_ir rl: S 3KE D200 150057 SL008 1355959 00 1ESS A 1S5
Ben i i B4 E DIZLO0N 1254100122005 1254 10 021/2009 12540008 5ssm
BanZ i " 14 KB L2V 1302 1200312008 130212 012172008 1082l a7
B2 " 4U7HE DLV 13HE BL212005 1304468 D131/200 1948 873D
BF1_ 2w ot 52 01/ZVANS 125617012V 130241 D0 04ESSA 7RI
BFY_7 e ek ITH N1 1R TELRLMS 1300 4] 0)P470 ARSI ANS) 41518 =
I_{Ifru-ol:-lll -EE!EEJ!EI‘EILE{jBFfIQ,l -
P . ﬂ'.":b! DECEVAND D0 CF 1L ED AL BL 14 EL OO OU B0 00 00 00 00 00 Bl.AIZ A, ..
P pres | W3CF7410 0D 00 00 OC0 03 00 O0D 43 3B OO0 @3 00 FE FF 09 OO P
Vahumas kel WTFS1 | BACET4Z0 | OB ag an a3 o0 an 0% 00 00 an 00 a1 a9 6n oo
23CF7430 €E 00 00 O0 02 DO OC 93 00 10 20 00 ©2 92 00 00 L
Dol S Mecks BRCETA4D 01 g no 00 00 &b 00 Gn ad o0 . 1 SR
Tade. ooginal | DECFTAED | FF FF FF FF FF FF FF FF b S TS
WECETARD | FF FF FF FF FF FF T ITY VT VIR
ﬂ""‘"‘ ".,: BACEVATD | FE Fr TERYETTRETTIUTE
N — W3CE7460 | FE TR T T
aRCEdan | FE FERERTRIETEIUTT
b e 03CET4AD | EF T
Chugter Bl 1amms | OMCETABO | FF FTFRRT R VYT

Ber_Fronkdn 20 Jdaz | OFCEVACO  FF

EEEEEEEFEEEEEEEEEEEEEHEEEEE o

FE FF FF FF juli}
FF FF FF FF FF FF FF
FF FF FF FF FF FF FF FF F¥
E¥ FF FF FF FF FF FEF FF F¥ FF P¥ FF FF
EF FF FF FF FF FF FEF FF FF FF FF T FF FF
FEF FF FE¥ FF FF FT FF FF FF FF FF T FF FF
EF EF FF IF FF FF FEF EF FF FF FF FF FF FF
FF FF FF TF FF FT [T FF FF [F FF FF FF FF
FF FF FF FF FF FF FF FF FF FF FF FF FF FF
Docummriy and S Wy Documents, | D3CETAT0 FF FF FF FF FF FF F¥ FEF FF FF FF FF FF FF FF Sevmivvirmnive
b g GzCF74ED | EE EF EF EF IF FF FF FEF EF FF FF FF FF FF FF Seiigriiiieiiiiye
: BFCFIAFD | FF FF FF F¥ ¥F FF F¥ FF FF FF FF FF FF FF FF Freimsvivmrmine
Proysirad saonoe Fin - Ll rey) AECFIRON FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF grideTiiiseingy
Logics secior Mo T2ERE | $3CF7R10 0 FF EF FF FF FF FF FF FF FF FF FF FF FF FF 5F Trrrmvu’mwrrj
PREVEZ0 | FF EF FF F¥ FF FF FF EF FF FF FF FF FF FF FF jwdibppdiipeiguge
e mpac Wlg M WECEFTEE0 | FF EF EF FF FF FF FF FEF FF FF FF FF FF FF FE §rilispiiverpviiey
TREAM, 132kyies | BICF7E40  FF FF FF FF FF FF F¥ FEF FF FF [F FF FF FF FF Swvirmivvimimine
[ TNl DFCFISED | FF FF FF FF ¥F FF FF FF FF FF FF FF FF FF FF §Tiiuyiousepiuge
: Iﬂﬂﬂﬁm BICFIEED | FF FF FF F¥ ¥F FF F¥ FF FF FF FF FF FF FF FF FEFiamrvvarrvinT
W2CE7ET0 | FE EF FF FF FF FF FF FEF FF FF FF FF FF FF FF Svidswriiseingy
Tetal cogracty 11 NA QECF7EED | FF EF FF FF FF FF FF FF FF FF FF FF FF FF FF SyidusriiarsiivT
V15,027 152 bvien | gacE7ton | EF EE FE F¥ FF FEF FF EF FE FF FF FF EF FE FF  gwiiipwiviiopdgiie
WECF7%A0 | FF FF EF FF FF FF FF FF FF F¥ FF FF FE FF FE §viiusdiiivsiiiysy
ien peor chosber: 811 | @aCEISB0 | FF FF FF T IF FF [T FEF FF FF [F FF T FF FF i HiFT
Freg clugery Wl | gacF7sCD  FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF §¥PUU@uissiuye
Total chustems ZMB4E | g3CFIED0 | FF PR FF FF FF FF FF FF EF FF FF TF FF FF FF FF  Sovivmsvivmsvins
o R—— gz | W3CETSED | FF FF EF FF EF FF FF FF EF FF FF EFF FF FF FF FF  Soivuviiiysiniye
Sy i 34 | WHCEIEFD  FF FF ¥F F¥ FF FF FF FF FF FF FF FF FF FF FF  gripuosrrmesrmiee
fchor 120858 of T38005 | e WEN) | - M8 | ook 504130 - EB4ET | S 18|

Figure 7-1 Wiewing datz in a hexadecimal editor

CyberLaw & CyberForensics - William Favre Slater, Il 318



Tasks Performed by Computer
Forensics Tools (continued)

 Acquisition (continued)
— Creating smaller segmented files is a typical feature
In vendor acquisition tools

— All computer forensics acquisition tools have a
method for verification of the data-copying process

« That compares the original drive with the image
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Tasks Performed by Computer
Forensics Tools (continued)

 Validation and discrimination
— Validation
« Ensuring the integrity of data being copied
— Discrimination of data

* Involves sorting and searching through all
Investigation data
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Tasks Performed by Computer
Forensics Tools (continued)

« Validation and discrimination (continued)

— Subfunctions
« Hashing
— CRC-32, MD5, Secure Hash Algorithms
* Filtering
— Based on hash value sets
* Analyzing file headers
— Discriminate files based on their types
— National Software Reference Library (NSRL) has
compiled a list of known file hashes
« For a variety of OSs, applications, and images
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Tasks Performed by Computer
Forensics Tools (continued)
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Tasks Performed by Computer
Forensics Tools (continued)

 Validation and discrimination (continued)

— Many computer forensics programs include a list of
common header values

« With this information, you can see whether a file
extension is incorrect for the file type

— Most forensics tools can identify header values

CyberLaw & CyberForensics - William Favre Slater, Il 323
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Tasks Performed by Computer
Forensics Tools (continued)

Microsoft Word

' Microsoft Word needs a converter to display this File correctly,
This Feature is not currently installed, Would you like to install it now?

Figure 7-4 Error message displayed when trying to open a JPEG file in Word
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Tasks Performed by Computer
Forensics Tools (continued)

« Extraction
— Recovery task in a computing investigation
— Most demanding of all tasks to master

— Recovering data is the first step in analyzing an
investigation’s data
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Tasks Performed by Computer
Forensics Tools (continued)

« Extraction (continued)

— Subfunctions
« Data viewing
« Keyword searching
« Decompressing
« Carving
« Decrypting
« Bookmarking
— Keyword search speeds up analysis for investigators
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Tasks Performed by Computer
Forensics Tools (continued)

Data Carving |
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Tasks Performed by Computer
Forensics Tools (continued)

« Extraction (continued)

— From an investigation perspective, encrypted files
and systems are a problem

— Many password recovery tools have a feature for
generating potential password lists

« For a password dictionary attack

— If a password dictionary attack fails, you can run a
brute-force attack
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Tasks Performed by Computer
Forensics Tools (continued)

e Reconstruction

— Re-create a suspect drive to show what happened
during a crime or an incident
— Subfunctions
 Disk-to-disk copy
* Image-to-disk copy
 Partition-to-partition copy
* Image-to-partition copy
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Tasks Performed by Computer
Forensics Tools (continued)

« Reconstruction (continued)

— Some tools that perform an image-to-disk copy:
« SafeBack
« SnapBack
 EnCase
 FTK Imager
* ProDiscover
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Tasks Performed by Computer
Forensics Tools (continued)

* Reporting
— To complete a forensics disk analysis and
examination, you need to create a report
— Subfunctions
* Log reports
* Report generator

— Use this information when producing a final report
for your investigation
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Tool Comparisons

Table 7-1  Comparison of forensics tool functions

Function ProDiscover AccessData Guidance
Basic Ultimate Toolkit  Software EnCase
Acquisition
Physical data copy N N N
Logical data copy N N N
Data acquisition formats N N N
Command-line process N
GUI process \ \ \
Remote acquisition \*
Verification \ \ \
Validation and
discrimination
Hashing y \** \**
Filtering v v
Analyzing file headers y y
Extraction
Data viewing N NEEE NEEE
Keyword searching N N N
Decompressing N N
Carving N N
Decrypting N
Bookmarking N N N
Reconstruction
Disk-to-disk copy N N N
Image-to-disk copy N N N
Partition-to-partition copy | y
Image-to-partition copy \ \
Reporting
Log reports y y
Report generator y y
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Other Considerations for Tools

« Considerations
— Flexibility
— Reliability
— Expandabillity
— Keep a library with older version of your tools

* Create a software library containing older versions
of forensics utilities, OSs, and other programs
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Computer Forensics Software Tools

» The following sections explore some options for
command-line and GUI tools in both Windows and
UNIX/Linux
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Command-line Forensic Tools

The first tools that analyzed and extracted data
from floppy disks and hard disks were MS-DOS
tools for IBM PC file systems

Norton DiskEdit

— One of the first MS-DOS tools used for computer
Investigations

Advantage

— Command-line tools require few system resources
« Designed to run in minimal configurations
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UNIX/Linux Forensic Tools

« *nix platforms have long been the primary
command-line OSs
« SMART

— Designed to be installed on numerous Linux
versions

— Can analyze a variety of file systems with SMART
— Many plug-in utilities are included with SMART
— Another useful option in SMART is its hex viewer
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UNIX/Linux Forensic Tools (continued)

* Helix
— One of the easiest suites to begin with
— You can load it on a live Windows system
» Loads as a bootable Linux OS from a cold boot
* Autopsy and SleuthKit
— Sleuth Kit is a Linux forensics tool

— Autopsy is the GUI/browser interface used to access
Sleuth Kit's tools
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UNIX/Linux Forensic Tools (continued)

* Knoppix-STD
— Knoppix Security Tools Distribution (STD)

* A collection of tools for configuring security measures,
Including computer and network forensics

— Knoppix-STD is forensically sound

» Doesn’t allow you to alter or damage the system
you're analyzing

— Knoppix-STD is a Linux bootable CD
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Figure 7-10 A list of forersics took available in Knoppix-STD
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Other GUI Forensic Tools

Simplify computer forensics investigations
Help training beginning investigators
Most of them come into suites of tools

Advantages

— Ease of use

— Multitasking

— No need for learning older OSs
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Other GUI Forensic Tools (continued)

« Disadvantages
— EXcessive resource requirements
— Produce inconsistent results
— Create tool dependencies
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Computer Forensics Hardware Tools

« Technology changes rapidly
« Hardware eventually fails
— Schedule equipment replacements
* When planning your budget consider:
— Failures
— Consultant and vendor fees
— Anticipate equipment replacement
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Forensic Workstations

« Carefully consider what you need

« Categories
— Stationary
— Portable
— Lightweight
« Balance what you need and what your system can
handle
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Forensic Workstations (continued)

* Police agency labs
— Need many options
— Use several PC configurations
* Private corporation labs
— Handle only system types used in the organization

« Keep a hardware library in addition to your
software library
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Forensic Workstations (continued)

Not as difficult as it sounds

Advantages

— Customized to your needs

— Save money

Disadvantages

— Hard to find support for problems

— Can become expensive If careless

Also need to identify what you intend to analyze
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Forensic Workstations (continued)

You can buy one from a vendor as an alternative

Examples
— F.R.E.D.
— F.I.LR.E. IDE

Having vendor support can save you time and
frustration when you have problems

Can mix and match components to get the
capabilities you need for your forensic workstation
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Using a Write-Blocker

* Write-blocker
— Prevents data writes to a hard disk
« Software-enabled blockers
— Software write-blockers are OS dependant
— Example: PDBlock from Digital Intelligence
« Hardware options
— Ideal for GUI forensic tools

— Act as a bridge between the suspect drive and the
forensic workstation
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Using a Write-Blocker (continued)

« Can navigate to the blocked drive with any
application
» Discards the written data
— For the OS the data copy is successful
« Connecting technologies
— FireWire
— USB 2.0
— SCSI controllers
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Recommendations for a Forensic
Workstation

Determine where data acquisitions will take place
Data acquisition techniques

— USB 2.0

— FireWire

Expansion devices requirements

Power supply with battery backup

Extra power and data cables
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Recommendations for a Forensic
Workstation (continued)

External FireWire and USB 2.0 ports
Assortment of drive adapter bridges

Ergonomic considerations
— Keyboard and mouse
— A good video card with at least a 17-inch monitor

High-end video card and monitor

If you have a limited budget, one option for
outfitting your lab is to use high-end game PCs
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Validating and Testing Forensic
Software

» Make sure the evidence you recover and analyze
can be admitted in court

« Test and validate your software to prevent
damaging the evidence
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Using National Institute of Standards
and Technology (NIST) Tools

« Computer Forensics Tool Testing (CFTT)
program

— Manages research on computer forensics tools

* NIST has created criteria for testing computer
forensics tools based on:

— Standard testing methods

— ISO 17025 criteria for testing items that have no
current standards

— 1SO 5725
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Using National Institute of Standards
and Technology (NIST) Tools

(continued)

* Your lab must meet the following criteria
— Establish categories for computer forensics tools
— ldentify computer forensics category requirements
— Develop test assertions
— ldentify test cases
— Establish a test method
— Report test results

+ Also evaluates drive-imaging tools using
— Forensic Software Testing Support Tools (FS-TST)
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Using National Institute of Standards
and Technology (NIST) Tools
(continued)

* National Software Reference Library (NSRL)
project
— Collects all known hash values for commercial
software applications and OS files

« Uses SHA-1 to generate a known set of digital
signatures called the Reference Data Set (RDS)

— Helps filtering known information
— Can use RDS to locate and identify known bad files
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Using Validation Protocols

Always verify your results

Use at least two tools
— Retrieving and examination
— Verification

Understand how tools work

One way to compare results and verify a new tool
IS by using a disk editor
— Such as Hex Workshop or WinHex
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Using Validation Protocols (continued)

* Disk editors
— Do not have a flashy interface
— Reliable tools
— Can access raw data
« Computer Forensics Examination Protocol
— Perform the investigation with a GUI tool
— Verify your results with a disk editor
— Compare hash values obtained with both tools
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Using Validation Protocols (continued)

« Computer Forensics Tool Upgrade Protocol
— Test
* New releases
« OS patches and upgrades

— If you find a problem, report it to forensics tool
vendor

* Do not use the forensics tool until the problem has
been fixed

— Use a test hard disk for validation purposes

— Check the Web for new editions, updates, patches,
and validation tests for your tools
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Summary

« Create a business plan to get the best hardware
and software
« Computer forensics tools functions
— Acquisition
— Validation and discrimination
— Extraction
— Reconstruction
— Reporting
« Maintain a software library on your lab
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Summary (continued)

« Computer Forensics tools types
— Software
— Hardware
* Forensics software
— Command-line
— GUI
* Forensics hardware
— Customized equipment
— Commercial options
— Include workstations and write-blockers
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Summary (continued)

* Tools that run in Windows and other GUI
environments don't require the same level of
computing expertise as command-line tools

* Always test your forensics tools
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