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THE INTERNET IN 2019
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The Internet iIs a Huge and Global Place
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Every Continent and Country Is Connec
24 X [

Notes: 1) Satellite connections are omitted here. 2) Due to totalitarian policies, the governments -
of 23 countries did temporarily shut down the Internet for their Citizens this year. Slater Technologies
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Modern
Version of
al at 20

Hierarchy of
Needs

BASIC

HUMAN
Self-actualization
NEE Ds Crealivity,
Problem Solving,

Authenticity, Spontaneity

Esteem

Self-Esteem, Confidence,
Achievement

Social needs
Friendship, Family

Safety and Security

Physiological needs (survival)
Air, Shelter, Water, Food, Sleep, Sex

INTERNET
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2 0 1 8 This Is What Happens In An
Internet Minute

facebook
Go gle ' 973000 18Million |
Logins Text
3.7 Million Messages |
Search
Queries

& AppStore

375,000

2018- What " Apps Downloaded
1 E{IJPCIS i [
The Internet
in 60 ) Ly
Seconds? 25,000 .arl.vﬁllbhs"

° 38 Million \ 187Million

Messages \ Emails Sent

67 93
b4 | Voice-First Views v
W Devices Shipped \ M Created By:
e ¥ @LorilLewis
a@onechol W @OfficiallyChadd
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2 0 1 9 This Is What Happens In An
Internet Minute
facebook \d
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Spent Online Scrolling Instagram
The Internet ”
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87,500
I n 6 O @ Ci Z:f: d People Tweeting y
?
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Facebook Messenger sent '
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eBay gets an average
of $680 worth of
transactions

Amazon gets an

average of 2488881
$34OO worth Of Emails
transactions
35,069
4,86,]" ]2 New active of I,ntemet traffic
Whatsapp  Mobile Social
Messages  users
28935 sent 6 New
Instagram Facebook
Photos Profiles

- Likes Created
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Amazon Instagram N.ew
ships Photos LinkedIn Wordpress
iterzg35 Uploads Profiles Posts
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‘q 305 469,445
Reddit S W Facebook t
]286 votes Likes
Netflix = 1160
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Streamed Videos 17_:”2(_2?5
Vi d
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Snapchat Pinterest
Shaps Shared  pins q
- r.@\ CETE
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Uber Rid E Google Searches
er Rides
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Digital Around the World 2018

~w8 DIGITAL AROUND THE WORLD IN 2018

2018 KEY STATISTICAL INDICATORS FOR THE WORLD'’S INTERNET, MOBILE, AND SOCIAL MEDIA USERS
TOTAL INTERNET ACTIVE SOCIAL UNIQUE ACTIVE MOBILE
POPULATION USERS MEDIA USERS MOBILE USERS SOCIAL USERS

7.593 L.021 3.196 5.135 2.958

BILLION BILLION BILLION BILLION BILLION

URBANISATION: PENETRATION: PENETRATION: PENETRATION: PENETRATION:

55% 53% 42% 68% 39%

SOURCES: JODULAT\ON UNITED NATIONS; U.S. CENSUS BUREAU; INTERNET: INTERNETWORLDSTATS; ITU; EUROSTAT; INTERNETLIVESTATS; CIA WORLD FACTBOOK; MIDEASTMEDIA.ORG;
FACEBOOK; GOVERNMENT OFFICIALS; REGULATORY HLITI ORITIES; REPUTABLE MEDIA; SOCIAL MEDIA AND MOBILE SOCIAL MEDIA: FA (_,[D]K TENCENT; VKONTAKTE; KAK, ; DING; Hootsulte c‘r
TECHRASA; SIMILARWE B KEPIOS ANALYSIS; MOBILE: GSMA INTELLIGENCE; GOOGLE; ERICSSON; KEPIOS ANALYSIS. NOTE: PENETRATION FIGURES ARE FOR TOTAL POPULATION (ALL AGES)

ocial

Slater Technologies |
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Digital Around the World 2019

DIGITAL AROUND THE WORLD IN 2019

| 2m9 THE ESSENTIAL HEADLINE DATA YOU NEED TO UNDERSTAND GLOBAL MOBILE, INTERNET, AND SOCIAL MEDIA USE

TOTAL UNIQUE INTERNET ACTIVE SOCIAL MOBILE SOCIAL
POPULATION MOBILE USERS USERS MEDIA USERS MEDIA USERS

WO©®®

7.676 5.112 4388 3.484 3.256

BILLION BILLION BILLION BILLION BILLION
URBANISATION: PENETRATION: PENETRATION: PENETRATION: PENETRATION:
56% 67% 57 % 45% 42%

° N SR AMORRES MBS sy CIALMEDIA RATFORMS o L_\_ Hootsuite are.

Slater Technologies

October 8, 2019 CyberLaw & CyberForensid#/illiam Favre Slater, Il



100 WEBSITES o % 1 Lo, ;
that Rule the Internet

CATEGORIES: ® e o
Sorch inematomsl Stoaming Wb Socal Wb Emul  Games
fagines  Datbases g Weda  Portals

Fite Hosting

The 100

Biggest
Websites
on the

Internet

= oy Vodien

24/7 Managed Hosting

| Slater Technologies |
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How People Use the Internet

Internet users say they spend about 6.5 hours a day online. What do they do there?

They have fun: ° ° They send information
Netflixhas About and updates to friends
: and colleagues:
125m @ 1m
subscribers, people
NETFLIX : QI < — |——=| 269bn
about 55% : are always e — emails are
of whomare watching sent and
international. ! Twitch. A received
2018 data | sachdey.
They run errands: They pursue education: They keep in touch with
Online education old friends and make
new ones:

According to is worth

one survey 5165bn

42% w and is projected 2.2bn

of global to reach people
respondents say they s are monthly
paid a bill using their 275bn active users

mobile device. by 2022. on Facebook.

Souwrce; Business Insicer Global Wab Ingex; Niglsan: Recode: Reuterss: Statista world
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SECURITQYWHAT IS IT EXACTLY?

I - Slater Technologies I
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What Is Security?

A Definitions
i{ SOdzNA (& Aa RSTAYSR I &
secura 12 0S FTNBS FTNRY RIY

I Security Is often achieved by means of several
strategies undertaken simultaneously or used In
combination with one another

A Specialized areas of security

I Physical security, operations security,
communications security, and network security

I Slater Technologies I




2 KFdG La { SOdzNR

A Information security

I The protection of information and its critical
elements (confidentiality, integrity and
avallability), including the systems and hardware
that use, store, and transmit that information

AThrough the application of policy, technology, and
training and awareness programs

A Policy, training and awareness programs and
technology are vital concepts

I Slater Technologies I




CNSS Security Model

Information
security

Network
security

Management of

! _ _ Policy
information security

Computer & data security

| Slater Technologies |
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I b{{ { SOdzNR (e

A C.1.A. triangle
I Confidentiality, integrity, and availability

I Has expanded into a more comprehensive list of
critical characteristics of information

ANSTISSC (CNSS) Security Model
I Also known as the McCumber Cube
I Provides a more detailed perspective on security

I Covers the three dimensions of information
security

I Slater Technologies I




I b{{ {SOdNRIG& :

Ab{¢L{{/ {SOdzNAU& az2R¢

I Omits discussion of detailed guidelines and
policies that direct the implementation of controls

I Weakness of this model emerges if viewed from a
single perspective
ANeed to include all three communities of interest

I Slater Technologies I




I b{{ {SOdNRI{G& :

‘ ? gﬂ\d ¢

Confidentiality Confidentiality

Integrity Integrity

Availability Availability

>
Storage  Processing Transmission Storage  Processing Transmission
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McCumber Cube Security Model
McCumber Cube Model

Information States

& &
<0 O
& L )
Q& 3
Z Q <
32 2
E O .
(' (5
O
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Key Concepts of
Information Security

A Confidentiality
I The characteristic of information whereby only those
with sufficient privileges may access certain
Information
A Measures used to protect confidentiality
I Information classification
I Secure document storage
i Application of general security policies
I Education of information custodians and end users

I Slater Technologies I




Key Concepts of
LYF2NXIOGAZY { SO

A Integrity

I The quality or state of being whole, complete, and
uncorrupted

A Information integrity is threatened

I If exposed to corruption, damage, destruction, or
other disruption of its authentic state

A Corruption can occur while information is
being compiled, stored, or transmitted

I Slater Technologies I




Key Concepts of
LYF2NXYFGA2Y { SO

A Availability

I The characteristic of information that enables user
access to information in a required format,
without interference or obstruction

I A user In this definition may be either a person or
another computer system

I Avalilablility does not imply that the information is
accessible to any user
Almplies availability to authorized users

I Slater Technologies I




Key Concepts of Information Security
6002YU0QR®DV
A Privacy

I Information collected, used, and stored by an
organization is to be used only for the purposes
stated to the data owner at the time it was

collected
I Privacy as a characteristic of information does not
signify freedom from observation

AMeans that information will be used only in ways
known to the person providing it

I Slater Technologies I




Key Concepts of Information Security
6002YU0QR®DV
A Identification

I An Information system possesses the
characteristic of identification when it is able to
recognize individual users

I ldentification and authentication are essential to

establishing the level of access or authorization
that an individual is granted

A Authentication

I Occurs when a control proves that a user
possesses the identity that he or she claims

I Slater Technologies I




Key Concepts of Information Security
6002YU0QR®DV
A Authorization

I Assures that the user has been specifically and

explicitly authorized by the proper authority to
access, update, or delete the contents of an
Information asset

I User may be a person or a computer
I Authorization occurs after authentication

I Slater Technologies I




Key Concepts of Information Security
6002YU0QR®DV
A Accountability

I Exists when a control provides assurance that
every activity undertaken can be attributed to a
named person or automated process

I Slater Technologies I




Parkerian Hexad

A Confidentiality "‘
A Integrity

A Availability
A Control ‘

A Authenticity R e
A Utility

Donn B. Parker

I Slater Technologies |

October 8, 2019 CyberLaw & CyberForensidd/illiam Favre Slater, 111 29



2 KF0Qa 2NRyYy3I gAUK
and How to Fix It

A Video Lecture bjponnB. Parker

A http://ww.youtube.com/watch?v=RW9hOBCSy0qg

Donn B. Parker

| Slater Technologies |
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http://www.youtube.com/watch?v=RW9hOBCSy0g

CYBERCRIME

| Slater Technologies |
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\

‘EVIL

INTERNET

i\.

‘“"l i 4 U

What'’s in an internet minute? According to data from RisklQ and threat
researchers around the world, a lot of evil.

2018 COST OF CYBER CRIME

TOTAL COST

£4$600 BILLION'
[©] $1,138,888/mlnute
© $171,233 /minute

spend by business on
information security?

@ Globally, for large businesses
affected, the average cost was

3“.7 MlLLlON/year’

@ Ranging from

$222/minute

CYBERCRIME VICTIMS
2.7 MILLION/day'
@ 1 ,861 /minute

RANSOMWARE

costs to organizations
i) $8 B".l..loN/years
[©] $1 5,221 /minute’

@ 1.5 organizations/minute fall
victim to ransomware attacks®

MALWARE

@ 1 ,274 new malware
variants/minute’

PHISHING EMAILS

@ 22.9 attacks/minute®

RECORDS LEAKED

from publicly disclosed incidents
#2.9 BILLION/year°
@ 5,51 8/minute

2018 RISKIQ RESEARCH NUMBERS:

NUMBER OF NEW
BLACKLISTED MOBILE APPS

NUMBER OF
MALVERTISING INCIDENTS

@ 9.2/minuteD (Q4 2017)

NUMBER OF NEW HOSTS
RUNNING CRYPTO
MINING MALWARE

@ .OS/minu!e“’

NUMBER OF NEW PHISHING
DOMAINS STOOD UP

@-ZI/minute" # —

AN WOREERERA

INCIDENTS OF
MAGECART

® .07 /minute®

NUMBER OF NEW SITES _ 4
RUNNING COINHIVE @*

NUMBER OF POTENTIALLY VULNERABLE WEB °

COMPONENTS DISCOVERED

@ 4/minute'6 (anatomy of an attack surface report)

I - Slater Technologies I
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2019 Global Cybersecurity Budgets vs.
Projected Cybercrime Damages in 2021
$7,000,000,000,000
$6 Trillion
$6,000,000,000,000
$5,000,000,000,000
$4,000,000,000,000
$3,000,000,000,000
$2,000,000,000,000
$1,000,000,000,000
$103 Billion
$0 e ——
2019 Global 2021 Global
Cybersecurity Cybercrime Damages
Spending (Estimated)
Sources:
2017 Cybercrime Report by the Herjavic Group - https://www.herjavecgroup / /the-2017-cyb port/ phi
ZDNet - https://www.zdnet.com/article/global ity-spending-to-top-103-billion-in-2019-says-idc/

William Favre Slater, 11l
slater@billslater.com
Copyright 2019

| Slater Technologies |
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Country GDPs, by Size

HONG KONG $0.36T 0.42%
T 0.4, 7
" soutH
MALAYSIA $0.35T omv

PHILIPPINES $O.33T 0.39%'
m CHINA
BANGLADESH $13.61T
RO ’ 15.86%

Today’s visualization comes to us from HowMuch.net, and it charts the most recent
composition of the global economic landscape.

World's Region
AFRICA
LATIN AMERICA
AND CARIBBEAN
MIDDLE EAST
EUROPE

ASIA
NORTH AMERICA

UNITED
STATES
$20.49T

NIGERIA $0.47 0.46%

SOUTH AFRICA $0.37T 0.43%

EGYPY $0.25T 0.29%

| Slater Technologies |

October 8, 2019
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Figure 1: Comparison between Traditional Criminal Techniques and Cybercrime

Traditional criminal techniques Cybercrime

Hacking: Computer

or network intrusion providing C O m p ar I n g

Burglary: Breaking
into a building with the

intent to steal. unauthorized access.

Deceptive callers: Phishing: A high-tech scam Trad Itl O n aI
Criminals who T that frequently uses unsolicited -

telephone their victims messages o deceive people C r I m e

and ask for their into disciosing their financial

financial and/or and/or personal identity

personal identity q information.
information. g ﬂ @
Extortion: lllegal use : :
of force or one's official
position or powers to
obtain property, funds,
or patronage.

Internet extortion: Hacking into

and
e | Cybercrime

promising o release control back
1o the company if funds are
received or some other demand
satisfied.

Fraud: Decedt, trickery,

sharp practice, or breach of
confidence, perpetrated for
profit or to gain some unfair

Internet fraud: A broad category
of fraud schemes that use one or
more components of the internet
to defraud prospective victims,

or dishonest agvantage. conduct fraudulent transactions,
® or transmit fraudulent transactions
) ) to financial institutions or other
parties.
Identity theft: Identity theft: The wrongful

Impersonating or presenting
oneself as another in order
to gain access, information,
or roward.

obtaining and using of another
person's identifying information
in some way that invoives fraud
or deception, typically for
economic gain.

Child exploitation:
Criminal victimization of
minors for indecent purposes

| such as porography and
saxual abuse.

Child exploitation: Using
computers and networks to
facilitate the criminal victimization
of minors.

I Slater Technologies |
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10 Reasons
Why
Cybersecurity
Should Be

Your Top
Priority In
ZAONRS

October 8, 2019

10 REASONS WHY

CYBER SECURITY

SHOULD BE TOP PRIORITY FOR ORGANIZATIONS IN

2019

Financial loss of

$1.3 billion from

cybercrime alone

in the US®

The costs for
Cybersecurity
will rise up to

$6 TRILLION

CYBER CRIME is

I &&&&& costing organizations,
: &a&& on average

a8aaa S11,7MILLION,

THINK

the possibility that their
company will have a data

| breach or cyberattack in

i 2018 1S GIVEN® ; &
. the top of their agenda

of all UK businesses 1
experienced at least
one attack in the last year

GLOBAL
SCALABILITY of

CYBERCRIME

becoming easier for
attackers, as criminals
find new business
models®

the number of hired
security professionals
increased from

23 PRUFEQQIUHHLS

in 2015 to 40 in

2017/ORGANIZATION i

per year

‘% OF CEOS
~, THINK

that digital transformation is at

55%0F
ORGANIZATIONS
work together with
external partners to
‘, REDUCE SECURITY
RISKS

Organizations loose
an average of

§1.6
¥ MILLION

PER YEAR DUE TO
DDOS ATTACKS®

Do not wait until it is too late and safeguard your business now!

Building brands takes ages, destroying them can take less than a night. In times of digitalization, it
is vital to avoid outages. Therefore, organizations must collaborate with an IT security provider who
offers a fully automated, self-learning and cloud-based IT security solution that protects against

even the worst

1) Amor: The Black Market Report, a look inside the dark web

cyber threats such as DDoS attacks.

5) BT: Leading from the front: CEO perspectives on business transformation in the digital age
2) Ponemon Institute LLC: Cost of Cyber Crime Study 2017 ) University of Portsmouthe

3) HERJAVEC Group: 2017 Cybercrime Report

) Ponemon Institute LLC: What CIOs Worry About in 2018

Cyber Security breaches survey 2017, Main Report

7) PWC, CIO and CSO: The Global State of Information Security® Survey 2017
8) Cisco 2018: Security Capabilities Benchmark Study

W @Link11GmbH @ link11.com

I Slater Technologies I
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(% Increased
Damage Costs
Expensive Virus By the end of 2017, global
The most expensive ransomware damage costs
computer virus ever expected to exceed $5
("MyDoom") caused $38.5 billion! Healthcare
billion total in damages. Sector At Risk
N A
o Healthcare organizations
are the number one
Beware Email cyber attacked industry.
Attachments *
Email attaches are the #1 f?'.?g ,&
delivery method for malware. m

Some hackers have a 90%

success raszsh\;v;;r;;helr email Increased
Workforce
Cybercrime will increase the
I cybersecurity workforce
- shortage by 2021, creating
: millions of unfilled jobs.
Inside Job

Unfortunately, some cyber crime
is carried out by employees. One

study found that 59% of
employees steal data when fired
or when they quit! Poor Employee
Practices

Employees are often

Facebook P-4 responsible for poor
Vulnerabilities £ cybersecurity practices,
- a creating security
As of May 2016, 600,00 Lots of Users vulnerabilities.

Facebook accounts were

compromised every single day. It is estimated that by 2022,

there will be over 6 billion
internet users. That means 6
billion people will be
vulnerable to cyber crime. -

Sources:

http//www.blue-pencii.ca/top-12-cyber-crime-facts-and-statistics/ b ' u e- pe n CI |
nttpss/www.csoonline.com/article/3153707/security/top-5-cybersecurity-facts-figures-and-statistics.ntm! Information Securi ty
nttps:/fwww.darkreading.com/endpoint/5-reasons-cybercriminals-target-healthcare/d/d-1dN3252107
https:/fwww.optus.com.au/enterprise/accelerate/security/10-sobering-facts-and-stats-about-cyber-crime v
https/fneimdalsecurity.com/bleg/10-surprising-cyber-security-facts-that-may-affect-your-online-safety/ y @BluePencil_Info

Cybercrime
Facts &
Statistics

Slater Technologies
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2018 Cvb Iminal Sh ' List
Recent mass data breaches have created an abundance
of verified credentials for sale across the dark market.

2018 CYBERCRIMINAL SHOPPING LIST ' whtis ourenity wortt2 see what ypercriminas are

willing to pay for access to a variety of consumer accounts.

HaEas @ Travel/Leisure Finance Technology

Alriines

Social Media
Websres

October 8, 2019 CyberLaw & CyberForensid#/illiam Favre Slater, 11l



6 Ways Cybercriminal Get Your Informat

United States

Magazine
A Multi-Platform Publishing Portal

6 WAYS CYBER-CRIMINALS
\\GET YOUR INFORMATION

\ DENIAL-OF-SERVICE ATTACKS

SOCIAL ENGINEERING

v
make a machine or network

resource unavailable to its
intended users

aims to convince a user to
Phishing is a ruse to extract disclose secrets such as
personal information from people [TTHUATE BRI BT T AT
by disguising a trap as a trusted [ 778 FTE T FE RS BT
DIRECT-ACCESS ATTACKS YOFINC entity via email, messenger, ect. a bank, a csot:trodor. ora
customer

An unauthorized user gaining physical
access to a computer ifs most Fil;‘ely able ‘ ; 4 .
to directly copy data from it. They may : e nair . : SIS S d : o o -

also compromise security by making e ietod Inforniation an: www.uscvbersecurity.net

operating system modifications, gl > -
installing software worms, ool
keyloggers, covert listening devices or
using wireless mice

I Slater Technologies |

October 8, 2019
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Most small business owners

have been cyber victims ﬁ

8

Most Small

Computer virus

44%

2

30%

=

Trojan horses

22%

Been Cybercrim
Victims

login
password

Hacking

16%

==
-
aoe

Data breach

11%

T 1100
E)no
'I 1 I01 10
Issues due to
unpatched software

10%

Businesses Hav

S
oe

Unauthorized access
to customer info

A

Unauthorized access

to company info

8%

9%

I Slater Technologies |
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Numbers of Cybercrime Victims

2 ‘ ‘ SHOCKING SCALE: NUMBER

-
-
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1
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W

OF VICTIMS

1 MILLtON+
VICTIMS A DAY

EVERY DAY THERE ARE TWICE AS MANYCYBERCRIME
VICTIMS AS NEW BORN BABIES ®

%

50,000 820 14

VICTIMS EVERY VICTIMS EVERY VICTIMS EVERY
HOUR® MINUTE SECOND

o)cXe

7/10 \69% ‘

69% of adults have
experienced cybercrime in
their lifetime. Compared to

the 2010 survey, there has u

beena 3% rise in overall

589\ 65%

MILLION  Gybercrime hasafected

589m peopleinjust 24

Among all cybercrime
victims surveyed,
nearly two thirds have
fallen prey in the past
12 months alone - a
total of 431 m adults
in 24 countries

countries - equivalent to
9% of the entire population
of the world

347m_ 431m _400m

43 1MiLLION

The total number of cybercrime victims in the past 12 months is greater than the entire
populations of USA & Canada (347m i ) or Western Europe (400m ;i )

Slater Technologies




The Dark

Slater Technologies

42
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Surface Web

The Deep
Web Vs. The Deep Web

Dark Web
Dark Web

© 2017 Gartner, Inc.

I Slater Technologies |
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GOVERNMENT

’i et "rof“ .

UNDETECTED ILLEGAL PORN

| Slater Technologies |

October 8, 2019 CyberLaw & CyberForensid#/illiam Favre Slater, IlI 44



The Deep Web Vs. The Dark Wel

g a

THE DEEP WEB AND THE DARK WEB ARE THE DEEP WEB HAS HAGBIND THE DARK WEB IS USUALLY FOR
NOT THE SAME THING. DATA AND INFORMATION THAT IS CYBERCRIMINALS AND SICK PEOPLE
EITHER NOT NORMALLY INDEXED BY WANT TO DO BAD THINGS.

THE SEARCH ENGINES LIKE GOOGLE,
BING, AND YAHOO, OR IT IS JUST VERY
DIFFICULT TO FIND.

Slater Technologies
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The Dark

Web

THE DARKNET:

The Underground for the Underground

ACTORS
Those who lurk beyond the shadows of the Darknet

Public
9@ ¢ , Folically Opprossed

——= Socially Disenfranchised
—— Whistlo Blowors

s it PeaductiSurvice Biers

Government
Aduitary
Agencies Affairs
= Contractors Commons
R
esearchers. ~._Collaboration
Criminals fonc

Disenfranchised

e /= Drug Cartols
—* Organized Crime
ﬁ N Homsn Tiaficking

xHATs
/= Seript Kiddies
“——e White Hats
T Gray Hats Spying/
Black Hats orato Monitoring
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Communication,

Delivery & | Denial of
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 System
Conpromiss A
Information
\ Disclosura’

[ Distribution|  Service

CRYPTOCURRENCY
Greasing the wheels of the Darknet

Bitcoin Litecoin Dogecoin

HOW TO ACCESS THE DARKNET

1. Anonymity — Download ToR for your operating system:
https: torproject.org/proj

2. Enhanced Anonymity — Some systems can give away tidbits of information that can
impact the effectiveness of ToR. To address this use The Amnesiac Incognito Live
System (TAILS) available here: https://tails.boum.org/

3. Contribute back to ToR project by becoming a Relay
i ! d p -

s torproject;org,

4. Choose “Directory Site” or access point:
* Bat Blue Site (batbluedySflmoji.onion)
* Hidden Wiki (http://zqktiwidfecvobri.onion)
* DuckDuckGo (http://3g2upldpqbkufcdm.onion)

ANONYMITY RULE OF THUMB

Use ToR browser
—|Use a dedicated browser exclusively for ToR to avoid
inadvertent identity leaks

Do NOT install browser plugins for ToR Browser

Disable ALL ability to run scripts on ToR Browser

Use HTTPS version of sites

Do/NOT run executables or open documents while on-line

~(Run/ Open files in a separate virtual machine with
networking disabled

Ensure your application does not bypass ToR (i.e. BitTorrent)

Use ToR Bridge Relays

https://waww.torproject.org/docs/bridges.htm/

Download the full report on the Darknet at www.batblue.com/the-darknet

©BATBLUE

THE CLOUD SECURITY COMPANY

www.batblue.com
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([ Tube] ™ " You can turn a

-

S A > M. computer on. Yay.

1 S tumblr. s v v

f’“? ENGUIN
| n] ’ Freddit [LiveLeak sﬁ e
7channe ﬂﬁm Gaia A e e 08chan, 7chan, 420cha
: és T it

The Pirate Bay

"You mu be really
bored.

PedoPlanet
Hard Candy
M TorChani
Bl icen wik -

use aproxy, or
ti
-
...,_yﬁ : j‘
w

OmonChan

Scat CP, Rape CP, Snuff CP.. etc.




The Dark Web

AL G Qavil plagé
A The domain of theybercriminal

A Everything is for saleespecially your sensitive
data

A Software Exploikits are for sale for Cyber
attacks

A Appeals to people witlick minds
A Requires &or Browser
A Cryptocurrencys the coin of the realm

I Slater Technologies I




& L i osuil place

The domain of theybercriminal

G Everything is for saleespecially your sensitive
data

The Dark

g Software Exploikits are for sale for Cyber

We b attacks

Appeals to people witkick minds

] Requires &or Browser

Cryptocurrencys the coin of the realm

s |
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The Dark Web ExampteSilk Road

("’ o s “3 plrgad bipcic onlonte indecghp pliroed
\_ s’ e S |

" c)[3- e

2le

Silk Road mes5ages 1 | orgers 0 | account 89.00

anonymous market
Shep by Category

Drugs 5779
Cannabis 1,426
Dissociatives 122
Ecstasy 454
Opicids 379
Other 225
Precursors 22
Prescription 1,318
Psychedelics 575
Stimulants 653

Apparel 114

A9

Books 998

Collectibles 5

Computer equipment 57

Custom Orders 53

Digital goods 414

Drug paraphemalia 128

Electronics 78

Erotica 394

Fireworks 12

Food 5

Forgeries 53

Hardware 6

Marhs & Sunnlamants &

Search

OH

\\
&
N

H
4-HO-MET 250mg

8358

1/802 (3.59) Lemon Diesel

8565

Walmart >,

Save money. Uive better,

10 x Amphatamine

Ps. Cubensis Cambogan

30MG TAS (Adderall) 30MG  Isctate 10¢c Syringe

81037

8278

ke ‘”’Q@

5 Gram Meth - DCN Priorty  Oryconin 608G X 5

Shipping « FASTI!
8513

81542

the Dread Prate Retens k
HL1 0
e, | Y

Closing the Armory
A beand new ook for
Sik Roaa!

The gift 23t keeps o0
ghving

Who's your fivoriie?
ACKACRIeOgINg Heroes

| Slater Technologies |
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With all this

surveillance and spying
how could pedophiles,

raplsts, murderers, war
. _ ls, vnolent drug

ers,.

The Dark Web f : B U R
¢ Just When : de5pots, de

YouThink it | I 28 worshiping Ehm'*klllers,
fedd Ry QO - terrorists, traitors, etc.

be unhampered in their

activities? Unless those
are the ones running

the surveillance and spy

grids.

- Slater Technologies

CyberLaw & CyberForensidd/illiam Favre Slater, 111



Cybercrime Pays Well

i 1. Malware coder writes malicious
P software to exploit a computer
4 vulnerability and installs a trojan

Malware coder

re

Hackér

»
g Ll

\ 4

How the Fraud Works

-

. Compromised
2. Victim infected = 90 3. Banking I 4. Hacker 5 Ronote proxy
. o rgete i i
with credential- vigﬁm c.redentlals o o retne_ves s eceas fo
stealing malware siphoned e banking g ised
collection server . 4. 41 compromise
computer
l 6. Hacker logs into victim’s online bank account
ﬁ*f%\g\** Y .
7. Money 8. Money
—— transferred transferred from
Victim bank  to mule T mule to organizers FraudGisnt
Money mules company

Money mules
transfer stolen
Y money for criminals,
shaving a small
percentage for
themselves.

Victims are both
financial
institutions and
owners of infected
machines.

AN
AN

Criminals come in
many forms:

« Malware coder
« Malware exploiters
* Mule organization
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"You have zero privacy anywaye Get

-- Scott McNealy
Former chief executive officer of Sun Microsystems

1999
Nl f something I s free
not the customer; you

product . 0O

Bruce Schneier

Cybersecurity Researcher & Author
2016

Data and Goliath: The Hidden Battles
to Collect Your Data and Control Your
World

October 8, 2019 CyberLaw & CyberForensida/illiam Favre Slater, Il B R U C E S C H N E I E R



o

o Do To Do

The Problem

G5 Gl LA ¢KS bS¢ hAté THE DARKNET:
i In 2006, the top five companies were Oil Companies The Underground for the Underground
i Since 2015, the top five companies have been Data Companies scrons

The Internet was not designed to be secure. ..

Privacy, especially digital privacy, has become increasin "' H
difficult to achieve in the ZLCentury. o

If we access and use the Internet and Smart Phones, wi
I NBE dzy g AGOAy 3t & afSI“[AyEI ge
Companies like Google, Facebook, Twitter, LinkedIn anc -, .... o i
thousands of others are harvestlng (and selllng) data ab === o\,

us when we use their services. —

“— Enviconmental Terrorists

Religious Terrorists

Data brokerage firms such as Acxiom, Epsilon, Lotame,
Spokeo, etc., are buying, processing and categorizing Qi e o
data and selling to other companies that in turn make @ | -
decisions as important as hiring and firing of people. P E—

Thousands of Data Breaches in the last few years, ?°W73i‘“Efil?ifiﬁ'fiﬂim
especially with entities like Equifax, Target, Anthem, Hotr

Depot, OPM have exposed our Pll at an unprecedented
rate.

Bad actors misuse our data to hack accounts and steal
identify, money, etc. and put it out for sale on the Dark
Web, where people can buy it.

| Slater Technologies |
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A BRIEF HISTORY OF

TOP SECURITY BREACHES

Data security has been a concern since the dawn of the spoken word, and breaches
throughout history have led 1o both good and bad results for sociely. Today, with
our information being mostly digital, hacks have become even more common.
Employment of information security analysts, web developers and computer network

architects is projected fo grow 22% from 2010 to 2020' —

faster than the average for all

occupdtions. So, when did these data breaks begin? Here are some of
history’s top information breaches. -

THE' GUNPOWDER PLOT
November 5, 1605

A scheme to kill King James | using 36
barrels of gunpowder that Guy Fawkes

[1e0o]

Historic

Security
reacheg
Part 1

was guarding was uncovered. CASANOVA
5 Spies for Venefian
Inquisitors bt
THE MIDNIGHT 1774-1783 .
RIDE Casanova spied for
. ~-MEN INS: ;
April 18, 1775 the Venetian Inquisitors THEVXIOD:.EVER?:;GL'EAK Virgs dﬂ'de di
Paul Revere worns of Siate, March 31, 2009 p
lonists abo: !
w":v::“, : An unfinished version of
British 3 XMen Origins: Wolver- THE STUXNET WIKILEAKS & THE
b MESTROM SEREI ine found its way cnline VIRUS IRAQ WAR LOGS
April —September 1780 before its official release. 2010—ongoing  April—October 2010
t, * Beneclict Amald altempts Computer virus A series of leaked gov-
10 sell secrets to the British
THE ENIGMA MACHINE S Stuxnet was cre- ernment documents and
December1932 . okl ated fo hinderthe  classified video from the
Polish Cipher Bureau D 900:| i - THE GAWKER dnw;lopmonl of Iraq War were leaked.
The Polish government’s MEDIA HACK Iran’s nuclear power
aypbgruphy_ agency December 2010 bl
decodefi the aph'i' for The email oddresses \
Sermany's sorly E!;:gna r and passwords for more
machines. -4 2 ) than 1.3 million Gawker Media
\5 = readers were compromised. ¥
WATERGATE . 4 |
19721973 \ 1 THE SONY PLAYSTATION
U.S. President NETWORK BREACH
Ridu?vd Nixof]! was SOVIET UNION SPIES Apri 2011 More than 77
involved in the 1951 U.S. citizens Julius million of Somy’s PlayStation
break-in ot the and Ethel Rosenberg passed Network accounts were
Watergate Holel thousands of documents to hacked.
m;:::;’“"d 0 the Communists. E
lars was
* used by a Nixon WIKILEAKS & THE SYRIA FILES
campaign committee. THE IRAN-CONTRA July 2012 More than 2.4 million private
AFFAIR THE KT CORPORATION HACK emails ko and from political figures in Syria
HEARTLAND November 1986 February—July 2012 (O
Q PAYMENT SYSTEMS The Iranian government’s User info was stolen from more than 8 million
_v March 2008 weaponsforhostages KT mobile phone subscribers in South Koreo.
.,. 134 million credit and deal with the U.S.
debit card numbers " KNOW "M HOW | pevry \J
:;rlm";:m uu:::; m hed, :‘"-‘-L‘T dm“?‘&—uﬁ‘n‘n‘h‘:—’-’:ﬁu‘ Dol FOR A NEW TOMORROW. | Unjversity
Heartland Payment Systems.

Slater Technologies
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W orld's Biggest Data Breaches

Selected losses greater fhan 30.000 records

o n [ ]
s e (Y (e o) svsneser QIR o e
=
@®- - - = HlStOI IC
Dupal  Facebook ..
= I5.|V|r||gl Yahoo Japan
\, s ocial
k- 50,000,000
L7 . Scribg
- Evernote = .
. e :
= Lastim UbiSoft
L “unknown”
2012 -

Security
e reacheg;
oot - Part 2

BNY Mellon
Sharcowner
Services

UK Revenue

US Dept
of Vet
Affairs

25,500,000
Pead s Gamore

AOL

52,000, 000

informationisbeautiful.net ViZsweet

October 8, 2019
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2018

Health Saks
= MBM i d Texas
mg‘llrwayssé’;’;‘h Company Orbitz %&? SKY voter
Amazon Facebook v Ticketm jfecords
MyHeritage 5 Brasil Vision
Careem MyFitnessPal Direct
TicketFly
y LocalBlox gyindr UrbaPanerabread
Cg:;me De" Healthcare.gov ViewFines Massage
T-Mobile
Facebook '}“’-I‘ Newegg NMBS
all
. Hall
Firebase .

Quora  Twitter
DeFont 330,000,000

awe Marriott
ceRell Hotel S ~ Zomato

Disqus

calibrte v Turkish citizenship

Hong Malaysian

Kong medical
. Imgiegistration practitioner: database
Equifax e
Instagram 49,6 1 1, 709 I'eCOI'dS

Apr 2016. Turkish citizenship
- Myspa database has allegedly been
F|Ing hacked and leaked online.

2 . Py
Dailymotion Lynda.com

KM.ru
2016 &Nival phjlippines’

Commission —
on Elections
Brazzers F L3 d
rien v =

Clinton Ubunt@iagnostics
— Finder ™
Banner uTorrent
Health
Network Linkedin
Mutuelle
VK
Faice Tumblr
. Syri
Dro pbox ClixSense Ma | I . Intarpark Miw’wveyr;:?em
ru Mossack Three
CarPhone Fonseca pMspy Slack Ui
W‘"’“"""m‘G Invest Sanrio Uber et
B h Manazg:dmm
Anthem i siesch) VTech
Securus  Tyitchtv  Office
Deep Technologies of
Premera Personnel

ROOt TalkTalk Hensgement
AshleyMadison.com An a Iyti cs EXP‘;"‘GH

Mmm sh T-mobile
rways I
Adult australian  carefirst RS
Friendimmigration
Finder Department

Historic
Security
Breacheg
Part 3
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Eib

A The Biggest Interndbased
Crimes Are:

According

1. Ransomware Attacks
to the FBI 2. Business Hail

: Compromise (BEC)
In 2019 3. Identity Theft

/ October 8, 2019 | G CyberLaw & CyberForensidg/illiam Favre Slater, Il|
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According to the FBI in 2019

Ransomware: how hackers take your data hostage

Malicious code blocks access to the data in your computer

/ Encryption key
locks all your
data

Without the key,
RTINS all the files on
You receive an infected file (typically attached your computer ‘Command
to an email or an URL). If you open it, you've let are locked and control’
malicious code into your computer — server

| In a matter of minutes,
your files are locked
out of reach

: , Here's what it can cost you
] S to get your data back
If you don’t pay ' » The equivalent of 1,500 €

. to unlock the contents
" 5 * Your encrypted files are lost of a computer
‘v- 4 v I

A message appears |
when you try to open |
a file demanding
a ranson to unloc
your data,

= m ' » A Los Angeles hospital had
M * You will pay your ransom to an anonymous to pay 517,000 to recover
. : recipient hiding in the ‘Darknet’ control of its data in February
Payment in the online . :
currency Bitcoin helps » Normally, you will get the key to unlock
hackers cover their tracks the encrypted data an hour or so later 0 AFP

I! Slater Technologies !I
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According to the FBI in 2019

) Senl
Identify a Target

E-MAIL

From: Finance Director
SUBJECT: Initiate Acquisition

*Note: Perpetrators may continue to
groom the victim into transferring more
funds.

mBusiness E-Mail Compromise Timeline

An outline of how the business e-mail compromise is executed by some organized crime groups

October 8, 2019 CyberLaw & CyberForensidg/illiam Favre Slater, Il|



The top subject lines according to Barracuda analysis are based around

the following key phrases:

» s e
N NrQ q 1. Request
2. Follow up
U U U 3. Urgent/Important
oll= a 4. Are you available?/Are you at your desk?
5. Payment Status
cU 0 6. Hello

7. Purchase

8. Invoice Due

o. Re:
10. Direct Deposit
11. Expenses

12. Payroll

I Slater Technologies |
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2018 IDENTITY FRAUD TRENDS

IN 2017, 6.64 PERCENT ‘ ACCOUNT TAKEOVER
of consumers became victims of GREW SIGNIFICANTLY
identity fraud tripling over the past year, reaching

a four-year high

Account takeover
losses reached

$5.1 BILLION

An increase of over one million victims from ATO Victims
the previous year, driven by growth in existing Paid an average of $290 out-of-pocket and

non-card fraud (ENCF) and account takeover (ATO)
spent 15 hours on average In resolving fraud

FRAUDSTERS GETTING
MORE SOPHISTICATED

using stealthier and more complex
monetization schemes

ONLINE SHOPPING

presents the greatest fraud risk

Card-not-present
Fraud is now

4

81%

200%

more prevalent GREATER
than point-of-sale THAN THE
fraud PREVIOUS
HIGH
As EMV restricts fraudsters' ability to commit fraud Fraudsters are blurring lines between fraud types,
at physical locations, fraudsters are aggressively as 1.5 million victims of existing account fraud also
targeting online channels had a fraudulent intermediary account opened in

their name

Q%Qgﬁgngtagglgeseamh. Identity Fraud Study Cybew&lﬁyhaﬁsﬂ rQAmBMNam Favre Slate r, 1l



IDENTITY THEFT AND

PASSWORD SECURITY &=

WITH OUR LIVES NOW BECOMING MORE AND MORE INTERTWINED IN THE DIGITAL
REALM OF THE INTERNET, HACKERS AND IDENTITY THIEVES ARE FINDING NEW
WAYS TO STEAL PERSONAL INFORMATION AND MAKE PEOPLES LIVES A MISERY.
GET WISE TO THEIR TRICKS AND DON'T BECOME A VICTIM...

1 EVERY YEAR IN AMERICA, 9 MILLION PEOPLE
® FALL VICTIM TO SOME FORM OF IDENTITY THEFT.

This costs $52.6 billion in damages.  The average theft per victim is 6

AVERAGE 0UT OF POCKET
EXPENSE FOR VICTIM IS $422.

z 47% OF IDENTITY THEFTS ARE PERPETRATED
® BYSOMEONE THE VICTIM KNEW.

RATES OF IDENTITY THEFT
PER AGE

People 65+ have the
lowest rate at 2.3%.

AGE 65:: 2.3 PERCENT

People 25-34 have the highest
rate of identity theft at 5.4%.

AGE 25-34: 5.4 PERCENT

THE BREAKDOWN OF HOW A LOOK AT ONLINE
o THIEVES GET YOUR IDENTITY THEFT:
INFORMATION :
receive
scam emails a year

- 60% sorts through

your trask 3 i

personal computer. 197 click on the

link inside.

25% scam or 37 disclose bank and

hack you while fi e s

Bilined inancial information by
accident.

1.77 are then scammed.

. 15% steal your
wallet.

entity Theft

RECEIVING BANK STATEMENTS TO YOUR HOME MAKES YOU
4 8 TIMES MORE LIKELY TO HAVE YOUR INFORMATION STOLEN
THAN GOING PAPERLESS.

THE MOST COMMON WAYS THIEVES
USE YOUR INFORMATION:

THEFT LIKELINESS
1:8 RATIO

35% - Expensive purchases
and other misc.

Paper

26% - Maxing out your c

Cards and opening new accounts.

igning up for new phone

14% - Defrauding your bank
account

Online

5% - Take a loan out

STATISTICS REVEAL THESE NAMES
PASSWORDS COVER 20° OF

A SHORT GUIDE TO AND
® THE POPULATION:

® PASSWORD SECURITY:

The top 3 most commonly used
passwords in America are... 20% Most Common

YOURSELF
YOUR PARTNER
PETS

23456 CITY YOU LIVE IN
< s “GOD"

53 “LETMEIN'
“MONEY"
“LOVE"

1IN 5 PEOPLE USE THE WORD ‘PASSWORD"
® AS THEIR PASSWORD FOR ONLINE BANKING.

Hackers don't ta b
but attack onllne forums and stores
that hold your passwords.

WHY ? BECAUSE MOST PEOPLE
USE THE SAME PASSWORD FOR
EVERYTHING.
HACKERS CAN CRACK AN 8

CHARACTER PASSWORD IN ALL
LOWERCASE WITHIN 2 HOURS.

Adding one uppercase letter and
a symbol makes it take 200 years.

8 CHARACTER
PASSWORD
CRACK: 2 HRS

www.OnlineMBA.com

Sourcehttps://brandongaille.com/22incredibleinternet-identity-theft-statistics/

October 8, 2019

I.changed all my passwords to “incorrect”.

srgﬁ i ?NE porr——

|___TO:_ cusTomer

TO: | CUSTOMER SUPPORT
SUBJECT:| MY SECURITY
|

IS MY PASSWORD

SA S
RUSSIAN HACKeRS? J

SUBJECT:| YOUR SECURITY

DA.

(=
L 'R Ly

-(c

T just hacked a billion ,m':-.'.';'cr;fv by guesiing 1-2-3-4-5."

| Slater Technologies |
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Chinese Hacker Espionage Problem Disclosed
by Mandiant Report¢ February 19, 2013

A new report fromMandiantimplicates a
unit of the People's Liberation Army of
China in the theft of terabytes of data
from 141 organizations since 2006.

URLSs:
http://intelreport.mandiant.com/Mandia
nt APT1 Report.pdf

http://wva.cvberwarzone.com/resource
ssmandiantaptl-chinascyber
espionageunits-report

http://www.economist.com/blogs/babba
0e/2013/02/chinesecyber
attacks?fsrc=nlw|newe|220-
2013|5066680|37961765|

The website of the Lanxiang vocational school in Jinan, China, says its 5,000-
square-meter No. 5 computer training room has 2,000 personal computers. The
computers have been replaced with the latest models.

| Slater Technologies |
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S NORSE 1

© ATTACK TARGETS
© ATTACK ORIGINS # M COUNTRY
# M CcouNRY 842 ZE  United States
26 ZE  United States B ™  Russia
m ™ China 4 Taiwan
5§ Mil/Gov 2 §  Mil/Gov
w ™= Russia B = Netherlands
M T France 4 B Poland
U3 =  Netherlands 2 T France
m MW Mexico 1 ¥ Sweden
24 =  Germany 1 & Canada
=
0 - Ukraine
© ATTACK TYPES
# @ smvice PORT
62 @ htp-alt 8080
© LIVE ATTACKS - Norse Cyber Attack Map i i &
T R e - T (y —— January 2, 2015, 0008 Central Time e =
Biggest Target: U.S. with 8942 attacks S .
2015-01-02 06:07:54.33 lusacell PCS de Mexico, S.A. Chihuahua, Mexico 187.188.203.75 Saint Louis, United http-ait 8080 . " .
2015-01-02 06:07:54.69  CHINANET-HN Hengyang Changsha, China 218.77.79.55 Saint Louis, United unknown 49154 Blggest Attacker: U.S. with 2861 attacks
201501-02 06:07:54.96  CHINANET-HN Hengyang Changsha, China 218.77.79.43 Saint Louis, United ms-wbt- 3389 Source: http://map.lpwkmg.com/ x x11 6060
5 o . 259 rfb 5900
2015-01-02 06:07:55.95 N/A unknown, Mil/Gov 190.113.89.154 Saint Louis, United syslog 514 i} wap-wsp 9200

(LA AN NN i | 00600

Screenshot from the Norse Cyber Attack Map Showing Recent Cyberattacks
December 2014
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Report: Cyber Threats to National
Security (2012)

A My former employer, CACI, working
with the U.S. Naval Institute, has-co ———— ———
produced a free new report on Cyber Threats
Cybersecurity and Asymmetric juationalSecuplty
Threats. It is an excellent 4ge
report that defines the dimensions
and threats associated with
cybersecurity, the implications on a
national security level and
recommendations for future steps to
secure cyberspace inthe U.S. The
iInformation about the report, as well
as links the executive summary and
the full version, can be found at this

T . Feepung the Nancn's Industnal Base
link: Safe From Cyber Threats

A http://Iwww.caci.com/announcement/asym5.shtm|  Slater Technologies |

October 8, 2019 CyberLaw & CyberForensid#/illiam Favre Slater, IlI 66



Some Other Current and Future
Cybersecurity Trends and Dangers to
Keep Us Awake at Night

B [] & (8] & e

Internet of Things: Massive DeepFakeswhich Al, Big Data, and Cyberattack Botnets which are
which will add over  proliferation & use includeArtificial Machine Learning:  Automation: which comprised of
50 billion new of SmartPhones: Intelligence (Al}o which are now is now being used multiple programs
devicesby 2021. which now use pictures, being used by by Cybercriminals to running on
Yesgyour TV and  comprises well over documents, and Cybercriminals to perfect the speed, = computers that are
other home devices 50 user connected sound to deceive perfect the speed, accuracy, and controlled by one or
are watching and Internet devices. and commit accuracy, and effectiveness of a few command
recording you. cybercrimes. effectiveness of cyberattacks. control programs.
cyberattacks. These can be from
thousands to
millions of

programs, and can
and have caused
damage and/or
disruption on a scale
where they shut
down the Internet in
one or more
countries.

Slater Technologies
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THE LAWS AND EXAMPLES OF
LAWBREAKERS

CyberLaw & CyberForensidd/illiam Favre Slater, 1l



Compliance with Laws, Regulations
and Policies

| Slater Technologies |
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Why Compliance Management, Safet:
and Security? And Why Now?

A Teaching people about
hardware and software
without emphasizing safety,
security, and compliance
with laws and regulations
would be irresponsible and
unethical.

v E:
A It would be like teaching 51\“;\)\?3“

you to drive a car and not 0
mentioning things like

Safety, State Driving Laws,
and the Rules of the Road.

/. s“

Image Sourcehttp://www.tellusdetroit.com/local/studentdriver.html

I - Slater Technologies I
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The Cycle of
Compliance Management

Policies,
Standards &
Regulations

Requirements

Report,
Monitor & /
Improve
Tools,

Processes &
Procedures

Jacobs, S. (2011). Engineering Information Security, New York, NY: IEEE Press. I Slater Technologies I
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Three Key Principles

A We live in a Nation of Laws with which the
citizens and visitors must comply.

A lgnorance of the Law is no excusar
breaking the Law.

A DuralLex SedLex
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Two Kinds of Laws

A Criminal Laws
I Federal
| State (and also City Ordinances)

A Civil Laws (Tort Law)

I Federal
I State
I Local (i.e. City Ordinances)

I - Slater Technologies I
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Criminal and Civil Legal Actions Comparec

Criminal Civil

Plaintiff The State (Public Sector) Private and nonprofit interests
Prosecutor The People The Victim
Main Purpose Punishment of the guilty Regress ahjury
Investigation By or on behalf of the State | By the victim, or agentsf the
victim
Sanctions Jail, prison Corrective action or behavior
Fines
Specific correctivactivity
Conviction Beyonda reasonable doubt | Preponderance of evidence
Appeals Possible by a defendant Possible by either party

SourceMcCrig R. D. (2007). Security Operations Management, second edition. Burlington, MA: Elsevier.
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Criminal and Civil Legal Actions
Compared

AdaCdzyRI YSYGlf RAFTFSNByOSa SE.
litigation. A defendant may be sued criminally, civilly, or both,
In which case different plaintiffs will bring charges. Private
sector investigations normally serve the interests of plaintiffs
and defendants in civil litigation. However, private
Investigators may be hired by the government, when
Indicated, to collect evidence on behalf of the public sector In
criminal cases and administrative issubkCrie H N AT L G

SourceMcCrie R. D. (2007). Security Operations Management, second edition. Burlington, MA: Elsevier.
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US. Criminal Justice System
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