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Six Numbers

Å16,436

Å26,500

Å30,000

Å2,300,000,000

Å3,000,000,000

Å168
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Career Planning 1960 - 2000

It used to be pretty simpleé
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Challenges
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THE INTERNET IN 2022
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The Internet is a Huge and Global Place
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Every Continent and Country Is Connected
24 x 7

Notes: 1) Satellite connections are omitted here.  2) Due to totalitarian policies, the governments 
of 23 countries did temporarily shut down the Internet for their Citizens this year.
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Relatively 
Speaking
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Relatively 
Speaking
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Relatively 
Speaking
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Lƴ ǘƘŜ .ŜƎƛƴƴƛƴƎΧ 
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ARPANET September 1969
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ARPANET, March 1977
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Innovations that led to the Modern Internet
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Modern 
Version of 
aŀǎƭƻǿΩǎ 

Hierarchy of 
Needs
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2019 - What 
Happens on 
The Internet 

in 60 
Seconds?

October 31, 2022 William Fave Slater, III 15



2020 - What 
Happens on 
The Internet 

in 60 
Seconds?
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2021 - What 
Happens on 
The Internet 

in 60 
Seconds?
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2022 - What 
Happens on 
The Internet 

in 60 
Seconds?
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What 
Happens 
on 
The 
Internet 
in One 
Second?
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Digital Around the World - 2020
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Digital Around the World - 2021
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The 100 
Biggest 

Websites 
on the 

Internet
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CYBERSECURITY
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SECURITY ςWHAT IS IT EXACTLY?
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What Is Security?

ÅDefinitions

ï{ŜŎǳǊƛǘȅ ƛǎ ŘŜŦƛƴŜŘ ŀǎ άǘƘŜ ǉǳŀƭƛǘȅ ƻǊ ǎǘŀǘŜ ƻŦ ōŜƛƴƎ 
secureτǘƻ ōŜ ŦǊŜŜ ŦǊƻƳ ŘŀƴƎŜǊέ 

ïSecurity is often achieved by means of several 
strategies undertaken simultaneously or used in 
combination with one another

ÅSpecialized areas of security

ïPhysical security, operations security, 
communications security, and network security
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²Ƙŀǘ Lǎ {ŜŎǳǊƛǘȅΚ όŎƻƴǘΩŘΦύ

ÅInformation security

ïThe protection of information and its critical 
elements (confidentiality, integrity and 
availability), including the systems and hardware 
that use, store, and transmit that information

ÅThrough the application of policy, technology, and 
training and awareness programs

ÅPolicy, training and awareness programs and 
technology are vital concepts
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CNSS Security Model

Figure 1-1 Components of  Information security

Source: Course Technology/Cengage LearningOctober 31, 2022 William Fave Slater, III 28



Key Concepts of 
Information Security

ÅConfidentiality 

ïThe characteristic of information whereby only those 
with sufficient privileges may access certain 
information

ÅMeasures used to protect confidentiality

ïInformation classification

ïSecure document storage

ïApplication of general security policies

ïEducation of information custodians and end users
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Key Concepts of 
LƴŦƻǊƳŀǘƛƻƴ {ŜŎǳǊƛǘȅ όŎƻƴǘΩŘΦύ

ÅIntegrity 

ïThe quality or state of being whole, complete, and 
uncorrupted 

ÅInformation integrity is threatened 

ïIf exposed to corruption, damage, destruction, or 
other disruption of its authentic state

ÅCorruption can occur while information is 
being compiled, stored, or transmitted 
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Key Concepts of 
LƴŦƻǊƳŀǘƛƻƴ {ŜŎǳǊƛǘȅ όŎƻƴǘΩŘΦύ

ÅAvailability

ïThe characteristic of information that enables user 
access to information in a required format, 
without interference or obstruction

ïA user in this definition may be either a person or 
another computer system

ïAvailability does not imply that the information is 
accessible to any user

ÅImplies availability to authorized users
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Key Concepts of Information Security 
όŎƻƴǘΩŘΦύ

ÅPrivacy

ïInformation collected, used, and stored by an 
organization is to be used only for the purposes 
stated to the data owner at the time it was 
collected

ïPrivacy as a characteristic of information does not 
signify freedom from observation

ÅMeans that information will be used only in ways 
known to the person providing it
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Key Concepts of Information Security 
όŎƻƴǘΩŘΦύ

ÅIdentification
ïAn information system possesses the 

characteristic of identification when it is able to 
recognize individual users 

ïIdentification and authentication are essential to 
establishing the level of access or authorization 
that an individual is granted

ÅAuthentication 
ïOccurs when a control proves that a user 

possesses the identity that he or she claims
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Key Concepts of Information Security 
όŎƻƴǘΩŘΦύ

ÅAuthorization

ïAssures that the user has been specifically and 
explicitly authorized by the proper authority to 
access, update, or delete the contents of an 
information asset

ïUser may be a person or a computer

ïAuthorization occurs after authentication
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Key Concepts of Information Security 
όŎƻƴǘΩŘΦύ

ÅAccountability 

ïExists when a control provides assurance that 
every activity undertaken can be attributed to a 
named person or automated process 
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Parkerian Hexad

ÅConfidentiality

ÅIntegrity

ÅAvailability

ÅControl

ÅAuthenticity

ÅUtility

Donn B. Parker

1929 - 2021
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²ƘŀǘΩǎ ²ǊƻƴƎ ǿƛǘƘ LƴŦƻǊƳŀǘƛƻƴ {ŜŎǳǊƛǘȅ 
and How to Fix It

ÅVideo Lecture by DonnB. Parker
Åhttp://www.youtube.com/watch?v=RW9hOBCSy0g
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Donn B. Parker

1929 - 2021
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CYBERCRIME
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2019 
Annual 
GDPs By 
Country
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2021 
Annual 
GDPs By 
Country
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Cybercrime
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Cybercrime
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Cybercrime
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Comparing 
Traditional 
Crime 
and 
Cybercrime
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10 Reasons 
Why 

Cybersecurity 
Should Be 
Your Top 
Priority in 

2019
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Cybercrime 
Facts & 
Statistics
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2018 Cybercriminal Shopping List
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6 Ways Cybercriminal Get Your Information
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Most Small 
Businesses Have 
Been Cybercrime 

Victims
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Numbers of Cybercrime Victims
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Cybersecurity Jobs in the 

U.S.A.
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Source: https://www.cyberseek.org/heatmap.html
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Source: https://www.cyberseek.org/heatmap.html
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Certifications
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Cybersecurity and Related 

Certifications
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Cybersecurity and Related Certifications

56



October 31, 2022 William Fave Slater, III

Cybersecurity and Related Certifications
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Cybersecurity and Related Certifications
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