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Career Planning 1960- 2000
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THE INTERNET IN 2022




Internet is a Huge and Global Place
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Every Continent and Country Is Connec
24 X

Notes: 1) Satellite connections are omitted here. 2) Due to totalitarian policies, the governments -
of 23 countries did temporarily shut down the Internet for their Citizens this year. ‘Slater Technologies
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Relatively
Speaking

Putting Things into Even Larger Perspective - Important Milestones in Technology
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Relatively
Speaking
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Relatively
Speaking

Capacity of the Internet
and the Web

g

Internet & Web Capacity in Terms of Human Brains
By Year - 2007 - 2041
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LYy UKS .

ARPANET September 1969

From Computer Desktop Encyclopedia
Reproduced with permission.
@ 2000 The Computer Museum History Center

340

J 1 f

The Founding Fathers: Leonard Kleinrock, Paul Baran, and Larry Roberts

They were present at the creation. Baran, at the Rand Corporation in the late 1950s, conjured the idea of "packet
svitching.” Roberts, chief computer scientist at the Pentagon’s Advanced Research Projects Agency, oversaw the
creation of the Arpanet in the late 1960s. In Kleinrock's laboratory at U.C.L.A., in 1969, this new digital vay of
transmitting data—precursor of today's Internet—came to life.

Humble Beginnings

Scrawled on this paper in 1969 were the first four nodes of
the ARPANET. Little did they realize these four nodes would
grow to millions. (Image courtesy of The Computer History
Museum, www.computerhistory.org)

. Slater Technologies |
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ARPANET, March 1977

ARPANET LOGICAL MAPFP, MARCH 1977
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Innovations that led to the Modern Internet
A Brief Summary of the

Evolution of the Internet e

Mosaic Begins
WWW | Created 1995

Internet | Created 1993
Named 1989

and
Goes
TCP/IP | TCP/IP
Created 1983
ARPANET 1972
1969
Hypertext
Invented
Packet 1965
Switching
First Vast Invented
Computer 1964
— Network .
Silicon | gpyisioned P —— A
A Chip 1962 N : P s
Mathematical 1958 : ‘ -‘ &n/
Theory of ; L : "'y'\ 13
— Communication - ’ ' '.
Conceived 124
1945
1 94 5 Copyright 2002, William F. Slater. III. Chicago, IL, USA
June 3, 2014 IIT SSB PA 516 — IT in Public Administration - Lecture 01 - Summer 2014 - William Favre Slater, Il 57
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Modern
Version of
al at 290

Hierarchy of
Needs

BASIC
HUMAN
NEEDS

Self-actualization

Crealivity,
Problem Solving,
Authenticity, Spontaneity

Esteem

Self-Esteem, Confidence,
Achievement

Social needs
Friendship, Family

Safety and Security

Physiological needs (survival)
Air, Shelter, Water, Food, Sleep, Sex

INTERNET
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2019- What
Happens on

The Internet
In 60
Seconds?

Facebook Messenger

This Is What Happens In An

2 0 1 9 Internet Minute

facebook

s
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Logging In
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Search
"ETFLI x Queries
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Watched
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Spent Online
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Snaps
Created
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Sent
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1S
w Gifs Served
_1GIPHY 180

Smart Speakers
Shipped
amazon echo
-l

SECONDS

41
Music
Streaming
Subscriptions

Jd

Youzﬂ

390,030
Apps Downloaded

347,222 | @)

Scrolling Instagram
o
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People Tweeting y
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tinder.
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Emails Sent
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Views
o DA
w Created By:
W @LorilLewis

W @OfficiallyChadd
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2020- What
Happens on

The Internet
In 60
Seconds?

2 0 2 0 This Is What Happens In An
Internet Minute

facebook.

/ 2.5 Million

190 Million
Emails Sent

DA

Created By:
W @LorilLewis
W @OfficiallyChadd
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CONDUCTS
USERS WATCH
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USERS SHARE

EVERY

2021- What
Happens on

OF THE

The Internet
In 60
Seconds?

PRESENTED BY

TEAMS

CONNECTS

USERS
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2022- What
Happens on

The Internet
In 60
Seconds?

October 31, 2022
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Amazon gets an
q average of 24,88,887
@ ay $3400 worth of Emails
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Digital Around the World 2020

wwolll OVERVIEW OF GLOBAL INTERNET USE

2020 A SNAPSHOT OF INTERNET USE AROUND THE WORLD

TOTAL NUMBER INTERNET USERS AS A ANNUAL GROWTH AVERAGE AMOUNT OF TIME PER
OF GLOBAL PERCENTAGE OF TOTAL IN THE NUMBER OF DAY SPENT USING THE INTERNET
INTERNET USERS GLOBAL POPULATION GLOBAL INTERNET USERS BY EACH INTERNET USER

N
h

4.57 59% +8.2% 6H 42M

BILLION +346 MILLION

SOURCES: ITU; GLOBALWEBINDEX; GSMA INTELLIGENCE; EURCSTAT; SOCIAL MEDIA PLATFORMS® SELF-SERVICE ADVERTISING TOOLS; APJIl; CNNIC; UNITED NATIONS (AL LATEST AVAILABLE DATA ~ VW€ .
IN JULY 2020). TIME SPENT DATA FROM GLOBALWEBINDEX (Q1 2020}, BASED ON A BROAD SURVEY OF INTERNET USERS AGED 16 TO 64. SEE GLOBALWEBINDEX.COM FOR MORE DETAILS are, HootSl"te@

& COMPARABILITY ADVISORY: SOURCE CHANGES social

. Slater Technologies |
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Digital Around the World 2021

ol OVERVIEW OF GLOBAL INTERNET USE

2021 A SNAPSHOT OF INTERNET USE AROUND THE WORLD
A INTERNET USER NUMBERS NO LONGER INCLUDE DATA SOURCED FROM SOCIAL MEDIA PLATFORMS, SO VALUES ARE NOT COMPARABLE WITH PREVIOUS REPORTS

TOTAL NUMBER INTERNET USERS AS A ANNUAL CHANGE AVERAGE DAILY TIME SPENT PERCENTAGE OF USERS
OF GLOBAL PERCENTAGE OF TOTAL IN THE NUMBER OF USING THE INTERNET BY ~ ACCESSING THE INTERNET
INTERNET USERS GLOBAL POPULATION GLOBAL INTERNET USERS EACH INTERNET USER VIA MOBILE DEVICES

4.72 60.1% +7.6% 6HS56M 92.8%

BILLION +332 MILLION
SOURCES: KEPIOS (APR 2021) BASED ON EXTRAPOLATIONS OF DATA PUBLISHED BY: THE ITU; LOCAL GOVERNMENT BODIES; GWI; GSMA INTELLIGENCE; EUROSTAT; APJI; CNNIC; THE UNITED
NATIONS. DATA FOR TIME SPENT AND MOBILE INTERNET SHARE FROM GWI (Q4 2020). SEE GLOBAIWEBINDEX.COM FOR MORE DETAILS. © COMPARABILITY ADVISORY: SOURCE AND BASE are Hoots‘jlte"B
CHANGES. INTERNET USER NUMBERS NO LONGER INCLUDE DATA SOURCED FROM SOCIAL MEDIA PLATFORMS. FIGURES ARE NOT COMPARABLE WITH DATA PUBLISHED IN PREVIOUS REPORTS. SOCI ul

Slater Technologies
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The 100
Biggest
Websites
on the
Internet
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CATEGORIES:
Trese are the top 100 websites, ranked by traffic, in the United. Search Informational Streaming ~ Web Social Web Email Games. News Sports Social Retail Technology Business Banking SnailMail ~ Porn  Torrenting/  Ad
Siator, according to dat from Alexa They ara color-coduc by e Engines  Databases _an Media  Portals News and lllegal  Networks
fban ic, etc ), and each circlo's File Hosting E-Commerce Streaming

siz0indicates how highly rankedwhin ha fop 100 a website i, 35
you can sea by the diagram o the Lef
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Instznce, Alphabet Inc. awns Google, YouTube. 3nd a few other
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arganization thy fall under.

You([TH

#2
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How People Use the Internet

Internet users say they spend about 6.5 hours a day online. What do they do there?

They have fun: ° ° They send information
Netflixhas About and updates to friends
: and colleagues:
125m | 1m
subscribers, people
NETFLIX | QI — |——=| 269bn
about 55% : are always y— emails are
of whomare : watching sent and
international. ! Twitch. A received
2018 data | sachday.
They run errands: They pursue education: They keep in touch with
old friends and make

Online education
. : new ones:
According to is worth

one survey s1ssbn

42% {y 2.2bn

of global to reach people
respondents say they s are monthly
paid a bill using their 275 bn active users

mobile device. by 2022. on Facebook.

Sowurce: Business Insicer Global Wab Ingex; Nielsaen: Recode:; Reuters: Statista WOI’ Id
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CYBERSECURITY
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SECURITQYWHAT IS IT EXACTLY?

. Slater Technologies |




What Is Security?

A Definitions
i { SOdNR (& Aad RSTAYSR I a
secura U2 0S FTNBS FTNRY RIY

I Security Is often achieved by means of several
strategies undertaken simultaneously or used In
combination with one another

A Specialized areas of security

I Physical security, operations security,
communications security, and network security

I Slater Technologies I




V 4

2 KIFG La { SOdzNXA

A Information security

I The protection of information and its critical
elements (confidentiality, integrity and
availabllity), including the systems and hardware
that use, store, and transmit that information

AThrough the application of policy, technology, and
training and awareness programs

A Policy, training and awareness programs and
technology are vital concepts

I Slater Technologies I




CNSS Security Model

Information
security

Network
security

Management of

! _ _ Policy
information security

Computer & data security

I Slater Technologies |
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Key Concepts of
Information Security

A Confidentiality
I The characteristic of information whereby only those
with sufficient privileges may access certain
Information
A Measures used to protect confidentiality
I Information classification
I Secure document storage
I Application of general security policies
I Education of information custodians and end users

I Slater Technologies I




Key Concepts of
LYF2NXYIFOGA2Y {SO

A Integrity

I The quality or state of being whole, complete, and
uncorrupted

A Information integrity is threatened

I If exposed to corruption, damage, destruction, or
other disruption of its authentic state

A Corruption can occur while information is
being compiled, stored, or transmitted

I Slater Technologies I




Key Concepts of
LYF2NXYIFOGA2Y {SO

A Availability

I The characteristic of iInformation that enables user
access to information in a required format,
without interference or obstruction

I A user in this definition may be either a person or
another computer system

I Avallability does not imply that the information is
accessible to any user
Almplies availability to authorized users

I Slater Technologies I




Key Concepts of Information Security
602y i QR®U
A Privacy
I Information collected, used, and stored by an
organization is to be used only for the purposes

stated to the data owner at the time 1t was
collected

I Privacy as a characteristic of information does not
signify freedom from observation

AMeans that information will be used only in ways
known to the person providing it

I Slater Technologies I




Key Concepts of Information Security
602Y U0 QR®V
A Identification

I An Information system possesses the
characteristic of identification when it is able to
recognize individual users

I ldentification and authentication are essential to

establishing the level of access or authorization
that an individual Is granted

A Authentication

I Occurs when a control proves that a user
possesses the identity that he or she claims

I Slater Technologies I




Key Concepts of Information Security
602Y U0 QR®V
A Authorization

I Assures that the user has been specifically and

explicitly authorized by the proper authority to

access, update, or delete the contents of an
Information asset

I User may be a person or a computer
I Authorization occurs after authentication

I Slater Technologies I




Key Concepts of Information Security
602Y U0 QR®V
A Accountability

I Exists when a control provides assurance that
every activity undertaken can be attributed to a
named person or automated process

I Slater Technologies I




Parkerian Hexad

A Confidentiality
A Integrity

A Availability

A Control

A Authenticity e L
A Utility

Donn B. Parker
1929 - 2021

| Slater Technologies I
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2 KFaQa 2NRy3 6A0K
and How to Fix It

A Video Lecture b{ponnB. Parker

A http://www.youtube.com/watch?v=RW9hOBCSy0c

Donn B. Parker
1929 - 2021

I Slater Technologies |
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http://www.youtube.com/watch?v=RW9hOBCSy0g

CYBERCRIME

Slater Technologies
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The World Economy

World's Region

AFRICA
AUSTRALIA

PHILIPPINES $0.38T 0.43%
LATIN AMERICA

SINGAPORE $0.37T 0.42% X AND CARRIBEAN
MIDDLE EAST
EUROPE

ASIA
MALAYSIA $0.36T 0.4.
CHINA NORTH AMERICA

sosrose D $14.34T7

PAKISTAN

HONG KONG $0.37T 0.42%

JAPAN
$5.08T

579% [ s2. o\ 20
1 59% NORWAY

UNITED Gy T
STATES F”:j;j

$21.43T  [-XEl ames

Sgsg"rdgl,‘s\m = 24.42% 4 ‘ NIGERIA so.4:;:.::e

ARGENTINA SOUTH AFRICA $0.:

$0.45T 0.51% EGYPT $0.3T 0.35%

Article & Sources:

https:/howmuch.net/articles/the-world-economy-2019 i .y | .net
https://databank.worldbank.org OWMQ& u @ ﬁ

| Slater Technologies |
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United States
of America
24.32%

Germany
4.54%
India i 2 outh Africa 0.42%
uth\ 2.83%

Korea
1.86%

ndonesia

Israel 0.4%

Hong Kong 0.42%

Malasya 0.4%

Philippines 0.39%

Continents

Africa Argentina 0.79%
Asia Colombia 0.39%
Australia

zirr‘::imevlca The GIObaI
Economy by GDP

South America

Rest of the World hOWMU C h .net

Sources: World ‘World Bank, 1 February 2017

| Slater Technologies I
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Cybercrime

Cybercrime Damages vs. Cyber Defense Spending
2010 - 2025
Global Data

2010 2011 2012 2013 2014 2015 2016 2017 2018 2019 2020 2021 2022 2023 2024 2025

H Damages M Spending

Damages 48 81.4 81.8 8 49 070 450 418 00 00 0 6000

Spending

27.4

49

54.8

60.4

66

103

123

262.4

301.8

347

Year

2010

2015

2016

2017

2018

2019

2020

2021

2022

2023

Notes:

Damages - 2001 - 2017 - US Do)
Spending - 2010 - 2018 - TIA and Statista
Spending - 2021 - 2025 - Cybersecurity Ventures

October 31, 2022

William Fave Slater, Il

Chart created by:

William Favre Slater, 111, Chicago, IL, USA
williamslater@gmail.com

All Rights Reserved, Nationally and Internationally
10/20/22
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Cybercrime

Global Cybercrime Damage Costs:

e $6 TrillionUSD a Year. *

e $500 Billion a Month.

e $115.4 Billion a Week.

e $16.4 Billion a Day.

e $684.9 Million an Hour. W\
e $11.4 Million a Minute. PREDICTED BY 2021
e $190,000 a Second.

*SOURCE: CYBERSECURITY VENTURES

October 31, 2022 William Fave Slater, Il




Cybercrime

2019 Global Cybersecurity Budgets vs.

HYol

Projected Cybercrime Damages in 2021

$7,000,000,000,000
$6,000,000,000,000
$5,000,000,000,000
$4,000,000,000,000
$3,000,000,000,000
$2,000,000,000,000
$1,000,000,000,000

$0

$103 Billion

2019 Global
Cybersecurity
Spending

$6 Trillion

2021 Global

Cybercrime Damages

(Estimated)

Sources:

2017 Cybercrime Report by the Herjavic Group - https://www.herjavecgroup.com/resources/the-2017-cybercrime-report/

ZDNet - https://www.zdnet.com/article/global-security-spending-to-top-103-billion-in-2019-says-idc/

October 31, 2022

William Fave Slater, Il

Graphics:

William Favre Slater, Il
slater@billslater.com
Copyright 2019




Figure 1: Comparison between Traditional Criminal Techniques and Cybercrime

Traditional criminal techniques

Burglary: Breaking
into a building with the
intent to steal.

$

/
Deceptive callers: -
Criminals who T : om——
telephone their victims 2
and ask for their '
financial and/or d

personal identity
information.

Extortion: llegal use
of force or one's official
position or powers to
obtain property, funds,
or patronage.

Fraud: Decelt, trickery,
sharp practlice, or breach of
confidence, perpetrated for
profit or to gain some unfair
or dishonest advantage.

Identity theft:
Impersonating or presenting
oneself as another in order
to gain access, information,
or reward.

Child exploitation:
Criminal victimization of
minors for indecent purposes
such as pomography and
sexual abuse.

3: o

Cybercrime

Hacking: Computer
or network intrusion providing
unauthorized access.

Phishing: A high-tech scam
that frequently uses unsolicited
messages o deceive people
into disciosing their financial
and/or personal identity
information.

Internet extortion: Hacking into
and controlling various industry
databases (or the threat of),
promising to release contro! back
1o the company if funds are
received or some other demand
satisfied.

Internet fraud: A broad category
of fraud schemes that use one or
more components of the internet
1o defraud prospective victims,
conduct fraudulent transactions,
or transmit fraudulent transactions
to financial institutions or other
parties.

Identity theft: The wrongful
obtaining and using of another
person's identifying information
in some way that invoives fraud
or deception, typically for
economic gain.

Child exploitation: Using
computers and networks 1o
facilitate the criminal victimization
of minors.

Comparing
Traditional
Crime

and
Cybercrime

Sourca: GAD

| Slater Technologies I
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10 REASONS WHY

CYBER SECURITY

SHOULD BE TOP PRIORITY FOR ORGANIZATIONS IN

2019

Financial loss of  Bimee ; CYBER CRIME is

$1.3 bi”i.Oﬂ from o &g&&a costing organizations,

cybercrlme alone 5] 3 DILLIO N on average
in the US® NN a&aa

10 Reasons |[@ Iaaaaa §T1.7HiLLoN,

The costs fc?r []F [}II]S

Cybersecurity
will rise up to TMIHK 39% []F CEUS
Why SETRILLION : sopmsmnee | @) £ W ‘ ¥ TNk

by 2021°; breach attack ‘
2 ' ;S;Cs ;’écé':sr;;é " ' thaldigital transformation is at

Cy b e rS e C u r I ty %; . the top of their agenda
hb A SCALABILITY of ¢
4 BVEERERIME _ ) ORGANIZATIO_NS
S h O u I d B e I @ becoming easier fc>irs -‘ e ;V)Zrekrrt;lg;:lzer‘lrevl\'lsltro

attackers, as criminals ". REDUCE SECURITY
find new business AL R RISKS
models®

YO u r I O : ; the number of hired : Organizations loose
) security professionals ] an average of
| ' t increased from

§1.6

I I I | 25 PROFESSIONALS ! u
Priority in L o B

2017/ORGANIZATION : PER YEAR DUE TO
experienced at least ' DDOS ATTACKS®

one attack in the last year

Do not wait until it is too late and safeguard your business now!

Building brands takes ages, destroying them can take less than a night. In times of digitalization, it
is vital to avoid outages. Therefore, organizations must collaborate with an IT security provider who
offers a fully automated, self-learning and cloud-based IT security solution that protects against
even the worst cyber threats such as DDoS attacks.

CONCLUSION

1) Amor: The Black Market Report, a look inside the dark web 5) BT: Leading from the front: CEO perspectives on business transformation in the digital age
2) Ponemon Institute LLC: Cost of Cyber Crime Study 2017 6) University of Portsmouth: Cyber Security breaches survey 2017, Main Report

3) HERIAVEC Group: 2017 Cybercrime Report 7) PWC, CIO and CSO: The Global State of Information Security® Survey 2017

4) Ponemon Institute LLC: What CIOs Worry About in 2018 8) Cisco 2018: Security Capabilities Benchmark Study
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& Increased

2 . Damage Costs
Expensive Virus By the end of 2017, global
The most expensive ransomware damage costs
computer virus ever expected to exceed $5
("MyDoom") caused $38.5 billion!

billion total in damages.

o

Beware Email
Attachments

Email attaches are the #1
delivery method for malware.
Some hackers have a 90%
success rate with their email
schemes.

J= o

Inside Job

Unfortunately, some cyber crime
is carried out by employees. One
study found that 59% of
employees steal data when fired

or when they quit! n

Facebook Do
H P
Vulnerabilities g
As of May 2016, 600,00 Lots of Users
Facebook accounts were

compromised every single day. Itis estimated that by 2022,
there will be over 6 billion
internet users. That means 6
billion people will be
vulnerable to cyber crime.

Sources:

nttp//www.blue-pencii.ca/top-12-cyber-crime-facts-and-statistics/
https/f/www.csoonline.com/article/3153707/security/top-5-cybersecurity-facts-figures-and-statistics.ntm!
nttps./fwww.darkreading. com/endpoint/5-reasons-cybercriminals-target-healthcare/d/d-1dN3252107
https:/fwww.optus.com.au/enterprise/accelerate/security/10-sobering-facts-and-stats-about-cyber-crime
https:;//neimdalsecurity.com/bleg/10-surprising-cyber-security-facts-that-may-affect-your-online-safety/

Healthcare
Sector At Risk

Healthcare organizations
are the number one
cyber attacked industry.

e

Increased
Workforce

Cybercrime will increase the
cybersecurity workforce
shortage by 2021, creating
millions of unfilled jobs.

Poor Employee
Practices
Employees are often
responsible for poor
cybersecurity practices,

creating security
vulnerabilities.

blue-pencil

Information Security

y @BluePencil_Info

Cybercrime
Facts &
Statistics

October 31, 2022

William Fave Slater, Il
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2018 Cvyb Iminal Sh ' List
Recent mass data breaches have created an abundance
of verified credentials for sale across the dark market.

2018 CYBERCRIMINAL SHOPPING LIST ' whtis ouridentitywortt? see what ypercriminas are

willing to pay for access to a variety of consumer accounts.

Technology

Social Travel/Leisure

Alriines
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6 Ways Cybercriminal Get Your Informat

United States

Magazine
A Multi-Platform Publishing Portal

6 WAYS CYBER-CRIMINALS
\\GET YOUR INFORMATION

\ DENIAL-OF-SERVICE ATTACKS ’
.

SOCIAL ENGINEERING

v
make a machine or network

resource unavailable to its

aims to convince a user to
intended users

Phishing is a ruse to extract disclose secrets such as
personal information from people [T FEFSUIS BT TS TS
by disguising a trap as a trusted [ Z7 FT TS FE RS BT
entity via email, messenger, ect. a bank, a contractor, or a

customer

DIRECT-ACCESS ATTACKS

An unauthorized user gaining physical
access to a computer ifs most Fikely able
to directly copy data from it. They may he aoc naining ¢ S S : S > -

also compromise security by making R e S N R ST WWW .llS(’\ ')(‘I'b(‘(‘lll'll\ oll(‘l

operating system modifications, gl > -
installing software worms, o
keyloggers, covert listening devices or
using wireless mice

I Slater Technologies I
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Most small business owners

have been cyber victims ﬁ

g

Most Small

Computer virus

44%

2

30%

=

Trojan horses

22%

Been Cybercrim
Victims

login
password

Hacking

16%

==
-
G

Data breach

11%

1al1100
G
'I 1 l01 10
Issues due to
unpatched software

10%

Businesses Hav

A

Unauthorized access
to company info

8%

S
oo

Unauthorized access
to customer info

9%
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Numbers of Cybercrime Victims

2 ‘ ‘ SHOCKING SCALE: NUMBER
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OF VICTIMS

1 MILLtON+
VICTIMS A DAY

EVERY DAY THERE ARE TWICE AS MANYCYBERCRIME
VICTIMS AS NEW BORN BABIES ®

3

50,000 820 14

VICTIMS EVERY VICTIMS EVERY VICTIMS EVERY
HOUR® MINUTE SECOND

o)o)c

7/10 L - &

69% of adults have
experienced cybercrime in
their lifetime. Compared to

the 2010 survey, there has u

been a 3% rise in overall

589\ 65%

M I L L I O N Cybercrime has affected

589m peopleinjust 24

Among all cybercrime
x ) v victims surveyed,

9% of the entire population nearly two thirds have
of the world

countries - equivalent to

fallen prey in the past
12 months alone - a
total of 431 m adults

in 24 countries

43 1mMiLLION

The total number of cybercrime victims in the past 12 months is greater than the entire
populations of USA & Canada (347m i ) or Western Europe (400m i )
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Cybersecurity Jobs In the
U.S.A.




c 'bEI‘ SEEk INTERACTIVE MAP CAREER PATHWAY EDUCATION AND TRAINING PROVIDERS ABOUT

ses

CYBERSECURITY SUPPLY/DEMAND

HEAT MAP
States Metro Areas Search State Q
All

Public Sector Data

Private Sector.. N .
Total job openings AV
Cybersecurity talent gaps exist
across the country. Closing these

TOTAL JOB OPENINGS
gaps requires detailed knowledge of

the cybersecurity workforce in your
region. This interactive heat map
provides a granular snapshot of
demand and supply data for
cybersecurity jobs at the state and
metro area levels, and can be used
to grasp the challenges and
opportunities facing your local
cybersecurity workforce.

«} Share

<> Embed

Source: https:/lwww.cyberseek.org/heatmap.html
National level

TOTAL CYBERSECURITY JOB OPENINGS @ SUPPLY/DEMAND RATIO @ GEOGRAPHIC CONCENTRATION @ TOP CYBERSECURITY JOB TITLES @

W Cybersecurity Analyst

Average

B Software Developer

. B Panetratinn & \Viillnarahilitv Teetar
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National level

TOTAL CYB 0B OPENINGS @  SUPPLY/DEMAND RATIO @

769,736

TOTAL EMPLOYED CYBERSECURITY
WORKFORCE @

1,108,725

465%

Low Supply

JOB OPENINGS BY NICE CYBERSECURITY WORKFORCE FRAMEWORK CATEGORY @

NICE

Securely Provision
491,560

Analyze Collect & Operate
213,438 94,074

+

GEOGRAPHIC CONCENTRATION @

Average

LOCATION QUOTIENT

10

TOP CYBERSECURITY JOB TITLES @

Cybersecurity Analyst
Software Developer
Penetration & Vulnerability Tester

Cybersecurity Consultant

[}

jm}

|

=)

M Network Engineer
M Cybersecurity Manager

B Systems Engineer

B Senior Software Developer
o

IT Director

CERTIFICATION HOLDERS / OPENINGS REQUESTING CERTIFICATION @

Certification holders M Openings requesting certification

w

Notes: The NICE Workforce Categories are not mutually exclusive- one job could perform multiple roles

within the framework. The data shown here are not intended to be aggregated.

Source: https:/lwww.cyberseek.org/heatmap.html
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Cybersecurity and Related
Certifications




Cybersecurity and Related Certifications

C O @& pauljerimy.com/security-certification-roadmap/ L % 0 60 F D. [GINinlN | s X H @ = @. T % % 0O .

Cyber Book Reviews O

Security Assessment

IAM Security and Risk Management and Testing Security Operations

ITIL Master

CISSP Concentrations PgMP
) I 7och

HTB
5 T Jcve [ [ eoes] ]|
[on [sn [ on [l creemo] e |
GOSI

SC-200 | MRCI

peginner

e | saw] o

QVA | KLCP

460 certifications listed | August 2022
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Cybersecurity and Related Certifications

Cyber
Roadmap

TryHackMe

HackTheBox @
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Cybersecurity and Related Certifications
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