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Abstract
Sextortion Attacks are on the rise.  This brief 
Presentation will explain what Sextortion is, and 
what to do if you get a Sextortion e-mail or 
message.  Sextortion is a serious crime and has 
caused some naïve people to pay large sums of 
money, or in worst cases, even commit suicide.  
This Presentation is presented a Public Service 
to help all Netizens be a little safer when using 
the Internet.
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Proprietary and Confidential – Accretive Solutions, Inc.

Disclaimer

This presentation was created as a Public Service for Cybersecurity Awareness Month – October 2023

The content in this presentation is from William Favre Slater, III, a private U. S. Citizen, & 

President of Slater Technologies, Inc., and his research sources.  It was prepared 

and presented with Good Will as a Service to Benefit the Good Netizens who participate regularly

in the Cyberspace created by the networks and devices that comprise Internet. 

Everything presented here is true and accurate to the best of Mr. Slater’s knowledge.  However, it

should be stated here that the targeted sexploitation attacks and accompanying accusations 

described in this presentation are false and completely baseless.  Mr. Slater is a dedicated 

seasoned Cybersecurity Professional with multiple decades of experience, and does not use any 

of his computing devices and/or software for anything other than honorable purposes.

Mr. Slater only represents himself and is solely responsible for his comments, content, and research.
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Introduction

• Sextortion Attacks are on the rise.  This brief 
Presentation will explain what Sextortion is, what 
to do if you get a Sextortion e-mail or message.  

• Sextortion is a serious issue and has caused some 
people to pay large somes of money, or in worst 
cases, even commit suicide.  

• This Presentation is presented a Public Service to 
help all Netizens be a little safer when using the 
Internet.
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Cybercrime Is Out of Control

If Cybercrime Crime was a Country, it would be the 3rd 
Richest Country in the World.
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Cybercrime Is Out of Control

Cybercrime Crime Damages compared with Global Spending on Cybersecurity and 
Combined National Defense Budgets.
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What Happens on the Internet Every 60 Seconds?

E-mails per 
minute:

241.2 Million
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What Is Extortion?
• What is Extortion under California Penal Code Section 518?
• Sextortion is a type of extortion that encompasses a wide range of 

behaviors. Sextortion, on the other hand, differs from most other forms of 
extortion in that it frequently involves threats of revealing the victim’s 
personal, intimate images or videos if individual will not pay.

• The crime of extortion is defined as:

obtaining property (other considerations)/official act of public
with the person’s consent/under color of official right
induced by wrongful use of fear or force

• Some sextortionists, on the other hand, use something as simple as a text 
message with your text messages and phone number. Victims who are in a 
monogamous relationship may find this information to be compromising.

Source: https://kaass.com/what-is-sextortion-under-california-law/
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What Is Sextortion?

• A crime

• A form of blackmail

• A felony under 
California Law.

Source: https://wikipedia.org/
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What Is Sextortion?
• Sextortion is a serious crime in which a perpetrator threatens to 

publish private and explicit information or material about you (or to 
share it with your friends and family) unless you comply with their 
demands. The demand for sexual images, money, or sexual favors is 
common.

• The goal of a sextortionist is to make you fear that he will share 
your private photos or videos online for all of your friends, family, 
and coworkers to see. Criminals use your fear to force you to pay 
them in exchange for not releasing your personal photos, videos, or 
other media.

• Starting from 2018 California Penal Code amended the law on the 
criminalization of extortion and added points with regards to 
“sextortion” crime.

Source: https://kaass.com/what-is-sextortion-under-california-law/
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What Is Sextortion?
• What is Sextortion under California Law?

– Under California’s extortion law, Penal Code 518, “sextortion” is a type 
of blackmail. The term “extortion” is defined in California law.

– Sextortion is defined by obtaining:

❖ an image of an intimate body part of the victim
❖ demanding sexual conduct
❖ by wrongful use of fear or force

– In other words, sextortion is a form of extortion in cases in which the 
perpetrator threatens the victim to release information (mostly 
concerning intimate information on the victim) demanding money, or 
sexual favors, personal media.

Source: https://kaass.com/what-is-sextortion-under-california-law/
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Where, When, and How Does 
Sextortion Occur?
• Where: Across the Internet to your Desktop 

Computer, Laptop, or SmartPhone

• When: Anytime of day

• How:  Your e-mail address or phone number is 
acquired by the Sextortion Attacker from people 
who harvest e-mails and sell them.  The 
Sextortion Attacker uses the e-mail or your phone 
number to conduct his attack.
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Why Is Sextortion a Problem?
• Sextortion is a problem because it attempts to use fear to 

induce an Internet user to pay a large amount of money in 
Cryptocurrency (Digital Money).

• Some Sextortion victims do drastic things like committing 
suicide

• Sextortion is a Felony in California, since 2018.

• We are now all connected to the Internet at various times 
in multiple ways.  The Internet has unfortunately become a 
gigantic “Electronic Cesspool”.
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What Sextortion Looks Like

Good Guy –
Sextortion Victim

Mail Server

Mail Server

Bad Guy – 
Sextortionist

The Internet

Sextortion
Email

Sextortion
Email
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What Sextortion Looks Like (1 of 3)
Hello there!

Unfortunately, there are some bad news for you.

Some time ago your device was infected with my private trojan, R.A.T (Remote Administration Tool), 
if you want to find out more about it simply use Google.

My trojan allowed me to access your files, accounts and your camera.

Check the sender of this email, I have sent it from your email account.

You truly enjoy checking out porn websites and watching dirty videos, while having a lot of kinky fun.

I RECORDED YOU (through your camera) SATISFYING YOURSELF!

After that I removed my malware to not leave any traces.
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What Sextortion Looks Like (2 of 3)
If you still doubt my serious intentions, it only takes couple mouse clicks to share the video 
of you with your friends, relatives, all email contacts, on social networks, the darknet and 
to publish all your files.

All you need is $1400 USD in Bitcoin (BTC) transfer to my account (Bitcoin equivalent based on 
exchange rate during your transfer).

After the transaction is successful, I will proceed to delete everything without delay.

Be sure, I keep my promises.

You can easily buy Bitcoin (BTC) here: www.paxful.com , www.coingate.com , 
www.coinbase.com , or check for Bitcoin (BTC) ATM near you, or Google for other exchanger.

You can send the Bitcoin (BTC) directly to my wallet, or install the free software: Atomicwallet, or: 
Exodus wallet, then receive and send to mine.
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What Sextortion Looks Like (3 of 3)
My Bitcoin (BTC) address is: 1CK41adce6KuM3UM2eySnzUyR9SAJnf4wu

Yes, that's how the address looks like, copy and paste my address, it's (cAsE-sEnSEtiVE).

You are given not more than 2 days after you have opened this email.

As I got access to this email account, I will know if this email has already been read.

Everything will be carried out based on fairness.

An advice from me, regularly change all your passwords to your accounts and update 
your device with newest security patches.

As I got access to this email account, I will know if this email has already been read.

Everything will be carried out based on fairness.

An advice from me, regularly change all your passwords to your accounts and update your device 
with newest security patches.
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What Sextortion Looks Like - 
2nd Example (1 of 2)
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What Sextortion Looks Like - 
2nd Example (2 of 2)
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What Sextortion Also Looks Like
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Accused Sextortionists
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Samuel Ogoshi, 22, Samson 
Ogoshi, 20, and Ezekiel 
Ejehem Robert, 19, all of 
Lagos, Nigeria

Source: Hall, J. (2023) "Three Nigerians Charged 
In Sextortion Connected To Marquette Teen’s 
Suicide".  Published at Radio Results Network. 
May 3, 2023. Retrieved from 
https://www.radioresultsnetwork.com/2023/05/0
3/breaking-three-nigerians-charged-in-
sextorton-connected-to-marquette-teens-
suicide/ .

https://www.radioresultsnetwork.com/2023/05/03/breaking-three-nigerians-charged-in-sextorton-connected-to-marquette-teens-suicide/
https://www.radioresultsnetwork.com/2023/05/03/breaking-three-nigerians-charged-in-sextorton-connected-to-marquette-teens-suicide/
https://www.radioresultsnetwork.com/2023/05/03/breaking-three-nigerians-charged-in-sextorton-connected-to-marquette-teens-suicide/
https://www.radioresultsnetwork.com/2023/05/03/breaking-three-nigerians-charged-in-sextorton-connected-to-marquette-teens-suicide/


Sextortionist Attacker Campaign Timeline

Establish 
Crypto 
Wallet

Create E-Mail
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Identify
Target
Victim

E-mail
Target
Victim

Did Target 
Victim Pay?
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Stop

Wait for 
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to Pay

No

YesTransfer Crypto 
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Other Crypto 
Account

Want More 
Crypto? 

No

Yes
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Sextortion Victim Timeline

Sextortion 
Attacker E-mail 
Arrives in Inbox

Victim Opens
And Reads 
E-mail

Look at 
Attacker 
E-mail Header

Look at 
Attacker’s 
Crypto Wallet

Start

Stop
Save E-mail
And Header 
to a File

If Possible,
Contact Law 
Enforcement
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What’s Really Happening During 
Your Sextortion Experience?

• The Sextortionist is attempting frighten the Sextortion 
Victim badly enough so they will  pay the requested 
amount in full.

• However, 99% of the time, it is bluffing.  The 
Sextortionist will do nothing if you ignore them, 
because most of us have significant digital footprints 
on the Internet.

• Sextortion can also be thought of as Doxxing for 
Money.   Doxxing is where the attacker collects every 
piece of digital information and posts it on the Internet 
in order to destroy a person’s life and reputation.
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How Much Does the Internet Really Know 
About You and Your Personal Life?

• Visit either or both of these two links to find 
out:
– 1)  (FREE) https://billslater.com/writing/beanonymous.pdf  

– 2)  (Paid Service) https://truthfinder.com
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What You SHOULD Do During 
Your Sextortion Experience?
• Keep calm.
• Save the e-mail.
• Save the E-Mail Header to a file.
• Copy and save the Sextortion Attacker’s message and 

Cryptocurrency Wallet Address.
• Look up the Sextortion Attacker’s Wallet on the Blockchain 

Explorer and take a screenshot.
• Look up the Sextortion Attacker’s E-mail Server IP Address, 

copy and save it to a file. 
• Contact Law Enforcement Authorities if possible.  But 

caution, it’s very difficult to catch and prosecute a 
Sextortionist.
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Exploring the Sextortionist Attacker on 
a Blockchain Explorer – Example 1

Website URL:  https://www.blockchain.com/explorer 

Crypto Wallet Address:  1CK41adce6KuM3UM2eySnzUyR9SAJnf4wu 

-0- Transactions
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Exploring the Sextortionist Attacker on 
a Blockchain Explorer – Example 2

Website URL:  https://www.blockchain.com/explorer 

Crypto Wallet Address:  bc1q0ztrxwe5nf7cd4xacwjqjf27x5xsqnljupjul4

327 Transactions
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Finding the IP Address of Sextortionist  
Attacker’s E-mail Server – Example 1

Sextortion Attacker 
Mail Server IP 
Address:

221.212.159.54
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Finding the IP Address of Sextortionist 
Attacker’s E-mail Server – Example 2

Sextortion Attacker 
Mail Server IP 
Address:

185.39.207.114
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Best Advice If You Are a 
Sextortion Target

• Don’t panic.

• Ignore the communication.

• If possible, save the information (e-mail and e-
mail header).

• Report the Sextortionist to Law Enforcement 
Authorities.
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General Internet User Safety Tips

Source: https://securingthehuman.com/resources/posters 
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General Internet User Safety Tips

Source: https://thecyberavengers.com
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Conclusion
• Sextortion is a serious Crime.
• It is becoming more common than people realize. 
• Payment by Cryptocurrency makes it easy for 

Sextortionists to obtain money from naive 
people.

• Save the information.
• Do NOT PAY the money to appease the 

Sextortionist.
• Contact Law Enforcement if possible.
• Cover your webcam.
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In Memory of Jordan DeMay 

Source: https://meaww.com/jordan-demay-high-school-student-17-kills-himself-victim-to-online-sextortion
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Questions  &  Answers

Thank You!

?
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William Favre Slater, III

William Favre Slater, III

➢ President / CEO / CISO of 
Slater Tecchnologies, Inc

➢ 312-342-2626

➢ williamslater@gmail.com

➢ http://billslater.com/interview

➢ 1515 W. Haddon Ave., Unit 309
Chicago, IL  60642
United States of America
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