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Disclaimers and Primary Sources

| started my IT career as a young computer systems staff officer in the United
States Air Force supporting the command control information systems that
provided real-time information to the Strategic Air Command Battle Staff

| chose this topic to research and write about because as an IT professional in
cybersecurity, a former U.S. Air Force officer, and a patriotic American, | am
deeply concerned about the recent unfolding events of cyberattacks and
cyberwarfare in cyberspace.

Researched publicly available sources
| do not have an active secret security clearance
| did not access any classified documents to create this presentation
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DEFINITIONS OF THREATS, VULNERABILITIES,
AND CRITICAL INFRASTRUCTURE
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Cyberwarfare, Cyberattacks,

Cyberdeterrence Defined
 Cyberwarfare

Cyberwarfare refers to politically motivated hacking to conduct sabotage and espionage. It
is a form of information warfare sometimes seen as analogous to conventional warfare
although this analogy is controversial for both its accuracy and its political
motivation.(Wikipedia, 2013)

e Cyberattacks

Known as cyber-attacks, this coined term can deal massive amounts of damage to
individuals or on a larger scale, companies or government establishments. It does not stop
there though, when government establishments or military establishments are attacked
through cyber methods, it is a whole new kind of attack known as cyberwarfare or
cyberterrorism. (Wikipedia, 2013).

* Cyberdeterrence

The efficacy of cyber deterrence relies on the ability to impose or raise costs and to deny or
lower benefits related to cyber attack in a state’s decision-making calculus. Credible cyber
deterrence is also dependent on a state’s willingness to use these abilities and a potential
aggressor’s awareness that these abilities, and the will to use them, exist. (Beidleman,
2009)
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Critical Infrastructure?

e NIST takes its definition of “critical
infrastructure” from the 42 U.S.C.
5195c(e) which states that it is all “systems
and assets, whether physical or virtual, so vital
to the United States that the incapacity or
destruction of such systems and assets would
have a debilitating impact on security,
national economic security, national public
health or safety, or any combination of those
matters.”
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Threats, Vulnerabilities, and Controls?
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From Security Metrics by Andrew Jaquith, published by Addison-Weslay, 2007
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Some Characteristics of Cyberwarfare

It’s fast: Cyberattacks happen at Internet speeds
It happens in “Cyberspace”
If you are connected to the Internet, you are vulnerable to Cyberattacks

Targets of opportunity are plentiful (i.e. any IP-device, and also SCADA
devices)

Damage can cripple critical infrastructure, up to entire cities
Damage from Espionage and DDoS can have far-reaching negative effects

It’s cheap and getting cheaper (thanks to Moore’s Law and the “Force
Multiplier” advantage)

It’s sophisticated and getting more sophisticated
It’s complex to understand and defend against

It’s extremely complex due to laws, policies, and regulations, in the U.S.
and in other countries

It’s not your Father’s Battlefield or War.
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What Makes Cyberwarfare Difficult
to Analyze and Understand?

Lack of Agreement Among Major International Players
The Secretive Nature, Lack of Disclosure, and Denials
Attribution

Provability

It’s unpredictable

Who is “the enemy?”

Who are the “good guys?”

Constantly changing

Increasingly sophisticated
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Cyberwar and Cyberattacks —
Some Present Challenges to Resolution

The lack of international definition and agreement on what
constitutes an act of cyberwar (Markoff and Kramer, 2009).

The lack of the ability to clearly attribute the source of an
attack (Turzanski and Husick, 2012).

The ability for non-state actors to conduct potent
cyberattacks (Turzanski and Husick, 2012).

The inability to clearly define what the exact nature of critical r
infrastructure targets (Turzanski and Husick, 2012).

YBERWARFARE

-

The massive proliferation and reliance on ubiquitous, highly
insecure, vulnerable systems based on SCADA technologies
during the 1980s and 1990s (Turzanski and Husick, 2012).

The continually changing landscape of information
technology including the vulnerabilities and threats related to
systems that are obsolete, yet remain in operational use for
several years past their intended useful life.
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A QUICK LOOK AT THE PRESENT
CYBERTHREAT LANDSCAPE AND THE
PROBABLE PRESENT CAPABILITIES

April 16, 2013 What's in PPD 20? (version 4.0)

13



Some Notable Cyberattacks and Cyberweapons
2007 - 2013

DDoS — Russia v. Estonia, 2007

DDoS — Russia v. Georgia, 2008

DDoS — Russian v. Kyrgyzstan, 2009

Stuxnet — U.S. and Israel v. Iran, 2009 — 2010
Flame - U.S. and Israel v. Iran, 2011

Duqu - U.S. and Israel v. Iran, 2012

Shamoon — 2012

DDoS Attacks on U.S. Banks — 2012 and 2013

Disclosure of 140+ Chinese Cyber Espionage Attacks
— February 2013

March 13, 2013 - Unfortunately, according to James Rickards, a top
financial-threat adviser to the Pentagon, CIA, and Director of
National Intelligence, an “economic Pearl Harbor” is quickly
approaching.

Cyberattacks on S. Korean Banks and other
businesses on March 20, 2013
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Most Recent Developments — March 2013

* Global Threat Assessment lists Cyber Threats as No. 1
threat to U.S. — March 12, 2013

 NATO’s Tallinn Manual for Cyberwarfare Operations
released — March 19, 2013

 Rand Beers, Under Secretary of DHS for Cybersecurity
releases 12-page report about Cybersecurity, Critical
Infrastructure, EO 13636 and PPD21 — March 20, 2013

e S. Korea banking organizations and other businesses
endure massive cyberattack and N. Korea is the primary
suspect — March 20, 2013.

 Most massive DDoS Attack ever — CyberBunker v.
SpamHaus — March 27, 2013
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Recorded Cyberattacks
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Recorded Cyberattacks

450.000 -
400.000 -
350.000 1

300.000 -

200.000
150.000 -
100.000 -
50.000

0 1 S S S S P

01 02 03 04 05 06 07 08 09 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31

03/2013
http://sicherheitstacho.eu/
April 16, 2013 What's in PPD 20? (version 4.0) 17

Copyright 2013 by William F. Slater, Ill, Chicago, IL, U.S.A.. All rights reserved nationally and internationally



Types of Targets for Cyberattacks

® Web site ® Smartphone ® Console/Shell @ Network services @ not 5et

http://sicherheitstacho.eu/
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Country Policy Strategy
China China supports cyberwarfare capabilities, | The Chinese will wage untrestricted
especially providng such capabilities m | warfare and these are the principles:
the People’s Liberation Amy. Oimni-dirsctionality
Synchrony
Limited objectives
Unlimited measures
Asymmetry
Minimal consumption

Multi-dimenszional coordmation
Adpstment, contrel of the entire
process

(Hagestad 2012).

Fussia

Bussia supports cvberwarfare
capabilities, especially providing such
capabilities n the Russian Army.

The nature of cyberwarfare and
mformation warfare requires that the
development of a response to these
challenpes musthe organized on an
mterdisciplinary basis and mclude
researchers from differsnt branches —
political amalysts_ sociologists,
pevchelogists, military specizlists, and
media representatives (Fayutken, 2012),,

The ability to achieve cyber superiority
i3 essentizl to victory i cyberspace.
(Fayutkin_2012).

India

India supports cyberwarfare capabilities,
especizlly providing such capabiliies m
the Indian Army.

"It1s essential for efficient and effective
conduct of war mcluding cyvber-war. The
war book therefore needs to specify 23
how to maintzin ne-contact cyber war
and when the government decide to go
for full-contact or partial-contact war
then how cyber war will be integrated to
mest overall war ghjectives, (Sazini,
a0:1n-

Stratepies are still under development,
butwill follow the guidance of policies
related to the conduct of war.

(Sazmi, 2012)

Strategic
Comparative
Analysis

April 16, 2013
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The Top Four Countries in
Cyberwarfare Capability (as of 2009)

Cyber Offensive Cyber Overall
Cyber Military Capabilities Capahilities  Capabilities Intzlligence {ybar
2 Intent Hating Lapahilities Hatine

China:
Linited 5tates:

RuUssia
| ndia:

Table 1 — Country Cyber Capabilities Ratings (Technolytics, 2012)
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WHO IS DOING THIS AND WHY?
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February 2013

Top 15 of Source Countries (Last month)

March 2013

Top 15 of Source Countries (Last month)

Source of Attack Mumber of Attacks Source of Attack Humber of Attacks
| Russian Federation 2 402 722 mm Russian Federation 2446164
B  Taiwan, Province of China 907,102 Germany 1,308,815
Germany 780 425 B Taiwan, Province of China 536,031
== kraine 566,531 B  United States 449 853
— Hungary 367 966 mE  Australia 378,790
ES  United States 355,341 = INdia 358,110
Il Romania 350,948 ==  Ukraine 250,206
E  Brazil 337977 = Hungary 237,605
BN ltaly 288 607 B  Brazil 218 265
B Australia 255777 Bl China 197,152
= | Argentina 185,720 BN laly 194,102
[l China 168,146 LR France 184,073
= Poland 162,235 —  Argentina 182,166
= | Israel 143,943 L] Japan 151,861
] Japan 133,908 ks  VVenezuela Bolivarian Republic of 127 862
Top 5 of Attack Types (Last month) Top 5 of Attack Types (Last manth)
Description Humber of Attacks Description Humber of Attacks
Attack on SMB protocol 27,327 356 Attack on SMB protocol 31,077,005
Attack on Metbios protocol 937 476 Attack on Metbios protocol 1,108,033
Aftack on Port 33434 687 446 Attack on Port 5352 821 115
Aftack on S5H protocol 659,589 Attack on S5H protocol 918,145
Aftack on Port 5353 522,671 Aftack on Port 33434 68T 446
http://sicherheitstacho.eu/
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e AN Cyberadversaries:

A C A Organized, Capable, Equipped,
B\ Talented, and Determined — From Nation
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Cyber Good Guys:

Also Organized, Capable, Equipped,

Talented, and Determined —
From Nation States
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Some Worst Case Scenarios

Espionage and lost trade secrets

DDoS attacks on banks and other financial
institutions

Attacks on SCADA systems
Attacks on banks and the financial system

Catastrophic attacks on critical infrastructure
facilities and targets

Experts Suspect North Behind SKorea Computer Crash

Depositors try to use automated teller machines of Shinhan Bank while the bank's computer netwaorks are paralyzed
at a subway station in Seoul, South Korea, Wednesday, March 20, 2013, (AP Photo/ahn Youno-joon
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A QUICK REVIEW OF SOME PREVIOUS AND CURRENT
OBAMA ADMINISTRATION POLICIES RELATED TO
CYBERSECURITY
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History Informs our Future

TECHNOLOGY

LawW

significant Laws and Governance

Late 1940s:

The satellite and Networks Era
19605 - present

1960s - present
19494:
Program ) wiorkd Wide web,
transition from created Tvl::tﬂiﬁauut;ul first meeting of 1930s: 1.0B PCs i
analog to digitals; 10705 wid d 1883 thewnanw  Fiber optics - in
increasing use;::::eﬁi::a commercial  2doptedand used by consortium; SUTpasses HSPD-7 [2003] use W/W
1920 Int'l O miniaturization phones; cellular networks |n5tr:::_:‘:9£ traditional cable ﬁucrs:urzfmr
- Intl Orgs ! developed i ess codifies in =
managed : TeR/ie duieloped | mwmmg state Identification,
radio frequency L1562 Prioritization,
100E - communications MSDD-97 [1983) Depal:u'nent and Pmi'ema;l
satellite launched National Security authority over )
— 2005:
- S, Telecommunications foreign policy
joins U | PC modem Poli related to latest revision
| . 1960s: DARPA invented i communications of mu
] Transistor and develops ARPANET and information Constitution,/
33‘;5' : callular policy Convention
Radio relenh
fephane A | JR |
N | / s N |
1300 1920 1940 1960 1970 1975 1980 1985 1990 1995 2000 2005 2010
1475 Telecommun
ARPANET EQ 12472 [1984) -ications Protect
turned over to National security Act of 1996 America
Radio Act of 1012; Dolr's Defense and emergency | ACt, 2007
Regulated private Communication preparedness
icati telecommunications Health
communications Pres. Memo 252 (1963), Apgency . Insurance 200
[l Established National : anic Portability and Federal
A Electr il Infarmatio
L51E, Congress Communications " Communications Accountability nS-EcI:l.l ty |
i i EQ 12333 [10E1) : Act of 1996 nty
outlaws wiretapping | | Privacy Act Manasement
United States of 1086 PDD-63 nag Act,
| Brooks At 1965 mrﬁgmce 'j HH] Homieland Security FIS&
Established NIST Activities puter Security critical saﬂ.ctnfzmz.e Amendments
Radio Act of 1927, responsibility for Actof 1967 Infrastructure banes-Oxley Act, 2008
. IT standards and - art
Outlawed intercapt . . - Profection _
of private technical assistance murteﬁertm::m Intellizence
communication | Device and nefunn_and
L Computer Fraud and G Terrofism
1008 case: 1367 case: Abuse Act, 1954 L=ach Prevention Act
olmsteod Kotz v. United Stotes Bliley 2004
roreign Intelligence Act NSPD-54/
| surveillance Act (1533} HSPD-23
Communications Act of 1934; of 1578 [FIsa} UsA (2008}
Formed the FCC PATRIOT
Art, 2001
. - 5 .
ApsileBn20kRd by merger of What's in PPD 20? (version 4.0) USA PATRIOT Act 264

ITU Convention and IRC, 1934

C-13

Terrorist Prevention
Reauthorization &ct, 2005
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What Is the U.S. Government Doing to
Defend the American Population?

U.S Cyber Command, June 23, 2009 — =

Policies that describe the U.Ss interest in protecting
and defending cyberspace

Several Cyberwarfare units created in the U.S.
Military

Internet “Kill Switch”, September 2012

Presidential Policy Directive 20, November 14, 2012
Presidential Policy Directive 21, February 12, 2013

Executive Order on Cybersecurity and Critical
Infrastructure, February 12, 2013

NeW Sophisticated Offensive Cyberwea pons Motto in MD5 Hash 9ec4c12949a4f31474f299058ce2b22a
. "USCYBERCOM plans, coordinates, integrates,

Cooperation, agreements, and excha nge of synchronizes and conducts activities to: direct the

information with allies and organizations operations and defense of specified Department of

Defense information networks and; prepare to, and
The Federal Government will spend over $65 Billion ~ when directed, conduct full spectrum military

. . cyberspace operations in order to enable actions in
will be Spent on Cybersecurlty, 2013 —2018. all domains, ensure US/Allied freedom of action in

cyberspace and deny the same to our adversaries."
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Mission of U.S. Cyber Command

"USCYBERCOM plans, coordinates, | |
integrates, synchronizes and conducts /S50 0N
activities to: direct the operations ass=—— N
and defense of specified Department
of Defense information

networks and; prepare to, and when
directed, conduct full spectrum
military cyberspace operations in
order to enable actions in all
domains, ensure US/Allied freedom
of action in cyberspace and deny the
same to our adversaries."

Misson in MD5 Hash 9ec4c12949a4f31474f299058ce2b22a
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A Quick Review of Some Previous and Current OBAMA
Administration Policies Related to Cybersecurity

* 2009 — Critical Review of National Infrastructure — Cyberspace is strategic and critical - declared our digital
infrastructure a strategic national asset and made protecting this infrastructure a national priority.

* 2010-U.S. Cyber Command created and staffed
* 2011 - Presidential Policy Review - We will defend Cyberspace

* 2012 - President Obama’s Defense Strategic Guidance 2012 - Sustaining Global Leadership: Priorities for
21st Century Defense

* 2012-PPD 20

e 2013 -U.S. Cyber Command to be expanded five-fold

 2013-PPD21

* 2013 - Executive Order 13636 on Cybersecurity-related initiatives and Information Sharing

* March 12,2013 report Worldwide Threat Assessment of the US Intelligence Community by Director of
National Intelligence, James Clapper, gives a clear and current summary of the Cyberthreats and the
Actors. What's most interesting is that for the first time, Cyberthreats are now at the top of the list of
global threats to the U.S.

* Also... March 2013 — Tallinn Cyberware Operations Document (Hackers and Hacktivists may now be killed)

April 16, 2013 What's in PPD 20? (version 4.0) 31

Copyright 2013 by William F. Slater, Ill, Chicago, IL, U.S.A.. All rights reserved nationally and internationally



Some Other Laws and Policies
| Date | laworPoliy | Impat | Impactof Freedom(s)

May 2011

December 2011

January 2012

March 2012

December 2012

March 2013

April 2013

USA PATRIOT Act (Renewed)

NDAA

Surveillance of Social Media
by DHS, FBI, NSA, etc.

Executive Order 13603

Warrantless Wiretap Act
(Renewed)

U.S. Cyber Command will
guard certain private
organizations

ATF Seeks 'Massive' Database
of Personal Info: 'Assets,
Relatives, Associates and
More'

Provides the Government sweeping powers to
gather and use previously protected private
information from private citizens

Indefinite Detainment without due process

Early identification of possible threats

The Executive Branch can legitimately seize control
of all water, food (human and animal), medicine,
fuel, fertilizer. etc.)

Allows surveillance of all electronic communications

Better cybersecurity for certain private organizations

The system will be utilized by staff "to provide rapid
searches on various entities for example; names,
telephone numbers, utility data and reverse phone
look-ups, as a means to assist with investigations,
and background research on people, assets and
businesses."

Impacts the First and Fourth
Amendments

Impacts the First, Sixth, and Eighth,
Amendments

No Fourth Amendment protection
during Internet use

Makes Americans think of a
Totalitarian Communist Dictatorship

No Fourth Amendment protection
during phone calls or Internet use

N/A

However, the Federal Government
will no doubt be accused of showing
favoritism towards some
organizations and indifference or
disrespect to others.

( No comment. Connect the dots
yourself and draw your own
conclusions. )
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The Bill of Rights

Ratified December 15, 1791

Article I
£mgm shall make nolaw respecting an establishment
of relipion, or prohibiting the free exercise thereof; or
abridging the freedom of speech, or of the press; or the
right of the people peaceably to assemble, and to peti-
tion the Government for a redress of grievances.

Article 11

| wellregulared Miliria, being necessary to the security
of a free State, the right of the people to keep and bear
Armg, shall not be infringed.

Article 11T

JR o Soldier shall, in time of peace be quartered in any
house, without the consent of the Owner, nor in time of
war, but in 2 manner to be prescribed by law.

Article IV
The right of the people to be secure in their persons,
houses, papers, and effects, against unreasonable searches
and seizures, shall not be violated, and no Warrants shall
issue, but upon probable cause, supported by Oath or
affirmartion, and particularly describing the place to be
searched, and the persons or things to be seized.

Article V
Ro. person shall be held to answer for a capital, or
otherwise infamous crime, unless on a presentment or
indictment of a Grand Jury, except in cases arising in
the land or naval forces, or in the Militia, when in acrual
service in time of War or public danger; nor shall any
person be subject for the same offence to be twice put
in jeopardy of life or limb; nor shall be compelled in any
Criminal Case to be a witness against himself, nor be

deprived of life, liberty, or propercy, without due proc-
ess of law; nor shall private property be taken for public
use, without just compensation.

Article VI

Bn all criminal prosecutions, the accused shall enjoy the
right to a speedy and public trial, by an impartial jury
of the State and district wherein the crime shall have
been committed, which districe shall have been previ-
ously ascerrained by law, and to be informed of the
nature and cause of the accusation; to be confronted
with the witnesses against him; to have compulsory
process for obtaining Witnesses in his favor, and to have
the Assistance of Counsel for his defence.

Article VII
gnﬂ\ﬁxsntmmm]aw,whmthe value in controversy
shall exceed twenty dollars, the right of trial by jury
shall be preserved, and no fact tried by a jury shall be
otherwise reexamined in any Court of the United States,
than according to the rules of the common law.

Article VIII

Excmsiirc bail shall not be required, nor excessive fines
imposed, nor cruel and unusual punishment inflicted.

Article 1X

the enumeration in the Constirution, of certain rights,
shall not be construed to deny or disparage others re-
tained by the people.

Article X

thn powers not delegated to the United States by the
Constitution, nor prohibited by it to the States, are re-
served to the States respectively, or to the people.

33



The Bill of Rights
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otherwise infamous crime, unless on a presentment or
indictment of a Grand Jury, except in cases arising in
the land or naval forces, or in the Milida, when in actual
service in time of War or public danger; nor shall any
person be subject for the same offence to be twice put
in jeopardy of life or limb; nor shall be compelled in any
Criminal Case to be a witness against himself, nor be

Article 1X

Whe enumeration in the Constitution, of certain rights,
shall not be construed to deny or disparage others re-
tained by the people.

Article X

thn powers not delegated to the United States by the
Constitution, nor prohibited by it to the States, are re-
served to the States respectively, or to the people.
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How does Title 10 of the U.S. Code
Affect Cyberwarfare and
the Average U.S. Citizen?

 American Citizens are legally prohibited from
responding offensively to cyberattacks
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PROBABLE CONTENTS OF THE
PPD 20
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Offensive Cyberweapons and Tactics

 PPD 20 authorizes the creation, maintenance
and use of cyberweapons that can be used
offensively
— DDoS
— Espionage
— Reconnaissance

— Sabotage
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Probable Contents of the PPD 20

e PPD 20 Provides Guidance and Streamlined Directives for

Definition of Critical Assets
Ongoing Risks Assessments

The Creation and Maintenance of Operational Plans for Offensive and Defensive
Operations

The Creation and Maintenance and Use of Offensive and Defensive Cyberweapons
Rapid response

The Creation and Maintenance and Use of Contingency Plans in the Event of a National
Emergency

U.S. Cyber Command's Roles and Responsibilities related to offensive and defensive
cyberwarfare operations and cyberdeterrence

DHS's Roles and Responsibilities related to offensive and defensive cyberwarfare
operations and cyberdeterrence

Cyber operations with Allies (i.e. Israel and the U.K.)
How the U.S. will protect its interests and the interests of its Allies in Cyberspace

Probable shutdown of the public Internet inside the U.S. in the event of an extreme set
of cyberattacks or emergency (external or internal)
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The Classification of PPD 20 and the
Necessity for Secrecy

 PPD 20 is classified as Top
Secret because

— |t protects the plans and
actions of the Federal
Government and the U.S.
Military

— |t protects our Allies

— It prevents unfriendlies (state
and non-state actors) from
gaining an advantage

from getting excited
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So Why PPD 20 and Why Now?

* CISPA legislation failed to get passed in 2012 by
the 112t Congress

e The Obama Administration recognition that the
protection of Cyberspace and the Internet is vital
to our national interests and to the interests of
our Allies

 The alarming increase of cyberattacks, both in
frequency and sophistication, make it imperative
for President Obama to act, sooner than later
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How Will PPD 20 Affect America the
Average American

America will be more secure
Americans will be under greater surveillance

The Federal Government will react more swiftly
and efficiently to cyber events

More and more data will be collected and
analyzed

Americans will have less “freedom”
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What Can You and Your Business Do
Today?

Educate yourself your family, colleagues and your organization about
Threats and Vulnerabilities related to Cyberattacks and Cyberwarfare

Adopt or create a security compliance framework... and use it
Act Responsibly

Practice Self Restraint and Self Censorship

Protect Yourself, your family, colleagues and your organization
Do not take matters into your own hands and go on the offensive

Social Media Monitoring, Watch your Employees, the Government is
Watching

Remember: These Rights from the Bill of Rights have become greatly
limited or disappeared completely: 1, 4,6, and 8

Watch this space, it's only going to get more interesting
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Career Opportunities?

* Yes — The U.S. Government is hiring
Cybersecurity Professionals

* Private Industry will be picking up more and
more Cybersecurity experts

U.5. Federal
Cybersecurity
Markel

$65.5 Billion
In 2013-2018
(AGR 6.2%
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Career Development Opportunities?

lllinois Institute of Technology

e M.S. in Cyber Forensics and
Cybersecurity

http://www.itm.iit.edu/cybersecurity/index.php

=

LLINOIS INSTITUTE ¥V
OF TECHNOLOGY

Bellevue University

 M.S. in Cybersecurity
 B.S.in Cybersecurity

http://www.bellevue.edu/degrees/graduate/cybersecurity-ms/
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THE FUTURE OF CYBERWAR
AND CYBERATTACKS
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The Future of Cyberwar and Cyberattacks

Increasing intensity and frequency
Greater capacities to inflict damage
Better Intelligence

Faster Response

Tighter Integration and Automation
More complex offensive cyberweapons
Better cyber defense and deterrence will be necessary
Greater dangers from both state and non-state actors
Better analysis and think-tank groups

Possibly more secret Policy Directives
(i.e. PPD 20)

Possible loss of more personal freedoms
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We Will Be Living in
Interesting Times From Now On...

Taipei. Taiwa

1)

Italy ¢ 3, ([ 7.6.11)
Aiud. Romania to Aachen. Germany (|

Q 4 déunaea capture I Yaros'!.avl_ Russia .38, to Aachen. -
@% Honeynet i e (e mm e o N (NS EEN
. PI'OJECt : i e ey kit ] RESEARCH G >

Columbus, USA (39.97,-82 88) to Aachen, Germany n
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Conclusion

 The unique nature of cyberattacks and
cyberwarfare, combined with the facts that
cyberspace is so critical to business and that there
are so many people who use it, makes it a
complex area to protect

* The Obama Administration is extremely tech
savvy and committed to defending cyberspace
and the Internet for America and its Allies, and in
the absence of Congressional support, the Obama
Administration will act decisively
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Questions
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So far, there's only one set of "OBAMA" license plates in lllinoizs 7 and
Bill Slater of Wicker Park has it. (4l Podgorski/ Sun-Times)
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Send e-mail to William F. Slater, lll: slater@billslater.com
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Website

http://billslater.com/cyberwar
» Writing
> Presentations

> References

Send e-mail to William F. Slater, lll: slater@billslater.com William F. Slater, I
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More References

Rand Beers is the current Under Secretary of Homeland Security for National Protection and Programs. Beers was appointed as Under Secretary by
President Barack Obama on June 19, 2009.

March 20, 2013, he delivered this 12-page report, a Statement for the Record Before the United States House of Representatives Appropriations
Committee Subcommittee on Homeland Security. It gives unusually detailed review of how the Executive Branch, particularly the Department of
Homeland Security sees its role in defining and protecting Critical Infrastructure, both physical and virtual from cyber threats related to cyberattacks. It
also discusses the contents the contents and intent of PPD 21, EO 13636, both of which are related specifically to cybersecurity and protection of critical
infrastructure.

For your edification:
http://appropriations.house.gov/uploadedfiles/hhrg-113-ap15-wstate-beersr-20130320.pdf

More information:

EO 13636
http://blog.zwillgen.com/wp-content/uploads/2013/02/CybersecurityE0-201302122.pdf

PPD 21
http://blog.zwillgen.com/wp-content/uploads/2013/02/PPD21-201302124.pdf

Update Presentation on the OBAMA Administration Priorities on DHS Highlights Efforts to Strengthen Cybersecurity for the Nations Critical Infrastructure
http://www.dhs.gov/news/2013/02/13/dhs-highlights-efforts-strengthen-cybersecurity-nations-critical-infrastructure

Commentary:
http://blog.zwillgen.com/2013/02/13/for-obama-a-cybersecurity-triple-play/
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